Fake Microsoft Teams Campaign Delivers ValleyRAT via
NSIS Installer and DLL Sideloading
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We came across fake Microsoft Teams distribution sites, shared on X platform back in mid
April. The websites closely mimic the legitimateMicrosoft Teams download page, using
lookalike domains to trick users into downloading a trojanized installer packaged as a zip
archive.
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Figure 1: Fake teams site

Our investigation revealed that the delivered payload leverages a DLL sideloading chain via
a legitimate executable (GameBox.exe) developed by Tencent, ultimately deploying a
ValleyRAT variant. Indicators such as Chinese language artifacts within fake sites and log
data suggest a likely connection to threat activity originating from China.

This malware campaign stands out for its clean execution chain, combining social engineering
with staged payload delivery, in-memory decryption, and stealthy persistence mechanisms.
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Figure 2: Killchain

The infection chain begins with domains such as teams-securecall[.Jcom and
teamszs[.]Jcom, which are designed to closely resemble the official Microsoft Teams
download page and thereby encourage unsuspecting users to trust the download.

Upon visiting the site, users are prompted to download a compressed archive named as:

98653.2.87.teamsx.zip
571.0.2.6.8.97teamsxb.zip
521.0.3.6.987teamsx.zip

NSIS Installer Execution

Once extracted and executed, the archive launches a malicious NSIS based installer, which
serves the initial stage of the attack. Rather than performing a standard software installation,
the installer acts as a deployment mechanism, dropping multiple components across the
system, including a loader, a malicious DLL, and supporting binaries.

The installer also includes a legitimate Microsoft Teams installer and a corresponding
shortcut is created on the user’s desktop. This helps avoid suspicion by presenting an
expected behavior to the user while the malicious components are silently installed in the
background.

2/12



[ » THsPC » LocalDisk{Ch » Program Fikes (x86) > Search Program Fies (<06 a

= [ I 7] T4 som O wiew (0 peta

gerd weermen guard  Common Files carkg s FigTearaferfiles  Infemet Explonsr #mpre Ing Mozt MicrenattWET Hugne scad

A i o Yl M (M (%

‘Aindowt Whindows Mail Wirdows Media Windows NT Wirdows Photo  ‘Windows Sidebar ' WindowsPowers mvrodec-5541 wdwice-SEdil wdtter-4.di oA 5540 | anp
Cufandar Playar imsenr hail g
"‘ﬂ: "’# Yo| @ B BB s | ‘
-
- | | L | L !
Basedll Browserbdudle. cef pak commundl ennfigiri enokiesdn Copyflightitst  d3sdcempien 43, d3scompilen 4T, desknep ini Duilib_wdl ECEaeGameDll | GameBese
di dn 4l Al

¥l | ¥ | (% Y] (M ﬂﬂ 43# Gﬁ GQ lﬂ# #Q

Ryhase.dl e _cliera_sgi.dl inestall bt kbcel.dl lizcrypta-1_1.d40 My 3240 HGLES 2.4 bapedetho.dl LstSdiall gl LySoE2. Al mirebbnk 45730 MSTeamsSeiupe
1 24 "

|a;' &) (o) @) () (g &) () @) (@) gl
Figure 3: Dropped Files

A key element of this stage is a legitimate executable (GameBox.exe) being abused to side-
load a malicious dll named utility.dlIl.

Windows Defender Evasion
As a first step the malware after execution weakens the system’s defenses by modifying the
Windows Defender settings.

A few PowerShell commands are run thereby ensuring that its files and activity stay ignored,
these commands add exclusions for the working directory and the malicious DLL from
detection:

powershell -Command “Add-MpPreference -ExclusionPath ‘C:\ProgramData\client"”

powershell -Command “Add-MpPreference -ExclusionProcess ‘Utility.dll””

& 7006137 C785 GCFFFFFF OTO00D0] mav dword ptr ss:ilebp-340,7
L] ! 51 push ecx
L] &a 00 push (
L] &A 00 push (
L] 68 00000008 push S000000
L] 33Co NOr 2ax,eax eax: L "powershell -Command ' “Add-MpPreference -Exclusig
L] €745 BS 44000000 mov dword ptr ss:[febp-7s], 44 44: ‘D"
L] 837D E4 08 cmp dword ptr -:-.:[ehp-u],ei
L] OFSTED XOFPS Xmmo , xmed
. &A 0O push
- E6: E3BE SEFFFEFF mov word ptr ss:[febp-as], ax
L] ED4S DO lea eax,dword ptr ss:febp-30] [ebp-30]:L"powershell -Command *“Add-MpPreference -Exd
L] OF4345 DO cmovae eax,dword ptr ﬂs:Eebn-sulj [ebp-30] : L"powershell -Command ' "Add-MpPreference -Exg
. &A 0O push ¢
. €A 00 push o
L] 50 push eax ean:L"powershell -Command “Add-MpPreference -Exclusig
- &A 00 push C
L] E6:0FL1345 B8C movipd gword ptr ss:|febp o MmO
L E6:0FL1345 34 movipd gword ptr ss:ffebp-cCJ, xam0
L 66:0F1345 3C movipd gword ptr ss:ffebp-c4), xam0
- EE:0FL345 Ad movipd gword ptr ss:ffebp-5C), xam0
- EE:0FL1345 AC movipd gword ptr ss:ffebp-54), xam0
L 661 0FL345 B4 movlpd gword ptr ssijffebp-4C), xmm0
L 66I10F1345 BC movlpd gword ptr ssijffebp-44), xmm0
. GEI0FL1345 C4 movlipd gword ptr ssilfebp-3C), xem0
L OF1185 7BFFFFFF movups xmmword ptr ss:|[Jebp-3E], xmm0
> C410D770 call dword ptr ds:[<CreateProcessws=] |

Figure 4: Executing PS commands
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Making Malicious Items Hidden

The malware is copied to the ProgramData folder and to evade casual inspection it modifies
file attributes of the dropped components. During analysis, a call to SetFileAttributes was
observed with the value 7 which made the copied folder hidden.

PR LA ML W R 2T e LUy

68 BO0000DO0 push 80

L

. 2ALCS 50 push eax eax:"C:\\ProgramData‘\’client

® (7003246 FFD 3 eall sbx ebx:SetFileAttributesAa

& | 7O032AC8H 6A O7 push

. I2ACA 8085 FEBFEFFFF Eax, dword ptr :Bebp-105]

&7 32AD 50 push eax eax:"C: Programbata'‘\client
— o [H FFD3 call ebx | ebx:SetFileattributesa

. BECO test 4w, ean AN LI Progr D Ata, R CTTEnt

. v 75 29 jne utility.70032B00

Figure 5: Setting hidden attribute

Registries Set

In the previous versions of ValleyRAT, configuration data, including the encoded C2 domain
were likely written to HKCU\SOFTWARE\IpDates_info and a secondary key at
HKCU\Console\0\451b464b7a6c2ced348c1866b59c362¢e stores encrypted binary data likely
used for malware configuration or payload staging. but, in this case IpDates_info is stored with
QWORD of 0s. The overall registry usage patterns combined with other behavioral and
structural similarities strongly align with known ValleyRAT activity. We can conclude this
malware is related to SilverFox APT.

Persistence

The sideloaded Utility.dll establishes persistence by creating a service named _CCGDAT,
configured to start automatically when the system boots.

4/12



Marme g Description

£ RUDCREANTR

1), ActiveX Installer (AxInstSV)
QrAgent Activation Runtime_... Runtime for...
-.‘:@;Agglegated Data Platform S... This service ...

Provides Us...

i App Readiness Gets apps re...
-.‘.'.;J_;Applicatiun |dentity Determines ...
E;hﬁpplication Information Facilitates t...

{;J‘Eﬁpplicatiun Layer Gateway ... Provides su...

i), AppX Deployment Service (... Provides inf...
QEAMU Time Zone Updater Automatica...
1), AVCTP service This is Audi...
) Background Intelligent Tran... Transfers fil...
i), Background Tasks Infrastru... Windows in...
.Qh Base Filtening Engine The Base Fil...
{€}; BitLocker Drive Encryption ... BDESVC hos...
i€} Block Level Backup Engine ... The WBENG..,
-E;); Bluetooth Audic Gateway 5. Service sup...
i}, Bluetooth Support Service The Bluetoo...
-f:)_; Bluetooth User Support Ser... The Bluetoo..,
‘;‘:& Capability Access Manager ... Provides fac...
\E.:J_‘r CaptureService_5f266 Enables opti...
&} Cellular Time This service ...
.CJL Certificate Propagation Copies user ...

i}, Client License Service (ClipS... Provides inf...
i€}, Clipboard User Service_5f266  This user se...
{;}E Cloud Backup and Restore ... Monitors th...
i, CNG Key Isolation

Payload Decryption

Status Startup Type Log On As
Starting  Automatic Local Syste...
Rdzmiial Lmral Surba

"RUdREA~TR Properties (Local Computer)

General |ogOn Recovery Dependencies

Service name:
Display name: 'RUREA"TR
Description:
Path to executable:
C:\ProgramDataclient \Game Box sxe
Startup type: Putomatic
Service status:  Starting
Start Stop Pause Resume

You can specify the startt parameters that apply when you start the service

from here,

Start parameter

—

The CNG ke... Running  Manual (Trig... Local Syste...

Figure 6: Service Created
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san:’

ean:’

A primary shellcode payload user.dat is dropped by Installer in an AES encrypted form.
During runtime, the malware performs decryption in memory before execution. By placing
breakpoints around the decryption routine in x32dbg, the decrypted buffer was successfully
captured from memory.

pht’

pht’
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Analysis of the decrypted content revealed that it acts as a shellcode loader, responsible for
staging further payload execution rather than containing the final malicious logic itself.

@ebump1l  @eDump2  BWDump3  PdDump4 B Dump s B watch1  Ix=lLe

Address | Hex ASCII

03ZA0FEQ| 6B 00 OO0 OO|00 OO0 OO 00|00 00 00 00|00 00 00 00| Kese e cennnnnns
032A07F0O |00 OO0 OO0 OD|00 OO OO QO(00 OE OO OD(0OD 93 11 00| .. i cnennannns
03Z2A0800 (00 01 OO0 OQD|00 OE OO QO(DO0 93 11 00|00 OL OO0 00| cue e iecnnnnannns
032A0810| 00 31 30 33|2E 32 31 35(2E 37 37 2E|31 37 00 31(.103.215.77.17.1
032A0820|30 33 2E 3231 35 2E 37|37 2E 321 37|00 7C 00 30|03.215.77.17.].0
032A0830|00 3A 00 64|00 &2 00 7C (DO 30 0D 3A|00 6C 00 GB|.:.d.b.|.0.:.1.k
032A0840|00 7C 00 30(00 3A 00 68|00 73 00 FC|00 30 OO0 3A|.]|.0.:.h.5.].0.:
032A0850|00 &C 00 G4(00 7C 00 20|00 3A 00 &C |00 &6C 00 7C|.1.d.|.0.2.7.17.|
032A0860( 00 30 00 3A(00 &8 00 62|00 7C OO0 31|00 3A 00 7FO|.0.:.h.b.|.1.:.p
032A0870|00 6A 00 FC(0O0 39 00 20|00 2E OO0 34|00 20 00 2E|.Jj.|.9. ...4. ..
032A0880|00 36 00 32|00 30 00 32|00 3A 00 FA(OD &2 00 7C|.6.2.0.2.:.2Z.b. |
032A0820| 00 30 00 2E|00 31 OO 3A|00 &2 00 62|00 7C 0O 73| .0...1.:.b.b.|.5

Figure 8: Decrypted Payload

Analysis revealed a configuration string containing multiple reversed key value pairs at the
end of of the second stage payload:

103.215.77.17)|0:db|0:1k|0:hs|0:1d|0:11|0:hb| 1:pj|9.4.6202:zb|0. 1:bb|smaet:zf] 1:Ic| 1:dd| 1:3t|08:30
|1.0.0.721:3p|1:2t|19944:20|71.77.512.301:2p| 1:1t{9944:10|71.77.512.301:1p|
From the above, some of the key value pairs seem like toggle for malware features.

InProcess Shellcode Injection

Following decryption, the loader allocates memory within the current process and writes the
decrypted shellcode into it. Execution is then transferred using CreateThread, allowing the
payload to run entirely in-memory.

] BA LOSB3AIL MUV EUX, 5L 3ASH 5

L] §945 AB mov dword ptr s5:[ebp-580,eax [ebp-58] : fresaddrinfo, eax:connect
. 8BCE MmOy _eCx,es]

. E8& 4F050000 call 17C0730

. FF75 80 oL gword pir ssilfebp-50] [ebp=80] : GetProcAddress

. BA DAS02B09 [

. §945 AC mov dword p £5:febp-541, eax [ebp=-54] :htons, &ax:connect
. 8BCE moy eCx, 257

. E8 30050000

. FF75 80 push dword ptr ss:lebp-s0] [ebp-80] : GetProcaddress

1] BA DCB7B830F mov edx,F8357DC

[ 8945 BOD 5% iJebp-s0f, eax eax:connect

- - Aans- s

Figure 9: Shellcode injection

This technique avoids writing the payload to disk, significantly reducing detection by traditional
file based security mechanisms.

APl Hashing

Both the second stage loader and the third stage payload implement API hashing to resolve
Windows API functions at runtime. Instead of storing APl names in plain text, the malware
computes hashes and dynamically matches them against exported functions from loaded
modules.
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XOR Decryption (3rd stage)

MY EUK; 3 LIAGH 5
mm.l mrd ptr s5:[Qebp-55ll, eax

5:[Jebp-50]
:Qebp-541, eax

Figure 10: APIl Hashing

[ebp=-58]:Treeaddrinfo, eax:connect

[ebp-80] : GetProcAddress

[ebp=54] : htons, eax:connect

[ebp-80] : GetProcAddress

eax:connect

The third stage payload retrieved from the C2 server is stored in an encrypted format in

memory. Unlike the initial AES layer, this stage uses a simpler custom XOR based encryption.

ell01910370 FF53 08 m TR Febt [ebtaDS]:\"irtua'l-ﬂ'lucl
@[01910373 8BFS oY e T, TR
ell01910375 33F6 xor es‘i,es‘i
@||01910377 85FF test edi,edi
#01910379 | ~ OF84 9CO00000 je 1910418
-—--»80191037F 56 push &51
i &||01910380 68 00900100 push 13000
H @|| 01910385 57 push edi
: e||01910385 FF73 44 push dword ptr ds:[ebx+44]
—_— 3w FF53 38 call dword ptr ds:[ebx+35] | [ebx+38] :recv
i o [0191038C £945 EC mp 13, eax
I @ ||01910358F B5CO0 test eax,eax
e -#| 01910391 ~ OFBE 24000000 ijle 19101-1!
o o||01910397 BB4B 58 mov ecx,dword ptr ds:[ebx+58] ecx :NtAllocateVirtualMemory+C
il e|01910394 034D F4 |add ecx,dword pir ss;febp-CJ ecx :NtAllocateVirtualMemory+C
b e|[0191039D 50 push eax
; i el0191039E 57 push edi
L @|0191039F 51 push ecx ecx :NtAllocateVirtualMemory+C
i1 efo1910340 FF53 18 |E8M) dword ptr ds:[ebx+18] [ebx+18] :Rt1MoveMemory
Wl 01910343 BE4S F4 mov eax,dword ptr ss:ffebp-CJ]
i @|01910345 0345 EC add eax,dword ptr ss:febp-14])
E | @01910349 8945 F4 mov dword ptr ss:Jebp-C], eax
P #|0191034AC 30 OEBOO400 cmp eax,4800E
1 i 8| 01910381 ~ 7% OC jne 191037F
H e||01910363 68 00800000 push 3000
Figure 11: Receiving payload from C2
Woup1 @Durpz #Dump3  FEDump4  §RDumps @ watch1  ellocals "I Struct Eﬁsam‘rﬁy
Address |Hex ASCII
02320000|0E BO O4 00|00 OO0 OO0 QO (00 OO0 OO OO0|00 00 DF Ad| . ..cassnnnans Ea
0332001032 36 36 63 |BD DA BS DA|2ZE 65 60 BD |47 DA 61 BF 266(5&”“'3 e’ %G.aj
0332002063 C2 BD 72|38 4E B3 F& |42 5B BS 4A (38 4A 36 42 £MFSN'¢E[HJBJEE
0332003050 BD 6A 3E|2E BF 68 CE|B3 ED 42 D |BD 62 3E ZA|PWj».ikl=1Bmish>+
03320040 | BD 42 3E 16|35 EF BD 72 |3E 12 35 C7|BF 63 DE 35 |%B>.5¢Wr>.5CiCb5
03320050 | F7 05 E4 BF (43 C6 BF 73 |DA B3 [EDI 42 (O0C BD OA AD |+, 8;C& sU*HB. %,
03320060| 05 CO 35 CF|BF 4B CA BC (31 B2 F6 42 (21 BD E9 5F J\EI;K 1=0B 158_
03320070(CO B5 36 36|36 39 B8 F&6|35 C6 75 BC |35 B2 F& 43 | AuGG69. 05 4UNS 0L
03320080 |08 BD 6B CE|B7 DO C9 C9|C9 49 0D 43|C2 42 27 BD |@+kl.DEEEI.CAB "%
0332009043 C6 74 0D |ES5 44 FO 05 (F& 69 68 D |BD D3 6B F5 |CA£L. HJE U'IP'I'TD’AQKG
033200A0|B5 4B 3E 36|43 27 BD 73 |DA 39 81 32|66 BD 63 DE|pK>6C" %509, 2F%cp
033200B0(BD 32 B4 35|F7 DD D4 61|67 C9 63 3E|DD ED 63 BD | %2 S=¥DagEc>¥ick

During debugging, the decryption loop was traced, and the payload was observed being
transformed in place within the allocated buffer. Once decrypted, the dump clearly reveals

Figure 12: Encrypted Payload on memory

shellcode containing PE structure, confirming it as the final malware stage.
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Iy XOor eax,eax

ULyl
®| 013 B8BF8 mov edi,eax
r—)i L eggggﬂflt} 04 MOVEX ;axaby'te ptr ds:[eax+edx+4]
@013 mov esi,edi
! 0191 33iD2 xor edx,edx
@ 0191 C745 EC CBOLO000 mov dword ptr ss:febp-14],1C8
@ 0191 F775 EC div dword ptr ss:febp-14]
®f 0191 BE4B 58 mov ecx,dword ptr ds:[ebx+58]
| 80191 BBCE MOV EAX,Ee51
| efoion 80C2 36 add d1,36
| s|0191 6A DA push A
I @019 301439 xor b:lv‘tt str ds:[ecx+edi],dl
@ 0191 3302 xor edx,edx
e 0191 59 pop EE’C.
el 0191 F7F1 div ecx
1 0191 8B45 FOD mov eax,dword ptr ss:flebp-10]
#0191 47 inc edi
I w019 40 inc eax
e|0191 7 F7DaA neg edx
®| 019103F9 1BD2 sbb edx,edx
#|019103FB 23C2 and eax,esdx
®| 019103FC BB55 F4 mov edx,dword ptr == :febp-CJ)
| #| 01910400 8945 FO mov dword ptr ss:Qebp-10],eax
| a|01910403 81FF OEBOO400 cmp edi,4B00E
—— m ~L7C €2 |31 19103cD
#| /01910408 BE43 58 mov eax,dword ptr ds:[ebx+58]

Figure 13: Payload decryption using XOR operations

Since this payload is fetched dynamically from the C2 server, its content is not fixed and can
be updated or replaced at any time, allowing the threat actor to deliver different payloads
depending on the campaign or objective.

Woump1  @Moump2z Boump3  @eoump4  WWDumps @ wakhi  Ielloals  °C Stuct & Disassembly

Address | Hex | AscIT
039A05CD [4D SA 90 00|03 00 OO0 00|04 00 00 OO0|FF FF 00 O0|MZ..nsennee. V¥ .

03SA050D |88 OO0 OO 00|00 OO0 OO0 OD|40 OO0 00 OO0 |00 OO0 OO0 00| Lcsssass - T
03 9A05ED | 00 00 Q00 00 (00 00 00 QO|00 OO0 00 00|00 00 00 00| vverannannnnsns
039A05FD | 00 OO0 00 OO0| 00 OO 00 DO|00 OO OO0 00|00 0L 00 00| ..vveeennannanas
039A060D (0E 1F BA QE |00 B4 09 CD|21 BS 01 4C|CD 21 54 68|..%.. .11 .LiITh
03%A061D |69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E &6F|is program canno
039A062D |74 20 62 65|20 72 75 BGE|20 69 BE 20|44 4F 53 20|t be run in DOS
039AD63D |60 6F 64 65 |ZE OD 0D OA|2Z4 00 00 00|00 00 00 DO |mode., .. $.c0ecus
039A064D [ 7C A3 66 B4|38 C2 08 DT|38 €2 08 D7 |38 €2 08 D7| |£Ff.8A. x8A. x8A. x
03940650 |73 BA OB D6|32 C2 08 DT |73 BA 0D D6|B3 C2 08 D7 |5%.02A.x5%.0"A. x
039A066D (73 BA OC D6|2C C2 08 D7|6A BY OC D&|37 €2 08 D7|s°.0,A.xj-.07A.x
039A067D [ 6A B7 OB D6&|2E C2 08 DT|6A B7 OD D&|LF €2 08 D7|J-.0.A.x]-.0.A.x

Figure 14: Decrypted payload has PE

Post decryption, the payload consists of a shellcode loader followed by a fully functional
ValleyRAT module. The loader uses Reflective Loading techniques to map the PE into
memory. It invokes its exported function “load”, resulting in the execution of the malware
within the current process.

Clipboard Theft

The malware actively monitors user activity by accessing clipboard contents through the
GetClipboardData API. This behavior indicates an intent to capture sensitive information such
as copied credentials, wallet addresses, or other user data.
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WU D DU D =V
e |(043CDEOS 3045 FO
@ |(043CDEOY B4t A3 00000000
@ |(043CDEOD aA 00
— o [EENIS FF15 B4B33F04
e |(043CDELS B5C0
---||043CDB17 ~ 0OFB4 BB010000
e |(043CDELD C785 3CDBFFFF
| 043CDBE27 C735 34DBFFFF
e|(043CDE3L 33FF
| 043CDE33 B9BD 35DBFFFF
e |(043CDE39 897D FC
@ |(043CDE3C aA 0D
e |(043CDE3E FF15 DCE33F04
e |(043CDE44 3985 34DBFFFF
e |(043CDE4A B5C0
---@(043CDBEAC ~ OF85 89000000
0| 043CDES2 FF15 40B13F04
& llnAX noCo oD« o
Logging Activity

PuU=n edx

push 0

test eax,eax
j& 43CDCAB
000000 mov dword ptr
000000 mov dword ptr
xor edi,edi
mov dword ptr s
mov dword ptr s
push D

oA

WA

oA

test eax,eax
ine 43CDBDB

lea eax,dword ptr ss:[febp-10]
mov dword ptr JJj:

call dword ptr ds:[<&0penClipboard:=]

Eall dword ptr ds
mov dword ptr ss:

eall dword ptr ds:[<2GetTickCount>]

[0],eax

Pebp-24C4),0
Lebp-24CC),0

edi:5leep
febp-24CE], edi edi :Sleep
Lebp-4], edi edi:5leep

:[<iGetClipboardDatas=]
febp-24CC], eax

Figure 15: Stealing clipboard

The malware creates local log files and stores operational data such as captured keystrokes,
clipboard content, execution status etc. This suggests that the RAT maintains a local buffer of

collected data before exfiltration to its command and control server.

.I‘!‘l'.li'l.lil.i

FF35 64995604
FF15 BOB23F04

68 50955804
FF15 BOBO3FO4
EBFE

B3FF FF

s Ewr e w gt g W

je 43CE113

push
push
push
call

edy

FFFFFFFF

dword ptr dz:[4589964]

dword ptr ds:[<iWaitForSingleDb]je

push 0

push 2

push

=

4

push 0

push

1

push
push
call

E L]
4589550
dword ptr ds:[<fCreateFileds]

4589550:L"C:\"\ProgramData'\[H splaySessionContainers. log"

MOV =0T, AKX

omo edi.FFEFFFFF

Figure 16: Writing to log file
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DisplaySessionContainers.log X +

=

File Edit WView

[17:02:63] EWhiE: [IESCERE]
[@x13]

=== H[HE ===

ATE]: 2026-04-26 17:82:17
fmel: 98653.2.87.teamsx - File Explorer
[Win][@x13][@x13]

=== B[ ===

ATE]: 2026-04-26 17:82:19
tdl: Settings
[Win][@x13][@x13]

=== B[ ===

AdlE]: 2026-04-26 17:82:25
tnsl: Search

[Win][Bx13]s

=== BHE ===

AdlE]: 2026-04-26 17:02:27
fmdl: Settings

ervi

[17:02:33] EEWhiR: [IESTEME]
s

=== B[ ===

AIE]: 2026-04-26 17:02:40
tnsl: Search

er
[ex13]

Figure 17: Log file contents

Network Communication

Network activity analysis shows the malware establishing outbound TCP connections to its
command and control (C2) infrastructure and maintaining communication with the remote
server.
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1:223... %Gameﬂm.me
1:22:3... [@GameBox exe
1:223... @GameEm.me

Y

1:223... @GameEm.me
1.22:3.. @Gameﬂm.me
1:22:3... @Gameﬂm.me
1:223... @Gameﬂm.me
1:22:3... @GameBox exe
1:22:3... @GameBox exe
1:22:3... [@GameBox exe
1:223... @GameEm.me

4400 Y TCP Send

> 103.215.77.17:4499

1:225...
1.22:5..
1:22:5...
1:22:5...
1:23:0...
1:23:0...

@Game Box exe
@Game Box.exe
@Game Bow exe
@Game Bow exe
(GameBox exe
S GameBox exe

4400 GalWriteFile C:%ProgramData*.DisplaySessionContainers log
2400 [FHIWriteFile C:ProgramData".Display SessionContainers log
4400 F)WriteFile C:“ProgramData.DisplaySessionContainers log
4400 ) WriteFile :"Program Data"DisplaySessionContainers log
4400 51 WriteFile C:"ProgramData"Display SessionContainers log
4400 fFWriteFile C:\ProgramData"Display SessionContainers log
4400 GlWriteFile C:%ProgramData.DisplaySessionContainers log
4400 GalWriteFile C:%ProgramData*.DisplaySessionContainers log
4400 GalWriteFile C:%ProgramData".DisplaySessionContainers log
2400 [FHIWriteFile C:ProgramData".Display SessionContainers log
4400 ' TCP Send = 103.215.77.17-44599
4400 ' TCP TCPCopy = 103.215.77.17:4459
4400 ‘' TCP Receive - 103.215.77.17:44599
4400 ' TCP Send - 103.215.77.17-4499
4400 [F&)WriteFile

:\Program Data".Display SessionContainers log
IR . 103715 77 17:4439

Figure 18: C2 Communication

4400 ' TCP Send

Observed behavior indicates that the malware not only receives instructions from the C2 but
also sends collected data back to the server, including logs.

This campaign leverages convincing Microsoft Teams themed lures to deliver a multistage
malware framework culminating in ValleyRAT deployment. The use of NSIS installers, DLL
sideloading via legitimate binaries, and in memory execution demonstrates a clear focus on

evasion and stealth.

Overall, this campaign reflects a well structured intrusion chain combining social engineering

with advanced post exploitation capabilities, making it particularly effective against

unsuspecting users.

10C(s)

File Name

Hash

Detection Name

98653.2.87.teamsx.zip

709604CES8E3F8255587AC9253DB6994

Trojan ( 006ddd9e1

)
Utility.dll 18F3E85D7237E3CACOAD13BDCF513F0F Trojan ( 006ddd9e1
)
User.dat 8FI9DEBS7E9AEDI9DS580F386BA2D191319  Trojan ( 0001140e1
)
C2

103[J215[J77[J17
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