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o Cisco Talos discovered an ongoing malicious campaign, operating since at least December
2025, affecting a broader workforce in the Czech Republic with a previously undocumented
botnet we call “PowMix.”

e PowMix employs randomized command-and-control (C2) beaconing intervals, rather
than persistent connection to the C2 server, to evade the network signature detections.

 PowMix embeds the encrypted heartbeat data along with unique identifiers of the victim
machine into the C2 URL paths, mimicking legitimate REST API URLs.

o PowMix has the capability to remotely update the new C2 domain to the botnet configuration
file dynamically.

» Talos observed a few tactical similarities of the current campaign
with the ZipLine campaign, including the payload delivery mechanism and the misuse of the
legitimate cloud platform Heroku for C2 operations.
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Victimology

Talos observed that an attacker targeted Czech organizations across various levels, based on the
contents of the lure documents used by the attacker in the current campaign.

Impersonating the legitimate EDEKA brand and authentic regulatory frameworks such as the
Czech Data Protection Act, the attacker deploys decoy documents with compliance-themed

lures, potentially aimed at compromising victims from human resources (HR), legal, and
recruitment agencies. In the lure documents, the attacker also used compensation data, as well as
the legitimate legislative references, to enhance the authenticity of these decoy documents and to
entice the job aspirants across diverse sectors like IT, finance, and logistics.
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Zasady ochrany osobnich udaju a
duvérnych informaci EDEKA Cesko

Interni dokument — verze 1.0/ 2025

Tento dokument stanovuje pravidla pro ochranu divérmych informaci, osobnich (daju a
dusevnihe viastnictvi ve spolecnosti EDEKA Cesko s.r.o. a pravidla spoluprace s JN
Recruitment jako technologickym partnerem.

1. U&el a rozsah platnosti zasad

Uzelem téchto Zasad je sjednotit pravidla ochrany, zpracovani a sdileni ddvémych informaci
a osobnich (dajl ve spolegnosti EDEKA Cesko s.r.o. Zasady se vztahuji na viechny
zaméstnance, spolupracovniky (0sVC), dodavatele a partnery, ktefi plsobi jménem EDEKA
Cesko — zejména na osoby, které maji pfistup k cbechodné davérmym informacim.

Zasady zohlednuji platné pravni predpisy, zejmeéna Nafizeni Evropskeho parlamentu a Rady
(EU) 2016/679 (GOPR), zdkon &. 110/2019 Sb., o zpracovani oscbnich Udajl, a ustanoven|
tykajici se obchodniho tajemstvi podle zakona & 892012 Sb., obéansky zakonik.

2. Definice a klasifikace informaci

Duavérné informace

- vegkere nevefejneé informace tykajici se cinnosti, strategie, financi, technologii, smluvnich
partnerd, zakaznikd a dokumentace spoleénosti EDEKA Cesko. Zahrmuji mimo jingé
obchodni plany, ceniky, smluvni Odaje, provozni data a know-how.

Osobni Gdaje
- jakakoli informace tykajici se identifikovane nebo identifikovatelné fyzicke osoby ve
smyslu &l 4 GDPR.

. Klasifikace drovni ochrany

Uroven Popis
Verejne Vefejné dostupne informace, tiskove zpravy.
Interni Informace uréené K internimu pouZiti v EDEKA.
Divérné Obchodni Udaje a osobni Udaje vyZadujici omezeny
piistup.
Piisné dldvémé Strategické a kritické informace — pfistup pouze pro

opravnéné osoby.
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Pozvani ke spolupraci — EDEKA
Cesko 2025

Privodce pro uchazeée — nova sit' 60 prodejen po celé Ceské
republice

Narodni expanze 2025-2027 - 60 prodejen - logistika a spoluprace s Seskymi dodavatel

1. Uvod a mise EDEKA Cesko

EDEKA je jednim z nejvétiich maloobchodnich fetézel v Evropé. Naim cilem v Ceské
republice je vybudovat moderni, pfijemnou a odpovédnou obchodni sit zaloZenou na kvalité,
poctivosti a respektu k zakaznikim a zaméstnancum. Vytvafime pracovni mista po celé
zemi a rozvijime dlouhodobe vztahy s mistnimi vyrobei.

2. Nase expanze v Ceské republice — 60 prodejen, logistika a
partnerstvi

V obdobi 2025-2027 planujeme otevieni prodejen v hlavnich méstech a regionalnich
centrech. Zaméfujeme se na pohodli zakaznikl, cerstvost produktl a efektivni dodavatelsky
fetézec. Spoluprace s eskymi dodavateli a zodpovédne nakupni praktiky jsou piliti nasi
strategie.

Priority expanze

+  Modermni formaty prodejen, samoobsluzné pokladny a transparentni komunikace cen.

= Efektivni logistika a last-mile — dostupnost produkti a véasnost dodavek.

«  Partnerstvi s mistnimi dodavateli — podpora éeské wyroby a malych a strednich
podniku.

+  Udriitelny rozvo) — ekologicke obaly, sniZzovani plytvan( potravinami, recyklace.

3. Proc se k nam pripojit?

+  Stabilni zaméstnani v uznavane znacce.

Jasné kariérni cesty — dkoleni, povyseni, programy pro talenty.
Konkurenceschopng odménovani a transparentni bonusovy systém.
Pratelska pracovni kultura — bezpeénost, podpora, nastroje.

Skuteény dopad — plispéjte k budovani struktur EDEKA v Ceské republice.

- - - -

4. Oblasti naboru a pozice

Prodejny a prodej, logistika a sklady, nakup a dodavatelsky retézec, finance a
administrativa, HR. a rozvoj, marketing a PR, IT a bezpeénost, préavni a compliance, projekty
a strategie.

Figures 1 (left) and 2 (right). First pages of two decoy documents.

TTPs overlaps with the ZipLine campaign

Talos observed a few tactical similarities employed in the current campaign with that of the ZipLine
campaign, reported by researchers from Check Point in August 2025.

In the current campaign, the PowMix botnet payload is delivered via an LNK triggered PowerShell
loader that extracts it from a ZIP archive data blob, bypasses AMSI, and executes the decrypted
script directly in memory. This campaign shares tactical overlaps with the older ZipLine campaign
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(which deployed the MixShell malware), including identical ZIP-based payload concealment,
Windows-scheduled task persistence, CRC32-based BOT ID generation, and the abuse

of “herokuapp.com” for command-and-control (C2) infrastructure. Although there are overlaps in
the tactics, the attacker’s final payload was unobserved, and the intent remains unknown in this
campaign.

Attack summary

Attack summary

Decoy document
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Figure 3. Attack summary flow chart.

The attack begins when a victim runs the Windows shortcut file contained within the received
malicious ZIP file, potentially through a phishing email. This shortcut file triggers the execution of
an embedded PowerShell loader script, which initially creates a copy of the ZIP file along with its
contents in the victim's “ProgramData” folder. Subsequently, it loads the malicious ZIP file,
extracts, and executes the embedded PowMix botnet payload directly in the victim's machine
memory and starts to communicate with the botnet C2.

PowerShell loader executes PowMix in memory

The first stage PowerShell script functions as a loader, and its execution routine is designed to
bypass security controls and deliver a secondary payload. It begins by defining several obfuscated
variables, including file name of the malicious ZIP file that was likely received via a phishing email.
Then, the script dynamically constructs paths to the folders such as “ProgramData” and

the user’s “Downloads” folder to locate this ZIP file. Once the ZIP file is found, it extracts the
contents to the “ProgramData”folder, effectively staging the environment for the next phase of the

attack.
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Figure 4. Excerpt of the deobfuscated PowerShell Loader main function.

To evade detection, the script employs an AMSI (Antimalware Scan Interface) bypass technique. It
uses a reflection technique to browse the loaded assemblies in the current process, specifically
searching for the Amsiutils class. Once located, it identifies the amsiInitFailed field and
manually sets its value to true. This action deceives the Windows security subsystem into thinking
that AMSI has not initialized, which disables real-time scanning of subsequent commands,
enabling the script to run malicious code in memory without being detected by Windows Defender
or other endpoint detection and response (EDR) solutions.
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Figure 5. Excerpt of the deobfuscated PowerShell Loader AMSI bypass function.

The script parses the malicious ZIP file to locate a specific marker that is hardcoded, such
as zAswkoK. This marker is treated as a delimiter, enabling the extraction of a hidden, encoded
command that is embedded within the ZIP file data blob.
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Figure 6. Malicious ZIP file data blob embedded with an obfuscated PowMix botnet.

Throughout this process, the script performs a series of string replacements, which include the
removal of # symbols and the mapping of placeholders, such as {cdm}, to their corresponding
specific file paths, reconstructing a functional secondary PowerShell script payload. Then it
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executes the secondary payload script in the victim machine memory using the Invoke-
Expression (IEX) PowerShell command.

$wlu[@].FullName
= Select-5tring 3w -Pattern Sevtu

T {

Test-Path %3]

! and-Archive %w DestinationPath %
Copy-Item $SwUu -DestimationPath (3

Figure 7. PowerShell loader excerpt with instructions to extract payload and execute.

PowMix botnet

Talos discovered that the secondary payload PowerShell script, which we call “PowMix,” is a
previously unreported botnet designed for remote access, reconnaissance, and remote code
execution.

The main execution of the script begins with an environment check to ensure it is running within a
specific loader context at the placeholder {cdm}, which is the path of the Windows shortcut in

the ProgramData folder, before immediately attempting to conceal its presence. It invokes

a function that utilizes the win32showwindowAsync function of “user32.dll” to hide the current
PowerShell console window.
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Waby -name {'Win325howWindowASync') -pamespaCe 'Win32Functilons
MainWindawHand e

c{$igdk, @) | out-nulL

[ $_.MainWindowTitle -eq Jkw })

, By | at-nUll

Figure 8. PowMix excerpt to hide the PowerShell console window.

Then it decrypts the C2 domain and a configuration file using a custom XOR-based routine with a
hardcoded key. It retrieves the machine's product ID by querying the HKLM:
SOFTWARE\Microsoft\Windows NT\CurrentVersion registry key for

the Windows ProductID. PowMix processes the victim machine’s ProductID and the decrypted
configuration data through a CRC32-style checksum function to generate a unique Bot ID and a
corresponding Windows schedule task name, which it subsequently uses

to establish persistence.

Some of the hardcoded XOR key strings found in this campaign are:

 HpSWSb

» qDQyxQE

e bKUxmhyAe
e Hymzglse

o KsEYwmgSF
» UujCPOEPU

9/15



[uTntif [ =bndd
[sTring]{jqa.Tostringl "«

[StrinG]{%0a.ToString] 'x4'1)

Figure 9. PowMix excerpts with the main function and the function that implements the
CRC32 type checksum algorithm.

Instead of using obvious task names, PowMix names the scheduled task by concatenating the Bot
ID and Configuration file hash, resulting in names that appear as random hexadecimal

strings (such as "289c2e236761”). The task configuration specifies a daily trigger set to execute at
11:00 a.m., and the execution action is configured to launch the benign Windows Explorer binary
with the malicious Windows Shortcut file path as an argument. Windows Explorer's file association
handling then automatically launches the malicious shortcut file to execute the PowerShell

loader script.

N WA ey day  HORTO0E VDN M WIHOR ABIAL  The sk biss i pei e Kieb1 801

Figure 10. Windows scheduled task created by PowMix.
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Before attempting to establish persistence, PowMix performs several validation checks to
ensure that another instance of the botnet is not running in the infected machine. It examines the
process tree using Common Information Model (CIM) queries to identify its parent processes. If
the PowMix is not running under either “svchost.exe” or “powershell.exe”, and if certain
environmental variables are not set, it attempts to restart itself in the privileged context.

Sv = SnUL1

taskKNamE Snm

). VAlUe

expu

= New-ScheduledTaskAction -exeCUtE %X -aRgUmEnT 3
New-5ScheduledTaskTrigg Ally -At 11AM

Register-ScheduledTask -ACtion $1lmbBi -trigger 3oj -TasknaMe 3$nMigh | oUt-nUL1

Figure 11. PowMix excerpts with the instructions to establish persistence.

The mutex implementation in the botnet prevents multiple instances from running at the same
time. It creates a mutex with the name “Global\[BotID]”. The “Global” prefix makes the mutex
visible across all user sessions, stopping separate instances from running in different user

sessions.
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+ Hppm

$False

New-Object System.Threading.Mutex($tRue, |
by) { }

Figure 12. PowMix excerpts with Mutex creation commands.

PowMix avoids persistent connections to the C2 server. Instead, it implements a jitter via Get -
Random PowerShell command to vary the beaconing intervals initially between 0 and 261 seconds,
and subsequently between 1,075 and 1,450 seconds. This technique attempts to

prevent detection of C2 traffic through predictable network signatures.

Each request from PowMix to C2 is created by concatenating the base C2 domain with the Bot
ID, configuration file hash, an encrypted heartbeat, a hexadecimal Unix timestamp, and a random
hexadecimal suffix. The standard heartbeat string “[]0” is encrypted using a custom XOR

routine using the Bot ID as the key and is then converted to a hex string. The inclusion of a
random length hexadecimal suffix further ensures that every URL is unique.

The attacker mimics the REST API calls URLs by embedding these data directly into the URL
path, instead of using a URL query string or a POST request for communicating with the C2
server.

Figure 13. C2 URL format.

PowMix establishes a Chrome User-Agent and configures the Accept-Language (en-US) and
Accept-Encoding (gzip, deflate, br) headers. It utilizes the GetSystemwebProxy APl along

with befaultCredentials to dynamically adopt the host machine’s network proxy settings and
automatically authenticates using the logged-in user's active session tokens, thereby disguising
the C2 traffic as legitimate web browser traffic within the victim’s environment.

12/15



kD = [uinT32](date -u %s).split( y[a]

(($kd - $nw) -Ge %y) {

Get-Random -mim 187 mAX 14°

» B:xh f [uint32]%kd
LThI $ppM 3waT
5 = Get-Random -Min 1 -Max 8
r = Get-Random -c (SKXT I
T -Joln
be + $p

$NUTL

uSoh( $zp

Figure 15. PowMix excerpts of download function with hardcoded HTTP headers.

The PowMix command processing logic is executed upon receiving the response from the C2

with a period delimiter. It extracts the second segment and decrypts it using the unique Bot ID as
the XOR key. The resulting decrypted response is then evaluated through a conditional parser that
distinguishes between the command operations hardcoded in the botnet and arbitrary code
execution, allowing the attacker to remotely control the victim machine.

The remote management commands that the botnet receives from the C2 are identified by a
leading hash symbol (#). We found that the PowMix botnet facilitates the commands described
below:

e #KILL - The KILL command initiates a self-deletion routine, utilizing the Unregister -
ScheduledTask PowerShell command with the parameter Confirm: $false to silently
remove persistence, followed by Remove-Item -Recurse-Force command to wipe the
malware’s directory in the victim machine.
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e #HOST - The HOST command enables the C2 infrastructure migration by remotely
updating a new C2 URL to a configuration file. By receiving the HOST
command, PowMix will encrypt the new domain that it receives using the hardcoded XOR
key and save it to a local configuration file via set-content PowerShell command. During
the next initialization of the botnet through the task scheduler execution, it prioritizes
the local configuration file data with the encrypted new C2 domain over hardcoded
defaults, providing a robust mechanism for evading domain blacklisting.

e For non #-prefixed responses from the C2, the command processing routine
of PowMix transitions into an arbitrary execution mode. It bypasses static detection of
the Invoke-Expression (IEX) PowerShell command by dynamically reconstructing the
command string from the $verbosePreference variable and executes the decrypted
payload while redirecting the output to Out-Null, ensuring erasing the execution traces.

sk -tAsknaME niGb -ConfirM:$falSE -ErrOracTion silentlycoNtinue

.([STrinG]$veRbOseprefEreNce)[1, 3] + 'X' -joiN ''($tzPY) | ouT-NUL1

t
}
b
= [uinT32](date -u %s).split(',"')[0]
}
{}

sleep -Sec (Get-Random -min 2 -max 10)

Figure 16. PowMix excerpts with the instructions facilitating the C2 commands.

Coverage

The following ClamAV signature detects and blocks this threat:

e Lnk.Trojan.PowMix-10059735-0
e Txt.Trojan.PowMix-10059742-0
e Txt.Trojan.PowMix-10059778-0
e Win.Trojan.PowMix-10059728-0
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The following Snort Rules (SIDs) detect and block this threat:

Snort2 and Snort3: 66118

Indicators of compromise (IOCs)

The 10Cs for this threat are also available at our GitHub repository here.
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