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We’ve uncovered multiple campaigns distributing an infostealer we track as NWHStealer, using
everything from fake VPN downloads to hardware utilities and gaming mods. What makes this
campaign stand out isn’t just the malware, but how widely and convincingly it's being spread.

Once installed, it can collect browser data, saved passwords, and cryptocurrency wallet
information, which attackers may use to access accounts, steal funds, or carry out further attacks.

We detected multiple campaigns using different platforms and lures to distribute NWHStealer. The
stealer is loaded and executed in several ways, such as self-injection or injection into other
processes like RegAsm (Microsoft’'s Assembly Registration Tool). Often, additional wrappers such
as MSI or Node.js are used as the initial loader.

The stealer is distributed using lures (what the file claims to be) such as:

¢ VPN installers
¢ Hardware utilities (e.g. ohmGraphite, Pachtop, HardwareVisualizer, Sidebar
Diagnostics)
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e Mining software
e Games, cheats, and mods (e.g. xeno)

I's hosted or shared across multiple distribution channels, including:

o Fake websites impersonating legitimate services, like Proton VPN

e Code hosting platforms like GitHub and GitLab

 File hosting services such as MediaFire and SourceForge

 Links and redirects from gaming- and security-related YouTube videos

Although there are many distribution methods, in this blog we look at two cases:

o Case 1: Afree web hosting provider distributing a malicious ZIP file that loads the stealer
using self-injection

» Case 2: Fake websites that load the stealer using DLL hijacking and injection into the
RegAsm process

Case 1: Free web hosting provider distributes the stealer

The first case is the most unexpected. We found that a free web hosting provider, onworks[.]net,
hosts ZIP files in its download section that ultimately distribute the stealer.

The website, ranked in the top 100,000, allows users to run virtual machines entirely in the
browser.
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Virtual machine running in the browser
Through this site, users download a malicious ZIP with names like:

e OhmGraphite-0.36.1.zip
e Sidebar Diagnostics-3.6.5.zip
e Pachtop_1.2.2.zip

e HardwareVisualizer_1.3.1.zip
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HARDWARE VISUALIZER DOWNLOAD FOR WINDOWS

This is the Windows app named Hardware Visualizer whose latest release can be downloaded as HardwareVisualizer_1.3.1.zip. It can be run online in the free

hosting provider OnWaorks for workstations.

Download and run online this app named Hardware Visualizer with OnWorks for free.

Follow these instructions in order to run this app:

- 1. Downloaded this application in your PC.

- 2. Enter in our file manager https://www.onworks.net/myfiles.phpTusername=)30X with the username that you want.

- 3. Upload this application in such filemanager.

-4, Start any 05 OnWorks enline emulator from this website, but better Windows online emulator.

- 5 From the OnWorks Windows OS you have just started, goto our file manager https://www.onworks.net/myfiles.php?username=X00XX with the username that you want
- 6. Download the application and install it,

- 7. Download Wine from your Linux distributions software repositories. Once installed, you can then double-click the app to run them with Wine. You can also try PlayOnlinux, a

fancy interface over Wine that will help you install popular Windows programs and games.

Wine is a way to run Windows software on Linux, but with no Windows required. Wine is an open-source Windows compatibility layer that can run Windows programs directly on
any Linux desktop. Essentially, Wine is trying to re-implement enough of Windows from scratch so that it can run all those Windows applications without actually needing

Windows.

Download App

One of the pages that downloads the malicious archive

In this case, the malicious code responsible for loading the stealer is embedded in the executable,
for example Hardwarevisualizer .exe.
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Modules 4710/ 2026 1:30 AM File folder

|_1 common.dll 410/2026 1:30 AM Application exten... 1,336 KB
| Common.Legging.dll 4/10/2026 1:30 AM Application exten... 39 KB
CammonServicelacatar.dll 4/10/2026 1:30 AM Application exten... 10 KB
|i'| ControlzEx.dll 4/10/2026 1:30 AM Application exten... 76 KB
|1] EMPMessagingContract.dll A410/2026 1:30 4AM Application exten... 12 KB
EntityFramewarlk.dll 4/10/2026 1:30 AM Application exten... 4939 KB
u EntityFramewaork. 5gl5encer.dll 41002026 1:30 AM Application exten... 568 KB
|| EntityFramework.SglServerCompact.dll 4/10/2026 1:30 AR Application exten.., 27T KB
|:] GalaSoft.MwvwmLight.dll 471072026 1:30 AM Application exten... 30 KB
|°'] GalaSoft.Mwvwrmlight.Extras.dll 41072026 1:30 AM Application exten... 21 KB
anoft beernl ight Blatforim.dll 4/10/2026 1:30 AM Application exten.., 14 KE
41072026 1:30 AM Application 6,692 KB

g Ip. Reduced, 4/10/2026 1:30 AM Application exten... 248 KB
MahApps.Metra.dil 410/2026 1:30 AM Application exten... 1.072 KB
|_1 Microsoft.Expression.Interactions.dll 410/2026 1:30 AM Application exten... 106 KB
'] Microsoft.Xaml.Behaviors.dll 410/2026 1:30 4AM Application exten... 142 KB
Mewtansoft.)son.dll 4102026 1:30 AM Application exten... 684 KB
] 025.Components,PDFANET.dII 4/10/2026 1:20 AM Application exten,.. 2,140 KB
|-'] 025.Components.POFRenderdMETWPF.AIl - 4710/2026 1:30 AN Application exten... 1,558 KB
025 Components, POFViewdNETWPF.dIl 41072026 1:30 AM Application exten... 2,236 KB
=] Polly.dll 4/10/2026 1:30 AM Application exten... 240 KB
Prism.dll 411072026 1:30 AM Application exten.., T5 KB
D Prism.Unity Wpf.dll 4102026 1:30 AM Application exten... 30 KB
| Prisrn. Wpf.dll 4/10/2026 1:30 AM Application exten... 144 KB
Cuartz.dll 410/2026 1:30 AM Application exten... 936 KB
|_L] System.ComponentModel. Composition.... /1002026 1:30 AR Application exten... 109 KB
'-"f:] Systern.Data.5ql5erverCe.dll 4072026 1:30 AM Application exten... 460 KB
System.|0.Abstractions.dll 4/10/2026 1:30 AM Application exten... 46 KB
|_1 System.Reactive.Care.dll A10/2026 1:30 AM Application exten... 112 KB
|'] Systern.Reactive.Interfaces.dll 41072026 1:30 A Application exten... 23 KB
System. Reactive.Ling.dll 471072026 1:30 AM Application exten... 693 KB
|i'| Systemn.Reactive.PlatformServices.dll 410/2026 1:30 AM Application exten... 32 KB
|_] System.Reactive.Windows, Threading.dll A0/2026 1:30 AM Application exten.., 28 KB
System.Runtime.CompilerServices.Unsaf...  4/10/2026 1:30 AM Application exten... 24 KB
J System, Threading, Tasks. Extensions,dll 41072026 1:30 AM Application exten... 33 KB
System. ValueTuple.dll 4/10/2026 1:30 AM Application exten... 25 KB
|_L] Systermn Windows. Interactivity.dll 4,10/2026 1:30 AM Application exten... 55 KB
'] Telerik, Windows. Caontrols,.dll 41072026 1:30 AM Application exten... 3.874 KB

The loader that starts the infection chain

The loader contains junk code to make analysis more difficult and performs several operations,
including:

+ Checking the environment for analysis tools and terminating if detected
» Implementing a custom decryption function for strings
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e Resolving functions using LoadLibraryA and GetProcAddress
e Decrypting and loading the next stage using AES-CBC via BCrypt APIs

This isn’t the only way the stealer is distributed. We found similar lures, with the same ZIP names,
that instead distribute the stealer via DLL hijacking.

In this case, Hardwarevisualizer.exe is actually the WinRAR executable, and the malicious
code resides in WindowsCodecs.d11.
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5/14/2024 2:35 PM Application 3,210 KB
S 8/17/2011 6:59 PM Application exten... 248 KB
MahApps.Metro.dll B/18/2018 7:31 PM Application exten... 1,072 KB
u Microsoft.Expression.nteractions.dll 8/13/2015 11:26 PM Application exten... 106 KB
°'] Microsoft. Xaml.Behaviors.dll 11572020 7:50 AM Application exten... 142 KB
MewtensoftJsen.dll 11/8/2019 7:56 AM Application exten... 624 KB
7] 025.Components.PDFViewdNET,WPF.dIl 7/10/2017 7:35 PM Application exten,.. 2,236 KB
'-?"r] Polly.dil /572017 254 PM Application exten... 240 KB
Prisrm.lll 11/20/2019 11:58 PM Application exten... 75 KB
|ﬂ Prisrm. Unity. Wpf.dll 11,/20/2019117:58 FM Application exten... 0 KB
|1] Prism.Wpf.dll 11/20/2019 11:58 PM Application exten... 144 KB
Quartz.dll 11/24/2013 12:01 AM Application exten... 936 KB
|i| System.ComponentModel. Composition.... 37252018 11:24 PM Application exten... 109 KB
|| System.Data.5ql5erverCe.dll 8/8/2012 1:02 AM Application exten... 460 KB
D System.| O Abstractions.dll 99,2019 2:13 AM Application exten... 46 KB
c"] Systern.Reactive.Core.dll 11/20/2016 9:01 PM Application exten... 112 KB
System.Reactivelnterfaces.dll 11/20/2016 %:02 PM Application exten.., 23 KB
u System.Reactive.Ling.dll 11/20/2016 9:02 PM Application exten... 693 KB
°'] Systern.Reactive.PlatformServices.dll 11/20/2076 %:02 PM Application exten... 38 KB
System.Reactive.Windows, Threading.dll 11/20/2016 9:03 PM Application exten... 28 KB
u System, Runtime.CompilerServices Unsaf,,,  9/718/2018 2:38 AM Application exten... 24 KB
'-f'r] Systemn. Threading. Tasks.Extensions.dll 11/28/2018 10:39 PM Application exten... I3 KB
System.ValueTuple.dll 5/14/2018 8:29 PM Application exten... 25 KB
|i] System Windows.Interactivity.dll 9142017 3:32 AM Application exten... 55 KB
|_'] Telerik. Windows.Controls.dll 21972019 905 AM Application exten... 3,874 KB
Telerik. Windows. Contrals.Docking.dll 2/19/2019 9:06 AM Application exten... 232 KB
EI Telerik, Windows.Controls.FixedDocumen... 271972019 905 AN Application exten... 461 KB
Telerik. Windows. Controls.GridView.dl| 2/19/2019 9:06 AM Application exten... 1,187 KB
|_-L] Telerik. Windows.Controls. nput.dll 2/19/2019 9:05 AM Application exten... 599 KB
|°'] Telerik. Windows. Controls.Mavigation.dll 21972019 905 AM Application exten... 1,152 KB
Telerik. Windeows.Data.dll 2/19/2019 9:05 AM Application exten.., 476 KB
u Telerik. Windows.Documents.Core.dll 271472019 8:59 PM Application exten... 458 KB
'-é':] Telerik. Windows.Documents.Ficed. dll 21472019 %00 PM Application exten... 2,518 KB
Telerik. Windows. Themes.Windows8Toue... 271972019 %13 AM Application exten... 2,330 KB
u Telerik. Windows. Zip.dll 271472019 8:59 PM Application exten... 142 KB
4] Unity.Abstractions.dll 6/20/2019 2:38 AM Application exten... 64 KB
S Upite Cantainer.d 6/20/2019 2:55 AM Application exten... 143 KB
3/1/2026 8:19 PM Application exten... 5,526 KB

The WIinRAR executable with the malicious DLL

While tracking the DLL loader, we also saw it distributed in other campaigns with different lures.
For example, in the second case analyzed, this malicious DLL is delivered through fake websites.
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Case 2: Fake Proton VPN website and DLL loader

In the second case, we detected a website impersonating Proton VPN that delivers a malicious
ZIP. This archive executes the stealer using DLL hijacking or an MSI file. To be clear, this has no
affiliation with Proton VPN, and we’ve contacted them to let them know what we found.

Links to the website appear in several compromised YouTube channels, along with Al-
generated videos demonstrating the installation process:

Tech Shield Insights

@kvdoyle - 28 subscribers - 102 videos

Channel about protecting your digital life in 2025. VPN tutorials, privacy hacks, and ...more

guide.vpn-proton-setup.com

° Youtube channels with malicious Proton VPN links.

Free VPN for Windows PC — How to Install and Use Step by Step
v M R S0 [&) (e ([

66 views 3 months ago #vpnfree #freevpn #freevpnforpe
In this video, | show you how to install and use a free VPN on a Windows PC step by step.

This tutorial is perfect if you are looking for a free VPN for PC, want better privacy, or need a safe Windows VPN for everyday use.
-..more

1Comment = Sortby

8 Add a comment..
-

. [UENTGENEN 2 months ago (edited)

Link to the recommended option is in the description.
desktop.vpn-proton-setup.com
(Disclosure: affiliate link — | may earn a commission.)

& & @  Reply

° Youtube channels with malicious Proton VPN links.
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Al Secure Future

Description

Exploring how artificial intelligence changes security, business, and online privacy.
Learn about VPNSs, data protection, and why secure internet matters more than
ever in 2025. Protect your privacy online — download Proton VPN for free here.

Links

@ Try Proton VPN Free
desktop.vpn-proton-setup.com

More info
() www.youtube.com/@caitlyn418
United States

Joined Nov 29, 2007

®© &

gt

)

,Q\ 41 subscribers

[»] 108videos
"

122,946 views

;.{) Share channel

Youtube channels with malicious Proton VPN links.
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Digital Armor Network

@pandorasykes - 61 subscribers - 105 videos

help.vpn-proton-setup.com

° Youtube channels with malicious Proton VPN links.
download.vpn-proton-setup.com

° Youtube channels with malicious Proton VPN links.

NextGen VPN Hub

@natekauric - 25 subscribers - 99 videos

Get Proton VPN for W™ =

Proton VPN app for Windows is the best way to stay sel Proton VPN is ready to be installed
nternet. It is open source, easy t e, and packed with usdg

Sebect other Proton apps 10 install. These services are inchuded in your
plan.

—
Download for Windows I__\. View plans ) Bl Protonmtol

Free trial - Encrypted email that s prvate by default

E I Protonbiive

Free - Secure cloud storage that gres you control of your data

B # Proton o

Free - Encrypted password manager that protects your online identity

EA Create desitop shortcut(s)

Back Install Cancel
L ot

Download Proton VPN for your ARM device

Free VPN Installation on PC — Windows Download & Setup Guide
@ e Ho @

° Youtube channels with malicious Proton VPN links.

1/6

Protect your devices with tech that works. From VPN tutorials to cyber-safety guide ...more

All about VPNs and the future of online security. Honest comparisons, beginner gu ...more

/> Share D Save RES
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‘ Proton VPN Why Proten VPN« Pricing Download + R

Proton Free

b 4

$OOO Fmonth

C Get Proton Free

) Mo eredit card requined
Security and privacy for everyone

+ Secure 1 device at a time

+  Medium VPN speed

+ Connect to servers in 10 countries (randomty selected)

BEST DEAL

70% OFF
VPN Plus
-

§9:99

$299 Fmonth

Save 3168

Get VPN Plus

(@ 30-day money-back guarantes

Advanced features and fastest speeds

Biked 8t $5.99 for tha first month, than renaws at $9.99 every month

Discover Proton

Get Proton VPN

Compare VPN plans and pricing

1 manth 1year 2 years TO0% OFF

54% OFF

Proton Unlimited
v &4 w e S

299

$5 9 9 fmonth

Save 5168

C Get Proton Unlimited )

(@ 30-day money-back guarantes

Access all premium Proton products

¢ Proton VEN ()

s ©

Proton Calendar (D)

v,
v,
o
o
+ Proton Drive @

Fake website distributes the stealer via DLL hijacking

b » ProtonVPN
" Name
LEess
4 n ProtonVPN.exe
[ )
4| WindowsCodecs.dll
ads o

Date modified Fype

5/15/2024 12:35 AM

Application

)26 3:00 AM

Folders containing the malicious DLL

Application exten,

9,585 KB

In other infection chains, this DLL appears under different names, such as:

e iviewers.dll
e TextShaping.dll
e CrashRpt1403.dl1l

This DLL decrypts two embedded resources. The decryption method varies between samples:

Some use custom AES implementations, while others rely on the OpenSSL library.

One of the decrypted resources is a second-stage DLL, runpeNew.d11, which is loaded and

executed via the GetGet method.

Signin

The second-stage DLL starts a process (such as RegAsm) and performs process hollowing using

low-level APls, including:

e NtProtectVirtualMemory
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e NtCreateUserProcess

e NtUnmapViewOfSection

e NtAllocateVirtualMemory

e NtResumeThread

The final payload: NWHStealer

At the end of these infection chains, the attacker deploys NWHStealer. The stealer runs directly in
memory or injects itself into other processes such as RegAsm. exe.

It enumerates more than 25 folders and registry keys associated with cryptocurrency wallets.

[5QueryAllinforma.... \\wmware-host\Shared Folders®,

(i3 CloseFile

(f2/CreateFile
{77 ICreateFile
(f2)CreateFile
(f3)CreateFile
({2 CreateFile
(i)CreateFile
[/ CreateFile
(7 /CreateFile
(#3)CreateFile
(i3)CreateFile
(3 )CreateFile
(3 CreateFile
(i) CreateFile
{12 CreateFile
(2 CreateFile
(f3)CreateFile
(2 CreateFile
(i3 CreateFile
(77 /CreateFile
f#2/CreateFile
(i2)CreateFile
(3)CreateFile
[ )CreateFile
(i7 CreateFile
{i7/CreateFile
{#)CreateFile
({3)CreateFile
(i3 CreateFile
[ CreateFile
(7 /CreateFile
i+ CreateFile
fi3CreateFile
(f)CreateFile
(f3)CreateFile
(i2/CreateFile
{2 /CreateFile
(7 CreateFile
[3)CreateFile
(3 CreateFile
[f)CreateFile

“wmware-host \Shared Folders'.

C:\Users‘root \AppData’Local\Coinomi‘Coinomiwallets
C:\Users'root \AppData‘Roamingcom tar universe\app _configs'mainnet
C:\Users'woot WppData'Local \com tan universe wallet \mainnet \data\wallet
C:\Users"woot \AppData‘Roaming\MyMonero

C\Usersvoot \App Data‘\Roaming \Monero

C\Usersvoot \AppData’\Roaming \Wertcoin
C\Usersoot\AppDatatRoaming \Groestlcoin

C:\Users oot \App Data‘\Roaming “Komodo

C:\Users‘root ' AppData“Roaming \WPIVX

C\Usersvoot "\ AppData’Roaming \BitcoinGold
C:\Users'voot ' App Data‘\Roaming‘Binance

C\Users\voot \AppData‘\Roaming \Phantom

C:\Users'\voot \App Data*Roaming\Coin98

C\Users\oot \AppData'Roaming \MathWallet

C:\Users\root \AppData‘\RoamingLedger Live

C:\Users\root " App Data‘\Roaming\ TrezorSuite
C\Usersvoot \App Data‘\Roaming \@trezorsuite-deskiop
C:\Users' oot " App Data‘\Roaming \My EtherWallet
C\Usersvoot \App Data“Roaming \MyCrypto

Ci\Users\voot \AppData‘\Roaming\MetaMask

C:\Users'woot ' AppData‘Roaming \ TrustWallet

C\Users\voot \AppData\Roaming \NOW Wallet

C:\Users\voot \AppData‘\Roaming\Sollet-Wallet
C:\Users\voot\AppData‘\Roaming \wombat-desktop

C:\Users\oot \AppData‘Roaming‘io solarwallet app
C\Users\root \App Data‘\Roaming \Amoary

C:\Users'root AppData’Roaming \atomic'Local Storage‘leveldb®,
C:\Users\root ' App Data‘\Roaming \Electrumwallets\
C:\Usersroot\App Data\Roaming\Electrum-LTC wallets’.
C\Users\woot \AppData'\Roaming \Electrum SV\wallets\,
C:Users\root \AppData'Roaming\Ethereum\keystore\
C:\Users'woot \AppData‘Roaming\Exodus‘\exodus wallet\,
C\Users\oot \AppData‘Roaming\Guarda'Local Storage\leveldb\
C:\Users\voot \AppData’\Roaming \com liberty jaxx\Indexed DB‘file__0.indexeddb leveldb'
C:\Users\root \AppData‘Roaming \Spamow ‘wallets*.
C:\Users\root \App Data’\Roaming \Wallet Wasabi \Client\\Wallets,
C:\Users'woot \AppData“Roaming‘\Zcash

C:\Users\root"App Data\Roaming \Daedalus Mainnet \wallets®,
C:\Users'voot ' App Data‘\Roaming ‘\bytecoin

C:\Users\voot \AppData‘\Roaming\Dogecoin

BUFFER OVERFL... CreationTime: 4/10...

SUCCESS

PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access.
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
PATH NOT FOUND Desired Access.
MNAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:

R EEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEE:
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4712 HKCU

4712 HKCU

4712 HKCU\Software \Bitcoin\Bitcoin-Ct
4712 HKCU

4712 HKCU\Software\Dash\Dash-Gt
4712 HKCU

4712
4712
4anz

HKCU
HKC L\ Software \monero-project \mo

Enumeration phase of wallets

HKCU\Software\Litecoin\Litecoin-Gt

nern-core

The stealer also collects and exfiltrates data from multiple browsers, including Edge, Chrome,
Opera, 360 Browser, K-Melon, Brave, Chromium, and Chromodo.

Operation

[fa)CreateFile
[#5/CreateFile
[+3|CreateFile

(2] Query Directory
[f)QueryDirectory
[2)ReadFile

(2 ReadFile
[#)ReadFile
[2)CreateFile

) Querylinformatio..
[ QueryAllinfarma. .

[fICloseFile
[ /CreateFile
[ /CreateFile

[ Gueryinformatio..
[ QueryAllinforma.

[{5)CloseFile
[ )CreateFile
[#5/CreateFile

[ Gueryinformatio. ..
A GueryAllinforma...

[{5)CloseFile
[fICreateFile
[fICreateFile

[AIGueryinformatio. .
[ GueryAllinforma...

[i3)CloseFile
[#3)ReadFile
[f5/CreateFile
[#5/CreateFile

[ /Quernyinformatio. ..
[ GueryAllinforma.,

(5 CloseFile
[&iCreateFile
[f2/CreateFile

[ Queryinformatio. ..
[ QueryAllinforma. ..

5 ICloseFile
[#3)ReadFile
[f2)ReadFile
[fICreateFile
[#1)CreateFile

[ /Gueryinformatio...
[ GueryAllinforma...

[f5)CloseFile
[i51ReadFile

51 e mba Bl

Path

C\Usersroot\AppData‘\Roaming\Opera Software\Opera Stable'_side_profiles
Ch\Users‘\root\AppData'\Roaming\Opera Software\Opera Stable\Snapshots

C:\Users oot \AppData'Local\Microsoft \Edge\User Data

C:Users oot AppData'\Local\Microsoft\Edge\User Data‘”
C:\Users‘root "\ AppData’ Local\Microsoft\Edge'Llser Data

C:Users oot AppData'\Local\Microsoft\Edge User Data
C:\Users‘root\AppData‘Local\Microsoft \Edge\User Data
C:\Users‘root "\ AppData‘ Local\Microsoft \Edge'User Data

C:\Users‘\root\App Data\Local\Microsoft \Edge\User Data‘\Ad Blocking

C:\Usersroot \AppData\Local\Microsoft \Edge'\User Data\Ad Blocking
.C\Users oot \AppData'Local'\Microsoft \Edge'\User Data“Ad Blocking

C:\Users‘root \AppData‘Local‘\Microsoft\Edge \User Data‘Ad Blocking
C:\Users‘root\AppData‘Local\Microsoft \EdgeUser Data‘Ad Blocking'Local Extension Settings
C:\Users‘root\AppData'Local\Microsoft \Edge\User Data"Autofil

C:\Users‘\root \AppData'Local\Microsoft\Edge'\User DataAutofill
.C:\Users root \AppData'Local\Microsoft \Edge\User DataAutofil

C:\Users‘root \AppData' Local'Microsoft\Edge\User Data ' Autofill

C\Users root \AppData'\Local'\Microsoft \Edge\User Data‘\Autofill\Local Extension Settings
C:\Users‘root\AppData'Local\Microsoft \Edge\User Data‘Auto LaunchProtocolsComponent
C:\Users'root \AppData' Local\Microsoft \Edge User Data"Auto LaunchProtocolsComponent

.C:\Users root \AppData'Local\Microsoft \Edge\User Data"Auto Launch ProtocolsComponent

C:\Users'root\AppData'\Local\Microsoft \Edge'\User Data‘\AutoLaunchProtocolsComponent

C:Users oot AppData'\Local\Microsoft\Edge User Data‘Auto LaunchProtocaolsComponent \Local Extensio...
C:\Usersroot\AppData‘Local\Microsoft \EdgeUser Data‘\BrowserMetrics

C:\Users‘root\AppData' Local\Microsoft \Edge\User Data'\BrowserMetrics
C:\Users‘root\AppData' Local \Microsoft \Edge\User Data"\BrowserMetrics

C:\Users \root\App Data‘\Local\Microsoft\Edge\User Data'\BrowserMetrics
C:\Users‘root "\ AppData‘Local\Microsoft \Edge“User Data‘\BrowserMetrics
C\Users\root\AppData‘Local\Microsoft \Edge\User Data‘\BrowserMetrics Local Extension Settings
C:\Users‘root \AppData‘ Local \Microsoft\Edge\User Data‘\Certificate Revocation
C:\Users‘root\AppData'Local\Microsoft \Edge\User Data'\Cenificate Revocation

C:\Users‘root \AppData‘ Local\Microsoft\Edge\User Data‘\Certificate Revocation

C:\Users‘\root "\ AppData‘\Local\Microsoft\Edge'User Data"Certificate Revocation

C:\Users‘root \AppData'Local'Microsoft\Edge'\User Data'Certificate Revocation'Local Extension Settings
C:\Users root AppData'\Local\Microsoft \EdgeUser Data‘component_crx_cache
C:\Users\root "\ AppData'\Local\Microsoft \Edge\User Data‘\component_cr_cache

C:\Users oot \AppData'Local\Microsoft\Edge\User Data‘\component_cn_cache

C:\Users‘\root " AppData‘LocalMicrosoft \EdgeUser Data \component_cm_cache
C:\Users‘root\AppData'\Local\Microsoft\Edge\User Data‘component_crx_cache

C:\Users root AppData'\Local\Microsoft \Edge User Data‘component_cr_cache
C\Users\root\AppData’Local\Microsoft \Edge ' User Data‘\component_cn_cache'Local Exension Settings
C:\Users'root \AppData’Local'\Microsoft\Edge\User Data‘\Crashpad

C:lUsers\root AppData'Local\Microsoft\EdgeUser Data"\Crashpad

C:\Users\root\AppData\Local\Microsoft \Edge'\User Data‘\Crashpad

C:\Users‘root " AppData'Local'Microsoft \Edge'User Data‘\Crashpad
C:\Users‘root\AppData'Local\Microsoft \Edge\User Data‘\Crashpad

Pl lases irmatt ArmPist et ] aseli s ssf i Edasi] lsar RstaiCrashaadil acsl Bdansiam Sathinas

Enumeration of browser folders

Result Detail

PATH NOT FOUND Desired Access: R_.
PATH NOT FOUND Desired Access: R...

SUCCESS Desired Access: R...
SUCCESS FilelnformationClas...
SUCCESS FilekrformationClaa_.
SUCCESS Offset: 16,384, Len...
SUCCESS Offset: 4,096, Leng...
SUCCESS Offset: 12,288, Len...
SUCCESS Desired Access: R
SUCCESS VolumeCreationTim. .,
BUFFER OVERFL... CreationTime: 2/26...
SUCCESS

NAME NOT FOUND Desired Access: R
SUCCESS Desired Access: R...
SUCCESS VolumeCreationTim. .,
BUFFER OVERFL... CreationTime: 2/26...
SUCCESS

NAME NOT FOUND Desired Access: R
SUCCESS Desired Access: R...
SUCCESS VolumeCreationTim...

BUFFER OVERFL... Creation Time: 2/26...

SUCCESS
NAME NOT FOUND Desired Access: R...

SUCCESS Desired Access: R...
SUCCESS VolumeCreationTim....
BUFFER OVERFL... CreationTime: 2/26...
SUCCESS

SUCCESS Offset; 0, Length: 4.,

NAME NOT FOUND Desired Access: R...

SUCCESS Desired Access: R_.
SUCCESS VolumeCreationTim...
BUFFER OVERFL... CreationTime: 2/26...
SUCCESS

NAME NOT FOUND Desired Access: R...
SUCCESS Desired Access: R_..
SUCCESS VolumeCreationTim....
BUFFER OVERFL... CreationTime: 2/26...
SUCCESS

SUCCESS Offset: 16,384, Len...
SUCCESS Offset: 12,288, Len...
NAME NOT FOUND Desired Access: R...
SUCCESS Desired Access: R_..
SUCCESS VolumeCreationTim...
BUFFER OVERFL... CreationTime: 2/26...
SUCCESS

SUCCESS Offset: D, Length: 4.,
MAME AT EO0 MO Nasirad flesans: =]
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c \MWMMWM\B’\LH Data"Default\Local Extension Swm MNAME NOT FOUND Desired Access: R
(& CreateFie CA\Users oot \AppDiataLocal\Microsoft \Edge \User Data*Default\Local E ion Settings o Folchkdeeknbbbnk MNAME NOT FOUND Desred Access: R
([ /CreateFie C\Uery oot \App Diata ' Local \Microsoft \Edge \User Data"Default’Local E Settrgs 'k higok < gt NAME NOT FOUND Desred Access: R
(i CresteFie CAlsers oot \AppData 'l ncal\Microsolt\Fdge \Liser Data'\Default\l ocal Settings yofmiplofpaf okugduasbhonfned MAME NOT FOUND Desred Access: R_.
(FiCreateFie C\Users'voot \AppDiata \Local \Microsolt \Edge'\User Data'\Defaull\Local E Settings \nhbxcdek b NAME NOT FOUND Desred Access: R
(i CresteFie Chlsen oot \AppDatatLocal\Mcrosolt \Edge '\ User Data'\Defmll\Local Extercson MW NAME NOT FOUND Desred Access: R
fn CreateFie C\Usery oot \AppDataLocal \Microsoft \Edge \Liser Data"Default’Local Extenvsion WWW NAME NOT FOUND Desred Access: R
{fa CresteFie C\Lsen oot \AppDista'Local\Microsclt\Edge '\ Lser Data'Defaudl’\Local E: ..-.....'. grimhem NAME NOT FOUND Desired Access: R
(i CreateFie C\Usery oot \AppDiata ' Local \Microsoft \Edge \User Data"Defalt’Local E - h bobppdi NAME NOT FOUND Desired Access: R
(i CreateFie CA\Usens oot \AppDiataLocal\Microsolt \Edge \Uiser Data'Default\Local Extension WW‘M MNAME NOT FOUND Desred Access: R._.
i Createfie C\Users'voot \AppDiata'Local\Microsoft \ Edge \User Data\Defaull \Local £ NAME NOT FOUND Desred Access: R
{r CreateFie Clseny oot \AppDataLocal \Mcrosoflt \Edge \User Data*Default’\Local Extension Sﬂr\pvwwm NAME NOT FOUND Desred Access: R
fCreateFle C\Users'voot \App Diata'\ Local\ Microsoft\ Edge \User Data\Defsult\Local B ciriad apob p sl NAME NOT FOUND Desred Access: R
(A CroateFie C\Lsen oot \AppData ' Local \Mcrosoflt \Edge \Liser Data"Defaut’\Local Extenvsion Sﬂﬂpwwm NAME NOT FOUND Desred Access: R
(i CreateFie CA\Users' oot \AppDista'Local \Microsolt \Edge'\User Data'Defadt'\Local E : NAME NOT FOUND Desired Access: R
(2 CreateFie C\Usenyvoot \App DiataLocal \Microsaft \ Edge \ Liser DiataDefault \Local Extension mwmmwm NAME NOT FOUND Desred Access: R...
{ CreateFile CMWMMWMW\MMWMMMWWM NAME NOT FOUND Desred Access: R
(75 CreateFie C:\Users'voot \AppDiata'Local\ Microsoft\Edge’\User Diata'Default\Local u-w- ge o NAME NOT FOUND Desred Access: R
(o CreateFie C:\Users\root \AppData'\Local\Microsoft'\ Edge '\ Uiser Data\Default\Local E Settings'\cdmojpgb checiphbapgedf NAME NOT FOUND Desred Access: R
ff CreateFie € \Users oot \AppDiata\Local\Microsolt\ Edge \User Data'Defaut\ Local Settings'dhck oot NAME NOT FOUND Desred Access: R
(RICreateFie C\Useny oot \AppDiata ' Local \Microsoflt \Edge \User Data"Default’\Local E Settrgs finggoty . igpeuld NAME NOT FOUND Desired Access: R
(F/CreateFie C:\Users'voot \AppDiata' Local\Microsoft\Edge'\User Diata'\Defaull\Local Settings \gmkndhnagcht MNAME NOT FOUND Desired Access: R...
(i CreateFie C:\Users'voot \AppDiata\Local\Microsoft \Edge \User Data"\Defaul\Local m mww NAME NOT FOUND Desired Access: R
(2 CresteFie C\Users'voot \AppDista' Local\Microsoft\Edge'\ User Diata"Default\Local B NAME NOT FOUND Desred Access: R
{ia CreateFie C\Uisers root \App Data Local' Microsoft '\ Edge '\ Uiser Diata" Default\Local Extension mmmmm NAME NOT FOUND Desred Access: R
[BCreateFie C\Lisers'\root \AppDiata\Local\Microsolt\Edge\Liser Data'\Default\Local £ MAME NOT FOUND Desirad Access: R
(1 CreateFie € \Users \root\ AppDiats Local\ Microsoht\ Edge \ User Dista'Diefsull\Sync: Extension wwmm PATH NOT FOUND Desred Access: R
[ CreateFie C:\Users\voot \AppDista’ Local\Microsolt\Edge \Uiser Dita\Default\Local E NAME NOT FOUND Desred Access: R...
ECreateFle C:\Users oot \AppDiats \Local\Microscht\Edge'\ User Diata'\Defaul\Local Extersiion WWW NAME NOT FOUND Desred Access: R
(rCreateFie C\Users'voot \AppDiata'Local \Microsoft'\Edge'\ User Diata"Defaull\Local Extension Settings NAME NOT FOUND Desred Access: R
fr CroateFie C\Usen oot \AppDiata'Local\Microscft \Edge \User Data'Defadt'\Local Extension mww NAME NOT FOUND Desired Access: R
(2 CreateFie C\Lisers'\voot \AppDiata\Local\Microsolt\ Edge \Liser Data'\Default\Local E NAME NOT FOUND Desied Access: R._.
(a CresteFie Ch\Usens oot \AppDiata'Local'\Microsolt \Edge '\ User Data'Default\Local Extension mwmmgww NAME NOT FOUND Desred Access: R
(ECreateFie C:\Users oot \AppDiata\Local\ Microsot\ Edge'\ User Data"\Diefsult'Local E NAME NOT FOUND Desred Access: R._.
(2 CreateFie C\Users \root\AppDiata Local Microscft\Edge \User Data'\Default\Local Extension mwmmm NAME NOT FOUND Desied Access: R
fi CresteFis C:A\Users oot \AppDiata'\Local\ MicrosoRt\ Edge'\ User Data'Defsult\Local Extension Settings \fcboschigbpmhgehadcipainhmd NAME NOT FOUND Desred Access: R
(i CroateFie € \Users'roct AppData Local Microsoft\Edge\User Data’ Defauk \Local Extension Settings befhmafiampakbiciosihiagadn NAME NOT FOUND Desired Access: R
[ CreateFie C\Usens'voot \App DistaLocal\Microsolt\ Edge \User Dista’\Default’\Local E Settings Fladdchy NAME NOT FOUND Desred Access: R
(RICreateFie CAlsers oot \AppDiatatlocal\Mcrosoft \Edge \User Data'\Default\Local B Settr joheoekhbmighdlaobk.edibod NAME NOT FOUND Desred Access: R_.
{ CreateFie C\Users oot \AppDiata ' Local \Microsoft \Edge '\ Lser Data'Defaull’\Local Extension Swmww*pw NAME NOT FOUND Desred Access: R
{in CreateFie CAlsers oot \AppDiataLocal \Mcrosoft \Edge \Liser Data'Default \Local E ..-....... NAME NOT FOUND Desred Access: R
12 CreateFie € \Users'voot \AppDiata'\Local\ Microsch\ Edge \User Duta'\Default'Local Extension Settings \bemicak of NAME NOT FOUND Desred Access: R
{2 CreateFie CA\lser oot \AppDiata ' Local\Microsolt \Edge \Liser Data'Defaull’\Local Extervsion mmwm NAME NOT FOUND Desired Access: R
[ CreateFie C ey oot \App Diata Local " Microsoft \Edge \User Data"Defaull’ Local Extension Settings imkncripeponghbfiplgehamdebg NAME NOT FOUND Desired Access: R
f CreateFie C\Users oot \App Dt Local\Microsoft\Edge \User Diata'Default\Local Extension Settngs \hygobldrnnamdunbichnfbmghmald MAME NOT FOUND Desed Access: R__.

Enumeration of browser extensions

Additionally, it injects a DLL into browser processes such as msedge.exe, firefox.exe, or

chrome.exe. This DLL extracts and decrypts browser data before sending it to the command-and-
control (C2) server.

W Proesss Hacker [DESKIOP- TSCTH N roe " 12k
facker View Tools Users Help S OIdIBAMO0D  Mapesd A8 R i
— - » Ox1d7TSe00000 Private H W B4 EE Ll ]
& Refresh (5 Options | @ Find handies or Dils sof Systern information | [ [ 3 e o Wmn . o - e
ocewses  Seraces  Malwod  Dik d Eaocs, B s Dot ris 1]
Name PID  CPU UOtotal.. Privateb.. WUsernasme Deescripticn i
1953 MEB  DESKTOP- :""

TR r——— S

w muﬁ)‘m [0 1471410000 (e 17095 16:000)

ooooooo0 [ sa 50 00 03 00 00 o0 04
00000010 b8 00 00 00 00 00 00 0D 40
00000020 0% 00 00 00 00 00 00 00 90
00000030 00 00 00 90 00 00 00 00 00
00000040 Oe LT ba Oe 00 b4 0% od 21
00000050 €% 73 20 TO 71 &F &7 72 61
00000060 T4 20 €2 £5 20 72 75 &e 20
000000TH Ed & &4 €5 2e Od Od Ja 24
00000040 =8 95 Se 38 ac £8 £0 ob ac
00000040 43 75 £5 ca lc £2 £0 cb 43
00000040 &5 76 £3 ca ad €2 £0 cb @7
000000b0 €7 72 T4 ca ad £2 £0 cb &7
000000c0 4% 7% 16 ca ad £2 10 cb d5
00000040 ac £2 £1 b €0 £2 £0 b 28
00000060 25 72 £O =& &4 €2 £0 &b 25
000000L0 52 &% €3 £8 ac £2 £0 ob OO0
00000100 00 00 00 00 00 00 00 00 S0
000COLL0 BF cb 42 €6 00 00 00 OO OO0

00 00 00 ££ £F 00 00

00 00 00 00 00 00 OO .
0% 09 00 00 09 00 OO .
00 00 00 08 0L 00 00 .

bE 01 4c od 2L 54 &8
Bd 20 €1 €1 fe &= &f
% &= 20 44 4F 53 20
00 00 00 00 00 00 OO

£2 10 cb ac £8 £0 cb .
7% fd ca bf £8 £0 cb .
T2 3 ca a€ £2 L0 cb .
72 5 ca el £8 10 cb .r.
79 Il ca ad I8 I0 cib .y.
73 0 ca ad £2 £0 b

73 £2 ca ad £2 £0 ob
00 00 00 00 00 00 OO

4% 00 00 64 06 06 OO .
00 00 00 £0 00 22 20 ..

00000130 24 cf Oa 00 00 10 09 OO 00
00000140 00 10 00 O0 00 02 00 00 0
00000150 06 00 00 00 00 00 00 OO OO

U Usage: 5.52%

00000160 00 00 00 00 02 00 &) 01 00
00000170 00 10 00 00 00 00 00 OO 00

133 GB (58.38%)
00000180 00 10 00 OO 00 00 00 OO 00
00000150 00 Sd OF 00 S0 00 00 OO 50

| Rmcend | weim || Gom..

00 00 80 01 00 09 ©0

00 00 00 00 00 00 00 .
@l 10 00 00 04 00 00 .
00 10 00 00 03 00 00 .
00 10 00 00 0% 00 00 .
00 00 00 10 00 00 00 .
S 0 O0 &0 00 00 00 .
ao o 0o 5: uuo [

| ibyesperrow |

The injected DLL in Microsoft Edge

The injected DLL also executes a PowerShell command that:

¢ Creates hidden directories in LOCALAPPDATA
¢ Adds those directories to Windows Defender exclusions
e Forces a Group Policy update




o Encrypts a getPayload request and sends it to the C2

* Receives and executes additional payloads disguised as system processes (e.g.,
svchost.exe, RuntimeBroker .exe)

¢ Creates scheduled tasks to run the payload at user logon with elevated privileges

Data sent to the C2 is encrypted using AES-CBC. If the primary server is unavailable, the malware
can retrieve a new C2 domain via a Telegram-based dead drop.

gerj

5 subscribers

newworld-helloworld.icu

VIEW IN TELEGRAM

Preview channel

Dead drop resolver via Telegram

{
"type": "system_ info",
"username”: “root",
"computer_name": "DESKTOP-TSKTHVJ™,
"os": "Windows 10.0.13045 (Workstation) Windows 10 Pro (Build 13045)",
"hwid": "9daed2ca-flee-4d02-a%33-2b7d4bibb56e"”,
"local_time": "2026-04-10 07:32:01",
"utc_time": "2026-04-10 14:32:01 UTC",
"timezone™: "UTC-7",
"language": “en-US",
"syatem_language®: "English",
"keyboard layouta”: "English”,
"running_path®": 'C:\\Usa:s\\root\\hasktop\\Rarduaro\?isualizar_il.3.1\\ledvara\"isualizer.axc",
"cpu": "Intel(R) Core(TM) Ultra 9 185H",
“cpu_cores": 3,
"cpu_threads®: &,
"ram": "2.0",
"gpu": "VMware SVGA 3D",
"displays™: "1918x998",
"injected_browsers": [
“"Microsoft Edge"
1.

| "screenshots™: [

|* 1 VBORWOKGgoRRAANSUREUGAAB 34 ARAPMCATARACEPSNVARQ=x k1 EQVRA 2uy 9CZ0kyVkmaOZXRORRIKVEV/VV3V1d1a2+pO6WOARSEE JAROLCQCOL IWVYGIbl vdk ZFaGMS k LVEVQWE BzMTk P,
Cpjdod+umB12daQx IAGSkISQIFKr1Uf1XdV1dB2ZdeQEdeSmta/9d/ /999 /MIyMyI4/qSnutVFSEH2a/ /WZu/v3£/5kUjyyL661IKYcé 3mj ddKENGrExG35 jDS1yZK3xNrapfZtpuQdig /L
MAHkxetdf7/Cqgdwl08]l T0vPM+qItkt YX2REp5SGEuKLEvwDgEKS2JaxD0zgyo3LXpus0ibuG4 6VEIX 282 r2 § 8w/ G+xoz INTUZJ1RISNELT Imuvt PuwXxvwgPeaNy +Grb+3gCH ] SwmYn 0eK4PUD
PjsckfltRevc6PyxFdHEZ9+k32T2MBacLgpWNcZYd ZdzB8gRXaep] zwz3PFy20MHtmE / 66y6gSNvb/ 8bSemzAzzTeKI ZwHIGMp,/URMTx/ Ir+NVvirNt dhLvIpuSb/FnglZ87W1Xnug7Ix1HtXg
MEWnct0Z/1uULCKwY+/dddjAcIIvilRNDUv1iqu/p9elyl FbGK%e f 9BQhRCCLTz3PgwrACtb3 fdYREHOUhnAMVZ Tne £S5 NEPSiVINQKugVTRI3hH+AKO07goLb0UbSN+A3 cMpCgX 3gbXSEK
NEmygq+QFqi/alVul9iw0IwgCZmE4x fd90eBCPz /X GEMEQXa jNIXDinakCi9Ch432pxeHK] n fLLAHd cqVKVT 1 6kFNgbZVSsE /s 1GrdRRFSqk0TTOZG{M20X 0ENygNpcEMSmUNWE EFY EBR2HF o
moi+mYkhIDurjxEGTwUrTy9AlwZzgJX9H]1 fawZtgAqOWg2 1pSWiVihgeZ4XxTEQIooinaTOlYnneXhZuAXeF5t PFm0B9GypfnJVEWCH] 1 ZKe FwQBWN4eEfB1 FLXBmFgTgAZck/Y11CdNs/ rDZ
VSSZKAdInjC871haQ%h fVXSoHdwA2yCuf 3IDUKPvbRENgCc+Bp4M/0RvVIZRAhW/eF1 xLShnHMIQRNF ULV +Nmt U1 Lx0TKHbOCGMhgL2 94 Shz oMVE3Q 6 4OdwKfRSKWWSJDAcoNpe 3mt gcFpDS e
QZTgvYZ3t2YnZHwEALKDIxiFslLKdkd 509BY4C+5 FuwAODaNwcXFRGNNgt EWUvVEPCNFut 1WS0OskfacLeCPVE2zKngoOhAui f1P7oqDAYoRrwT /geRz560 xf0L3BpcHHaAI +DBERSCYIGDEP
87BDoc44s8FEVASYPrYLJ1XsImrVwvBDD1wXZowwDKE +cDv0tBon6/ginXLBi 5T kgevACLIXDZhbOnyKOaQ0Jp0hdQBoIHOigDl 9WXv/Qidst StgPbgX+q20Gp0ZLoJDFS2GEg6PM5z/PcBLy
xCfcdQZauavuDZEl ZXGVIKmZeKGRczbSVVUDIANLYLx kYAFR ] J9KNKpg YdAGmApmWOViD/ CIEUgSaDE4VdXo9Y LDt suay /b8IV22 S THRxkWL] Tve2xi2X4ebRdamkMXG+£qg0ROmuppo6WDL
J5rgq84dduxPWYHOYKLOThdK7tRNoRt 15mubOl hCE ywmhRXVhre 6p3sDXrZ8m/ tn3hZhDbw30K+KqUvSxWERXAHRDIEGKpk6A+FzplBnHg%0i3sAHYYPZ51H4PKWERIu0ScFOkdas/ jEYthgh
4 x0eQHTGGUCFXWFYt+MQ20J21 IFCJIThj QSiCOMEFeRKI | Z4F1 THTAkykSuAP2QVAECINC JOwXANnr j Pd1 DaDEBXaWI ZgC+e2LECKOY4ocIahNkXeEn21 jaK9BPREFgxMRF 2buVLi 00nh fGad.
XAMRSvgpSXa0ImdjuOASWGIaRzgqOPMILkoSeVaFl DdMa9TQak60QHJOt sRIpPENE B8+ 0BXEyw2pQiB9cl4 1 xbAadX IBMGIbgBeD/ iAITol /wT+hrhk3T+Yg6saTPhCyQhj6JtaVxz fBi3/fR
NTfnFc2xqRpCreEwlrvtyGJI1LoExFGnCT ol IOfAKykwDQ Tvbi TriYExDfBn2noEUGBCEBN 6 IH1 q4BinIQGYh+3gKSvb6aySpjGhZDDWdoyeMkvS6zsj JezudDehASpWPTRGnDMEt TVawAzqgB 1!
JAZxgltKeoTTJHIPIMIGAY JO0Ykmk50ePHrDnoetmwYO+/VVoZkpl TrZUAE2D0 1 sbnGO9wO2GEXPHL £ JJyNhCIBENIS Shde fLAa+GYSJueS1WDSkieUktsfvdV2GenX fLE 11 Sde £96Yam3nAD

JSON containing various information about the compromised system
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The stealer also uses a known CMSTP User Account Control (UAC) bypass technique to execute
PowerShell commands:

e Generates a random . inf file in the temp folder
e Uses cmstp.exe to elevate privileges
o Automatically confirms the prompt using Windows APlIs

How to stay safe

Instead of relying on phishing emails or obvious scams, the attackers behind this campaign are
hiding malware inside tools people actively search for and trust. By spreading through platforms
like GitHub, SourceForge, and YouTube, they increase the chances that users will let their guard
down.

Once installed, the impact can be serious. Stolen browser data, saved passwords, and
cryptocurrency wallet information can lead to account takeovers, financial loss, and further
compromise.

Here are our tips for avoiding being caught out:

o Download software only from official websites

Be cautious with downloads from GitHub, SourceForge, or file-sharing platforms unless you
trust the source

Check file signatures and publisher details before running anything

Avoid downloading tools from links in YouTube descriptions

Pro tip: Install Malwarebytes Browser Guard on your browser to block malicious URLs.

Indicators of Compromise (IOCs)

Check the signature and version of software in suspicious archives.

Hashes
e97cb6cbhcf2583fe4d8dcabd70d3f67f6cc977fc9a8cbb42f8a2284efe24alel

2494709b8a2646640b08b1d5d75b6bTh3167540ed4acdb55ded050f6df9c53b3
Domains

vpn-proton-setup[.]com (fake website)

get-proton-vpn[.]com (fake website)

newworld-helloworld[.]icu (C2 domain)

https://t[.]me/gerj_threuh (Telegram dead drop)
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https://www.malwarebytes.com/browserguard

URLS
https://www.onworks[.]net/software/windows/app-hardware-visualizer

https://sourceforge[.]net/projects/sidebar-
diagnostics/files/Sidebar%20Diagnostics-3.6.5.zip

https://github[.]com/PieceHydromancer/Lossless-Scaling-v3.22-Windows-
Edition/releases/download/Fps/Lossless.Scaling.v3.22.zip

This is only a partial list of malicious URLs. Download the Malwarebytes Browser Guard plugin for
full protection and to block the remaining malicious URLs.
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https://www.malwarebytes.com/browserguard

