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Traditional malware campaigns rely heavily on dropping executable files to disk—artifacts that
defenders can scan, quarantine, and analyze with signature-based security tools.

Modern adversaries have shifted toward fileless attack techniques, executing payloads directly in
memory and abusing trusted system components to evade detection, reduce forensic visibility,
and accelerate deployment at scale. Remcos RAT, a widely used commodity remote access
trojan, exemplifies this evolution.

Once known for straightforward file delivery, Remcos RAT operators now employ multi-stage,
memory-resident infection chains that replace static payloads with layered scripting, in-memory
decryption, and process injection.

This blog examines a recent Remcos RAT campaign identified during our analysis that
demonstrates this transition in practice—from phishing-based initial access to fully fileless
execution using JavaScript, PowerShell, and a managed .NET injector. By dissecting the attack
chain from inbox to memory, we highlight how traditional malware delivery methods are being
systematically replaced by stealthier, behavior-driven techniques—and why defenders must
adopt memory-centric and behavior-based detection strategies to keep pace with this shift.
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Figure 1: Infection chain

A multi-stage fileless Remcos RAT infection chain was observed leveraging procurement-
themed phishing emails for initial access. The campaign delivers an archived attachment
containing a JavaScript downloader that retrieves an AES-obfuscated PowerShell payload from
attacker-controlled infrastructure.

The decrypted PowerShell functions as a memory-resident loader and watchdog, reflectively
loading a managed .NET injector that performs process hollowing against a trusted Windows file
(aspnet_compiler.exe). The final Remcos RAT payload is injected and executed entirely in
memory, leaving no payload artifacts on disk.

This execution chain highlights common tradecraft in commodity malware campaigns, including
layered scripting, managed code injection, abuse of legitimate Windows components, and fileless
execution techniques commonly associated with Initial Access Brokers and Remcos RAT
affiliates.

Phishing email delivery and initial execution

The infection chain begins with procurement-themed spam emails using generic request-for-
quotation (RFQ) lures to impersonate legitimate business communications. The sender identity
is spoofed to resemble a marine and industrial company, with subject lines often indicating SPF
violations.
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[SPF Violation]Request for Quotation - Coaxial Cable, solar, surge Relay,Converter Box,Vacuum System

) ) ) ) Repl ‘< Reply All | = F d||‘
Ridho Akbar <ridho.akbar@asianfastmarine.com= 5 Reay 5 Revky e | )
To §0] NS R R A | Tue 2/3/2026 5:00 PM

| PSR

@ If there are problems with how this message is displayed, click here to view it in a web browser.
Some of the content in this message couldn't be downloaded because you're working offline or aren't connected to a network.

D Price Offer_PT. Asianfast Marine Industries 6799006392001
15KB

hoping this email finds you well.

Following-up for the quotation of these products enclosed, could you please provide us the quotation the soonest? We are close to the end of the bidding

process and we are just waiting for your quotation to close things up.
Hopefully you can provide us the quotation by today and we can move on forward.

Best regards,
Ridho Akbar - Buyer

PT. Asianfast Marine Industries

Right-click or tap and hold
here to download pictures.
To help protect your

privacy, Outlock prevents. . . . -
AM| Building, J1. R.E. Martadinata Lot 02, Sekupang, Batam, Kepulauan Riau, Indonesia, 29428

[Mobile] +52 852 7201 8655 |(Office) +62 778 321120 Ext. 1053

[Email) ridho buyer @asianfastmarine.com | (Website) www.asianfastmarine.com

Figure 2: Phishing email with malicious attachment

The emails deliver an archived attachment disguised as a quotation document. Inside the
archive, a JavaScript file masquerades as a business document using a misleading filename.
Execution of the script triggers the download of the next-stage payload from the attacker-
controlled infrastructure.

JavaScript downloader and encrypted PowerShell retrieval

Upon execution, the JavaScript attachment functions as a lightweight downloader, responsible
solely for fetching the next-stage payload. The script issues a HTTP request to an attacker-
controlled infrastructure.
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Figure 3: Obfuscated JS

The retrieved file is an AES-encrypted PowerShell script stored and executed in memory
rather than written to disk. The JavaScript stage performs minimal logic, reducing its behavioral
footprint and delegating all subsequent execution, decryption, and persistence logic to the
PowerShell loader.

function Resolve-EncryptionKey {
param([string]$CipherText)

Figure 4: Encrypted2.ps1
This design reflects a common modular tradecraft pattern, where initial access scripts act only as

delivery mechanisms, limiting exposure while enabling rapid iteration of later-stage payloads
hosted remotely.

Decoded PowerShell loader — In-memory AES decryption and execution

The decrypted PowerShell acts as a fully fileless loader, performing AES decryption entirely in
memory using embedded Base64-encoded key and Initialisation Vector (1V) values. The payload
is reconstructed from multiple encoded fragments and decrypted using AES-256 CBC with
PKCS7 padding, with no artifacts written to disk.
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function Start-MonitoringRoutine

param(
[string]$MonitorProcessName
[int]$CheckIntervalSeconds = 5

do {
if (Test-ProcessAbsent -ProcessName $MonitorProcessName

$decodedAssemblyByt [System.Convert]: :FromBase64String(
'TVaQ 4

Figure 5: Malicious .net dll injector in encoded format

Post-decryption, the PowerShell script loads two executable file payloads directly into memory: a
Base64-encoded .NET injector assembly and a Remcos RAT payload supplied as raw
decimal byte data.

$executionResult = Invoke-ManagedAssembly -RawAssemblyBytes $decodedAssemblyBytes °
TargetTypeName 'MAFFIA.ProcessHollowing' °
TargetMethodName 'Execute' °
MethodArguments $invocationParameters

[Byte[ ] 1$ExecutionPayload (77,90,144,0,3,0,0,0,4,0,0,0,255,255,0,0,184,0,0,0,0,0,0,0,64,0,0,0,0,0,0,0,0
6,0,0,0,8,1,0,0,14,31,186,14,0,180,9,205,33,184,1,76,205,33,84,104,15,115,32,112,114,111,103,114,97,109,
,110,32,1€5,11e,32,68,79,83,32,169,111,166,1061,46,13,13,10,36,0,0,0,0,0,06,0,252,41,183,164,184,72,217,247,
217,247,12,212,42,247,19,72,217,247,12,212,43,247,166,72,217,247,177,48,93,247,185,72,217,247,38,23
234,32,221,246,153,72,217,247, 218,246,162,72,217,247,177,48,74,247,161,72,217,247,184,72,2
3,38,247,185,72,217,247,19,33,219,246,185,72,217,247,82,105,99,104,184,72,217,247,0,0,0,0,0,0,

Figure 6: Decimal data REMCOS RAT payload
The injector is reflectively loaded and used to perform process hollowing against the legitimate

aspnet_compiler.exe file, into which the Remcos RAT payload is injected and executed. The final
malware runs entirely from memory within the hollowed trusted process.

Fileless .NET injector leveraging process hollowing

The decrypted PowerShell loader reflectively loads a managed .NET injector assembly directly
into memory, avoiding any file system interaction. The injector exposes a static method
responsible for performing process hollowing against the legitimate Windows file
aspnet_compiler.exe.
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nwnyGwCI1PhrgJxBku_ @, byte[] byte_@)

{mnyGwCI1Phrglx8ku_@.07:

ZW { nwnyGwCI1PhrglxBku_©.TQcs0ETna, ne (nums + 8));
T (num? == num2)

7X (nvnyGwCI1Phrqlx8ku @.TQcs0ETna, ne (num7});

intPtr = “(nunyGwCI1PhrqJxBku_@.7 Ny Ne (num2), num3);

5 (nvnyGuwCI1Phrqlx8ku @, byte ;
(mvnyGwCI1Phrqlx8k intPtr};
A6 (nunyGwCI1PhrgJxBku_ arr intPtr, nums, flag);
Cm{nvnyGwCI1PhrglxBku 0.0 '-

Figure 7: .net injector hollows trusted process

By creating and hollowing a trusted process, the malware replaces its memory with the final
payload while inheriting the target process’s identity. This technique allows the attacker to
execute malicious code under the context of commonly used, signed .NET utility, significantly
reducing behavioral and signature-based detection.

Final stage: Memory-resident Remcos RAT operation

In the final stage, Remcos RAT executes as a fileless payload within a hollowed
aspnet_compiler.exe process. The malware initializes its runtime, decrypts configuration data,
and launches modular worker threads to support command-and-control, surveillance, and
persistence functions. By operating entirely in memory and abusing a trusted Windows
component, the RAT minimizes forensic artifacts while maintaining full remote access
capabilities.

|—| £¥ powershell.exe | 352720K 313596 K 6876 Windows PowerShell Microsoft Corporation
@l conhostexe 4404 K 18404 K 9172 Console Window Host Microsoft Corporation
|m |aspnet_compilerexe 313 3248 K 21252 K 8876 aspnel_compiler.exe Microsoft Carporation

u procexpfd exe 5.00 MAT2K 617140 K 9632 Sysinternals Process Explorer Sysinternals - www sysinter,,
@ OnelDrive Sync. Service exe 38868 K 9.032K 10168 Microsoft OneDnve Sync Ser... Microsoft Corporation

Figure 8: Fileless Remcos RAT payload operating via aspnet_compiler.exe

Analysis of the final payload REMCOS RAT

The final payload REMCOS RAT is a VisualC++ compiled executable file of size 481.5kb.
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Jrdata:e046D000 asc_aeDooe db 8Ah ; DATA XREF: sub_41C@7A+2Ato

.rdata: 80460001 db 9,° " ,8Ah
.rdata: 090460028 db 9, "( % ' ,8Ah
.rdata: 8046D0AF db 9," h T Frra __ ",BAh
.rdata:0046D076 B Sl R L AU e T S e
.rdata: 00460090 db ot ] | il 1% eial 1 o ieph
.rdata:@e46DeC4 db 9,"|_| S O U [ I N Y ¢ G M
.rdata:@846DBEC ; const char aRemcosV[]

.rdata:8846D8EC aRemcosVY db 8Ah ; DATA XREF: sub_41C@BB+62To
.rdata:00460DOED db 9, "Remcos v',@

-rdata:0046DOF7 align 4

.rdata:0846DBF8 ; const char asc_46DOF8[2]

.rdata:0046DOF8 asc_AGDOFS db 8Ah,9 ; DATA XREF: sub_41C@BB+7ETo
-.rdata:8046DOFA db @A9h

.rdata:8046DOFB db 20h

-rdata:8846DOFC db 42h ; B

-.rdata:0046DOFD db 72h ; r

-.rdata:e8046DAFE db 65h ; e

.rdata:8046DAFF db 61h ; a

.rdata: 88460100 db 6Bh ; k

.rdata: 88460101 db 69h ; i

.rdata:ee46D182 db 6Eh ; n

.rdata:@e46D183 db 67h ; g

.rdata: 88460184 db 53h ; S

.rdata: 08460185 db 65h ; e

.rdata:8846D106 db 63h ; c

.rdata:0046D107 db 75h ; u

.rdata:00460108 db 72h ; r

.rdata: 08460109 db 6%h ; i

.rdata:0846D10A db 74h ; t

.rdata:ee46D10B db 79h ; v

.rdata:0046D18C db 2Eh ; .

Figure 9: REMCOS RAT payload

The first routine executed by the Remcos RAT payload is a dedicated runtime initialization
function that dynamically resolves all required Windows APIs.

v5 = LoadLibraryA("kernel32");
GlobalMemoryStatusEx = (BOOL (_ stdcall *)(LPMEMORYSTATUSEX))GetProcAddress(v5, "GlobalMemoryStatusEx™);
ve = GetModuleHandleA("kernel32™);
IsWow6d4Process = (BOOL (__ stdcall *)(HANDLE, PBOOL))GetProcAddress(v6, "IsWowb4Process");
v7 = GetModuleHandleA("kernel32");
GetComputerNameExW = (BOOL (_ stdcall *)(COMPUTER_NAME_FORMAT, LPWSTR, LPDWORD))GetProcAddress(

v7,

"GetComputerNameExW");
v8 = LoadLibraryA("Shell32");
IsUserAnAdmin = GetProcAddress(vs, "IsUserAnAdmin™);
v9 = GetModuleHandleA("kernel32");
SetProcessDEPPolicy = (BOOL (_ stdcall *)(DWORD))GetProcAddress{vd, "SetProcessDEPPolicy");
v1l® = GetModuleHandleA(“user32");
EnumDisplayDevicesW = (BOOL (_ stdcall *)(LPCWSTR, DWORD, PDISPLAY_DEVICEW, DWORD))GetProcAddress(

vie,
"EnumDisplayDevicesk");

vll = GetModuleHandleA("user32™);
EnumDisplayMonitors = (BOOL (_ stdcall *)(HDC, LPCRECT, MONITORENUMPROC, LPARAM))GetProcAddress(

vll,

"EnumDisplayMonitors™);
vli2 = GetModuleHandleA("user3z2™);
GetMonitorInfoW = (BOOL (__stdcall *)(HMONITOR, LPMONITORINFO))GetProcAddress(vl2, "GetMonitorInfoW™);
vl3 = GetModuleHandleA("kernel32");
GetSystemTimes = (BOOL (_ stdcall *)(PFILETIME, PFILETIME, PFILETIME))GetProcAddress(vl3, “GetSystemTimes");
vld = LoadLibraryA("Shlwapi™);
dword_474B04 = (int)GetProcAddress(vl4, (LPCSTR)exC);
vl5 = LoadLibraryA("kernel32");
GetConsoleWindow = (HWND (_ stdcall *)())GetProcAddress{vl5, "GetConsoleWindow");
vle = GetModuleHandleA("ntdll™);
NtSuspendProcess = (int)GetProcAddress(vlse, "NtSuspendProcess™);
vl7 = GetModuleHandleA("ntdll1l");
NtResumeProcess = (int)GetProcAddress(vl7, “"NtResumeProcess");
v18 = LoadLibraryA("Iphlpapi™);
GetExtendedTcpTable = (DWORD (_ stdcall *)(PVOID, PDWORD, BOOL, ULONG, TCP_TABLE CLASS, ULONG))GetProcAddress(
vlsg,
“GetExtendedTcpTable™);

v19 = LoadLibraryA("Iphlpapi™);
result = GetProcAddress(vl9, "GetExtendedUdpTable");:

Figure 10: Retrieving system libraries before operation
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This function prepares the execution environment by loading the necessary system libraries and
retrieving function pointers at runtime, ensuring the malware can operate reliably across different
Windows versions while minimizing its static import footprint.

After this, it will decrypt its configuration file from the suspicious resource data “SETTINGS”.

esult = FindResourceA(hModule] "SETTINGS",|(LPCSTR)@xA);

5

if ( result )

Res e = Load Ra:uur;e(hMDdule‘ result);
= Inrkﬂ?%q\rrs{
rsult = (HRHRL)‘:I"CO‘CRC;OUI"CC(hl“lDdUle v3);
®ihic =

1= 3

Figure 11: Accessing resource data

After finding the resource, it decrypts the content. The figure below shows the resource of size
0x2c8, where the key size is 0xc8, RC4 key, and the encrypted data is of size 0x200.

4 RT RCDA.. “SETTINGS" 0 0047b5... 00074... Oz2ca
Hex | Strings key_size
Address 000l 02 03 04 05 06 07 0B 09 Oa 0Ob Oc 0d Oe Of |Symbols
0007 :b5cc IcB e 91 le fc 69 98 8d 55 BB ed 36 2d 1f e0 13 ... ATAUR 16—, .
0007:bSdc MHiss5d 42 2e 41 3a 61 b8 ea ad 24 1c 1d 4b 9f 93 ;.]B.A:a.:;TaS..K°:E
0007:bSec |b3 d9 cb Oe b7 de df 79 e3 40 35 af 83 71 d7 98 fl-0..¥y @5aTqyy
0007:bS5fc |4f dl 0d Af 5d 2b 7b 57 47 7c ¢9 25 15 77 d2 90 ) 0] +{WG| . % .wn3—key RC4
0007:b60c |a3 68 c6 £6 7b 64 dd 17 60 £b 71 fe 0a dO 93 86 uh 3 SEH
0007:b6lc |e9 b9 Be 30 14 72 df 70 33 e7 85 be 8b a7 cd cb) 1‘0 r.p3. :i'zl:c | 1|
0007:b62c |49 Oa cO £9 54 13 7a bd e6 29 1d 8b 26 14 a9 ac ...T.zoW) .E&.

0007:b63c |87 £1 6a db 03 05 b5 a8 3c 97 £9 £3 37 4b Of 1d R A Au{‘}..'}'K..
0007:b64c |3b 92 3f Bf £0 3a 9c da £7 29 T7c Bf 60 cB 36 6b) i2?¥.:7_.) 1V . 6K
0007:b65c |d4 o5 85 b4 6b 0a 27 b3 56 25 8e b0 £2 87 cbes| HHTmk.'mVeia.Xjje
0007:b66c |£5 4b Da B0 a6 5d 31 ef 78 50 98 1b 65 2d d4 b8 LK.%511.xPY .e—gx
0007:b67c |dc £8B Ob 6d 33 df 64 5f dé 20 6e ac bd 38 9c 42 | --m3.d { nag87B
0007:b68c |d7 ee 2e eb 6b 32 2a 91 aeled el o5 Oe 3a 96 1f o.+k2%hx| £} . 3.
0007:b€9c ab 56 cB dc ca 11 eb 15 a2 65 bb 4d 95 b2 ae 9d aV .L] . ¥.neaMluxzy

0007 :béac b0 51 89 86 2c bd 54 2d 5¢ <0 7 ab le 29 1d 3c s/ -, 0T-\..®m.).<
0007:b6bc €7 db 75 68 ca 71 59 94 ec 70 b5 dd 64 9c 3b 55 _[uh1 qY‘\’lpA a7 :u R ol s
0007:b6cc 13 90 2e 7c 28 ef cl e9 4c a9 49 80 bd £6 ba e [ (. +Laxln.gt — Encrypted_
0007:b6de 00 b2 cl e? 71 cl 5e 63 B8f 9d 31 2a 8b al 68 80 w.eqg.*o¥r1*Eqh¥

0007 :béec 70 7 30 ba a9 10 7a 65 52 57 4d 67 £f c5 9a a8 Plioxa . zeR‘Fﬂ{g |||.ut
0007 :befc 65 01 61 ae b2 60 82 04 4c Bf 62 ed a6 21 a9 41 e._agwe ¥ .LVDb ..3 1«h

R ] —" AR A L AR AF As i A S A S AT AR A J* o m " Akt o L

Figure 12: Key and encrypted config data
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Decryption routine

¥
@ &
dec edi
or edi, @FFFFFFeeh
inc edi
F
® 3
loc_ 406012 :
mow cl, al
mon eax, [esp+edi*4+410h+var_408]
Mo [esp+esi*4+410h+var 4008], eax
MOV Z X eax, cl
mow [esp+edi*4+410h+var_400], eax
mow ecx, [esp+esi*4+410h+var_400]
add ecx, eax
and ecx, BERREBFFh
jns short loc_406039
@ i F
dec ecx
ar ecx, OFFFFFF@eh
inc ecx
$ 5
@ =5
loc_486039:
mow al, byte ptr [esp+ecx*d+4l10h+var 400
beor
inc ebx
cmp ebx, edx
jb short loc_4AB5FEB
T [ |
[ & =
pop ebp

Figure 13: Decryption routine

Below is the Remcos RAT configuration after decryption of the resource, which contains the
Command & Control (C2) server domains, the port number used (2404), the Hostname -
RemaHost1, the Mutex name - Rmc-ZOCNDU, keylogging data file names, and information

collected and sent from the victim machine.
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65 61 69 64 |61 6C 69 2E |64 64 6E 73 |2E 6E 65 74 |eaidali.ddns.net
3A 32 34 30 (34 3A 3@ 1E (77 77 77 2E |6C 6D 66 69 :2404:0.www.lmfi
72 65 2E 6E |65 74 3A 32 (34 30 34 3A 30 1E 7C 1E |re.net:2404:0. .
1E 1F 7C 52 |65 6D 61 48 6F 73 74 31 |7C 1E 1E 1F .. |RemaHost1]...
JC 31 7C 1E [1E 1F 7C 06 [7€ 1E 1E 1F [7C 61 7€ 2E|1X]-cc]:1s o] =]
1E 1F 7C @1 |7C 1E 1E 1F |7C 31 7C 1E |1E 1F 7C 31 |..|.|...]|1]...]|
30 30 30 30 3@ 7C 1E 1E |1F 7C @@ 7C |1E 1E 1F 7C ©0000]|. .. |
38 7C 1E 1E 1F 7C 72 ©© |65 €80 6D 90 |61 80 2E ©e 8|--.|P.E
65 9@ 78 00 |65 2@ PP eV (7C 1E 1E 1F |7C ©1 7C 1lE |e.x.e...|...
1E 1F 7C @@ |7C 1E 1E 1F |7C 3@ 7C 1E |1E AF 7C 52 |. <) -] <--19] - ..
Ul
I

6D 63 2D 5A 4F 43 4E 44 |55 7C 1E 1E |1F 7C 31 7C mc-ZOCND

1E 1E 1F 7C |38 7C 1E 1E |1F 7C 6C 90 ([6F ©0 67 00 |...|8]...

73 00 2E ©0 64 00 61 ©0 (74 60 00 08 |7C 1E 1E 1F |s...d.a.t. ..
I

¥C. @8 -7C 1F (3E 1F 7C @l 7€ 1E 1E 1F |[7c'88 7C 1F
1E 1F 7C 31 |38 7C 1E 1E |1iF 7C @8 7C |[1E 1E 1F 7C A 5
@8 68 JC 1E |1E 1F 7C 35 [7C 1E 1IE 1F (7C 38 7C 1E .. ]...|5]. .:]86].
1E 1F 7C 53 63 72 65 65 |6E 73 68 6F |74 73 7C 1E|..|Screenshots]|.
1E 1F 7C oo NN 1F 1F |[7C @@ 7C 1E|1E 1F 7C ¢0|..|.HH..|.|...]|.
7C AE AF 1F |7€C @0 TC 1E |1E 1F 7C @6 |7C 1E 1E 1IF M=ol 1=
7C 86 JC iE AE AF JC @& |7C 1E 1E IF(|7C 80 7C 1k | |-] -l <] =a: | =]
iE iF 7C @@ |7C 1E 1E 1F |7C 35 7C 1E |3E 1F 7C 31 | T B P
7C 1E 1E 1F |7C 4D 69 63 |52 65 63 6F (72 64 73 7C |M1cRecords

I | -

| -

F

|

| -
iE 1E 1F 7C |60 7C 1E 1E (IF 7C 30 7C |IE 1E 1F 7C|:- e ..
3@ 7C 1E 1E |1F 7C @@ ee |7C 1E 1E 1F |7C ee 7C 1E |9]. | i L
1E 1F 7C @1 |7C 1E 1E 1F |7C 3@ 7C 1E |1E 1F 7C 00 |..
7C 1E 1E 1F |7C 31 7C 1E |1E 1F 7C 52 |@@ 65 00 6D||...
@@ 61 ©0 00 |e@ 7C 1E 1E |1F 7C 72 @@ |65 ©0© 6D @0 |.a...|..
61 00 ©0 00 (7C 1E 1E 1F |7C 8@ 7C 1E|1E 1IF 7C @@ |a...|...|.|---|
7C 1E 1E 1F |7C 32 34 37|39 32 32 33 (31 30 43 38(|...|24792231eC!
46 31 44 31 (44 33 39 32|36 34 46 30 30 33 39 36 |F1D1D39264F@039!(
43 39 42 43 |42 7C 1E 1E |(1F 7C 00 7C |1E 1E 1F 7C|(C9BCB|...|.|---
7€ IF 1F AF |JC 7€ 3F 1F |AF 2C 7C 1TE|1E 2F 2€ CE | |- )] ==} ==k

Figure 14: Remcos RAT Configuration after decryption

Following runtime preparation, dynamic API resolution, and config file extraction, the Remcos
RAT payload performs an early execution control check to enforce single-instance operation.
This is implemented by creating a uniquely named mutex, Rmc-ZOCNDU, derived from the
embedded configuration.
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Ltewt:8848BEDC call sub 4@1ESF

Ltext:BB4BBEEL push eax 3 lpName
text:BA48BEE2 push 1 ; bInitialOwner
Ltext:BB4BBEES push a8 3 lpMutexAttributes
.text:B848BEEE call ds:CreateMutexd

Ltext:B848BEEC mov dword_472094, eax
Ltext:B848BEF1 call ds:GetLastError

Ltext :@B4BBEFT xor 8CX, BCcX

.text:8840BEF9 cmp eax, 8B7h

text:BB4BBEFE setnz cl

Ltext:@B48BF81 mov eax, ecx

Ltext:8a8486F@83 retn

Jtext:8848BFB3 sub 4BBED7 endp

Ldext:ea4eBres

100.00% (3,64) (565, ,253) 0000B2D7 0040BED7: sub 40BED7 (Synchronized with EIP)

@ Hex View-1

@e475338 o0 60 60 68 07 00 B0 88 52 6D 63 2D 5A 4F 43 4E  ........ Rmc -Z0CH
@e475348 44 55 60 00 06 00 00 08 0N 0O 00 BB GF B0 BB BB DU..............
@e475358 B8 74 6F 60 00 00 060 B8 05 B8 ©7 OE 60 B0 B0 B8 . To.............

Figure 15: Mutex creation

By invoking CreateMutexA and evaluating the return status via GetLastError, the malware

determines whether an active instance is already running on the host. If the mutex already exists,

execution is aborted or altered, preventing duplicate deployments and reducing operational
noise.

Host operating system and architecture enumeration

After enforcing single-instance execution, Remcos RAT profiles the host environment to identify
the operating system version and process architecture. The routine first determines whether the
payload is running in a 32-bit or 64-bit context and stores this information for later reporting.

byte 474AF9 = sub 41B366();
vl = sub_41325EB("SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion", "ProductName", va);
sub_4@1EEF (&unk_475A38, v1);
sub_481EEA(vE);
vd = sub 48B9F2("18", v2);
if ( va !=-1)
1
sub_4125EB("SOFTWARE W \Microsoft\\Windows NT\\CurrentVersion", “CurrentBuildNumber™, v3};
w5 = {const CHAR *)sub 4@1EBF();
if ( StrToIntAfvs) >= 22008 )
*{ BYTE *)sub_41C36D(v4 + 1) = 49;
sub_4@1EEA(vE);

1

Ve = " (64 bit)";

if ( !byte 4744F9 )
ve = " (32 bit)";

return sub_ 484DDC(vE);

Figure 16: Identifying host OS and architecture
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The malware then queries the registry key SOFTWARE\Microsoft\WindowsNT\\CurrentVersion
to obtain the OS product name, but does not rely on it exclusively. To accurately distinguish
Windows 10 from Windows 11, Remcos RAT retrieves and parses the CurrentBuildNumber,
classifying systems with build numbers greater than or equal to 22000 as Windows 11. The
detected OS version and architecture are appended to the system profile and later used during
Command & Control (C2) registration.

Local log file creation and offline data buffering

Prior to establishing C2 communication, Remcos RAT creates a local log file at
C:\ProgramData\rema\logs.dat to persist runtime events and store collected data. This file is
used as a temporary storage mechanism for offline surveillance output, particularly when
immediate network exfiltration is unavailable.

This PC > Local Disk (C:) » ProgramData > rema
Date modified Type Size

logs.dat 09-02-2026 14:27 DAT File 17 KB

logs.dat £ E

[2026/02/09 13:14:03 offline Keylogger Started]

[2026/02/09 13:14:03 7_remcos.exe — PID: 8700 - Module: 7_remcos.exe - Thread: Main Thread

[2026/02/09 13:46:16 Offline Keylogger Started]

]

[2026/02/0% 13:46:36 Capturing from Ethernet0]
ip.addr[Space]l==[Space]l91.92.243.55[Enter]

[2026/02/09 13:47:09 Wireshark - Packet 1040 - Ethernet0]

[2026/02/09 13:47:17 Capturing from Ethernetl]

Figure 17: Local keylogging

The observed log entries confirm the activation of the offline keylogger component, along with
execution metadata, including process identifiers, thread context, and privilege levels.
Additionally, clipboard capture events are recorded in plaintext, demonstrating Remcos RAT
ability to monitor and buffer sensitive user activity locally. These artifacts are later consumed by
the malware for staged exfiltration once network connectivity is established.

Command & Control (C2) connection and host registration

After completing local initialization and system profiling, Remcos RAT establishes an outbound
connection to its C2 server and updates its internal runtime state. In-memory status buffers
indicate Connected | with TLS Off, confirming that the C2 channel operates without transport-
layer encryption.
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50 push eax eax:"TLS off"

&8 CCC84600 push 7_remcos.46C8CC

&6A 0O push 0

BD4D F4 lea ecx,dword ptr ss:[febp-C[J [ebp-0C]:&"eaidali.ddns. net”

ES B8D9FEFF call 7_remcos.401D64

S0 push eax eax:"TLS OFF"

8D85 TCFFFFFF lea eax,dword ptr ss:|[febp-54]

BA 34C94600 mov edx,7_remcos.46C334 edx: "Connected | ", 46C934:"Connected I =
68 EOCS4600 push 7_remcos.46C8ED 46C8EQ:"™ | "

50 push eax eax: "TLS oOff"™

8D8D 1CFFFFFF Tea ecx,dword ptr ss:[ebp-E4]

E8 CeDBFFFF call 7_remcos.404CEF

59 pop ecx ecx:&"eaidali.ddns. net"

BEDO mov edx,eax edx: "Connected | =5 eax: TEE BFF"
8DBD 3I4FFFFFF lea ecx,dword ptr ss:[lebp-ccl

ES DF13FFFF call 7_remcos.405CE6

59 pop ecx ecx:&"eaidali.ddns.net"

BEDO mov edx,eax edx: "Connected | ™5 eax:TLS OFEF
BDBD 4CFFFFFF lea ecx,dword ptr ss:[febp-B4]

Figure 18: Establishing a connection with C2

Immediately after establishing a connection, Remcos transmits an initial host registration beacon
containing a consolidated system profile. The payload includes the assigned host name -

RemaHost1, the campaign identifier - Rmc-ZOCNDU, operating system details indicating that the

host is Windows 10 Enterprise (64-bit), and execution metadata such as the process name, PID,
privilege level, and file paths.

No. Time Source Destination Protocol Lenc Info

54 56607 - 2404 [ACK] Seq=1 Ack=1 W 64240 Len=0

1809 48e.726679 192.168.78.129 91.92.243.55 TCP

Figure 19: Sending details to C2 for host registration for interactive remote access

The beacon also discloses the local log file path, C:\ProgramData\rema\logs.dat, and basic
hardware details, such as the CPU model. Although the traffic appears malformed when
interpreted as IEC 60870-5-104, it represents Remcos RAT custom, delimiter-based C2 protocol

transmitted over raw TCP.

This exchange marks the transition from local reconnaissance into fully interactive remote access

and confirms successful host registration with the C2 infrastructure.

Conclusion

|
| 1025 411.240308 192.168.78.129 91.92.243.55 IEC 60870-5-104 766 56607 -+ 2404 [PSH, ACK] Seq=1 Ack=1 Win=64240 Len=712[Malformed Packet]
| 1026 411.242866 91.92.243.55 192.168.78.129 TCP 60 2404 + 56607 [ACK] Seq=1 Ack=713 Win=64240 Len=0
1027 411.517911 91.92.243.55 192.168.78.129 IEC 60870-5-104 74 2404 - 56607 [PSH, ACK] Seq=1 Ack=713 Win=64248 Len=20
| 1028 411.520268 192.168.78.129 91.92.243.55 IEC 60878-5-104 278 56607 -+ 2484 [PSH, ACK] Seq=713 Ack=21 Win=6422@ Len=224[Malformed Packet]
1 1029 411.528737 91.92.243.55 192.168.78.123 TCP 60 2404 > 56607 [ACK] Seq=21 Ack=937 Win=64240 Len=0
‘ Wireshark - Follow TCP Stream (tcp.stream eq 51) - EthernetO et ()
ey e, K...RemaHost1|...|D.E.5.K.T.0.P.-.T.D.E.5.1.K.H./.T.e.s.t.L.A.B.|...|US|...|Windows 18 Enterprise (64 bit)|...||...|8588939264|...|6.9.2 Pro| '
o€ NcPiriosgor.a miDoat.a orecmaa N Lo gass codeack | oo fCa s i sier s e Toecs E L ACBUADiessc kb osp o\ T crie.mico.s.ccecxse] L]
[7. ir.e.mic.ocmicceaxem: ame PIiDo. 72020 o Miodiucdie.te T cP-BiMiC 08 i B KB s Tsharim.msdess Moaciine Tohoroe.a.d. :9.3.1.86
. i-. .x.3.2.d.b.g. .[-E.l.e.v.a.t.e.d_].|-..|1]...]a6]-..|81536421]|.._|1]...|eaidali.ddns.net|...|Rmc-ZOCNDU|._.|@]...|C.:_\.U.s.e.r.s_.\-T.e.s_t_L.A
.B.\.D.e.s.k.t.o.p.\:a.\.7._.r.e.m.c.o.s...e.x.e.|...|Intel(R) Core(TM) i7-1478@|...|Exe|...||...|C..i]-..|]--.]-n3.
,,,,,,,,,,, el...|3e
e L.ocwB] - |7 Sirielmicioisiileixes i PLXiDLz (TR0 =C MioudiucXlelti 7. Jrielmiciois:i e x.es o-. aTihiriecasdisi (Miatilng STihirze
.a.d. -9.3.1.6. .-. .x.3.2.d.b.g. -[.-E.l.e.v.a.t.e.d.].|-..|94]...|81536703
L Y 279349296 ... |21%. .. ... ... 279349296|...|e%. ... ...... e|...|3e
$...0...L...@0]|...|C.a.p.t.u.r.i.n.g. -f.r.o.m. .E.t.h.e.r.n.e.t.@.|...|875|...|81549062
Rl o|...13e
S el ey B et | e e ST R B S P.a.c.k.e.t. :1.8.4.8. __._ . E.t.h.e.r.n.e.t.®.|...|1516]|...|81579156

This investigation demonstrates a fully fileless Remcos RAT attack chain that leverages layered
scripting, in-memory decryption, managed code injection, and process hollowing to achieve
stealthy, persistent execution. By eliminating on-disk payload artifacts and abusing legitimate
Windows components, the malware significantly reduces its forensic footprint while maintaining
reliable remote access.
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Runtime behaviors such as dynamic API resolution, mutex-based single-instance enforcement,
detailed host profiling, and offline data buffering highlight a mature and configurable framework
designed for operational stability. The initial C2 registration beacon confirms successful infection
and transition into an interactive access phase.

Overall, the campaign reflects modern commodity malware tradecraft, where fileless execution
and living-off-the-land techniques are standard, underscoring the importance of memory-centric
and behavior-based detection strategies.

To harden defenses against these threats, organizations should restrict the misuse of native
tools, enforce least-privilege access, and deploy detection that inspects memory and script
execution. Enhancing visibility through centralized logging, detailed command-line monitoring,
and proactive threat hunting helps uncover stealthy activity, while network segmentation and
continuous security awareness training reduce the risk of lateral movement and social
engineering.

Trellix Protection Against Fileless Remcos RAT: Recommended Mitigation

Trellix security products provide layered defense against fileless threats like Remcos RAT.
Email Security blocks phishing emails and malicious attachments, preventing the initial delivery.
EDR and Endpoint Security (ENS/HX) detect in-memory execution and process hollowing,
stopping payloads before they can run. Network Security monitors for suspicious command-
and-control activity, while Cloud Security protects cloud workloads from malicious scripts and
phishing links.Together, these solutions offer comprehensive coverage across initial access,
execution, and command-and-control stages, reducing risk from stealthy fileless attacks.

Indicators of Compromise (IOCs)

Email de59f9c1b237af2b27df59ab6cec82fd2 Phishing email — Request for Quotation —
Coaxial Cable, Solar, Surge Relay

RAR 47b1603f62306dfa34bd7d52b7159c7f  Price Offer_PT. Asianfast Marine
Industries 16799006392.r01

JS c2b601dc165fa0b4837019f1152d005a  JavaScript downloader attachment
PS1 6f61c2917c7dac70b4703700b3aafb33 PowerShell__script_layer1

PS1 ffe4dcOebc7b0b76d95dad2f383f6034 PowerShell__script_layer2

DLL e7983c9dc42001baeafedebdaba8b310 .NET injector (MAFFIA.dII)

EXE df8a0d943f6df9394f0116521536a938  Remcos RAT payload

IP 91.92.243.550 Command-and-control server
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Domain

Domain

URL http[:]//eaidali[.]ddns[.]net:2404/

URL http[:]//www[.]imfire[.]net:2404/

eaidali[.]ddns[.]net

www[.]imfire[.]Jnet

Mitre Tactics and Techniques

Initial Access
Execution

Execution

Defense Evasion
Defense Evasion
Defense Evasion
Defense Evasion
Discovery

Discovery

Collection

Collection

Command and Control
Command and Control
Command and Control

Command and Control

T1566.001
T1059.007
T1059.001
11027
T1140
T1055.012
T1036
71082
T1614
T1056.001
T1115
T1071.001
T1105
T1095
T1573.001

Trellix detection coverage:

Endpoint security (HX)

malicious domain
malicious domain
malicious url

malicious url

Phishing: Spearphishing Attachment
Command and Scripting Interpreter: JavaScript
Command and Scripting Interpreter: PowerShell
Obfuscated/Encrypted Files and Information
Deobfuscate/Decode Files or Information
Process Injection: Process Hollowing
Masquerading

System Information Discovery

System Location Discovery

Input Capture: Keylogging

Clipboard Data

Application Layer Protocol: Web Protocols
Ingress Tool Transfer

Non-Application Layer Protocol

Encrypted Channel (Configuration Dependent)
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Trojan.Generic.39492790
Generic.mg.df8a0d943f6df939
Trojan.GenericKDS.61384974
Trojan.GenericKDZ.115986
Gen:Variant.Application.Tedy.52869
Trojan.GenericKDS.61384925

Endpoint security (ENS)

de59f9c1b237af2b27df59abcec82fd2 - EML/Phishing.na
c2b601dc165fa0b4837019f1152d005a - JS/Agent.mu
6f61¢c2917c7dac70b4703700b3aafb33 - PS/Agent.lo
ffe4dcO0ebc7b0b76d95dad2f383f6034 - PS/Dropper.b
e7983c9dc42001baeafedebdaba8b310 - Trojan-JARR
df8a0d943f6df9394f0116521536a93 -
Remcos!DF8A0D943F6D

Trellix EDR _process_suspicious_dnsquery_to_ddns_2
_network_suspicious_ddns
win_process_commonly_abused_domain_dnsquery
_process_suspicious_name_hash
win_api_pe_header_writeprocessmemory
_api_process_hollowed
win_api_ntunmapviewofsection

Trellix Network Security Phish.LIVE.DTI.URL

Trellix VX Trojan.Win32.AgentTesla
Trellix Cloud MVX Backdoor.Win32.Remcos
Trellix Malware Analysis Trojan.Generic

Trellix Email Security Trojan.Generic

Trellix Detection As A Malware.Binary.js
Service Malware.Parent.RAR
Trellix NX

Discover the latest cybersecurity research from the Trellix Advanced Research Center:
https://www.trellix.com/advanced-research-center/

This document and the information contained herein describes computer security research for
educational purposes only and the convenience of Trellix customers.

RECENT NEWS

e Mar 02, 2026

Trellix strengthens executive leadership team to accelerate cyber resilience vision
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Trellix SecondSight actionable threat hunting_strengthens cyber resilience

Dec 16, 2025

Trellix NDR Strengthens OT-IT Security Convergence

Dec 11, 2025

Trellix Finds 97% of CISOs Agree Hybrid Infrastructure Provides Greater Resilience

Oct 29, 2025

Trellix Announces No-Code Security Workflows for Faster Investigation and Response
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Getting_Roasted? Trellix Helix sees through AS-REP Attack

Mar 16, 2026

Beyond the Cloud — Trellix Earns 2026 OT Security Certification

Mar 12, 2026

Malware-As-A-Service Redefined: Why XWorm is outpacing_every other RAT in the
underground malware market

Mar 11, 2026

Fileless Multi-Stage Remcos RAT: From Phishing to Memory-Resident Execution

Mar 5, 2026

The Iranian Cyber Capability 2026

Get the latest

Stay up to date with the latest cybersecurity trends, best practices, security vulnerabilities, and so much more.
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