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0|23l Chrome?2| Secure Preferences A& & X AISICY,
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3.2. OtterCookie

3.2.1. task.json - Downloader

& CI2 2 = VSCoded|| 2|sfA{ 2 A& =T}, runOptions2| runOn ZM0| folderOpene 2 M
Zl0] RUo{ 2| = X| E2|0f| CH St ZC{ 7t VSCodeOl| M D2 AR AHS2Z Al HHOIL AYE =

HtAlO|Ct. Beavertail, InvisibleFerret 7= 0f| AL =l task.json Tt 0 CHE27| WE 7 4N UX|
orC}
LS -
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AN 7} linux, macOS
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S $HOME/ .vscode/vscode-bootstrap.sh It =
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Jd2{Lt A SEA| windowsO| M CFR 2 ESH= cmd A3 22 E = Access permanently suspended.

2= HIAIX| & oll2{ 2 S35 25X RSIAC,

3.2.2. vscode-bootstrap.sh - Downloader

linux, macOSH| A A3 E|= vscode-bootstrap.sh IFU 2 CIREEE, tokenlinux.shl} S5t
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vscode-bootstrap.she= S1X A 20| nodejs C|EH E2|2| =X O1EE
Z=RHSIK| 42 AR nodejsE CIREESH & ¢HE 2 A STt &= SHA
setup.js & package.json O} C+RE E6H $HOME/ .vscode 20| M Zl
nodejsE O| 25l env-setup.jsE A ST}

= o

_|l0II

oIS, sHE C|& E2( 7}
0|= C&C AMHB{0{| M env-
Bict 0| Cte R =g

3.2.3. env-setup.js - Downloader

env-setup.jsE hxxps://y-lilac-sigma.vercel[.]app/api/ipcheck-encrypted/6080|| &6
SEES evalZ H3St= CH2 2 O|Ch £0[8F A2 Mot SHO| S mf AASHA| 210, ofl21 7 &
AMSHU S | AISHSICF,

o

leenv-setup.js T =

env-setup.js A=

3.2.4. OtterCookie
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oo { pid: [ZZMA PID], startedAt: [ZEZMA AlZF A|ZH] FLHEE 2AM6H AT ET}
F2 AYEX| TS Sict lock ThY 0| S0 ASZE HEE of2f HEef 2Tt

lock j@d 0|F A3EEOF Y

pid.6.1.lock IdbScript HelXo| MEt=l e EF| STt
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HE A. MITRE ATT&CK

Tactics Techniques

Initial Access T1566: Phishing
T1195.001: Supply Chain Compromise: Compromise Software
Dependencies and Development Tools

Execution T1059: Command and Scripting Interpreter

Defense Evasion T1027: Obfuscated Files or Information
T1562.001: Disable or Modify Tools
T1070.004: Indicator Removal: File Deletion

Persistence T1547.001: Boot or Logon Autostart Execution: Registry Run Keys /
Startup Folder
T1053.005: Scheduled Task/Job: Scheduled Task
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Discovery T1082: System Information Discovery
T1083: File and Directory Discovery
T1518: Software Discovery
T1057: Process Discovery

Credential Access  T1555.003: Credentials from Password Stores: Credentials from Web

Browsers
T1056.001: Input Capture: Keylogging

Collection T1115: Clipboard Data
Command and T1071.001: Application Layer Protocol: Web Protocols
Control T1071.002: Application Layer Protocol: File Transfer Protocols

T1219.002: Remote Access Software: Remote Desktop Software

T1102.001: Web Service: Dead Drop Resolver
T1571: Non-Standard Port

Exfiltration T1048: Exfiltration Over Alternative Protocol
T1041: Exfiltration Over C2 Channel

MITRE ATT&CK

HE £ B.10Cs

sha256

sha256

el

748b044a62787bf8341ac46208ac5c7703b0cf6d0fffdd2c76160244247cd930

tokenlinux.sh

2f94573c15bfa1f945a0e1116b2373542d7a1dbc12dd58eb612078ddafbff54b parser.js
a51b6b30d871acf43539ef4f19bfd1954a5db3f8422ed91fc14519ef60431296 test.js
7e6ae216310d938218ff4fdf8bfe2e9a73d7684188705b97232e968022cc6b46 n.js
50b14f2ea38ch7a388917394e8906712caf67acaf1c60ac6fab71072ef1eca3db p.js
0f0b20e88511ae2014b0c90ed2dbbcaad7e5d9593b50fdd43081f24cb0d05534  pay
9310f180e417a6¢cd5b505cdec0a726a9f0c39519687491d22bd98d917e0139f8  bow
8e142c55f0af4961b59cb0dae027eeb256d173ba094afdf66d8fbf047f014169 adc
572a75f932aecd2bcbe5eb4685e399e04688c94dd44a75db92d51618467a0d18 mc
964885a574aa6287a55bfe6fdb1512d531b03c9e15609fe6782afbb0116f6fba vscode-

bootstrap.sh

1f97f7a0614685f2e8cd8347bf10cd7832b5dd9dce96e195e15dadb9b2be2e3e

env-setup.js
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d7c36881f91¢c45b66b32ec0c80f2d49ff90d76d2d147f2d208c6eea48842618c

sha256

ip

OtterCookie

216.250.251[.]211
216.250.251[.]87
45.59.163[.]23
45.59.163[.]55
38.92.47[.]152
103.65.230[.]100
147.124.213[.]19
66.235.175[.]117
66.235.175[.]109
147.124.202[.]225
67.203.7[.]205
147.124.213[.]232

172.86.73[.]198

hxxps://vscode-load-config.vercel[.]Japp/settings/mac?flag=4
hxxps://vscode-settings-config.vercel[.]Japp/settings/windows?flag=8
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/linux?flag=306
hxxps://vscode-helper171-ruby.vercel[.]app/settings/windows?flag=4
hxxps://www.vscodeconfig[.]Jcom/settings/mac?flag=1
hxxps://www.vscodeconfig[.]Jcom/settings/mac?flag=3
hxxps://vscodesettingsO3kui.vercel[.]app/api/settings/mac

hxxps://www.vscodeconfig[.]Jcom/settings/windows?flag=3

71/82



hxxps://vscode-helper171.vercel[.]Japp/settings/linux?flag=4
hxxps://vscode-load-config.vercel[.]Japp/settings/linux?flag=4
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/linux?flag=301
hxxps://www.vscodeconfig[.Jcom/settings/mac?flag=4
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/mac?flag=302
hxxps://www.vscodeconfig[.Jcom/settings/linux?flag=1
hxxps://vscode-helper171-ruby.vercel[.]Japp/settings/linux?flag=6
hxxps://vscode-toolkit-bootstrap.vercel[.]Japp/settings/windows?flag=306
hxxps://vscode-settings-config.vercel[.]Japp/settings/linux?flag=606
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/windows?flag=306
hxxps://vscode-load.onrender[.Jcom/settings/linux?flag=5
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/windows?flag=302
hxxps://vscode-toolkit-bootstrap.vercel[.]app/settings/mac?flag=306
hxxps://vscode-settings-config.vercel[.]Japp/settings/mac?flag=8
hxxps://vscode-helper171-ruby.vercel[.]Japp/settings/mac?flag=3
hxxps://vscode-load-config.vercel[.]Japp/settings/linux?flag=1
hxxps://www.vscodeconfig[.Jcom/settings/windows?flag=4
hxxps://vscode-helper-132.vercel[.]app/settings/windows?flag=4
hxxps://vscode-helper-132.vercel[.]app/settings/linux?flag=4
hxxps://vscodesettingstask.vercel[.]app/api/settings/windows
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/mac?flag=306
hxxps://vscode-load-config.vercel[.]Japp/settings/windows?flag=1
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/linux?flag=302

hxxps://vscode-load.onrender[.Jcom/settings/windows?flag=5
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hxxps://vscode-settings-bootstrap.vercel[.]app/settings/mac?flag=308
hxxps://vscode-helper171-ruby.vercel[.]app/settings/windows?flag=6
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/windows?flag=301
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/windows?flag=305
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/mac?flag=305
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/linux?flag=308
hxxps://codeviewer-three.vercel[.]Japp/task/windows?token=6df937fe9011
hxxps://vscode-helper171-ruby.vercel[.]Japp/settings/linux?flag=4
hxxps://vscode-helper171-ruby.vercel[.]app/settings/windows?flag=3
hxxps://vscodesettingstask.vercel[.]app/api/settings/linux
hxxps://vscode-helper171.vercel[.]Japp/settings/windows?flag=4
hxxps://vscode-helper171-ruby.vercel[.]Japp/settings/linux?flag=3
hxxps://codeviewer-three.vercel[.]Japp/task/windows?token=f93a80304111
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/mac?flag=301
hxxps://codeviewer-three.vercel[.]app/task/mac?token=2a643f1b401f
hxxps://vscode-load.onrender[.Jcom/settings/mac?flag=5
hxxps://vscode-settings-bootstrap.vercel[.]app/settings/windows?flag=308
hxxps://codeviewer-three.vercel[.]Japp/task/linux?token=f93a80304 111
hxxps://vscode-load-config.vercel[.]Japp/settings/windows?flag=4
hxxps://vscode-helper-132.vercel[.]app/settings/mac?flag=4
hxxps://codeviewer-three.vercel[.]app/task/mac?token=6df937fe9011
hxxps://codeviewer-three.vercel[.]Japp/task/linux?token=6df937fe9011
hxxps://vscodesettingstask.vercel[.]app/api/settings/bootstraplinux

hxxps://vscode-settings-config.vercel[.]Japp/settings/mac?flag=9
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» hxxps://vscode-settings-config.vercel[.]app/settings/linux?flag=9

o hxxps://vscode-helper171.vercell.]app/settings/mac?flag=4

o hxxps://vscode-helper171-ruby.vercel[.]app/settings/mac?flag=6

o hxxps://vscodesettings03kui.vercel[.]Japp/api/settings/windows

o hxxps://vscode-load-config.vercel[.]app/settings/mac?flag=1

o hxxps://codeviewer-three.vercel[.]app/task/windows?token=2a64 3f1b401f
e hxxps://codeviewer-three.vercel[.]Japp/task/mac?token=f93a80304111

o hxxps://vscode-settings-config.vercel[.]app/settings/windows?flag=9

o hxxps://www.vscodeconfig[.Jcom/settings/windows?flag=1

o hxxps://vscode-settings-config.vercel[.]app/settings/mac?flag=606

e hxxps://vscode-toolkit-bootstrap.vercel[.]app/settings/linux?flag=306

e hxxps://vscodesettingsO3kui.vercel[.Japp/api/settings/linux

o hxxps://www.vscodeconfig[.Jcom/settings/linux?flag=4

» hxxps://vscode-settings-config.vercel[.]app/settings/windows?flag=606
o hxxps://vscode-settings-bootstrap.vercel[.]app/settings/linux?flag=305
e hxxps://www.vscodeconfig[.Jcom/settings/linux?flag=3

o hxxps://vscode-helper171-ruby.vercel[.]app/settings/mac?flag=4

o hxxps://vscodesettingstask.vercel[.]Japp/api/settings/mac

o hxxps://codeviewer-three.vercel[.]app/task/linux?token=2a643f1b401f
» hxxps://vscode-settings-config.vercel[.]app/settings/linux?flag=8

Github repository

o hxxps://github[.Jcom/veneliteus-dev/casino-game/
e hxxps://github[.Jcom/brahmabit/be_challenge_blockchain/
e hxxps://github[.Jcom/vnvstore/funtico-labs-assessment-15/

e hxxps://github[.Jcom/samuelmeadowbiankah/felina/
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e hxxps://github[.Jcom/nhonlvsoict/skill-test-main/

e hxxps://github[.Jcom/goldendragon68/Bullana/

o hxxps://github[.Jcom/ivanwassaf/skill-test/

o hxxps://github[.Jcom/SettleMint-Tech-Hub5/SettleMint_Platform/
o hxxps://github[.Jcom/veneliteus-dev/exchange-backend/

e hxxps://github[.Jcom/0x9x-sketch/Oasis361/

o hxxps://github[.Jcom/eastmade/web3project-momo-token/
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