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You are cordially invited to attend a scheduled Webex Meeting hosted by the Republic of Kosovo.

T Date: Tuesday, February 10, 2026

® Time: 2:00 PM - 4:00 PM

@ Time Zone: (UTC+01:00) Pristina, Kosovo
) Duration: 2 hours

Join Meeting

Join from the meeting link:
https://mfa-ks.webex.com/mfa-ks/).php?
MTID=m8e3a4{29¢7h0ed1a9d6f3c2e91a6b7dd

More Ways to Join
Join by meeting number:

* Meeting number (access code): 2567 914 3821

* Meeting password: FEMIK2gA

Tap to join from a mobile device (attendees only):
+383-38-200-1234, 2567914382 14# Kosovo Toll

Join by phone:
+383-38-200-1234 Kosovo Toll
Global call-in numbers

Join from a video system or application:
Dial: 2567914382 1@mfa-ks.webex.com

You can also dial 210.4.202.4 and enter your meeting number.
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https://lab52.io/blog/plugx-meeting-invitation-via-msbuild-and-gdata/

In relation to the latest variant of the PlugX RAT executed by STATICPLUGIN analyzed by IIJ-SECT, LAB52 aims to
complement this information with additional observed deployment activity and encryption characteristics in samples analyzed
by this team.

PlugX

PlugX is a long-running Remote Access Trojan (RAT) that has been consistently linked to multiple China-aligned threat actors
and espionage operations worldwide. Since its public identification around 2008, it has been attributed to groups such as
Mustang Panda, APT41, APT10, and Deep Panda, among others. These actors have deployed PlugX in targeted campaigns
affecting government institutions, diplomatic entities, defense organizations, technology companies, energy providers, and
NGOs across Europe, Asia, and North America. Its sustained use over more than a decade reflects both its adaptability and its
operational value within China-linked cyber-espionage ecosystems.

From an operational standpoint, PlugX is typically delivered through spear-phishing emails carrying malicious attachments,
weaponized Word or Excel documents with macros, executables disguised as legitimate software, or via supply chain
compromise scenarios. A recurring characteristic of PlugX campaigns is the abuse of DLL side-loading, in which legitimate and
often digitally signed applications are leveraged to load malicious DLLs, thereby reducing suspicion and bypassing certain
security controls. This combination of social engineering, trusted software abuse, and modular payload design has enabled
PlugX to remain a relevant and frequently observed tool in international cyber-espionage operations.

Initial Deployment

In this case, during the deployment of PlugX, the G DATA antivirus executable (Avk.exe) is used to load the malicious DLL
Avk.dll via DLL side-loading. In the case analysed by LAB52, the infection chain begins with a phishing email titled “Meeting
Invitation” followed by a date. The content includes two links:

¢ A URL redirecting to the Ministry of Foreign Affairs of Iceland.
¢ A URL allowing the download of a .zip file containing two files:
o Invitation_Letter_No.02_2026.csproj
Script used to download and execute artifacts.
o Invitation_Letter_No.02_2026.exe
MSBuild.exe, used as a LOLBIN to execute the script that downloads and runs the software (.csproj).

Mame Date modified Type Size
& Invitation_Letter No.02_2026.csproj 2/6/2026 6:12 AM C# Project Source File 4KB
|§| Invitation_Letter_ Mo.02_2026.exe 2/4/2026 8:53 AM Application 250 KB

During execution, the malware displays a decoy document.
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Republic of Kosovo
Ministry of Foreign Affairs and Diaspora

You are cordially invited to attend a scheduled Webex Meeting hosted by the Republic of Kosovo.

™ Date: Tuesday, February 10, 2026

(® Time: 2:00 PM - 4:00 PM

@ Time Zone: (UTC+01:00) Pristina, Kosovo
) Duration: 2 hours

Join Meeting

Join from the meeting link:
hups://mfa-ks.webex.com/mfa-ks/j.php?
MTID=m8e3a4{29¢ 7b0ed 1a9d63c2e91a6b7d4

More Ways to Join

Join by meeting number:
*  Meeting number (access code): 2567 914 3821

* Meeting password: FEMIK2gA

Tap to join from a mobile device (attendees only):
+383-38-200-1234,,2567914382 182 Kosovo Toll

Join by phone:
+383-38-200-1234 Kosovo Toll
Global call-in numbers

Join from a video system or application:
Dial: 2567914382 1@mfa-ks.webex.com

You can also dial 210.4.202.4 and enter your meeling number.

The .csproj file contains three Base64-encoded URLs using the domain:

https[:]//onedow[.]gesecole[.]net/download
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The downloaded files correspond to:

* AVK.exe — a legitimate G DATA Antivirus executable, which fails if executed directly because it requires AVK.dIl. After
download, it is renamed with a random filename.

o Avk.dll - identified by VirusTotal as Korplug (a PlugX variant). It is renamed upon download so it can be loaded via DLL
side-loading by AVK.exe.

o AVKTray.dat — an encrypted file not found in VirusTotal, also renamed during download.

During execution of the main file (Invitation_Letter No0.02_2026.exe), the following actions occur:

o Execution of Invitation_Letter_No0.02_2026.csproj, leading to the download of the mentioned files and subsequent
execution of Avk.dll via DLL side-loading, enabling payload injection.

o Creation of files in ¥TEMP%/[a-b0-9]1{8} which are deleted after use. These files share the same random folder name
and use the following extensions: .cs, .cmdline, .pdb, .TMP, .d11, .out.

o Persistence via the Run registry key “G DATA”, executing Avk.exe as follows (numeric values may vary; examples
shown): "C:\Users\Public\GDatas\Avk.exe" 865 322

¢ Communications with:
https[:]//decoraat[.]net:443
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Obfuscation Capabilities

Through analysis of the infection procedure, the following encryption-related capabilities were identified:

Avk.dll obtains the name of the file to be loaded (AVKTray.dat) from an XOR-encoded string hardcoded in the .rdata
section using key Ox7F.

e e T i — e MUNNANNERNURANN
.text|@100015€0: C€C €C CC €C €€ cc ¢c cc cc cc cc cc cc cc cc €  FEEEEEFEEEEFEEFE
.text|@100015f0: C€C €C CC €C cC cc ¢c cc cc cc cc cc cc cc cc ¢ FFEEEEFEEEEFEEFE
.rdata|@10002000: F5d 00 3F @0 3F 00 5C 00 00 00 00 00 00 00 00 @0  \ ? ? \
.rdata|010002010: D3 00 3E 00 29 00 34 00 28 00 0D 00 IE GO O 00 # > ) 4 + D A &
.rdata|@10002020: 51 00 1B @0 1E 00 EC @0 PO 50 00 10 04 50 00 1d Q « A = P »eP »
.rdata|@10ee203e: e 4@ @@ 10 44 2d TlsDirectory o 00 00 80 30 ¢ @»D » 2]
.rdata|010002040: ©0 00 @0 00 PO 00 0 FF FF FF FF 00 00 00 00

.rdata|@10002050: FF FF FF FF 00 00 00 00 pe 00 00 00 00 00 00

.rdata|@10002060: Eeeeaeaasaeaageeae C @ o
.rdata|010002070: P9 00 00 00 88 2v PY WY RC U U9 00 DO 20 00 o & % 1

It is possible that other loaders use the same procedure while varying the filename and corresponding value, but maintaining
the same structure.

In addition to key Ox7F, analysis of Avk.dll code revealed that key 0x98 could also be used in other scenarios, although it
is not activated for these files.

m DA View-EIP o I D View-C o m IDA View-E B W DA View-A o W Genesal regish
. AVK.d1l:=7S7F1801 29 FE sul wsi, adi ; Integer Subtraction s PO0DNRTS /bt
| awx.dll:7siFies ea es push  @FFFFFFEBR EEX 00088032
N AVK.d1l:7S7F1805 SF pop edi ECK Ddpoeps
AvK.dl1:TSTF1006 B8 98 00 00 90 mov ebx, 98h EDX 20088844 /* b1/
Avi.dll:7S7F1808 ESI @30FFS6 -> FFFFFFFE
AvK_d11:757F1008 loc_757F1008: ; CODE XREF: mv.dll:avk || EDI FRFPFERE
AVK.d11:757F1008 85 FF test edi, edi : Logical Compare EBP Q3OFFBES -> B3BFFDSC -> A3IBFFDAS -3 [...] -> GOO0G0DG
AVK_d11:7STFI000 T4 1A z short loc_TSTE10FD i Jump if Zero (ZF=1) ESP GIOFFSSE -> T7SB3CES (ntdll.dll)
AVK.d11:7EFF100F 83 FF FE onp edi, @FFFFEFFER : Compare Two Operands IP 757F10F4 (Avi.dll) -> add edi, 2; Add
AV d1L:TSTEI0E2 BA TE push  7¢h EFL 00GB20E
Avi.d11:7S7F1004 58 pop eax Ti [T ronean snsemes
AV d1L:7STEIOES OF 44 €3 cmowz  eax, ebx
Avi.d11:7STRI0E8 64 33 B7 38 28 7F 7% xor ax, avk_tls_used[edi] 2] Threads
'_x;:;:nwnsu 64 B9 44 3¢ 30 m [espredivion], ax I -
tTSTF10F4 B3 (7 82 - .
AV d11:7STF1BFT ER 62 jog short loc 75751808 Decimal  Hex  State Hame
A AIL=TEFFIBFE e 1R Ready Lexe
AV d11:7STF1FD B0 Ready TTSNEET0
AV d11:75TF10FS loc_7STFLOFS: i CODE XREF: AVK.d11:awk #4  Ready IS0
S| A, dl1:7STFIOFS F2 OF 19 8% 00 20 7F 75 moved xmed, gword TSTF008 i Move Scalar Double-Pre ECC Ready TRAASE
OGO TSTELOFA: AVH.dllzavk_ModuleMaintEA (Synchromized with EIF) ) B4 Ready TISASST0
= = B8 Ready TIAST0
A awnran
& Hex View-1 Stack view
28012259 1F 77 IC 80 C1 53 50 EB 79 38 64 00 8 45 FC 63 R MR TSIRIRIEEY
GB812448 C4 B8 B9 07 8B C7 SF S5E 58 88 ES SO C2 @8 90 ES GIOFFESE -> SHEONO0N
e P T AT A P A p30eFsSC -> e30rrses -> eserrsc -> (I
00812400 5B 40 04 BB 34 45 BB 80 B85 9 OF 45 €1 €3 CC CC S0FFE0 —> TTHEENS (ridll
00612400 [ BB EC 6A FF 6B CB 66 57 00 64 Al 00 00 90 00 spt ey T e
GBE124E0 58 B1 EC 38 @1 0O OB AL 96 82 BA 06 33 C5 89 45 - e
995124F% FP 53 56 57 50 D 45 F4 64 A3 00 00 00 00 98 5D B D
00812800 10 65 B0 02 00 00 GA BB 68 70 36 8A 00 89 5D (8 GIEFSI6 -> BUTIOEE /° b T
@0512610 EB AB 55 B4 B9 B3 C4 BL 65 FF 00 90 00 63 70 36 GIOEFSTA -» BATIIOSL 1* b'ay
00812820 8A B0 GA BB FF 15 60 20 B3 00 50 ES D8 35 &4 00 GIGEFSTE -> BOCMRIE /* b’ .4’
@0512630 68 7@ 36 BA B9 FF 15 F8 22 88 09 6A 14 33 B (7 CAEPETE 5% QATAMEN I% b
20812640 45 DB @9 0B B9 89 C7 45 ES 00 00 80 0@ BD 40 D ———
8512858 (7 45 EC 0B 0O 00 00 66 59 45 63 09 (7 45 £5 00 . oamrns L aeammcme
GOE12860 B8 B9 B9 C7 45 EC 67 B8 90 80 65 89 45 03 €8 30 AIEREAE
MARIIATA FF FF FF 7 4G FIr Ak AR AQ AA AQ 7R 35 R AA RN

OOODLEDG O0BLIADO: WimMain (=,

)
H
L

Avk.dll decrypts AVKTray.dat using XOR with key Ox4F.
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MDA View-EIP

1DA View-D

IDA View-2
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debugl79: 05316830 &
debugl70:05316848 &
debugl79:05316843 &
debuglTO: 05116846
debugl?0:05316848
debugl7o: 05316849
debugl?0:0531684F
debugl7o: 05316851
debugl7@: 85316855
debugl7e: 05316855
debugl7o:05316855
debug179: 85316857
debugl70:05316858
debugl7o:05316859
debugl?0: 05316858
debugl70:0531685C
debuglT@:@5316850 C2 @0 &
. | sesugrre:essicaso
0531683A: debugl?0:loc S31683A (Synchroaized with EIP)

debuglTo:05316837 68
debugl79:@5316838 09
debugl7o:05316839 09
Bebugl?e: 05316824
debugl?@: 05316834
debuglT8: 85316834

test

CODE MREF: debugl?®:@531684641
Logical Excl » OR

i Add

; Logical

Subtraction
Two Operands
ot Zero (2P=d)

Integer
Compare
Jump if

Compare
Zero (IF=1)
Inclusive OR

Jump if
Logical

CODE XREF: debugl?@:@531684F1]
Exchange Register/Memory with Register

; Clear Direction Flag

} Indirect Call Near Procedure

Complement Carry Flag

; Complement Carry Flag

i R

rn Mear from Procedure

JREREERY

d
%
!

@527FFCO
O527FFDD
@527FFER
B527FFFR
85258008
a5is0e1e
5280029
85258939
05280040
052 0050
5.2 8060
V5250070
25288060
B5280e0

AT SRR Ry SR E T
MLV EXIERY (R
PhyBastpspieese
ChyRELaLRLOERES
HANEBLSLERERES
TEeRELS2EDERES
pPagEIcRtEO2RES
CaNSASRLS E2288
Rasneassopegsse
mhaER2LS5LEER8S
gagrsss:EIEsse
EIHTEE R (RE1]
LR LT EEEEE) (1
FENEXEEL B3RS
131 R [RE%]
FELEA PR Rt 2 1

BiisrssEssaEEaEs

EETESIsFEeE
14

F
13-

=» 77998453 (ntdll.dll)

o @527F 508
B2000000

B527FBOC
0527FB10
B527FB14
B527FELE
B527FB1C
B52TFE2E
B527FB24
@527FB26
B527FBIC
B527FB3
B527FENE
@527FE3E

B527FB3C
aRyIERAS

-»

)
=» SO9ABLE2
-» 83238638 (debuglds) -> BOBBOOBZL
=» 77993908
-» TFFEQIBE
-» @322FB78
=» 0231000
-» 92E3119C
=» 03230568
-» @527FEL4
-» B527F9T4
=» @527FA3E

-~ TrasAEma

(ntdll.dl1 ! unk_779989C8)
(debughis) -» 00000000

-> 05280000 (debuglES) -» CBAAADES
«> 527FB3C => [...] => FEFFFFFF
(TIR[DO0O1EIC]) -> 00000000
(debuglac) => 00000000

~» SDIAILE

-» DODDODNY

=» B527FASS =3 [...] => FEFFEEFE
Fardll 4100

The payload includes the decoy PDF within the overlay section. Embedding the decoy as part of the overlay is common

in PlugX.
.reloc|@100207=0: 22 00 90 B2 00 0 90 20 OO 00 02 00 00 00 00 00-00 20 0O 00 B0 00 22 00 00 2 90 20 00 o0 00 B0
overlay |#00096200: 5@ 31 CO 00 02 22 @0 58 66 A9 F6 3D 5@ 56 BE 63-CF C8 CB S5E 58 55 78 @2 8D 1B 5D 5A 52 66 83 FA
overlay|#@0096820: (D F8 3B FC 9@ 58 5@ 5A B9 90 686 @9 00 60 32 4F-83 C2 @1 83 E9 @1 83 F9 @@ 75 F2 50 F7 C7 3C 57
over lay | #00096848 : GBQAMMSGSB(EWB?COFCSSFFDOFSFS-(Z”ME’)”“‘GZuillEa?MQSCBMC
overlay | #00096860 : €3 B6 €3 9F @A 32 20 30 20 6F 62 6A @A 3C 3C-2F 4C 65 6E 67 74 68 20 33 20 3@ 20 52 2F 46 &
overlay |#80096880: 74 65 72 2F 46 6C 61 74 65 44 65 63 6F 64 65-3E 3E @A 73 74 72 65 61 6D @A 78 9C AD 59 59
overlay |#006968a0 : 46 18 7E 9F 5F 21 98 B7 (@ 6A BB AA FA 12 @C-82 69 A4 @9 31 F1 43 E2 85 3C 84 3C 38 87 43
overlay | #00@968c0@: 12 13 CB DF 4F 75 75 B7 BE S5 68 C6 EB 09 C6-83 A4 EE EA AE E3 AB 73 55 @D DS BF 87 C7 EE D
overlay|#000968¢0: [BF 7F BC 7B FB CB 3F 55 FF FA 7C K PDF _at #96853 (overlay:53)) 46 67 2A AF Al F6 16 AA 4F BF
overlay |#00096900: [E F8 AA FA F3 3@ F2 AE C7 E3 EB BE BE 39 F6 CD-71 34 47 EF BF 5D 1F 1E FA F3 Bl EF 8E A3 3F F
overlay | #80096920: EB E9 74 7A 7C 7D FE 66 AB 54 DB F6 43 3A 99-FF 7D FA FD D@ 3F 1D 8C AD 7D E5 1C D5 8D 6F
overlay|#0009694@: W7 SF AB C7 @B 5S4 8@ D5 D3 BE 1F 4F @A 5A 38 29-8C 3F D4 3E F@ AF 6E F1 A4 8C 3C DA F@ EB E4
overlay |#8002109b: 22 28 69 64 3D 22 57 35 4D 30 4D 7@ 43 65 68 69-48 7A 72 65 53 7A 4E 54 63 7A 6B 63 39 64 22 3
overlay |#0@@alebb: BE @A 3C 78 3A 78 6D 7@ 6D 65 74 61 2@ 78 6D 6C-6E 73 3A 78 3D 22 61 64 6F 62 65 3A 6E 73 3A
overlay|#@@@aledb: E5 74 61 2F 22 3E @A 20 3C 72 64 66 3A 52 44 46-20 78 6D 6C 6E 73 3A 72 64 66 3D 22 68 74 74
overlay|#000a10fb: DA 2F 2F 77 77 77 26 77 33 2E 6F 72 67 2F 31 39-39 39 2F 3@ 32 2F 32 32 2D 72 64 66 2D 73 79 6
overlay|#0@0a111b: [4 61 78 2D 6E 73 23 22 3E ©A 20 20 3C 72 64 66-3A 44 65 73 63 72 69 70 74 69 6F 6E 20 72 64
overlay | #0002113b: 61 62 6F 75 74 3D 22 22 20 78 6D 6C GE 73 3A-70 64 66 3D 22 68 74 74 7@ 3A 2F 2F 6E 73 2E 6
overlay |#0@@al15b: 6F 62 65 2E 63 6F 6D 2F 7@ 64 66 2F 31 2E 33-2F 22 3E ©A 2@ 20 20 3C 7@ 64 66 3A 58 72 6F
overlay|#0002117b: [7S 63 65 72 3E 4C 69 62 72 65 4F 66 66 69 63 65-20 32 35 2E 38 2E 33 2E 32 2@ 28 S8 38 36 SF
overlay |#000a119b: 29 3C 2F 7@ 64 66 3A 50 72 6F 64 75 63 65 72-3E ©A 20 20 20 3C 70 64 66 3A 50 44 46 56 65 7
overlay|#0@@allbb: [73 69 6F 6E 3E 31 2E 37 3C 2F 7@ 64 66 3A 5@ 44-46 56 65 72 73 69 6F G6E 3E @A 20 20 3C 2F 72
overlay | #000a1ldb: 3A 44 65 73 63 72 69 70 74 69 6F 6E 3E OA 20-20 3C 72 64 66 3A 44 65 73 63 72 69 70 74 69 6
overlay |#0@0a11fb: BE 20 72 64 66 3A 61 62 6F 75 74 3D 22 22 20 78-60 6C 6E 73 3A 78 6D 70 3D 22 68 74 74 7@ 3A 2
overlay|#0002121b: DF 6E 73 2E 61 64 6F 62 65 2E 63 6F 6D 2F 78 61-70 2F 31 2E 38 2F 22 3E @A 2@ 20 20 3C 78 6D
overlay |#008a123b: 43 72 65 61 74 6F 72 54 6F 6F 6C 3E 57 72 69-74 65 72 3C 2F 78 6D 7@ 3A 43 72 65 61 74 6F 7.
overlay | #8002125b: E6F 6F 6C 3E @A 20 20 2@ 3C 78 6D 7@ 3A 43 72-65 61 74 65 44 61 74 65 3E 32 38 32 36 2D 3@ 3
overlay |#000a127b: 3@ 36 54 31 32 3A 35 39 3A 35 34 2B 30 38 3A-30 30 3C 2F 78 6D 7@ 3A 43 72 65 61 74 65 44 &
overlay |#0002129b: [74 65 3E @A 20 20 20 3C 78 60 70 3A 4D 6F 64 69-66 79 44 61 74 65 3E 32 3@ 32 36 2D 3@ 32 20
overlay | #000a12bb: 54 31 32 3A 35 39 3A 35 34 28 30 38 3A 3@ 30-3C 2F 78 6D 7@ 3A 4D G6F 64 69 66 79 44 61 74 6
overlay|#800al2db: [E @A 20 20 20 3C 78 6D 70 3A 4D 65 74 61 64 61-74 61 44 61 74 65 3E 32 3@ 32 36 20 30 32 20
overlay |#000a12fb: 54 31 32 3A 35 39 3A 35 34 2B 30 38 3A 3@ 30-3C 2F 78 6D 70 3A 4D 65 74 61 64 61 74 61 44 6
overlay |#000a131b: [74 65 3E @A 20 20 3C 2F 72 64 66 3A 44 65 73 63-72 69 70 74 69 6F G6E 3E @A 20 3C 2F 72 64 66
overlay|#8@@a133b: 52 44 46 3E @A 3C 2F 78 3A 78 6D 7@ 6D 65 74 61-3E @A 20 20 20 20 20 20 20 20 20 20 20 20 20

Pl  Xfri=pW cLlprxu{ei-]ZRfa-
=%;2ExPz{ ho (204708004 uzP=|cw
kitefaf clox L||+ %poF-1.7mx}d}
dH }f=2 o objm<</Length 3 @ R/FL
lter/FlateDecode>»BstreamsxE ;YY1

f_'jy Lii-- 190ifo1tCracacseCi
111 WMoy g AUk B60 kafienuemisus ;o el
208 {Vg2U - |°R0-§-RarFgnis=sOye
~%~- 502w nddd 94=gaGnd] va- STndi s+
ootz | jmf;1fC:0 }-2L2ei; oL Fion
¢_xpeTCrlyvomza)e? brannshicrsozy

" id="WSMeMpCehiHzreSzNTczke9d™?

»E<x:xmpmeta xmlns:x="adobe:ns:m
eta/">® <rdf:RDF xmlns:rdf="http
o/ /vt w3 . 0rg/1999/02/22-rdf - syn
tax-ns#”">® <«rdf:Description rdf
sabout="" sxmlns:pdf="http://ns.a
dobe.com/pdf/1.3/">8 <pdf:Prod
ucer>LibreOffice 25.8.3.2 (X86_6
4)</pdf:Producer>8  <pdf:PDFVer
sion»1.7¢</pdf:PDFVersion>8 </rd
f:Description>® <rdf:Descriptio
n rdf:about="" xmlns:xmp="http:/
/ns.adobe.com/xap/1.8/">8  <xmp
:CreatorTool>Writer</xmp:Creator
Tool>E <xmp:CreateDate>2026-82
-@6T12:59:54+408:00</xmp:CreateDa
te>s  <«mp:ModifyDate>2026-02-0
6T12:59:54408:00<,/ xmp: ModifyDate
»B  <xmp:MetadataDate>2026-02-9
6T12:59:54+088:00</xmp :MetadataDa
te»B </rdf:Description>B </rdf:
RDF>B</x: xmpmeta>®

The configuration can also be observed in the decrypted payload. In this case, the RC4 key is as follows:

Offset Description Value

0x00  RC4 key length 0Bh (11 bytes)
0x04  RC4 key (12 bytes) fzsbnWTgLLgp
0x16  Start of encrypted data
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When decrypted using the key according to its length (fzsbnWTgLLq), hexadecimal strings are obtained and interpreted
similarly to what was explained in 1IJ-SECT, using the same algorithm to obtain the C2, which in this case is decoorat[.]net.
The configuration also indicates the use of HTTPS over port 443 (BB01).

©00800020000000000000000000000008000000000000000000800002000R0BACRGAREE0B0BEEBRCARBBBRBE
©00ee0oe00e000e00000000000000020000000000000202000000CE02000R00RC0EE0Ra0B0BE0BRR0RE 300
89663999861&899BBBBBBBBEBBQ}B@EEQ;BBGB86868938472f5e4?385f@4??f18ffaa?defbfd?cdef958?761
f5f3711000000000000000100bb010000OAG0B0BR4T72T5e47305F0477F18ffaa7d2bfbfd7cdef9507761F5F37
11000002000000000100bb0100000EE0RBB4AT72f5e47305F0477f18Ffaa7d2bfbfd7cdefo507761f5F3760000
©0022002000000000000000000000020000000000000000000C000B0200LR0BACRGAREE0BORECBRCBRABBRBY
©0022002002000200000000080000220022000000000202000C00LE0e00RR002C00a0aa00caBe0BRR0RE0RRB0

APl Hashing

Both Avk.dll and the injected payload use API hashing to obfuscate module and function addresses invoked during execution.

o Avk.dll uses DJB2-based API hashing.
o The injected payload uses API hashing based on ROL-19 plus cumulative character summation.

The list of hashes used by the attackers has been provided. Notably, the list for Avk.dll enables identification of these files in
memory and facilitated the discovery of additional hashes. However, the hash list used by the payload would only be
observable in memory in this case.

It cannot be ruled out that unrelated malware samples may also use the same API hashing algorithm.

Meeting Invitation from APT Groups

There are precedents of advanced persistent threat (APT) campaigns using themed invitations (events, receptions,
conferences) as spear-phishing lures to distribute malware or sophisticated loaders and compromise strategic targets.

For example, UNC6384 (with tactical and infrastructure overlaps with Mustang Panda) exploited vulnerability ZDI-CAN-25373
to deploy PlugX, using a supposed European Commission meeting agenda as an infection lure.

APT29 (also known as Cozy Bear / Midnight Blizzard, linked to Russia) sent emails containing_fake invitations to dinners or
diplomatic events that directed victims to malicious links or documents deploying loaders such as ROOTSAW, WINELOADER,
or GRAPELOADER against political parties and government entities in Europe. These campaigns leveraged the trust
associated with formal invitations to deceive victims and deploy persistent malware.

A campaign documented by FireEye showed that APT34 used spoofed LinkedIn invitations to entice recipients into opening
malicious documents that installed backdoors such as TONEDEAF and credential-stealing tools.

There are also historical reports of groups such as Lotus Blossom using emails offering invitations to cybersecurity
conferences to deliver trojans such as Emissary, although this corresponds to an earlier phase of APT activity.

These campaigns represent just one example of how threat actors leverage social engineering techniques based on calendar
events or invitations, using seemingly legitimate contexts to lower victims’ defenses and encourage them to open files or follow
links that ultimately trigger sophisticated infection chains.

Conclusions

The analysis of this campaign reinforces how PlugX continues to evolve while maintaining many of its historically consistent
tradecraft elements. In this case, the use of legitimate G DATA antivirus components — particularly a freely available
executable — highlights the actors’ continued reliance on DLL side-loading to blend malicious execution with trusted software.
Avk.dll functions as a relatively simple yet effective loader, structured around a minimal set of core routines and a localized junk
function to hinder static analysis. Its responsibility is clear: retrieve and decrypt the payload stored in AVKTray.dat, whose
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filename is embedded within the DLL in XOR-encoded form. Although two potential XOR keys are present in the code, only
one is actively used in this sample. This detail opens an interesting analytical avenue, as the structured method of storing
encoded filenames inside DLLs could provide valuable leads for identifying related activity or future variants.

From a defensive perspective, understanding this flename obfuscation approach may support the development of preventive
detection rules, particularly if patterns in naming conventions or encoding logic can be generalized. Further comparative
analysis across samples could determine whether a reusable script or shared development methodology underpins these
loaders.

Operationally, the loader triggers a context change event to initiate payload execution within the same process, maintaining
stealth and reducing behavioral anomalies. Its consistent use of DJB2-based API hashing ensures that all function calls are
resolved indirectly, complicating static detection efforts. Detection rules have already been defined based on this behavior, and
initial results suggest the possibility that this sample represents one of the most recent operational instances observed.
Additional analysis of newly identified artifacts will be necessary to confirm this hypothesis.

Finally, the injected DLL — decrypted from AVKTray.dat — embeds a decoy PDF within its overlay section, a technique that
aligns with long-standing operational patterns associated with PlugX. Incorporating the decoy directly into the overlay allows
the malware to present a convincing lure to the victim while keeping the malicious logic tightly coupled within the same artifact.
This dual-purpose design reflects a mature development approach in which social engineering and technical execution are
carefully integrated. Given the recurring use of PDF decoys in recent activity, this choice appears deliberate and consistent
with the broader objective of maintaining credibility while minimizing suspicion during the early stages of compromise.

Intelligence Availability Notice

This article presents selected insights derived from our broader threat intelligence operations and coverage. Additional details
related to this campaign, as well as other investigations and ongoing intelligence activities, are enriched and available through
our private intelligence feed.

Indicators of Compromise (I0C)

Files
Name Hash SHA256 Size
(kb)
AVKTray.dat e7ed0cd4115f3ff35c38d36cc50c6a13eba2d845554439a36108789cd1e05b17 673,913
Avk.dll 46314092c8d00ab93cbbdc824b9fc39dec9303169163b9625bae3b1717d70ebc 5,120
AVK.exe 8421e7995778faf1f2a902fb2c51d85ae39481f443b7b3186068d5¢c33c472d99 943,696

Invitation_Letter_No.02_2026.zip 29cd44aa2a51a200d82cca578d97dc13241bc906eaba33b132c6cad567dc8f3ad 113,212

Invitation_Letter_No.02_2026.csproj de8ddc2451fb1305d76ab20661725d11c77625aeeaa1447faf3fbf56706c87f1 3,249

Invitation_Letter_No.02_2026.exe 5f9af68db 100029453264 cfcIb8eee4265549a2855bb79668ccfc571fb11f5fc 255,920

Name Hash sha256 Size Description
(KB)

AVKTray.dat  d293ded5a63679b81556d2c622c78be6253f500b6751d4eeb271e6500a23b21e 658  AVKTray.dat file
decrypted decrypted with
XOR key 0x4F
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Name Hash sha256 Size Description
(KB)
Pdf 6df8649bf4e233ee86a896ee8e5a3b3179¢c168ef927ac9283b945186f8629¢ee7 57 Pdf inside the overlay of

(decoy)

Communications

the dll injected. This is a
decoy that will be shown
to the user.

https[:]//onedow[.]gesecole[.]Jnet/download

https[:]//decoraat[.]net:443

Persistence

Files saved in:
C:\Users\Public\GDatas
Modification of key:

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

API Hashing

AVK.dII

Modules

Hash Module

0x7040EE75 Kernel32.dll

0x22D3B5ED ntdll.dll

APls

Hash Kernel32.dll

0x13B8A163 GetModuleFileNameW

0x382C0F97 VirtualAlloc

0x668FCF2E VirtualFree

0x5D01F1B2 CreateEventW

0x877EBBD3 SetEvent

OxOE19ES5FE  Sleep
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Hash ntdlil.dll

0x15A5ECDB  NtCreateFile
0x4725F863 NtQuerylnformationFile
0x8B8E133D  NtClose

0x2E979AE3  ReadFile

0x1703AB2F  NtTerminateProcess
0x082962C8 NtProtectVirtualMemory
0xOE4DA1C11 RegisterWait
0xOCODB8989A RitIDeregisterWait

Inyected Payload from AVKTray.dat

Modules

Hash

Module

0x794D2C1B

ntdil.dll

0x7COA2A4A

kernel32.dll

0x534AE0B8

kernelbase.dll

0x6A47F6BB

winhttp.dll

0x3CF5E5AD

APls

Hash

ws2_32.dll

ntdil.dll

OXECOE4D4E

NtAllocateVirtualMemory

0x0306FOEC

NtProtectVirtualMemory

0x91AFG6E44

NtFreeVirtualMemory

0x794D2C1B

NtQuerylnformationProcess

0x534AE0B8

Hash

NtSetInformationThread

Kernel32.dll

0x7COA2A4A

LoadLibraryA

0x794F23CA

GetProcAddress

0x57B0B568

VirtualAlloc

0x5C28F480

VirtualProtect
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Hash

winhttp.dll

0x534AE0B8

WinHttpOpen

0x0306FOEC

WinHttpConnect

OxOD56A5E9

WinHttpOpenRequest

0xE8560C81

WinHttpSendRequest

OxFOBBEEC9

Hash

WinHttpReceiveResponse

ws2_32.dlI

0x3CF5E5AD

socket

0x793C2EGA

connect

0x1B7FBEC4

send

0x47F8F21D

recv
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