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In February 2026, ANYRUN revealed a previously undocumented Windows implant they

labelled Moonrise. This Moonrise remote access trojan analysis examines the malware’s

WebSocket command-and-control architecture, JSON-based tasking model, and surveillance

capabilities to understand its operational risk.

Moonrise appears to be a remote-control malware tool that lets an attacker keep a live connection to

an infected Windows computer, send commands, collect information, and return results in real time.

The code and telemetry reviewed in this analysis also suggest surveillance-related features (such as
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keylogging/clipboard monitoring) and crypto-focused data handling, which increases the risk of

credential theft and financial loss. 

This blog breaks down Moonrise from static reverse engineering in Ghidra, string analysis using

FLOSS, and behavioural correlation with ANYRUN telemetry. The result is a clear picture of a

lightweight but operationally dangerous surveillance trojan designed for persistent remote control

and financial theft. 
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Moonrise remote access Trojan technical overview

File name Moonrise-client.exe

Architecture PE32+ (x86-64)

Language Golang

SHA256 ED5471D42BEF6B32253E9C1ABA49B01B8282FD096AD0957ABCF1A1E27E8F7551

The analysed sample was confirmed in ANYRUN as a 64-bit Windows GUI binary compiled with Go

1.18. Static inspection shows no obvious packing layer. FLOSS extraction reveals over 73,000 static

ASCII strings and nearly 5,000 Go language-specific strings. 

The build flags embedded in the binary include: 

-ldflags “-s -w -H windowsgui” 

These flags are common in Golang malware: 

-s -w strips debugging symbols. 

-H windowsgui suppresses the console window. 

This ensures the executable launches silently without a visible terminal, improving

stealth. Because Go statically links most dependencies, the final binary is self-contained and large.

That inherent complexity often serves as a natural barrier to reverse engineering without

requiring additional packing or obfuscation. 
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Ghidra’s import summary confirms:

Compiler: Golang

Architecture: x86_64

Endianness: Little

Entry point: 0x64060

Statically linked runtime

Build ID and module metadata preserved
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WebSocket command and control architecture

One of the most important discoveries appears immediately when reviewing symbol references. In

Ghidra’s symbol tree, we see multiple references to:

github.com/gorilla/websocket.(*Dialer).Dial

The reference window shows:

An unconditional CALL

Runtime method references

Method metadata entries

This confirms Moonrise explicitly invokes the Gorilla WebSocket Dialer to initiate a connection.

Gorilla WebSocket is a legitimate Go library used in production web applications. It handles HTTP

upgrade handshakes and maintains persistent bidirectional sockets. In the code paths reviewed,

Moonrise appears to favour a persistent WebSocket channel rather than simple periodic HTTP

polling.
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The hard-coded C2 endpoint

Within the raw data section labelled DAT_0073289d, ASCII decoding reveals:

ws[:]//193[.]23[.]199.88[:]8765
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This is a hard-coded WebSocket command-and-control (C2) endpoint embedded directly in the

Moonrise binary. In practical terms, this gives us a concrete infrastructure indicator and also helps

explain how the earlier Gorilla WebSocket dialer logic is intended to be used. Rather than

dynamically generating destinations at runtime, the sample contains a fixed operator-controlled

endpoint that the malware can dial immediately.

Several observations can be made from this string alone. First, the sample uses ws:// rather than

wss://, which indicates an unencrypted WebSocket channel in the code path analysed. That matters

operationally because the WebSocket handshake and the traffic won’t be protected by TLS, making

network inspection and protocol-aware detection easier than it would be with encrypted wss:// traffic.

Second, the C2 appears to be statically embedded rather than resolved dynamically. In the functions

reviewed, there is no evidence of domain generation (DGA), rotating domains, or obvious string

obfuscation around this endpoint. This doesn’t make the malware unsophisticated overall, but it may

indicate one of two things: either this sample reflects an earlier or rapidly-developed build, or the

operator has prioritised functionality over infrastructure stealth in this stage of the campaign.

This finding also lines up with the behaviour observed in analysis tooling. ANYRUN telemetry

reportedly shows an HTTP 101 Switching Protocols response from this IP and port, which is

consistent with a successful WebSocket upgrade handshake. Put together with the Gorilla

WebSocket dialer references and decompiled Dial() call, the hard-coded

ws[:]//193[.]23[.]199[.]88[:]8765 string provides a clear link between Moonrise’s code-level

implementation and its live C2 communications model.

Connection initialisation and global session handling

The decompiled main_f2 function provides a clearer view of how Moonrise establishes and manages

its command-and-control session. In this routine, the malware allocates a Gorilla WebSocket dialer

object (runtime.newobject), invokes github.com/gorilla/websocket.(*Dialer).Dial(self), and then stores
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the returned connection object in a global variable (DAT_0096d360).

This is an important architectural detail. Rather than creating a short-lived socket for a single

transaction, Moonrise appears to initialise a shared connection object that can be referenced by

other routines. In the decompiled output, the assignment to DAT_0096d360 is visible immediately

after the Dial() call, indicating that the result of the WebSocket handshake is preserved for later use

rather than discarded.

That design choice is reinforced by cross-reference analysis of DAT_0096d360, which shows the

same global value being read and written across multiple functions.

In practical terms, this suggests Moonrise separates connection establishment from later command

processing and response transmission. This is consistent with an interactive remote-control model in

which the malware maintains session state and reuses a live channel for ongoing tasking.

For defenders, this matters because it changes how traffic may appear on the wire. Instead of

repeated short outbound connections to a C2 endpoint, Moonrise may establish one longer-lived

WebSocket session and exchange multiple command/response messages over that channel.

That pattern can be easier to miss in environments tuned primarily for periodic HTTP beaconing, but

it can also create stronger detection opportunities around long-duration outbound WebSocket

connections to suspicious IPs and ports.
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Continuous command processing loop

This decompiled routine appears to represent the core of Moonrise’s runtime command-handling

behaviour. After the WebSocket connection is established, the malware enters a while (true) loop,

indicating that it is designed to remain active and continuously wait for operator tasking rather than

execute a single command and exit.

At the start of each iteration, Moonrise updates timing values and calls SetReadDeadline(…) on the

WebSocket connection. This is a small but important implementation detail. It suggests the author

accounted for connection stalls and blocking behaviour, allowing the client to recover or terminate

cleanly if the C2 stops responding. In other words, this is not just a minimal proof-of-concept socket

read. It shows deliberate session handling.

The function then calls github.com/gorilla/websocket.(*Conn).ReadMessage(…) to retrieve a full

WebSocket message frame. Immediately afterwards, the code checks for an error condition and

breaks the loop if the read fails. That flow is consistent with a persistent operator session where

commands are received over a long-lived channel until the connection is interrupted.

Most importantly, the received message buffer is passed into encoding/json.Unmarshal(data, v). This

demonstrates that Moonrise is not processing simple plaintext commands. Instead, it expects

structured JSON payloads.
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The decompiled field references that follow, including Type, Command, and Data, strongly indicate a

defined command schema for tasking and responses. From an analysis perspective, this is a key

finding because it shows Moonrise uses an application-layer protocol on top of WebSockets rather

than ad hoc string parsing.

JSON command schema revealed in strings

One of the most useful reverse engineering wins in Moonrise is that its command protocol is not only

JSON-based, but also highly readable in both static strings and decompiled handler logic. In the

decompiled code shown here, Moonrise constructs and parses JSON objects using explicit field

names such as type, commandId, and history, rather than opaque numeric opcodes or heavily

obfuscated blobs. This makes protocol reconstruction significantly easier and gives defenders a

clearer view of how the malware organises tasking and responses.

The same code path also reveals feature-specific JSON structures. In particular, a deserialised

structure containing crypto and address fields is highlighted, which strongly supports the conclusion

that Moonrise includes cryptocurrency-related handling logic (consistent with clipboard hijacking or

wallet address substitution workflows). This is an important analytical point because it moves the

assessment beyond generic “info-stealer” behaviour and into identifiable operator functionality.

What makes this finding especially valuable is that it shows these strings in context. Rather than

merely existing in the binary, the field names are actively used in encoding/json.Unmarshal(…) and

map assignment routines, demonstrating that Moonrise uses a structured command schema with

reusable envelopes (type, commandId) and nested payloads (history, crypto, address).
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From a defensive perspective, this increases the likelihood that network or memory artefacts can be

parsed and correlated to specific malware capabilities during incident response.

Outbound reporting via WriteJSON

Moonrise does not only receive commands over WebSocket, it also sends structured responses

back to the operator using the same channel. In the decompiled function main_f10 shown here, the

malware retrieves the global WebSocket connection object (DAT_0096d360) and prepares a write

operation before calling github.com/gorilla/websocket.(*Conn).WriteJSON(…). This matters because

it confirms Moonrise is using native JSON serialisation for outbound task results rather than

manually building byte streams or simple text responses.

Several behavioural cues are visible in this function. First, the code checks whether the global

connection pointer is non-null before attempting to write. If the connection exists, it sets a write

deadline and then invokes WriteJSON, indicating the authors anticipated network delays or stalled

sockets and built basic timeout handling into the client. That kind of defensive programming is

common in legitimate software, but in malware it also improves session reliability during long-lived

operator interactions.
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The function also includes a failure path that returns an error when the connection object is

unavailable (visible in the decompile as a nil-style error return). This matters analytically because it

suggests Moonrise’s internal task handlers are written around a reusable “send result” routine rather

than each capability implementing its own network output logic. This usually means command

handlers can produce structured result objects and pass them into a common reporting function,

making the malware easier to extend with new capabilities.

Moonrise’s use of WriteJSON is more than a coding convenience, it exposes the operator

experience. This is not a crude one-way stealer that dumps data and exits. It looks designed for an

interactive workflow where the server issues a command, the client executes it, and a structured

response is returned immediately. That architecture aligns with surveillance-style tooling and makes

the malware operationally flexible without requiring a separate exfiltration channel.

Host registration and fingerprinting

After establishing the WebSocket session, Moonrise appears to build an initial host registration

payload that fingerprints the infected system and prepares it for operator tasking. In the decompiled

main_f2 logic, the malware constructs a JSON-like map and populates fields including type, os,

hostname, os_full, ip, user_uid, and data.

The presence of os::os.hostname() is especially useful evidence here, because it shows the

malware actively querying the local machine name rather than relying only on static configuration or

previously cached values.

This is an important behavioural marker. Moonrise is not simply beaconing a “hello” packet, it is

assembling structured host metadata that can be used by an operator to identify, group, and

prioritise infected endpoints. In practical terms, that allows a threat actor to quickly distinguish test

systems from real user machines, decide what follow-on modules to run, and tailor commands

based on the host environment.

The same code path also feeds this structured object into the outbound reporting routine (main_f10),

which we already identified as using Gorilla WebSocket’s WriteJSON(…).

That linkage strongly supports the conclusion that Moonrise performs an explicit

registration/fingerprinting step early in execution, sending host details to the C2 before entering its

longer-lived command loop.
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From a defender’s perspective, this registration pattern is useful because it creates a predictable

early-execution sequence: connect to WebSocket C2, collect host identity fields, then transmit a

structured JSON registration object.

Live surveillance capability

One of the most important parts of the Moonrise analysis is that the malware does not appear to be

limited to simple remote command execution. The decompiled command-handling logic shows

evidence of live surveillance-oriented features, including keylogger control paths, clipboard-related

data structures, and JSON fields associated with crypto/address handling.

Put together, these indicators suggest Moonrise is designed to support sustained operator

interaction and data collection on an infected host, rather than functioning as a basic one-shot

downloader or loader.

A key observation is that Moonrise appears to implement a command dispatcher that branches

behaviour based on incoming command names. In the decompiled handler path (main_f15), we can

see string comparison logic (runtime.cmpstring) against specific command values, including a

highlighted comparison for “keylogger_stop”.

This is a strong indicator that Moonrise includes explicit lifecycle controls for a keylogging

component. In practical terms, this means the operator can likely start or stop telemetry collection on

demand, which is more consistent with an interactive surveillance implant than with opportunistic

commodity malware that simply logs everything continuously.
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I have not fully reversed every handler branch here, so the command list should be treated as

partial.

The same handler path also shows evidence of structured response generation, rather than ad hoc

string output. In the decompiled logic, Moonrise builds a JSON-like response object with fields such

as commandId, success, and history before passing it to the outbound reporting routine.

The presence of a commandId field is particularly useful because it implies operator task tracking:

the C2 can issue a command, and the implant can return a result linked to that exact request. This is

a hallmark of a more organised command-and-control protocol, and it makes Moonrise operationally

easier for an attacker to manage at scale.
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The history field is especially interesting when viewed alongside references to

main.ClipboardEntry___Slice_type and slice conversion logic (runtime.convTslice(…)). This

suggests Moonrise is not just capturing single events in isolation, but may be aggregating or

returning collections of surveillance records, potentially including clipboard activity or keylogging

history.

In a real intrusion workflow, this gives the operator richer context about what the user is doing over

time, including copied credentials, pasted commands, wallet addresses, or other sensitive text-

based content.

Moonrise’s decompiled logic also contains a particularly important detail of structure definition with

JSON-tagged fields for crypto and address, alongside encoding/json.Unmarshal(…) into that struct.

This is one of the strongest static-analysis indicators supporting crypto-theft-related behaviour.

The key point is not merely that the strings “crypto” and “address” exist in the binary, but that

Moonrise appears to define a dedicated parsed structure for them. That implies the malware is

expecting structured command data or configuration related to cryptocurrency workflows, rather than

handling those terms as incidental UI text or unrelated library artefacts.
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At a behavioural level, this supports a plausible operational use case in which the malware receives

a command containing cryptocurrency-related parameters (for example, a wallet type and target

address), then applies follow-on logic tied to clipboard content, address replacement, or monitoring.

Static analysis alone does not prove the exact runtime implementation of address replacement in

every branch, but the presence of explicit crypto/address JSON schema handling materially

strengthens the case that Moonrise was built with crypto-focused theft or interception workflows in

mind.

This is precisely the type of capability that makes the malware more dangerous to both individual

users and small businesses, where copied wallet addresses and payment details are common

attack targets.

Another detail that makes Moonrise more operationally mature than a simplistic implant is the way

surveillance outputs appear to be normalised into the same outbound communication pattern

already identified elsewhere in the sample.

Rather than opening separate connections or writing custom exfiltration logic for each feature, the

malware appears to reuse its persistent WebSocket channel and serialise results through the same

reporting routine (main_f10, which calls Gorilla WebSocket’s WriteJSON(…)). This design is efficient

for the attacker and helps explain how Moonrise can support multiple capabilities while maintaining a

consistent C2 protocol.
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For defenders and analysts, this architecture creates several useful detection and hunting angles.

First, command-and-response JSON patterns over a persistent WebSocket session may generate

distinguishable message shapes, especially when command names or response keys such as

commandId, success, and history are visible in memory, telemetry, or decrypted traffic captures.

Second, clipboard monitoring and keylogger controls are often associated with follow-on suspicious

behaviour on endpoints, such as repeated clipboard access, user input capture, or bursts of

outbound reporting shortly after high-value user interaction.

Third, crypto/address-related command schemas should immediately raise the priority of triage,

because they indicate financial theft potential rather than generic system reconnaissance.

IP infrastructure analysis

Initial analysis of the Trojan shows repeated connections to 193[.]23[.]199[.]88 over TCP port 8765.

OSINT references to Cobalt Strike-related samples suggest the IP has been used in broader

malicious activity, but this alone does not prove the Moonrise C2 is Cobalt Strike.

OSINT records also associate the IP with Kyonix Networks Limited (AS210457), indicating it is part

of hosted datacentre infrastructure rather than a residential endpoint. This is consistent with how

many threat actors deploy command-and-control services, often on VPS or shared hosting

environments.

At the time of analysis, the host did not present obviously malicious services on common web ports,

and direct interaction with port 22 (SSH) and 3389 (RDP) timed out. However, this does not reduce

suspicion in the context of the Moonrise sample, because the malware’s observed behaviour

specifically targets port 8765, where the WebSocket-based C2 communications occur.
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Browsing to the IP returned a website for the community Linux distribution ShefOS. Based on the

available evidence, there is no direct indication that the website itself is malicious or intentionally

distributing Moonrise. A more likely explanation is that this IP belongs to a shared VPS / hosted

server, where benign web content on ports 80/443 coexists with a separate service bound to port

8765 and used for C2 traffic.

Dynamic analysis via ANYRUN

ANYRUN network stream analysis shows a post-connection event: a large JSON message

transmitted over the active channel includes a file_upload command with a fileData field containing

base64-encoded content. This is a useful pivot point because it demonstrates that the operation is

not limited to simple command execution or telemetry collection. The operator appears able to

transfer files or scripts through the same session, which materially increases the malware’s

operational flexibility.
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After decoding the base64 content, the payload resolves to a Windows batch script that launches

winws.exe alongside a large set of traffic filtering and desynchronisation parameters. The script

references components associated with the Zapret project, a censorship and network restriction

bypass toolkit commonly used to interfere with deep packet inspection (DPI) and protocol filtering.

In practical terms, this suggests the operator is delivering additional tooling to manipulate network

traffic behaviour on the infected host, potentially to improve reachability to blocked services or to

evade network-level controls.

The decoded batch file includes logic that invokes winws.exe with multiple TCP and UDP filters,

covering common and alternative service ports. The script explicitly references traffic on TCP ports

including 80 (HTTP), 443 (HTTPS), and several alternative TLS ports such as 2053, 2083, 2087,

2096, and 8443, alongside UDP port 443 (QUIC) and additional UDP ranges.

It also includes parameters consistent with DPI desynchronisation techniques, including fake

handshake generation, packet splitting patterns, repeated crafted packets, and protocol-specific

evasion options.

From an operator tradecraft perspective, this is an interesting finding because it indicates the

intrusion may involve modular capability delivery beyond the initial Moonrise client. Rather than

embedding every feature into the primary binary, the actor can push environment-specific tooling
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after execution. That approach reduces initial payload size, allows rapid reconfiguration, and gives

the operator freedom to adapt to the victim’s network restrictions in real time.

Final thoughts

From analysis, Moonrise’s surveillance-focused code paths point to a malware family built for

persistent, operator-led control rather than simple automated execution. The evidence suggests a

structured workflow: commands are received over a live WebSocket session, task data is parsed

into JSON-backed objects, and results are returned in an organised format for the operator.

When that is combined with keylogging-related command handling, historical result packaging,

clipboard monitoring artefacts, and fields consistent with cryptocurrency address theft, Moonrise

looks far closer to a hands-on surveillance and theft platform than a basic commodity implant.

How Evalian’s SOC Detects and Responds to Threats Like Moonrise

Moonrise demonstrates how modern remote access trojans are evolving: persistent WebSocket

command-and-control, structured JSON tasking, live surveillance features and crypto-focused theft

capability, all without heavy obfuscation.

Our CREST accredited Security Operations Centre is built to detect exactly this class of threat.

We combine:

Deep network telemetry analysis to identify long-lived outbound WebSocket sessions to

suspicious infrastructure

Endpoint behavioural monitoring to detect keylogging, clipboard manipulation and

unauthorised process activity

Threat hunting across structured C2 patterns and anomalous JSON traffic

Rapid containment and forensic investigation when a compromise is confirmed

Whether you need continuous monitoring, proactive threat hunting, or full incident response

following suspected credential or financial compromise, our SOC team provides the technical depth

and operational maturity required to manage complex, real-world attacks.

If you want to understand whether your environment could detect a WebSocket-based surveillance

implant like Moonrise, we can help you assess and strengthen your controls before it becomes a

breach.
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