Brand Trust as a Weapon: Multi-Brand Impersonation Campaigns Deliver JWrapper Malware
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In recent threat campaigns, attackers have begun abusing the trust placed in DocuSign, a widely used electronic signature platform, to deliver
JWrapper-ackaged malware. By impersonating DocuSign and SimpleHelp communications and embedding malicious executables within seemingly
legitimate documents or download links, threat actors trick users into executing harmful payloads. During our analysis of suspicious remote access
activity, the Cofense Phishing Defense Center (PDC) identified multiple samples using the SimpleHelp Remote Monitoring and Management (RMM)
tool. These samples were packaged with JWrapper, a Java-based installer framework that bundles the required JVM and application files into a
single cross-platform executable. While JWrapper plays a role in delivery and installation, the core remote access functionality is provided by
SimpleHelp itself, making it the primary focus from both detection and response standpoints. SimpleHelp is often deployed by legitimate IT teams but
has increasingly been co-opted by threat actors due to its stealth, persistence, and ease of deployment across platforms. This blog will explore how
attackers are leveraging SimpleHelp in real-world intrusions, how to identify its presence, and what defenders should look for.

JWrapper-wrapped SimpleHelp is increasingly abused by threat actors as a stealthy Remote Access Trojan (RAT). While SimpleHelp is a legitimate
remote support tool, it is abused to package it into cross-platform executables with added obfuscation and persistence, making it ideal for silent, long-
term access.

Analysis

Figure 1 depicts a phishing email disguised as a DocuSign notification. It claims that a document has been completed and prompts the user to click
“VIEW COMPLETED DOCUMENTS.” This is a common phishing tactic used by attackers to trick recipients into clicking on malicious links. Several
brands, such as Adobe Sign and Zoom Meeting, have been observed to be used by threat actors as depicted in Figures 2 and 3.
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Figure 1: Email Body - Malware delivery using email DocuSign branding.

Overdue INV1461

. € Reply *3 Reply All =+ Forward

Adobe Acrobat Sign Il J\ |

You've received a document
Overdue Invoice

Open Document

Atached is a list of overdue invoices for your reference. Read it with Acrobat Reader .
You can also upeu it online to review its activity history.

. Adobe Acrobat Sign

Need your own documents signed? Adobe Acrobat Sign can help save you time. Learn more .

To ensure that you continue receiving our emails, please add adobesign(@adobesign.com to your address book or safe list.
Terms of Use | Report Abuse

2024 Adobe. All rights reserved.

Figure 2: Email Body - Malware delivery using email Adobe Sign branding.
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ZOOM MEETING INVITE

. € Reply |
( ]

200m

Hi There

Please click the button below to view the invitation in 30 days. By
acceptance, you'll be able to message and call each other.

(=]

To see the list of invited guest, click here .

Thank you.
Zoom

Figure 3: Malware delivery using email using Zoom Meeting branding.
However, hovering over the button reveals a suspicious redirect URL as illustrated in Figure 4:

hxxps[:/Jlogin[.Jmicrosoftonline[. Jcom/[.][.][.]&redirect_uri=hxxps[://[cli[.Jre/wy4ewp

This link initially appears to point to a Microsoft login page, but it redirects to a different domain (cli[.Jre/wy4ewp), which could be used to:

« Steal login credentials (via a fake Microsoft login page)
« Deliver malware (such as a JWrapper-wrapped executable)
o Perform OAuth token abuse for account compromise

The attacker is using social engineering and a familiar brand (DocuSign) to trick users into trusting the email and clicking the link.

— Forward
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# docusign

;gll' MICIQ
mmon/oauth
ent_id=3edcd0f7

72a58redirect_urni=https

ponse_type=code&prompt=

Your document ha i i etrsl e e
Click to follow link

IEWCOMPLETED DOCUMENTS$

Pedro Valle Teixeira
pedro.valle.teixeira@mdsgroup.com

All parties have completed Complete with DocuSign: MDS Portugal 2025 Collaborative Project Proposal pdf

Do Not Share This Email

This email contaims a secure lmk to DocuSign. P

lease do not share this emanl Imk or access code with others

Figure 4: Primary entry point.

Figure 5 illustrates a fake Adobe Document Portal designed to trick users into downloading malware. This page is the redirect target from a phishing
email link (Figure 2) and serves as the malware payload delivery point.
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Figure 5: Malicious landing page.

The user is redirected to the payload site upon link interaction; the threat actor uses a spoofed Adobe Document Portal to trick victims into
downloading and executing a malicious .exe file under the pretence of viewing a secure document. Payload deployment:

After the redirection link, it automatically downloads an Adobe.ClientSetup.exe as indicated in Figure 6, the file is being downloaded. The file
"Adobe.ClientSetup.exe" is not a legitimate Adobe installer. Instead, it is a malicious executable disguised as a software installer. The fake Adobe

Adobe

This document requires the latest version of
Adobe Acrobat Viewer

You've received a secured document.

The latest version of Adobe Acrobat Viewer will
download automatically. Run the installer to view this
secure document.

-

If your download did not start automatically, click here to
download .

page lures users into downloading this file, which contains malware.
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This document requires the latest version of
Adobe Acrobat Viewer

You've tecevad a secured docurment.

The latest version of Adobe Acrobat Viewer will
download automatcally. Hun the installer to view this
secure document

L

1t your gownload did not stan automatically, click hers bo
downizad

Figure 6: Redirect target containing the payload

After the redirection link, it drops a file named Adobe.ClientSetup.exe, which is a fake or malicious version meant to mimic legitimate Adobe software.

Threat actors frequently use well-known software names to deceive users into trusting and executing malware.

:rs\REM\Desktop\123\1026 -— O X

are View Y o

123 > 1026 v O Search 1026 ©
A [J Name Date modified

H & Adobe.ClientSetup.exe 8/4/2025 12:54 AM

Figure 7: Downloaded executable file named "Adobe Client Setup” to further deceive victim as legitimate Adobe reader software.
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[J Adobe.ClientSetup.exe Properties X

General Compatibilty Digital Signatures
Securtty Details Previous Versions
Property Value
__Description

File description  SimpleHelp Remote Access Client
Type Bpplication
|_File version 55110

Productname  Remote Access
" Product version 9.5.11.0
Copyright Copyright (c) 2025
Size 339MB

Date modfied  8/4/2025 12:54 AM

|_Language Language Neutral
[E_M filename Remote Access-windowsb4-offline exe ...

Remove Properties and Personal Information
[ok ][ cancel | [ oy

Figure 8: Further examination of downloaded file indicates it as "SimpleHelp Remote Access Client".

Payload Execution/Technical Analysis:

When the malicious software is executed, it is automatically installed and executed. As illustrated in Figure 9, it is also connecting to
hxxps[://lkimgskmtn[.Jcom to download the actual profiles used by the threat actor.

7

200 HTTPS kimgskmtn.com [access/IWrapper-Windo... 11 “private...
Els 200 HTTPS kimgskmtn.com faccess/JWrapper-Windo... 11 private...
El9 200 HTTPS kimgskmtn.com faccess/IWrapper-Windo... 11 private...

Figure 9: Malicious software reaching out to download JWrapper from hxxps://klmgskmtn[.Jcom

As it appears in Figure 10, SimpleHelp is installed in the victim's system. Figure 11 also indicates the profile used by the threat actor for this

SimpleHelp abuse. It is also observed that winpty agent is included in the profile. Winpty can be abused to run or hide malicious code execution.
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C:\ProgramData\JWrapper-Remote Access

Share

View

» ThisPC » LocalDisk (C:) » ProgramData » JWrapper-Remote Access »

Date modified

8/4/2025 1:01 AM
8/4/2025 1:02 AM
8/4/2025 1:01 AM
8/4/2025 1:01 AM
8/4/2025 1:02 AM

Type

File folder
File folder
File folder
File folder
File folder

gs » O Name
m Files JWApps
m Files (x26) JWAppsSharedConfig
mData JWrapper-IWrapper-02000000004-co...
ication Data JWrapper-Remote Access Bundle-001...
Larter logs
G Remote AccessWinLauncher.exe
olatey
ms

Figure 10: JWrapper installed on the victim's system.

JWrapper-Remote Access » JWrapper-Remote Access Bundle-00115411848 » JWrapper-Remote Access-00115411648-complete

~

8/4/2025 1:01 AM

Application

A O Name Date modified Type Size

imper lg JWI3pper-remote ACCess-version.oa S ZULD 1V AV 1AL rue | KB

[] IWrapperUselRE 8/4/2025 1:02AM  File 1¥8

u jwutils_win32.dIl 8/4/2025 1:01 AM Application extens... 154 KB

; |:| jwutils_winb4.dll 8/4/2025 1:01 AM Application extens... 180 KB

i (x86) (] libjwutils_linw32.50 8/4/20251:01AM SO File 8 KB

[ lipjwutils_linwa32arm.so 8/4/20251:01AM SO File 9Ke

Data [] tibjwutils_linw®4.s0 8/4/20251:01AM SO File 13KB

|:| libjwutils_linuxf4arm.so 8/4/2025 1:01 AM SO File 14KB

|7 libjwutils_macosnilib 8/4/2025 1:01 AM JNILIB File 85 KB

4] libzstd-jni.dll 8/4/2025 1:01 AM Application extens... 1,155 KB

[ E} Remote AccessWinLauncher.exe 8/4/2025 1:01 AM Application 634 KB]

s remoteaccess-jar-with-dependencies.j... 2/4/2025 1:01 AM  JARFile 10,978 KB

[ session_win.exe 8/4/2025 1:01 AM Application 154 KB

[ shcad.exe 8/4/2025 1:01 AM Application 177KB

emote. (%] simplehelperfd,exe 8/4/20251:01 AM  Application 86 KB

[ SimpleService.exe 8/4/2025 1:01 AM Application 15KB

aredCo |:| utils_wnative_dxgi_intel-64.dll 8/4/2025 1:01 AM Application extens... 158 KB

4] utils_wnative_intel-64.dIl 8/4/20251:01 AM  Application extens... 250 KB

JWirapp [@) utils_wnative_shpty_intel-64.dII 8/4/20251:01 AM  Application extens... 115KB

Remot« 4] utils_wnative_winpty_intel-64.dll 8/4/20251:01 AM  Application extens... 223KB

r-JWrag [ versiontat 87472025 1:01 AM TXT Eile 1KB

r-Remo | B[] winpty-agent6d.exe 8/4/2025 1:01 AM Application 283 KB
ted 287 KB

Figure 11: Profile used by the threat actor to abuse JWrapper.

Several command line prompts were also observed to be executed by the malicious software. As illustrated in Figure 12, a Netsh command was
executed to create a new inbound firewall that would allow incoming connections to SimpleHelp without being blocked. Icalcs command was also
executed as illustrated in Figure 13. This command was used to grant everyone full permission to all folders on the victim's file system.

netsh advfirewall firewall add rule ™name=5H Remote Accesa Service Launcher" "description=Inbound rule for the
launcher that can spawn the Remoce Access Servies" dir=in action=allow "program=C:\ProgramDaca’\JWrapper-Remace

Size

4 N\ JWrapper-R Acceas Bundle-00115411648\JWrapper-Hindows&4JRE-00115399100-complete\bin\Remote

AccessLauncher.exe”™

Figure 12: Netsh Command.

icacls "C:\ProgramData\SimpleHelp" /t /c /grant *5-1-1-0:(0I) (CI)F

Figure 13: Icacls Command.
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> @ chrome.exe 6400 ASLR  Medium 0.02 89.87MB CH2
) Remote Access.exe 6824 System 0.20 16.09 kBfs-  123.43MB_ NT/
v || windowslauncher.exe 7996 System 0.06 84.21MB NT/
- Session Elevation Helper 2572 ASLR  System 0.1 81.7MB NT/
v ] Remote Access.exe 6300 System 704 2.09kB/s 19242MB NT!/
v [1] winpty-agent6d.exe 6056 ASLR  System 0.31 401.06 kB... 1.83MB NT/
¥ conhost.exe 7832 ASLR  System 0.25 248MB NT/
EX cmd.exe 5508 ASLR  System 1.53MB NT!

) Remote Access.exe 6932 System 0.08 9B/s 11041MB NT/

Figure 14: JWrapper successful installation.

After execution of the malicious software, it is illustrated in Figure 14 that SimpleHelp has been successfully installed and is running on the victim's
machine. It is also observed communicating with the malware's command and control.

Final Thoughts

This malware campaign exemplifies how threat actors continue to refine social engineering tactics by leveraging trusted brands like DocuSign and
Adobe to mask malware delivery. By embedding the SimpleHelp Remote Access client within a fake document viewer installer, attackers exploit user
trust and deploy remote access tools under the radar. The use of the JWrapper framework enables stealthy persistence, making detection more
difficult for defenders. Organizations must remain vigilant, educating users on phishing red flags, monitoring for unusual remote access activity, and
applying prompt updates to known vulnerabilities like CVE-2024-57727. As this case highlights, even legitimate software can be weaponized, turning
trust into a threat.

To defend against sophisticated campaigns such as this one that blend trusted brands with stealthy malware delivery, organizations need more than
user awareness alone. Cofense Managed Phishing Defense Services provide expert-led detection, investigation, and response to phishing attacks
that attempt to deliver malware and establish remote access. By analyzing reported emails, uncovering malicious payloads, and identifying active
infrastructure, our PDC analysts help stop threats like JWrapper-wrapped SimpleHelp before they lead to persistent compromise. Schedule a demo
with Cofense today to see how our managed services help protect your organization from brand impersonation and advanced phishing campaigns.

Stage 1 Observed Email Indicators of Compromise (IOCs):

File Name: | Complete_with_Docusign_MDS_Portugal_2025_Collaborative_Project_Proposal.eml
MD5: Ad4a6474d273255c34592e28759f9dca

SHA256:
File Size: | 7608a45fec8162fd6cf0b638308fbc45e82d0f71c0ab65c2e68a20aab35cef15a

9.09 bytes

Stage 2: Discovered Malicious File(s):

File Name: Adobe.ClientSetup.exe
ee3b46f7cf3e9c5f2d914219ea0638ab

MD5: fb165ff21d772cd7a2a4b0bb040f0ef88e99c5d40f49ceb74b504 713413044
SHA256: 33.9 bytes
File Size:

File Name: Remote Access.exe
aa2774f7350c37577293f64fd6608822

MD5: 77b8f597b7d20d4f7ae84caa5c22b94a8d9e09051f7cdaa17f41890ccf8c77a2
SHA256: 378 bytes
File Size:

Stage 2 - Observed Payload URL(s):
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https://cofense.com/managed-services
https://cofense.com/demo

hXXps://techmails[.]Jtop/?error=login_required&error_description=AADSTS50058%3A%20A%20silent%20sign-
in%20request%20was%20sent%20but%20n0%20user%20is%20signed%20in[.]%20The%20cookies%20used...
error=login_required&error_description=AADSTS50058%3A%20A%20silent%20sign-
in%20request%20was%20sent%20but%20n0%20user%20is%20signed%20in[.]%20The%20cookies%20used...

hXXps://adobe[.]pdfautoview[.Jcom/re

Stage 2 — Observed Command & Control URL(s): | Command & Control IP(s):

124.198.131.250
hxxp://124.198.131.250/

All third-party trademarks referenced by Cofense whether in logo form, name form or product form, or otherwise, remain the property of their
respective holders, and use of these trademarks in no way indicates any relationship between Cofense and the holders of the trademarks. Any
observations contained in this blog regarding circumvention of end point protections are based on observations at a point in time based on a specific

set of system configurations. Subsequent updates or different configurations may be effective at stopping these or similar threats. Past performance
is not indicative of future results.

The Cofense® and PhishMe® names and logos, as well as any other Cofense product or service

10/10



