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[ex] Administrator: C:\Windows\System32\cmd.exe

tLockBit_PE.exe -h

| LOCKIREN)

USAGE

Windows x64
BASIC OPTIONS
OPERATION MODES
NOTES SETTINGS
ENCRYPTION SETTINGS
FILTERING
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st =2xo|ct

AR =|= Temp B 22

C:\Users\All Users\AppData\Local\Temp

C:\Users\Default\AppData\Local\Temp

C:\Users\Public\AppData\Local\Temp

C:\Users\{At2 Xt N\AppData\Local\Temp
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BackupExecVSSProvider VSS vmms
WSearch EdgeUpdate AcrSch2Svc
VeeamTransportSvc MicrosoftEdgeElevationService BackupExecAgentAccelerator

AcronisAgent
VeeamNFSSvc

BackupExecManagementService
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BackupExecJobEngine
BackupExecRPCService
GxCVD

GxFWD

edgeupdatem

3/10



SX| CHe M|

0x826AC445, 0x83143F70, OXFEF56F16, 0x10D06066, 0OXxBEC3470C, 0xC347B317,
O0xCA6C4394, OXxS5EF504FC, 0x9757464E, 0x9A768D62, 0xA1816235, 0x369D7114,
OxE11A285D, OXESC9CC93, 0x732AA0CO0, 0x7ABD 1404, 0x9439954E, 0x9655130F,
0x23FAS3ES5, 0x2C1F8ESF, 0OXDBECA3C3, 0OxDCF04E8C, 0x60B29D14, 0x62C32884,
0x6337AD82, OxA8F16BAB, 0x41278147, 0x4292EDDS8, OXxE7AA4057, OXE7BF305D,
0x7DD43601
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2 A3 otlo| M| 2=t

=3t A 2| CHe EE =2

Windows, $Recycle.Bin, AllUsers, Boot, chocolatey, Microsoft Office, Microsoft Visual Studio,
Windows Kits, WindowsApps, VisualStudio, System Volume Information, Microsoft\Windows
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I Hex

Address
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LockBit 5.0 2449 0f= mQ 2t 535} A| ChaCha20-Poly1305 42| 5 AFR5t0Y, 7| w&lol|=
X25519 + BLAKE2bE X 5ICt A|AH A|ZIDt 0| 22| MEE 7|90 2 32H0|E LI+E = 7 A
dg5ta, 28 b Zhe| X HEO|E 2L DFX[S} HIO|ES A4hoto] 712l | 2 #&EStrt. 0| = s S m|ol
ArHel7 |2 ErEl =M e st Yi2[FE Soll s At S717| S d-dotdd, mlsiAt 7117 |2 S H At
o Z27H7|2t A&l 27 H|2(Shared Secret) ZtE == 5ICt.
0|, ok 7|7} 0x5000000 0|59 7 t5=18 BLAKE2b sHA| LT2|F2 =2 X2|5H Al 242
AYA51 1, 0|2 7[HE2 2 ChaCha20 7| AE RS MAMBICH MME 7| AERS 49| 16H[0|E2}
E ddsty, o] 7|7t mtd =3t 7| AEH Y0l ArEEIC.
AEZ S ddsta, st ofd H|o[E{ 2 XOR

St?| 16HIO|EE Zglsl 32HI0|E 7|
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=10
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}
sub_1480115B8(& /541, @x2eu); /7 32BH0TE T s B H, T+
sub_1400115B0(v442.m128i 132, 6x20u); [/ 32HI0IE Li: Ma, i) CSPRNG
LOBYTE(v439) = v442.m128i_1i8[2];

LOBYTE(v526) = v442.m128i_i8[1];

__SET_PAIR_ (v441, v44e, *(&v442.m128i_i16[1] + 1));

224 = va45:
:.n|1231 13[14] = vdd5;
' m128i 18[&] & exF8; /0 H2, B HOIE i H H
57 .‘m1281 164[8] va42.m128i_164[0] & OXFFFFFFFFFFFFFFFBULL; Pr|Vate Ke}' Generatlon
/226 = 5 & Bx3F | ex4e; [ =52, DHAIS HOIE Sk
)6 m va46 B @xIF | 0xa0; /¢ w2, DRHAI9 HHO H b
e

m1288 iR[18]) = vooe: (T H -
ub_140014500(&v539, &576, dword_140100230); // EXE=E 2SS, al = = BH, a2 = private key, a3 = 9(base point)
o taeosaseacavszo, oS | Public Key Generation

/576.m1281_18[0] = v225;

v577.m1281 i8[15]
sub_140014500 (854

O T Y P S T T R P R T T by | Shared Secret Generation

6.m1281_164[1] = si128.m1281_is4[1];
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& D\ReadMeforDecrypt.xt - Notepads + [Administrator]
File Edit Search View Encoding Language Settings Tools Macro Rum Plugine Window 7

Ransomware/Win.LockBit.C5798524 (2025.09.17.00)
Ransomware/Win.LockBit.C5799278 (2025.09.19.00)

EDR

Ransom/EDR.Decoy.M2470 (2022.09.29.03)

MD5
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95daa771a28eaed76eb01e1e8f403f7¢c
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