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_Overview

Snake Keylogger, also known as 404 Keylogger, is malware that has been categorized as a
keylogger and that has evolved over time, acquiring stealer capabilities that complement its
functions and have made it more powerful over the years. It first appeared in 2019 and it is
believed that much of the source code may belong to Matiex, while others maintain that 404 was
first and that Matiex obtained its code. Like many other malwares, it is based on a Malware-as-a-
Service (MaaS) model and is sold and advertised on black markets, both on the Dark Web and in
forums or Telegram since its creation, with prices that have fluctuated over the years as its
capabilities increased; the tool can be purchased for anywhere from $25 up to $900 for a lifetime
version, and there are currently different versions with different prices per version.

The malware has been used by all kinds of users, from organized groups to users with less
ambitious objectives. Its attack methods have been very varied depending on the buyers of the
tool, but they have included phishing, other droppers to launch it, prior loaders, or even abusing
installers pretending to be a legitimate application.

As mentioned, Snake has been involved in a large number of campaigns and has been used by
numerous unknown actors, but also by some with significant impact:

[%2 TA] UAC-0041 (#): Used with Formbook as loader

[€2 TA] TA558 (B): Steganography using other malwares (AgentTesla, FormBook,
Remcos, LokiBot, GuLoader or XWorm)

[4®* Campaign] QuirkyLoader: Mass executions using the loader + Snake, AgentTesla,
AsyncRat, MassLogger, Rhadamanthys

[4®4 Campaign] GuLoader: Using it as a hook to deploy Snake
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_Technical Analysis

This malware has had a long trajectory, being one of those that has remained most frequently in
the TOPs; therefore, we can find hundreds of samples where its behavior has varied, however,
the final stage of this malware has remained fairly constant over time. Commonly, Snake is
distributed through phishing campaigns where they will try to get us to download a link or will
send us a script, archive, or office file that will begin the first phase. We can also find campaigns

focused on downloading cracks or applications that lead to downloading files similar to those
mentioned above or links that host them.

In short, the idea is to download the initial phase which will contain a loader or a script that will
start Snake’s preparation phase, which will perform different tasks such as information collection,
persistence, external communication, etc.

A diagram summarizing the most common Snake versions in recent months is the following:
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In recent months a large number of different Snake versions have coexisted, so we can find
numerous samples that present their particularities

Among the most typical versions, there are various phishing campaigns that will try to download
via link or via a file the next stage of the execution; often we will encounter different types of files
as attachments or even links to potential malicious downloads of the next stage

Tue 10/14/2025 2:01 PM
@bollore.com>
DEMANDE DE PROFORMA

To undisclosed-recipients:

Message [l cMD_113100.02 373 kB)

Bonjour

Pourriez-vous nous faire parvenir votre facture pro forma avec les modalités de paiement des articles ci-joints ?
Cordialement,

RESPONSABLE SERVICE ACHAT
Tél | Portable

@celiklerholding.com.tr>

@ ¥ there are problems with how this message is displayed, click here to view it in a web browser.

Message  F .08-10-2025_xIsx.z 3 MB)

Merhabalar,

Talep formunda bulunan mal/hizmet igin fiyat teklifleriniz rica olunur.

Litfen;

Thu 10/30/2025 4:21 PM
@masterline-logistics.com <
Fwd: maurlaluudontl
To  cberseguridad@m gistics.com

@ Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

De: quaginfe aarims | g iduzgunfan com>
Date: mié, 29 oct 2025 a las 19:43
Subject: mauleludord

@masterline-logistics.com>

n/depo teslim) ve siiresi

ww.mediafire.com/file;
aysTvsaSq7pbkni/doc+ paid+pdf js/file
Click to follow link

= msmmu..ma@A 4

These include archives (ZIPs or RARs) as well as scripts written in different languages (JS, VBS,
etc.). These do not differ greatly from one another in terms of functionality, since their main goal
is usually to deobfuscate code and launch the next version or to download the next stage
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Function Main()
On Error Resume Next ' No error pop-ups

Dim runner, baseé4Script, success

' Hide the entire script window if running with wscript

HideScriptWindow ()

Set runner = New ScriptRunner
success = rumner.Execute (baseé4Script)

runner.Cleanup
Set runner = Nothing

' Return exit code without any UI feedback
If success Then

base€4Script = "DQojIEVuY¥3J5cHR1ZCBQb3d1lc1NoZWxsIFNjcmlwdAOKIyBE ZWNyeXB0aW9uIHJIlcXVpemVkIHRVIGV4ZWN1dGUNCgOKIy

Main = 0 .
paragraphic
Else ;
pazagraphic
Main = 1 aragraphic
End If paxaqxaphic
End Function B
paragraphic
aragraphic
' Function to hide the script window completely zamgmﬁnu
Private Sub HideScriptWindow() ;
pazagraphic
©On Error Resume Next 4
; paragraphic
Dim shell paragraphic
Set shell = CreateObject ("WScript.Shell") .
paragraphic
aragraphic
' If running with WScript, relaunch with CScript for console-only execution iaxa:xaihic
If InStr(l, WScript.FullName, "wscript.exe", vbTextCompare) > 0 Then paragraphic
shell.Run "cscript.exe //B //Nologo """ & WScript.ScriptFullName & """",6 0, False paragraphic
WScript.Quit 0 ;
paragraphic
End If aragraphic
End _Suh paragrap!

dtry {
var tiphia =

tiphia +=
tiphia +=
tiphia +=

tiphia +=
tiphia +=
tiphia +=

tiphia +=

tiphia = tiphia.replace(/I/g, "

var paragraphic
paragraphic +=
paragraphic +=

Ny 7o overlegislating = GesObject (“winmgm
var desisting = overlegislating.Get(

desisting.ShowWindow = 0

var doff = overlegislating.Get ("F

var fluctuability = "0 oh3 or
fluctuability = fluctuability .replace (fldl

paragraphic = paragraphic.replace(/I/g, "

" 4 tiphia + "I

)i

// Monta o comando PowerShell em varidvel "chichas"

var eythe =

eythe = eythe
eythe eythe
eythe = eythe

eythe = eythe

dd! "&Fupyxvoi®teEvpyxvoitdsEvpyxvoi st EVpyxvoi gt FVpYXvoi sWs EVpYXvoitbeE
79r/ £c9wiMz3ZZw4U0OCkgnCaQ2 SDChOEQSAQUYfsgqCvwJ2WuxUsyCwé633J8£3n5yoGQP1x6Mw3qZU

During this execution we may encounter scripts typically started by wscript running a cmd
followed by a powershell, or directly a powershell, which will attempt either to download the next
stage or to deobfuscate/decrypt the binary, which will generally be Snake’s first phase
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Additionally, in this phase we will often see persistence mechanisms that introduce an
intermediate script to resume the initial execution

b Local Disk (C:) » Users » AppData » Reoaming » Microsoft » Windows » Start Menu » Programs » Startup

Share with Print Mew folder

-

MName Date modified Type Size

5::2?.hat Windows Batch File 182 KB

As mentioned earlier, Snake has been used by different loaders, which at this point act as the
detonator for Snake’s preparation phase, just as a script would, as we have seen. Campaigns
are highly variable and, depending on the technical ability of the malware buyer, it can be used in
different ways

Once the primary phase of Snake is obtained, either by downloading it or extracting it from some
script, what is generally obtained is an obfuscated .NET binary, although there are also other
versions with Autolt or installers that would act as an intermediate phase between a possible
script or archive and this first stage
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transfer slip.exe

Entry Point : Qo025F74 oo EP Section : | text [ % ]
File Offset: 00025374 FirstBytes : E8 6A CE 0000 [ ) ]
Linker Info : 11,00 SubSystem :  indows GUI
FileSize:  0oOEE400h (wer] overlay:  no 00000000 p
v
Image is 32bit executable RES/OVL:15 ] 0 % 7
L

Autoit v3.3.12.0 - Jonathan Bennett & Autolt Team ( 01.06,2014 ) - www. 4 [SEn;t] [ Bie ]

Lamer Info - Help Hint —ihpadc info
Big sec, 01 [.text] , info - no : Exe2Aut.exe decompiler, "AlL3!" packed scr @

FileInstall({"corynteria", ETemplir & "\corymteria™, 1)

Elobal $cjjhfnukk = Execute ("C™ & "all™)

Elobal s$fgoenhet = Scjjhfnubkb (chijdiduhec(™7& 111 114 107 88 107 103 10&™), %cjijhfnubkki{chjdiduhec(™7& 111 114 107 85 118 107 11
s$fgoenhet = ohjdiduhec{$fgoenhet)

Global sxbddfsnpg = DllStructCreate (chjdiduhec(™104 127 122 107 37") & BinaryLen(sfgoenhet) & ohjdiduhec(™33"))
DllStructSetData($xbddfsnpg, 1, $igoenhet)

FileInstall ("apostrophise”, @TempDir & "\apostrophise™, 1)

Elobal Seocgnanzgxx = Dl11S5tructCGetPtr ($xbddfsnpqg)

s$cjjhfnubkb (ochjdiduhec (™74 114 114 73 103 114 114"), ohjdiduhec(™113 107 120 11& 107 114 57 5& 52 10& 114 114"), ochjdiduhec("™10
$cjjhfnubb (chjdiduhec (™74 114 114 73 103 114 114"), chjdiduhec(™123 121 107 120 57 5& 52 10& 114 114"}, chjdiduhec("™118 122 12
fntrddle = 13404

Fihhdanlz = &308&5

$ypguhhfqz = 93988

$vhkhhlz = 34551

scebfmewk = 58591

sddxhggeut] = 9581

szmzsslbec = 54740

snygxljerf = 57174

$jfkewsyk = 10335

tborgswle = 38252

syhdmgkwxvi = 77232

$ppfhribaj = 50731

Func yamfscpr()
FileMove (@WorkingDir & "“Roles'wworkflow data.config"”, @DesktopDir & "\ Epplication Flow\nctification image.gif™, 915)
ATan (3285)
evaluate ("vLEEZUn")
FileGetPos (4800)

Entry Point :  QQO0CEDSA an EP Section:  text
File Offset :  00DCCFSA FirstBytes:  FF 2500 20 40 g
Linker Info : ST SubSystem :  Windows GUI
File Size:  0ooCDB00h (wer] overlay:  NO 00000000 Q '

L)
I.rn.age is 32hit exemtﬂe RES/OVL: 0/ D % 97 =

=

Generic - Microsoft 'I.l'lsual C# [ Basic.MET / M5 VB - EF Token : 05000001 [ Li
Lamer Info - Help Hint 'I.hpack info —

Big sec. 01 [ .text] , WARN : NET RES : 756.33 KB, try Analyze with .NET F
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_First phase: Preparation

This phase will normally present one of two scenarios: one where we have obfuscated code that
works at runtime, or, alternatively, images in resources that also work at runtime using
steganography techniques. These techniques can be more or less elaborate, ranging from pixel
positioning to audio spectrograms processed into bitmaps

Depending on the sample, it performs different operations to search the resources and obtain
what it needs at each moment; the names of these will change and so will the content
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base.Size = new Size(6@8, 658);

1
»

artPosition.

Panel gridPanel =
gridPanel.
gridPanel.
gridPanel.
Bitmap src

11/54


https://rexorvc0.com/images/SRK/10.png
https://rexorvc0.com/images/SRK/10.png
https://rexorvc0.com/images/SRK/12.png
https://rexorvc0.com/images/SRK/12.png

12/54



[]1 array = [16];
( i=8; i< array. 3 i++)

array[i] .sin(( )(i + 1) * 8.314159 + ( ytilt *

[] array2 [71;

num = @;

num2 = beacon ~ ((tag != ) ? tag.
(tag != )

( j=8; j < tag. 3 J+)

num3 = { Ytag[j] + j * 29 ~ { Yarray[j ¥ array.
array2[num] = (array2[num] * num3) + { J(tilt & 15);
num = (num + 1} ¥ array2. 5
num2 “= array2[num] << j % 5;

L
!

(latch &% ((num2 ~ (int)tilt) & 8) != @)
num2 = array2[{num2 & 3} % array2. ¥ 17;

numd = &;
(numd < wvellum. && chute. < capstone)

nums = num2 * numd * 131;
nums = @;
(numé < wellum. &% chute. < capstone)

nums += ((nums + 1} * 7 * array2[(numd 4+ num) ¥ array2.
pixel = wvellum.GetPixel({numd, numb});
numy capstone - chute. :
nums num?;
(numgd > 3}

numas EH
(numd < @)
nums = H

nums &;
numle = 1;
numll = 2;
[] array3 =

pixel.R,
pixel.q,
pixel.

(numg > @)

numl2 = num9;
chute. Add(array3[numl2]);

(numgd > 1)

numl3 = numlée;
chute.Add(array3[numl3]);

(numgd > 2}
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chute. Add(array2[numlda]);

L
y

nume++;

The end result will be performing conversions to extract the binary in question, which is usually a
library

[0]
1]
[2]
(2]
[4]
[5
[6]
[7]
[8]
[®]
[10]
[11]
[12]
[13]
[14]
[15]
[16]

Tttt

This work is carried out in order to load it as a new module during runtime, increasing capabilities
and adding new functionality

7052912 Default, Executable
7349840
7435288

o
licrosof salBasic
Sh 7644560 She
—— B el

A summary of this phase of extracting the first binary is as follows:
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The binaries it extracts are generally obfuscated, so they must be processed to understand their
content, since at runtime it will jump to the new module to continue execution

[ Ele: | dmp1 Fie: | vP1 Py =] I

Entry Point: DQOOESAE oo [(=] EPSection: text Entry Point :  DDD0OESAE oo [= | EPSection: text B aull I
Fie Offset : 0000CAAE FirstBytes:  FF 2500 20 40 File Offset: D00DOCAAE FirstBytes:  FF 2500 20 40 | o l Plug
Linker Info : I SubSYStem :  Win Console Linker Info : I SubSystem :  win Console PE [ &
FleSze: oo01AsDeh (<) [27] oOveray:  ooooDsD4 Flesze: oo0E33th  [<] (#r) overlay: 00001331 — & |
™ |
iy 3 7 / s = I
- - - =
DLL 32 bit- Library image RES/OVL: 0 / 50 % »7 g 20 Loy RES/OVL: 0/ 8 % 72 —
% Pr— .
MS Visual C# / Basic.NET -DLL - InteliLock v.1.5-2.9 [ .NET Reactor 6.x - ¢ MS Visual C# /Basic.NET - DLL - InteliLock v.1.5-2.9 [.NET Reactor 6.% - {1 Sean | Rip ]
Lamer Info - Help Hint -Unpack info Lamer Info - Help Hint -Unpack info Elés @I "'I I
Big sec. 01 [ .text] , try unpacker : NETReactorSlayer 6.4 2022 - http://gitt | Big sec. 01 [ .text], try unpacker : NETReactorSlayer 6.4 2022 - http://gitt L IL & |
— | Fle: | dmp.exe I )/n H r ] ]
Entry Point : 00023DCE oo | = EP Section:  text = — == ]
(<] X Entry Point : 00035A2E oo [ =< | EPSection: text [ = i
File Offset: 00021FCE FirstBytes: FF 2500 20 40 § X
File Offset: 00033C2E FistBytes: FF250020490 | @ & | Plug
Linker Info : SubSystem :  Window ~ .
- _ i indows QUL irker Info : ssystem: windowsGul | pe | [ £y ]
File Size : 00022200h <) [2er | oOverlay: NO 00000000 2 4l . 3
=) File Size : 00035200h [j, 4 | Overlay : NO 00000000 = { @
~y ) L
4 - ~ g
Image is 32bit executable RES/OVL:0/0 % 2020 ta =
\ Image is 32bit executable RES/OVL:1 /0 % 272 { =
MS Visual C# /Basic.NET /MS VB 2005 [ Obfus/Crypted ] - EP Token : 000C T " —
S e g [11Ms \;:uale(i: / BasENHd([ Ofl;ﬁJs,tCrypted] [Link 80] -EP Token : 06 \ scan /t | \ Rip
W Lamer Info - Help Hint -Unpack in m—
Big sec. 01 [.text] , Warning : NET RES 134.96 KB , try Analyze with .NET ¢
< [.text], Warning Y Lot Big sec. 01[ .text] , Obfuscated like : DeepSea Obfuscator v4 / Ben-Mhen & {i { =>

_Second phase: Module loading

Subsequently, during execution it will jump to the first loaded module
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This first module will generally serve to create a copy of the original binary in a temporary path
and load another bitmap; if it did not create the file in this stage, it will do so in the next one. Itis
an intermediate library that only serves as a gateway and, in most cases, contains more bitmaps
in its resources

4 O Sha pe (1.0.0.0)
| Sh

eferences
b B Resources
b{} -
P{} A3
P{}jL
P {} Ps
P{} xp

4 @] Resources
4

=

E

BEEEEEESE

As mentioned, it starts targeting resources, since the original binary seeks to jump to the loaded
library, which, once again, will contain bitmaps that it will later process

T:-"'F:E' airo = I""-Ir'_'_:-"_:-'. ,

this.Zzs,
this.Zs,
"Sudokulpp”
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instance = Type.GetType(new string(new char[]

-

-

G T T L
‘H‘H‘H‘H‘H‘H‘

.

}3.InvokeMember("CreateInstance”, BindingFlags.InvockeMethod, null, null, new

et = = = = b o e e e ooy

Depending on the sample, we may find copies of the original binary, which is a common evasion
technique to ensure there is a copy in a temporary path (usually TEMP or ROAMING).
Additionally, Snake often creates them with the “hidden” flag, so users who do not have hidden
files visible will not see them
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b AppData » Roaming »

Share with - Mew folder

Mame Date modified Type Size

reesRwyAmMNPv.exe Application 685 KB

We observe that it is a simple copy of the original binary and that its content is identical

It is also common to see Snake checking whether we are administrators, a fairly common
practice to determine if it can execute something directly or needs elevated privileges

Another point to highlight in this phase is the persistence mechanism, which it implements
differently from other malware of the same kind: it uses the copied file in a temporary path to
generate persistence but uses an auxiliary file whose content it extracts internally, which contains
an XML that will serve as the configuration to create the scheduled task. In other words, instead
of creating the task pointing directly to the binary with a set of parameters, it extracts an XML
with the configuration it wants to give the task
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(E—) Task Scheduler (Local)

= Task Scheduler Lib Mame Status Triggers Mext Run Time  Last Run Time  Last Run Result  Author
4 [z Task Scheduler Library -
- [ reesRwyAmMNPy Rea Multiple triggers defined Never -PC
Wy ple trngg:

Z Updates |
The command we can see is the following:

"C:\Windows\System32\schtasks.exe" /Create /TN "Updates\<filename> /XML
"C:\Users\AppData\Local\Temp\<randomname>.tmp"

As you can see, during runtime we extract the content of the tmp and we can see that it contains
the details of the task it creates, with the binary name and the flags it applies this temporary file
also has a name, redundantly, a temporary one, and is deleted afterward to remove evidence
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]

k?xml verzion="1.0" encoding="UTF-16"7
J«Task wersion="1.2"

xmlns="http: //schemas . microsoft. com/windows/2004/02 /mit/task">

<RegistrationInfox
<Date> /Datcer
<huthors —PCY, fhuthor>
</RegistrationInfor
<Triggers>
<LogonTrigger>
“Enableds>true</Enabled>
“Userlds —-PCh, L Userids>
«/LogonTriggexr>
<RegistrationTrigger>
<Enabled>false</Enabled>
</RegistrationTriggers
</Triggers»
<Principals>
<Principal id="Anthor">
“Userlds> -BCY, 3/ Tzerlds
“LogonTyperInteractiveToken</LogonTypes>
“RunlLevelrLeastPrivilege</Runlevel>
< /Principals>
</Principals>
<Settings>
<MultipleInstancesPolicy>»StopExistings/MultiplelnstancesPolicy>
«DizallowStartlfinBatteriesrfalse</DizallowsStartIfOnBatteriess>
“5toplfGoinginBatteries>true</StoplfGoingOnBatteries>
thllowHardTerminaterfalse</LllowHardTerminate>
¢3tartWhenhvailakblertrue</StartWhenhvailable>
<RunOnlyIfHetworkivailablerfalse</RunCnlyIflecworkhvailable>
<IdleSettings>
<S5topOnIdleEnd>trone</S5topinIdleEnds>
“RestartOnldlexfalse< /Restarcinldle
«/IdleSectings>
hllowStartOnDemand>trune</AllowStartOnDemands>
“Enabledstrue</Enabled>
¢Hidden>false</Hidden>
<RunOnlyIfIdle>false</RunCnlyIfIdle:>
<WakeToRunr>false< /WakeToRun>
<ExecutionTimeLimit>PT0S</ExecutionTimelimits>
<Priority>T</Priority>
</ Betctings>
<hctions Context="Anthor":>
<Exec>
“Command>C: \Users\ vAppDataRoaning' rxesBwyAmlNPv . exe<,/ Command>
</Exec>
<fhctionsy>

-« Task>

A graphic summary of this operation is as follows:
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— o we\Sys WOWE4 scasks exe
Class: Process
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Path: C:\Windows SysWOW6Aschtasks.exe. —
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P a8
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T ?‘::::: Lo v [ Status Triggers Next Run Time Last Run Time Last Run Result Author
8 rcesRwyAmNPY. Ready Multiple triggers defined Never P 1

Updates

After this, the module sets itself in motion to load the next one, so, unsurprisingly, it again works
with bitmaps to extract the next module

At this point, we return to the same problem: depending on the samples, they will extract the
code using one technique or another. On this occasion we can observe it working with two
functions, one to load each pixel and the other to perform the conversion
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rixel(j, i, pixel);

bitmap;

i=8; i < width; i++)

j = 8; j < width; j++)

~Armah Y " —- - AY w
cArgb(}), @, array, num, 4);

[ -

v, 4, array?, @, arrayl.

The result of this will be the loading of several arrays that converge in a third function which will
operate on them again to extract the binary into another array

Evidently this binary is extracted again and we end up with another obfuscated .NET
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Entry Point :  gooA179E oo EP Section:  text
File Offset: 0009F9SE FirstBytes:  FF 2500 20 40 3

Linker Info : .00 SubSystem @ Win Console
File Size:  ppoADABSH Overlay:  QODODABS -

L “‘) i
DLL 32 bit- Library image RES/OVL: 0 / 0 % 7977 ‘i £

) .
M5 Visual C# [ Basic.NET / MS VB 2005 - DLL - InteliLock v.1.5-2.5 [ .NETR

Lamer Info - Help Hint —'Llnpack info —
Big sec. 01 [ .text] , try unpacker : NETReactorSlayer 6.4 2022 - http: /fgitt @

I+ Bl Rescurces
b} -
B{} nsd

Once this binary has been computed and extracted, it will be loaded again, as it did with the
previous one, so we can see the original binary, the first module and the second loaded at the
same time

( [1 \waaze)

return L1.c7(\udd20, L1.Ag);

4 @ D020 [C000AD000]
@ [0]

1]

[2]

(3]

[4]

K]

[6]

@
@
@
o
@
-
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4 AppDomain: SHK. exe 6276230 Default, Executable

DriverFix Pro 6374048
] -

Shape GE27040

As usual, | leave you a more visual layout of the set of this operation, where we can see the PE
extraction and the runtime loading:

Load module in runtime

@Rexorvc®
c -

In the second module, we may encounter additional permission checks, something that is
sometimes common because nothing has happened with the module loading and it is necessary
to know whether in that stage it will be able to continue performing tasks with the appropriate
privileges

£ .
L)3

owsPrincipal =

uiltInRole.
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(WindowsPrincipal \w@@2@, WindowsBuiltInRole \wda2a)

\u@d28.IsInRole(\udd28) ;

In this phase it continues with calculations in similar ways to those performed earlier, relying on
resources at all times, to keep the pattern

system. Text.Encoding. .get returned system. Text. UTFEEncoding
em.Text.En tString returned fe '

We can see that it also performs a phase where it computes strings to extract libraries and
imports, something quite common so that they cannot be located statically (I leave you the

obfuscated and the deobfuscated version), and to expand its capabilities. As we can observe, the
invoked imports are common for process injection (SetThreadContext, ZwUnmapViewOfSection,

etc.)
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Snake can use the same process in which it is running to load the binary itself, performing a load
or a self-injection, or it can use other legitimate processes that are commonly related to .NET
(csc.exe, applaunch.exe, installutil.exe, etc.), which it will usually invoke, reserve space
(VirtualAlloc), write into the process memory by calculating the binary size, etc.

The result will be that you can observe how it loads, in this case itself, another PE, which on this
occasion is the payload

11y ()

return zGqlafA21djQeTZ4ofs.keagAf2TIZjYAGBExbcl();
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4 pppDomain: SME.exe 5231640 Default, Executable

DriverFix Pro . 7439040 DriverFix Pro

. Shape 7323656 Shape

.bqoB 7135536 Ci\sers \Desktopl : \EXEVSNK. exe

After extraction, what we obtain is another obfuscated binary which already contains all the
interesting content

S
Entry Point :  gooocD2F oo EP Section :  text
File Offset: 0000C12F FirstBytes:  E8E15C 00 00 i
Linker Info : .00 SubSystem :  Windows GUI -ﬂ
» . =
File Size :  000CE30DA Overlay:  0OOGASDD
b O |
. | a
Image is 32hit executable RES/OVL: 29 [ 53 o 2012 i
L

l

NET Reactor [v.4.x - 6.% ] Native Method exe - \NET /M5 C++stub 9.0 - | gean f
Lamer Info - Help Hint -Unpacdk info
Big sec. 04 [ .rarc] , ( crypted \MET exe on RC_DATA ™ _ ") try Analyze wil

@)
B
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0003aF76 MapleStudio\ChromePlus\User Data

0003AFBE8 SeaMonkey

0003naFcC \Mozilla\SeaMonkey\

0003RFF4 IceCat

00038002 \Mozillalicecat\

gggg:gié s;‘—‘[;i;:oln\ ——— | VIP Recovery \ Recovered From: AmigoURL: 'Kometa\User Data\Default...
0003B04C PaleMoon ——— | VIP Recovery \ Recovered From: BlackHawkCard Name: \7Star\7Star\Us...
0003BOSE \Moonchild Productions\Pale Moon\ | —/VIP Recovery\ Recovered From: BlackHawkHost.  \7Star\7Star\User Datal..
0003B0ZA2 Thunderbird ——— | VIP Recovery\ Recovered From: BlackHawkName: 32

0003B0BA \Thunderbird\ ——— | VIP Recovery \ Recovered From: BlackHawkURL:  \7Star\7Star\lUser Datal..
0003B0D6é Comodo Dragon | VIP Recovery\ Recovered From: BliskCard Name: \Epic Privacy Browser\...
0003B0F2 Comodo\Dragon\User Data ——— | VIP Recovery | Recovered From: BliskHost  \Epic Privacy Browser\User D...
00038122 Postbox ———— | VIP Recovery \ Recovered From: BliskName: [

gg gggizz ;i::::o}‘\ ——— | VIP Recovery \ Recovered From: BliskURL: \Epic Privacy Browser\User D...
0003B154 EKometa\User Data ——— | VIP Recovery \ Recovered From: BraveCard Name: \Torch\User Data\Def...
00038176 CentBrowser ———— ' VIP Recovery \ Recovered From: BraveHost  \Torch\User Data\DefaultiNe..
0003B18E CentBrowser\User Data ——— | VIP Recovery\ Recovered From: BraveName: 3

0003B1BA Vivaldi - | VIP Recovery Recovered From: BraveURL: \Torch\User Data\DefaultiTo..
0003B1cAa VivaldilUser Data ——— ' VIP Recovery\ Recovered From: CentCard Name: Xvast\User Data\Defa..
0003B1lEE Chrome ——— ] VIP Recovery\ Recovered From: CentURL: \XvastiUser Data\Default\Top ..
0003B1FC Googltla\chrome\User Data ——— | VIP Recovery \ Recovered From: Cent BrowserName: 2

gg gg:;ig ziﬁ:zi :\ Sputnik\User Data ————— | VIP Recovery\ Recovered From: CentBrowserHost:  Xvast\User Data\Def .
00038270 Flock ——— | VIP Recovery \ Recovered From: ChedotCard Name: \SuperBird\User Dat..
0003B27C Iridium Browser ————— | VIP Recovery \ Recovered From: ChedotHost  \SuperBird\User Data\Defa..
0003B29C TIridium\User Data —— I VIP Recovery \ Recovered From: ChedotName: 7

0003B2C0 Firefox ————— | VIP Recovery\ Recovered From: ChedotURL: \SuperBird\User Data\Defa..
0003B2D0 \Mozilla\Firefox\ - | VIP Recovery | Recovered From: ChromeHost  \Coowon\Coowon\User D...
0003B2F4 Chedot ———— | VIP Recovery\ Recovered From: ChromeName:  /

00038302 Cllledot\User Data - | VIP Recovery | Recovered From: Chrome CanaryCard Name: \Google'Ch..
00038324 L:!.ebao Browser ———— ] VIP Recovery\ Recovered From: Chrome CanaryName:  /

gg gg:ggi é;z:azj\:;l::zy:nata ——— | VIP Recovery \ Recovered From: Chrome CanaryURL:  \Google\Chromel..
0003B37E Epic Privacy Browser\User Data |/ VIP Recovery | Recovered From: Chrome CanaryHost  \Google\Chromel.
0003B3BC Elements Browser

0D003B3DE Elements Browser\User Data

00038414 Sleipnir 6

0003B42A Fenrir Inc\SleipnirS\setting\modules\ChromiumViewer

0003B492 CyberFox

S —

_Third phase: Payload

As we have seen, up to reaching the payload, what we can find is a succession of operations
and checks that look like a Matryoshka (greetings to our Russian friends), but although its
analysis is complex due to the number of jumps it performs and operations, it is quite consistent
and, analysing samples over a time range of 4—-6 months and comparing them to others from
years ago, the technique has endured. This may be partly because it is costly to modify all these
phases, but also because of its effectiveness, since it remains one of the most used malwares

Regarding the payload, we can find a large number of capabilities that, depending on the version
the Snake client chooses (we will talk more about this later), may include more or fewer toys to
attack their next victim

As can be seen, the number of functions in the payload is huge, even in cheaper versions as well
as in more premium versions, where we have tools for almost everything: information theft, anti-
analysis techniques, keyboard capture, screen capture, and a long etcetera
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Here we can find the expected functionalities of a keylogger and stealers, where we have theft of
browser information, usually searching paths like “Profiles” or “Login Data” to extract information
in a loop that iterates through each of the browsers it has stored.

| provide a compilation from multiple samples, since there are more or less PRO versions and
some older and newer versions, so we do not miss anything:
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[] directories;
(num == 6)

directories = . (mBw) ;

num = 7;
(num == 2)

list2.Add(mBw +
num = 3;

(num == 18)

(I text.

num = 11;

(num 1)

list2
num i3

(num

(num

list2. (mBw +
num

num2 ;

(num

num2

Other elements it searches for are configuration files, .ini, .xml, .dat or .conf, as well as data in
the registry keys of different kinds of software, mail services, FTP, VPN, SSH, etc.

| provide another compilation:
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A keylogger would not be complete without keylogging capabilities as well as clipboard
manipulation, being one of the flagship tasks of this type of malware, since control involves
capturing keystrokes by mapping keys and also monitoring what enters via the clipboard,
something that is often combined and in this case is no exception to performing screenshot
captures
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Snake is malware that often presents different techniques to avoid analysis, one of them being its
technical complexity that is evident during analysis, as well as the level of obfuscation and even
runtime string encryption it applies; added to this are anti-VM and anti-debugging techniques that
make analysis and execution in controlled environments difficult.

In summary, the most used techniques are:

o Searching for typical VM hardware (present in network cards, GPUs or similar)

e Searching for common processes in virtualized machines or names of analysis tools
(Vmware, Vbox, x32dbg, IDA, procmon, etc.)

¢ Disk sizes, machine uptime or number of CPUs

o Searching for active debugging software or checking flags

» Locating specific libraries that are used in virtualized and sandboxed environments (sbiedll,
snxhk, cmdvrt32 or sf2)
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| won’t prolong it much more because, as you have seen earlier, the number of functions each
payload contains is enormous, and since they varied in certain aspects depending on the
version, this multiplied the review needed to summarise the capabilities that Snake payloads
have, which in general are the following:

o System information gathering (hostnames, HW information, etc)

o Browser information theft

o Theft of information from all kinds of software: FTP, SSH, VPN, Mail, etc.
» Theft of history and searching for sensitive files

e Screen, microphone, webcam capture, etc.

» Keylogging

 Clipboard control

o Geolocation

e Anti-VM and Anti-DBG techniques

e Management of running processes + Kill

o Self-deletion

e Bot checks

e Connection to C2 and the ability to download other components and execute commands

| also leave some of the capabilities in graphic format:
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In summary, Snake and its multiple versions (which we will address now) contain a terrifying mix
to attack companies since it is sophisticated and has every capability you might imagine for a
keylogger and a stealer together. Ultimately, its continued presence over so many years is driven
by the evolution applied to the malware and the large group of threat actors behind it paying for
the tool

_Gen & Versions

To find all generations and versions we have to go back to its origins, since Snake is said to have
appeared in 2020, but there has been some controversy around the code of this famous
keylogger. At its appearance it caused a stir and there were various media sources and
researchers that echoed its capabilities; in fact it is suspected that 404 or Snake was not the first
to support this code, but that Matiex appeared some months earlier

_Matiex comparison

In my humble opinion, it is difficult to find sources or rollback data on Matiex prior to 2020;
however, small analyses or comments about a new crypter or keylogger (404 Keylogger)
following the pattern can be observed, and even websites maintained by the creator prior to that
date, in 2019, whose content, username and description, components and method of sale seem
very similar to those later continued in Snake
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Furthermore, if we analyze Matiex, we can see tremendous similarities with what we had already

seen, where we observe uses of bitmaps and resource loading
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In the end it converges on another bitmap that treats things a bit more rudimentarily, extracting a
key for an XOR and processing an array that ultimately yields another MZ
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In short, to avoid repeating everything again, since it is very similar, the final result is a binary
with a pattern very similar to what we saw in Snake

num
(num

(UnknownModule.

text2 = enumerator.

(UnknownModule.

The payload comparison between Snake or VIP and Matiex is not so alike, but one must
consider the time gap between them, and in terms of functions, the way the malware works up to
extraction and the final payload share similarities that are inherent to the same capabilities of
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screen capture, keylogging, extracting browser information, etc

In summary, Matiex seems a somewhat simpler version, but it meets most of the characteristics
we saw in 404 or Snake, with subtle differences such as persistence via Startup, where there
was less use of obfuscators and generally it appears a bit less polished. Is it possible that Matiex
was the original and there was a code-copy gap between these two? It's possible, but we only
find information on 404 prior to 2019

_Other Versions

There are other versions that have appeared along Snake’s path, where we can find, in order of
appearance, Cheetah and Nova. The first of these was a much simpler copy that also worked
with bitmaps and dynamic loads, although in this case it only did it once, not twice, so it was
somewhat shorter, but as we can see it also worked with XML for persistence and had similar
keylogging characteristics and information-gathering, albeit more rudimentary in operation
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Regarding the Nova version, there are many similarities where Autolt appeared, but the
functionalities are practically the same, only that it did not have the typical Snake or VIP
elements, instead referencing NOVA, so it is very possible that it is a full copy or even a test by
the same creators, since it shows a very large correlation with the Snake samples of that time, as
you can see from our friend M4Icode

As for the easier Snake - VIP comparison, | won’t go on much longer, since | have analyzed
dozens of Snakes to see the versions; | have seen that variations among Snakes are quite few.
Obviously, we have a builder and elements we can change, but in essence they are quite similar
at the end of the day. Similarly, if we compare the premium Snake-VIP with a basic Snake, we
also see a huge relation, where we find identical functions and, of course, similar capabilities
although more refined; you should see a difference in price
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_Conclusion

As you can see, since 2019 there are many versions, branches and improvements of 404 or
Snake Keylogger; the similarities between them are evident, but the origin is fuzzy. Personally |
believe there is more evidence to think that the evolution started from an archaic version of 404
and that other developers copied it to try to get ahead in this type of business; however, as a
summary | leave you another timeline graphic in the order each version appeared and how they
are linked to Snake
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_Some Intel

During the entire investigation | have been trying to extract panels depending on the content,
since they would usually refer to Telegram groups or the developer, but only some old ones have
been found, which | have seen had been reported by other colleagues previously.
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Snake usually operates through Telegram, both to pass stolen information from affected nodes,
where it makes the typical communication with a bot, and where during payload execution it
extracts a chat_id, token and so on, something quite common with this type of malware; | always
recommend using Teletoken or Matkap to interact with bots and try to extract as much
information as possible as we did with DarkCloud

( filesFolderPath, botToken, chatld, fileExtension)

, fileExtension);

rityProtocolType.

': file » fileInfo.

Continuing the search for these panels | found some old websites that advertised Snake, with
plans ranging from $25 to $500 depending on the chosen model and the duration of use.
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Snake KeyTracker

Getiibow ) () watch video

Recoveries Logs

fastestiog

BASIC PLANS

Bronze Plan Gold Plan Silver Plan
$25 $80 855

S B @ e

g
Stealth

Snaka Keylogger is ieaith
and slently

As you will recall, this is very similar to what we saw in 2019 with 404, but in an improved version

and with a characteristic design.

Snake is one of the best keyloggers

~ Easy to werking on it
~ Stable

« Low in CPU

Platinum Plan

$120

v
v

v

ABOUT SNAKE KEYTRACKER

Snake will track everything in 5 sec, and easy to using also so strong

ADVANCE PLANS

Ace Plan Diamond Plan

$500 | $200

L O N U SR
<
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Pricing
Free Trial Version Available, For Free Trial Contact us

Bronze $3ﬂ 1 Month

Excellent Support
Daily/Weekly Update

2 Stub Encryption
Native and Net Support
License for 1 Computer

Buy Now

Silver 385, 3 Months
Excellent Support
Daily/Weekly Update

2 Stub Encryption
Native and Net Support
License for 1 Computer

Buv Now
Gold 5173, 6 Months

Excellent Support
Daily/Weekly Update

2 Stub Encryption
Native and .Net Support
License for 1 Computer

Buy Now

As | mentioned before, Telegram is the focus of its operations and, over time, the malware
developer seems to be avoiding communications through channels other than this one, where
they are constantly in contact with potential buyers, providing information about malware updates
and showing the tool’s prices or offers, which, as we see, have not changed much in the basic
version but the introduction of VIP has made this model somewhat more expensive.
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<)

All Urgent Messages Replied ®* sorry for late response or
something like this, i am working to reCode the logger base at
Zero and wanna make it more stable yet §2 If you have any
suggestion to the New Logger Release Please let me know via
Dm

as i said Before the Logger working well with one version before

last of Based Chromuim , Thanks for understanding ¥
34 = 255G 04:26

chnanne
I've not added latest chrome decryption yet, because still have
chance to get logins from there and it working also, this is some
bugs i working Hard on it and need time because everybody
knows this is not a click Code it need test and try methods to get
one issues fixed, i'll notice everyone when it released, and Snake
VIP still on Sale but be sure you confirm that it not recover Only
newest Version for now § Thanks to waiting and Thanks to
understand, i’ll Deliver Orders Soon guys ¥/ 2 332 @ 0115

Selling/Advertise Your Stuffs Not Allowed without Euro or My
Permissions §7 otherwise your account will be permanently
banned &7
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SnakeChat REALONE

1 287 members, 34 online

SnakeKeylogger Price List:

1 Month 255

3 Months 558

6 Months 808

1 Year 1108
Lifetime 200$
PrivateBuilder 5008

Snake VIP Keylogger Price List:

1 Month 755

3 Months 1908
1 Year 4993
Lifetime 8995

As we can see from conversations with the developer, the capabilities of one and the other are
quite similar, with significant improvements in the VIP and the basic version being what we have
seen over the years with updates.
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~ SnakeKeylogger Price List:

1 Month 25%
BN 3 Months 558
N’ 6 Months 80%
1Year 110%
Lifetime 200%
PrivateBuilder 500%

( Snake VIP Keylogger Price List:

1 Month 75%

\ 3 Months 190%
P 1 Year 4995
Lifetime 899%

BTC:

USDT trec20:

Basic Logger Features:
Recoveries Mode:

Password Recovery
Clipboard Recovery
Keypad Recovery
Screenshot Recovery

Deliveries:

Telegram ClientSide Only
SMTP
FTP

Others:

File Output: .Net

Freamwork Version: 2.0 & 4.0

Compile Version: x86 & x64 Support 4.0 Only
No More News on Basic Version

VIP Logger Features:
Recoveries Mode:

Password Recovery
Cookies Recovery
CreditCard Recovery
AutoFill Recovery
History Recovery
TopSites Recovery
Downloads Recovery

More Recoveries:

Installed Software Recovery
Installed Browser Recovery
Mail-Client Contacts Recovery
Click Track Recovery
Clipboard Recovery

Keypad Recovery

Screenshot Recovery

Deliveries: [ Multi Delivery ]

Telegram ClientSide& ServerSide
SMTP

FTP

Discord

WebPanel

Others:

+ Crypto Wallet Clipper [9
+ Freamwork Version: 4.0
+ File Output: .Net & Convert to Native

+ Compiler Version: x64 & x86 Support both

rypto Types
5

+ Telegram Leak Protection

+ Tested on Chinese machine

+ Auto Select Recommended Settings
+ Client Assist

+Weekly News/Updates

+ Simple Protection

+ Runtime Helper included

+ All Basic Logger Features included

The developer works mainly with blockchain, as is common, using BTC and Tether that he

manages in different wallets and which have considerable income reaching up to 3k.

Assets €1/ See More Assets
Assets €3 See More Assets

107353 €0.8568
@ Bitcoin - & 0.003732 €9152099 €9152099

€2459 €0.2681

See More Charts

See More Charts

@sTC @ETH 2 W M 3M MY @EVR @BTC @ETH
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The TA, like the affiliates, share their impressions as well as information about the builder or tests
performed on victims, which shows that constant developer-affiliate collaboration.

<4 TELEGRAM

ul UTE EB

-~

Unread Messages

Today 663ggt@Iist.ru

N2

Pc Name: george | / VIP Recovery \

663ggt@list.ru

PW | george | VIP Recovery

N2
Pc Name: george | / VIP Recovery \

PW | george | VIP Recovery

N

Pc Name: george | / VIP Recovery \

PW | george | VIP Recovery
Pc Name: Admin | / VIP Recovery \

2

Pc Name: george | / VIP Recovery \

Pc Name: DELL | / VIP Recovery \

Pc Name: FSOKEL | / VIP Recovery \

PW | george | VIP Recovery
Pc Name: resepsiyon | / VIP Recovery \

‘l’ Pc Name: muhasebe3 | / VIP Recovery \
Pc Name: george | / VIP Recovery \ Pc Name: pinky | / VIP Recovery \

Pc Name: WMD-13 | / VIP Recovery \

In summary, the TA makes extensive use of Telegram, since it serves both to show the malware’s
capabilities and to have an active community that buys his findings and impressions, as well as
serving as a method of exfiltration where credentials and general victim information are shared
through this medium. Nevertheless, as we have already seen, we will have options such as FTP,
Mail, etc., for this information to be shared by other means.

Snake is a keylogger that has many stealer-like capabilities and similar features, which has been
refined and improved over time; due to its complexity, the first time | analyzed it | found the
recursive code-loading methodology confusing (the overview report by Lena helped me a lot), but
its modus operandi is what makes it different from other malware in the same field and,
unfortunately, it appears likely to continue terrorizing companies.

_Detection Opportunities

[TA0002][T1059.001] Powershell execution after suspicious bat script
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(Parent-Process) cmd.exe (Parent-Command) cmd /c start "" /min "C:\Users\
<user>\AppData\Local\Temp\<random>.bat" > (Child-Command) *powershell.exe* -nop -w h
<redacted> | *powershell.exe* -nop -c <redacted>

[TA0002][T1127.001] Suspicious tree after script execution

(GrandParent-Process) wscript.exe (GrandParent-Command) *.js | *.vbs > (Parent-Process)
<random>.exe > (Child-Process) MSBuild | RegAsm | vbc | cvtres | applaunch | Regsvcs |
InstallUtil

[TAOO03][T1053.005] Persistence using tasks after suspicious script or exe

(Parent-Process) <random>.bat|.js|.vbs|.exe > (Child-Process) schtasks.exe (Child-
Command) *schtasks.exe* /Create /TN "Updates\<random>" /XML "C:\Users\
<user>\AppData\Local\Temp\<random>.tmp"

[TAOOO03][T1547.001] Persistence writing new scripts at startup folder

(New-File) <Random>.bat]|.js|.vbs > (Folder) *\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup

[TAOO05][T1055.012] Process injection over .NET files or itself

From unk file > injection > MSBuild | RegAsm | vbc | cvtres | applaunch | Regsvcs |
InstallUtil | same unk proc
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[TAGOO1][T1566.
[TAGOO1][T1566.
[TAGEO2][T1059.
[TAG0O2][T1059.
[TAGEO2][T1059.
[TAGEO2][T1059.
[TAG0O2][T1204]
[TAGOO3][T1053]
[TAGOO3][T1547.
[TAGOO5][T1027]
[TAGOO5][T1564.
[TAGOO5][T1027.
[TAGOO5][T1127]
[TAGOO5][T1036]
[TAGOO5][T1055]
[TAGOO5][T1140]
[TAGOO5] [T1497]
[TAGOO6][T1555]
[TAGOO7][T1049]
[TAGOO7][T1057]
[TAGOO7][T1033]
[TAGOO7][T1518]
[TAGOO7][T1082]
[TAGEO7][T1217]
[TAGOO9][T1056.
[TAGOO9][T1113]
[TAGOO9][T1114]
[TAGO10][T1041]
[TAGO11][T1105]
[TAGO11][T1071]
[TAGO11][T1102.
[TAGO40][T1489]

001] SpearPhishing
002] Spearphishing Link
001] Powershell
003] windows Command Shell
005] Visual Basic
007] JavaScript

User Execution

Scheduled Task/Job
001] Registry Run Keys / Startup Folder
Obfuscated Files or Information
001] Hidden Files and Directories
003] Steganography

Trusted Developer Utilities Proxy Execution
Masquerading

Process Injection

Deobfuscate/Decode Files or Information
Virtualization/Sandbox Evasion
Credentials from Password Stores
System Network Connections Discovery
Process Discovery

System Owner/User Discovery

Software Discovery

System Information Discovery

Browser Information Discovery

001] Keylogging

Screen Capture

Email Collection

Exfiltration Over C2 Channel

Ingress Tool Transfer

Application Layer Protocol

002] Bidirectional Communication
Service Stop
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