Www.acronis.com /en/tru/posts/the-dragonforce-cartel-scattered-spider-at-the-gate/

The DragonForce Cartel: Scattered Spider at the gate
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From Conti’s leaked code to alliances with LAPSUS$ and ShinyHunters in The Com ecosystem

Authors: Darrel Virtusio, David Catalan Alegre, Eliad Kimhy, Santiago Pontiroli

Summary

¢ Acronis Threat Research Unit (TRU) analyzed DragonForce, a Conti-derived ransomware-as-a-service active
since 2023, documenting its malware, affiliate model and links to Scattered Spider.

e DragonForce rebranded as a ransomware cartel, allowing affiliates to white-label payloads and create variants
like Devman and Mamona/Global, while defacing rival groups to reinforce its position in the ecosystem.

e DragonForce and LockBit Green share common lineage through the leaked Conti v3 code, leading to overlaps
in routines and artifacts.

¢ DragonForce employs BYOVD (bring your own vulnerable driver) attacks by using truesight.sys and
rentdrv2.sys drivers to terminate processes.

e After an article appeared in Habr — a media platform focused on technology, internet culture and related topics
— revealed weaknesses in Akira’s encryption, DragonForce quickly reinforced its own encryptor to avoid similar
problems.
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e Scattered Spider, a financially driven actor known for phishing, SIM swapping and MFA bypass, partnered with
operators tied to the DragonForce ransomware-as-a-service model. This collaboration evolved into broader
overlaps with LAPSUS$ and ShinyHunters, forming what researchers dubbed the “Scattered LAPSUS$
Hunters” within the “Hacker Com” ecosystem.

¢ More than 200 victims have been exposed on DragonForce’s leak site since late 2023, across retail, airlines,
insurance, MSPs and other enterprise sectors.

Introduction

Acronis Threat Research Unit (TRU) analyzed recent activity linked to the DragonForce ransomware group and
identified a new malware variant in the wild. The latest sample uses vulnerable drivers such as truesight.sys and
rentdrv2.sys to disable security software, terminate protected processes and correct encryption flaws previously
associated with Akira ransomware. The updated encryption scheme addresses weaknesses publicly detailed in
a Habr article cited on DragonForce’s leak site.

Recently, DragonForce announced a rebrand, stating that the group would now operate as a cartel. This shift in
operation strategy aims to grow their presence in the ransomware scene. By offering affiliates 80 percent of profits,
customizable encryptors and infrastructure, DragonForce lowers the barrier to entry and encourages more affiliates to
join the cartel. Since then, DragonForce has been more active in attacking companies globally, posting more victims
compared to a year ago. Their most notable attack, publicly attributed to the group, targeted retailer Marks & Spencer
in collaboration with Scattered Spider.

In this blog we provide an analysis of DragonForce’s new ransomware variant and provide background information on
the group’s activities and affiliations.

The rise of DragonForce

DragonForce is a ransomware-as-a-service (RaaS) group that first appeared in 2023 and was initially associated with
the hacktivist group DragonForce Malaysia, though concrete evidence linking the two is still limited. Ever since
DragonForce entered the ransomware scene, they have been actively recruiting partners on underground forums for
its operation. The group started using the leaked LockBit 3.0 builder to develop its encryptors, then later adopted a
customized Conti v3 code.

@ The DragonForce Ransomware Cartel! - it's time for a change.

Today I would like to introduce you to our new direction, ing to work in a ne ding to a 1 You no ] e to work under
our brand, now you can create your own brand under the aus a time-tested partner! o el, pres rojects” now you
create yourself.

Sincerely, #1600100 111c0lc BNNSSEEN €1100111 @11e1111 eiiellle FESEGEEE 01101111 91110610 91100011 e11eelel

The DragonForce Ransomware Cartel announcement

In early 2025, DragonForce began branding itself as a ransomware “cartel.” This approach allows DragonForce to
continue building its brand as one of the most notorious cybercriminal groups currently active, drawing attention from
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rivals and law enforcement. Through its affiliate program, DragonForce strengthened its position in the ransomware
scene, attracting new partners and competing with more established RaaS operators. Additionally, this business
model diversifies techniques and victims, making attribution increasingly difficult.

““ Work with the best! We invite partners.
The Ransommware Cartel invites partners! The best toocls, the best conditions and above all the reliability of the partner. _
and work without parancia.

We offer you,

+ Complet ati f a o
tem for managing

eliable infrastructu
ed number of bran: under one team!

Windows works on all known versions of Windows, supports (full, header, partial) encryption modes.

* Mode overrides, you can customize encryption modes for individual files (full, header, partial).

ESXi, Linux, BSD, NAS ( 64, freebsd_arm x86_64, freebsd x86, freebsd x86_64)
Size (about 98 -
figuratio paths and exceptions.

ity of de launch.
performance.

DragonForce advertises its malware on its data leak site

Affiliates can deploy their own malware while using DragonForce’s infrastructure and operating under their own
brand. This lowers the technical barrier and allows both established groups and new actors to run operations without
building a full ransomware ecosystem.

This rebranding created an attractive proposition for both established and emerging groups. Among DragonForce’s
partners is Scattered Spider, an initial access broker known for collaborating with multiple ransomware operations.
The group’s campaigns have produced many victims, including well-known organizations such as Marks & Spencer
and Harrods.

While the cartelization of cybercriminal groups is not new, it has gained momentum in recent years. Beyond
DragonForce, groups like Scattered Spider, LAPSUS$ and ShinyHunters have formed collectives such as Scattered
LAPSUSS$ Hunters, reportedly behind several high-profile breaches involving Salesforce customers. This shift from
competition to collaboration marks a growing risk for organizations worldwide.
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Anatomy of DragonForce: Execution chain aligned with MITRE ATT&CK tactics

How Scattered Spider enables DragonForce ransomware deployments

The intrusion typically involves Scattered Spider identifying their target victims by performing reconnaissance on the
organization’s employees to create a persona and pretext. They gather victim information such as name, role, and
other general information through social media and open-source intelligence methods. The group employs
sophisticated social engineering techniques such as spear-phishing emails and voice phishing (vishing) to obtain and
/ or reset victim credentials and bypass MFA through convincing lures, multifactor authentication fatigue or SIM
swaps. Once successful, Scattered Spider logs in as the targeted user and enrolls their own device for access.

After the initial compromise, Scattered Spider deploys remote monitoring and management (RMM) tools or tunneling
services to establish persistence. The group has been seen using ScreenConnect, AnyDesk, TeamViewer, Splashtop
and similar utilities. Once inside the environment, Scattered Spider conducts extensive discovery, focusing on
SharePoint, credential stores, VMware vCenter infrastructure, backup systems and documentation related to VPN
setup and access. The group also enumerates Active Directory (AD) to map the network.

Recently, Scattered Spider has been using AWS Systems Manager Inventory to identify additional targets for lateral
movement. They use extract, transform and load (ETL) tools to aggregate collected data into a centralized repository,
which is then exfiltrated to attacker-controlled MEGA or Amazon S3 storage. Finally, Scattered Spider deploys the
DragonForce ransomware payload and encrypts files across Windows, Linux, and ESXi systems.

It’s not a bug; it’s a feature

During September, we spotted some fresh samples of DragonForce ransomware. Noticeably, these binaries were
significantly larger than earlier variants. That seems to be due to a change in the developer’s toolchain, as these
samples are built using MinGW. While DragonForce is known to provide different ransomware strains to their
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affiliates, this could also be a move to unify their development environment and provide a single ransomware strain

for different platforms using the same codebase.

File type File size
PE3Z - 1.64 MIB

Scan Endianness Mode
Automatic - LE 32-bit

= PE32
Operation system: Windows(93)[13886, 32-bit, GUI]
Linker: GMU Linker Id (GMNLU Binutils)(2.26)[GLI32]
Compiler: MinGW({GCC: (GMNU) 9.3-win32 20200320)

(Heur)Language: C

MinGW and the consolidation of DragonForce’s codebase

Migrating code to new development environments often brings new bugs. In these samples, that come from Conti’s
codebase, we saw that the strings that are supposed to be encrypted using ADVObfuscator appear in clear text within

the binary. That doesn't look like an intended update, as at runtime, the strings are encrypted and decrypted again

before the program uses them.

Clear text strings within the binary that get encrypted and then decrypted at runtime
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LU ELX,
add BCH,
Mo BN,
imul ebp

Mo BN,
sar BN,
add edx,
Sar edx,
sub edx,
Mo EAN,
shl BN,
sub BN,
sub BCH,
Mov byte
add ebx,
cmp ebx,

jn short loc 495A38

Edi

127
BCX

BCX
31

BCX
B

Eax
edx

K
edx
eax

ptr [espt+ebx+6FCh+var 7B], cl
1

2Ch ; ",

ADVObfuscator decryption loop

As expected, the analyzed code shows extensive overlap with Conti’s leaked source files. It begins by invoking
Conti’s InitializeApiModule and DisableHooks functions, which set up the environment for ransomware execution and

remove potential hooks within the Windows API.

DragonForce initialization process calling functions leveraged straight from Conti

Next, DragonForce continues by decrypting and parsing its configuration, which consists of a binary file that is
encrypted with the ChaCha20 algorithm. This configuration reflects the different customization options that the
DragonForce builder provides to affiliates.

As is usually the case with ransomware, the builder allows configuring of custom encrypted file extensions, a list of
file extensions to avoid and a list of software that could interfere with the encryption process to be terminated. This is

an example of a parsed configuration:
° custom_icon: 0
° custom_wallpaper: 0

° custom_extension: df _win
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° tyme_sync: 0

° encrypt_mode: 10

° full_encrypt_treshold: 2097152

° header_encrypt_treshold: 10485760
° header_encrypted_size: 3145728

° other_encrypt_chunk_percent: 10

° encrypt_file_names: 1

° schedule_job: 0

° kill: 1
° use_sys: 0
° priority: MsSMpEng.exe, sql.exe, oracle.exe, ocssd.exe, dbsnmp.exe, synctime.exe, agntsvc.exe,

isqlplussvc.exe, xfssvccon.exe, mysdesktopservice.exe, ocautopds.exe, encsvc.exe, firefox.exe, tbirdconfig.exe,
mydesktopqos.exe, ocomm.exe, dbeng50.exe, sqbcoreservice.exe, excel.exe, infopath.exe, msaccess.exe,
mspub.exe, onenote.exe, outlook.exe, powerpnt.exe, steam.exe, thebat.exe, thunderbird.exe, visio.exe, winword.exe,
wordpad.exe, notepad.exe, calc.exe, wuauclt.exe, onedrive.exe, SQLAGENT.exe, sqlserver.exe, SQLWrite.exe

° whitelist: 1

° path: tmp, winnit, temp, thumb, $Recycle.Bin, SRECYCLE.BIN, System Volume Information, Boot, Windows,
perflogs, Public

° ext: .exe, .dll, .Ink, .sys, .msi, .bat, .DragonForce_encrypted
° filename: readme. txt

The use_sysfield is particularly interesting. When enabled, instead of relying on normal process termination methods,
the ransomware tries to abuse vulnerable kernel drivers (BYOVD) to stop processes. DragonForce supports two
driver backends that must be present on the victim host beforehand: Truesight and BadRentdrv2.
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A vulnerable driver exploited by me

ﬂ‘- keowu Update README.md 575937 - 10 months ago {3} 7 Comenins {BYOVD) that is capable of terminating
several EDRs and antivirus software in the
B BadRentdri2 i Do market, rendering them ineffective,
| imgs V10 2 years 890 working for both x32 and
xB4(CVE-2023-44976),
[ gitattributes Initial comenit = Yenrmnga 0 Readme
O wCENSE Initial comenit 2 vears ago s GPL-30 license
A Activity
D README.rmd Upclate README med 10 months ago !
£ 97 stars
. @ 1watching
[ README B GPL-3.0 license =
Y 20 forks
:‘-"i“- Wt repositon
BadRentdrv2
Releases
A vulnerable driver exploited by me (BYOVD) that is capable of terminating several EDRs and antivirus software in the Mo refeases published

market, rendering them ineffective, working for both x32 and =64,
A vulnerable driver that, when exploited (BYOVD), tries to terminate several EDRs and antivirus software
in the market

By sending the proper control codes to those drivers through DeviceloControl, operators can cause the drivers to
terminate specified processes.

T T

Pa BaT

[ o=y eax, [sipsdaECh+InBuffer]

e . 1 loc_a759208:

g [ eep+@an Che 1 plne o s @ ; lpOverlapped lea eax, [erpsBalChsdytesReturned]

-y [Espr@aECh+cwF lagsandattributes]), @ ; nDutBuffersize o [esprRdECh+lpOverlopped], @ ; lpOverlapped

-y [esprBAEChedwirestionisposition]; & 3 lplutBuffer L =18 | e speBAEChedwF lagsinddttributes ) ; & § ndutBufferSize
oy [esprBRECh+ lpSecurityAttributes ], B88h ; nInBufferSize [ 2=1¥] [Esp+RAECh+dwlreationDisposition], & ; lplutBuffer
[y [esp+2CCh], eax [ 2o1e [esp+BAECh+ lpSecurit eributes], 4 ; alnBufferSize
lea eax, [ssp+dAEChsBytesflaturned] Lot [espetiichehTemplatefile], sax ; lpBytesfeturned

o [erp+BaEChécwboniredicconn], ; dwloContralCode| |lea eax, [epptBAblChsInBuffor]

g [esp+@aiCh+lpFileName ], ebp ; hlevice o [ &2 pRil Chschlle s edaccess], ; dwlcControlCode
gy [esp+BAECh+hTemplateFile], esx ; lpBykesReturned Lo-19] [esp+BifCh+lpFiletioms], ebp ; hDevice

lea ean, [esprOAECh+Filetiame] o [ esp+RAECh+dwSharetode], ean | lpInBuffer

o [esprOasEChedwShareMode] . ax @ 1pInBuffer call ds 1 De eloControl

eall dacbevicelaofantral sub esp, Dih

aub eip, 20k fmp le_472081

| I
- W
Known control codes that cause vulnerable rentdrv2 (left) and truesight (right) drivers to forcibly terminate

other processes

The rest of the code is like Conti’s base. As its predecessor, DragonForce will not only enumerate and encrypt local
filesystems, but will also scan the local network looking for shared resources through SMB.

The encryption scheme remains the same, with a single ChaCha20 encryption key generated for each file, that is
then encrypted using a public RSA key and appended at the beginning of the resulting file. At the end of it, a 10-byte
blob of information on the encryption process is appended.
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Offset

Data

Encryption mode:
o Full=0x24
e Partly = 0x25
® Header =0x26

Encryption percent:
e 0=100
® Anyvalue from 1to 95

Encrypted data size

3-9

0
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Offset (h) 00 Ol 02 03 04 05 06 07 O 0% OA OB OC OD OE OF Decoded text
oooocooo [CoC ZE BC 20 53 70 07 53 62 ED 67 CE 12 DC F2 02| I Eesp.sbigi.ds.
00000010 |C1 14 CC 65 C4 AF BS 99 42 00 FB 29 QA 15 EC 73| A.Iei p™B.4%..1iy
00000020 |26 18 32 F2 2D 56 17 27 2F 26 14 6C B3 F5 DL 42| &£.26-V.'/s.1280J
00000030 |2D E5 96 FD Bl ©¢ 28 EE AD BO 56 AS 0D D1 28 FE| —&—¢+—(i.°VE@.H)e
00000040 |24 42 27 F2 89 E1 48 45 28 3% D5 CO FE BE 4C CE| £J'o%zHE (s8ip LI
00000050 |52 BA 08 EL1 CA 25 26 BA BT 06 5B 51 DC 5C 02 &3] R°.aE3z®-.[0Ue.i
00000060 |41 S8 35 4C 42 ©3 1C DD 9B B9 73 Fo oD 2B 5C ED| AcSLHA. ¥i2ah.«\:
00000070 Bl LA 73 95 1F C3 21 61 73 01 95 5E 80 BE 10 25 +3s=.Alas.="8%..
00000080 08 79 F4 25 FE CE A7 RA 29 DE 8F 41 S0 01 70 D2 .y&spEs2)d.a..pd
00000080 EE F1 40 C5 25 42 F§ Bl 2C 43 B4 C5 03 26 43 &4 iARA3Bs:,C A.scd
O000CORD 26 9D 46 3L 02 D2 89 L6 06 AL 4E 46 A6 D4 2E 02 &£.F:.0%!.=NF!0..
0000C0BO 77 FE 2C S0 49 S5 43 33 07 DS BD 95 FB D2 80 28  wb, . I™C3.5™a0e |
000000CO BO 1E 41 FC 42 OL 22 3L 19 15 DF 3D 6C 77 99 B4 ° AEB.":..B=Llw™"
000000D0 81 SE C7 04 BB 3D 44 AE 10 61 A3 47 D8 BF 1A 72 ."C.»=D®.alGB:.r
O00O0COED 55 00 Al A0 Bl R4 78 DA MO F4 €9 DD 55 06 &1 DO U.; +Hyd 5i¥U.ad
0O000COF0 1D 3D CE RA 78 1A OE FD 08 0% 2B F2 4B 30 79 oF .=Ii2x..v..+sR0y¥
00000100 DC 29 S5C C5 10 40 42 Fé MO 28 21 42 24 57 T4 93 U)\A.@B& (!BSWL™
00000110 A5 2R 45 EC 20 42 E6 DC 65 €9 84 B4 3B DC 2F SE  ¥*Ei Belii, ;0/Z
00000120 DE 87 BF BB F2 03 68 3E Bl 97 D5 SA 32 22 10 11 Bi:»d.h>+—0Z2"..
00000130 31 OE D4 OE S1 EE 1D 15 32 1C 7A C2 00 7B 8C BE  1.0.'s..2.zA.{E=
00000140 Al Fé 3E AE 88 63 A7 3E 2B =D E3 BF B2 74 Dl BO ;5>@"hS>+.3;°th°®
00000150 FB D5 D4 59 CE 12 41 E2 FF C3 20 OC C6 92 1E 3F ab0vi.nsph .Er.2
00000160 Bl 26 01 7C 6D FE 06 65 1B DF 38 SF 62 &7 SF oF 2&.|mi.k.88.bg¥¥
00000170 ES CE EB ED D4 E1 63 5C 9A 23 F9 01 AS &2 A8 27 &isifac\dfa.¥nh!
00000180 E1 5B D8 44 E1 B5 D1 1& EC CD AC 34 68 Fé 21 €5 &[BJauN.ii-4ns'e
00000190 19 54 AE 1D 8C OL EA FAL 02 ES 4E SE €4 72 7C A8 .T®.E.&d.&NZdr|"
0O000C1A0 CO 13 60 3C BA 78 OD 82 D3 42 SD 25 43 1D 0% E5 A.'<°x.,0B.)C..a
000001BO |20 S5F SE M€ 1A 89 F1 €6 6E 38 96 98 DO A8 21 93 ~! .%Afns-"P&!™
00000lCO 7E E5 12 38 74 59 4D AD FA SD F4 EC 01 22 F6 71 ~&.8t¥YM.a)d8i.%8g
00000100 EZ DS AE 29 1E E1 00 LE 38 2L 52 91 C3 23 F5 21 &@®).4.09*R‘L$#s!
000001E0 97 oA D4 D3 36 CA 25 C7 8B 32 05 B3 F7 2R A4 3D —3006E3Cc8.3:4n=
0O000C0LFO 4A 45 8B SF 42 FD 13 Fz DF Bé Fé 99 F2 56 35 14 JE<¥By.oBI5™015.
00000200 32 E4 FB 27 06 D4 A5 26 9E 58 76 28 31 8C 20 Cé 2&0%.0¥a3¥v 1E E
00000210 04 E1 B3 6L C9 35 51 17 CD 3 40 7D CC EE 78 0B .a*jEsQ.i@riiy.
00000220 ©SA E4 Al 14 07 75 B8 ES C2 R4 F2 SB 42 4B A6 7B  33;..u,eAna<BE!{
00000230 65 16 A0 74 4B 6E 87 44 A5 E1 49 42 FO CA EB 1E e. tEniD¥aIB&Ee.
00000240 31 D3 C3 B6 A6 52 DA 1S5 B8 Fo E3 23 05 FE B4 B4 10Aq:¥0. . u3g.a"-
00000250 08 76 BB 1C 11 57 BD 32 FA 36 FO 12 F3 72 C7 CO  .ve..W=2068.0xCA
00000260 9D F7 OE 6D 40 LS 4F 06 Fé DD 23 7D SF BF 73 RL .-.m@¥0.5Y¥§}¥;=°
00000270 00 00 00 00 00 00 00 00 00 00 00 00fZ% 00 70 OO0 seuveevvnnns 5.p.
Q0000280 JUU OO OO0 o0 oo oo b L.

Encrypted file structure, where the red block — encrypted data, the yellow block — encrypted ChaCha20,
and the green block — encryption information

In the different ransom notes dropped by recent samples, operators threaten their victims to delete the decryptor and
make their data public by the 2nd and 22nd of September, proving that the DragonForce platform is still being used to
conduct ransomware attacks.

DragonForce affiliates and the Devman connection
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One of the clearest indications of DragonForce’s growing presence in the ransomware landscape lies in its growing
number of affiliates, particularly those moving from one ransomware group to another. Recently, we have found
samples of Devman ransomware built using DragonForce’s builder. This sample has ‘.devman’ as the encrypted file
extension in its configuration, but other functionalities like the icon, wallpaper, and ransom note are all from
DragonForce.

The connection between DragonForce and Devman can also be seen in the similarities of their ransom note
structure. Devman, which initially began deploying a Mamona-based variant around May 2025, used a ransom note
format that closely mirrors DragonForce’s LockBit-based variant which was first seen in the wild around mid-2023.
This resemblance may not be a coincidence. The time gap between both samples and the builder used on both
samples suggests that Devman may have been an early DragonForce affiliate experimenting to create its own
branding while continuing to rely on DragonForce’s infrastructure and tools.
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Digging deeper into Devman, its choice of using Mamona ransomware builder revealed more details about its
affiliations. Mamona ransomware is first introduced in March 2025 by the underground forum user known as “$$”, the
same operator behind Eldorado and Blacklock ransomware. While Mamona quickly lost traction, it was soon
rebranded as Global ransomware, though still under the control of the same operator.
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. Karol Pacior...
' ® Mamona Ransomware — Builder Found

7 185158.113[.]114:5000/affiliate/builder

It allows cybercriminals to create
ransomware for Windows, ESXi, and
Linux/NAS with options like:

¢ Encryption level control

¢ Self-delete & log wiping

¢ Process & service termination

“ Raaz

- New Ransomware! or a
~mm= rebrand or ?
Mamona RIP
J158.113.114/:|5000




An external researcher on X posted about the Mamona ransomware builder being hosted at:
185.158.113[.]114:5000/affiliate/builder. The /affiliate/builder path suggests that the builder is only accessible to
affiliates. This detail highlights the connection between Devman being an affiliate of Mamona.

Furthermore, Devman having both Mamona and DragonForce encryptors in its arsenal aligns with the cartel-like
structure that DragonForce is trying to promote where its affiliates can create their own brand while operating within
the DragonForce cartel ecosystem.

Beyond ransomware groups, DragonForce has also expanded its partnerships to include other cybercriminal groups
within the broader underground ecosystem. Scattered Spider is one that they had partnered with after branding
themselves as a “cartel.” Scattered Spider is known for partnering with other notorious RaaS operators in the past,
such as BlackCat, RansomHub, and Qilin, providing initial access to the victim’'s network and handing over the
access for ransomware deployment. This recent partnership drew significant attention after the attack on major U.K.
retailer Marks & Spencer, which researchers attribute to Scattered Spider—-DragonForce operations. Though not
confirmed, this incident fits the timeline of DragonForce’s rebrand just a month before, showing that Scattered Spider
was quick to leverage DragonForce in its operations.

Power struggles among ransomware cartels

By rebranding itself as a “cartel,” DragonForce aimed to strengthen its influence and alliances in the ransomware
landscape, proving its dominance by defacing or taking control of rival groups’ infrastructure. Its earliest move was
the defacement of BlackLock’s leak site.
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A few weeks after this first incident, DragonForce attempted a “hostile takeover” on RansomHub’s infrastructure. This
allegedly caused RansomHub to stop its operations, with its affiliates fleeing to rival groups like Qilin and
DragonForce.

Conclusion

Similar to ransomware such as Akira, Royal and Black Basta, DragonForce used the Conti leaked source code to
forge a dark successor crafted to carry its own mark. While other groups made some changes to the code to give it a
different spin, DragonForce kept all functionality unchanged, only adding an encrypted configuration in the executable
to get rid of command-line arguments that were used in the original Conti code.

By fixing Akira’s encryption flaws and strengthening its cipher, this threat actor has focused on steadily expanding its
victim list and recruiting new affiliates, proving itself as a significant and persistent threat.
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Indicators of Compromise
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ELF
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941b0bb479946c833a0436ech84b94c8468c86c40016f46029e8bf04a22a754e
Ransom notes

1 - 04b14ead49adea9431147c145a89c07fea2c6f1cb515d9d38906c7696d9c91d5

Good afternoon,

As you can see you have been attacked by a ransomware program! We The DragonForce Ransomware Cartel offer
you to make a deal with us. We can make a deal with you, all you need to do is contact us by following the
instructions below.

We are in no way connected to politics, we always keep our word. You have a chance to decrypt your files and avoid
being published on our blog! Use this opportunity and also don't waste your time.

The approximate date of deletion of the decryptor program, as well as publication on our blog 02/09/2025 00:00 UTC.

- # 1 Communication Process,

In order to contact us you need to click on the special link below, which is listed in #2.

After that the negotiation process begins, in which you have the opportunity to request several things from us,

1. Make a test decrypt.

2. Get a list of the files stolen from you.
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At the conclusion of our negotiations we agree on a price, we set the price ourselves based on your income/your

insurance.

We scrutinize your documents and are well aware of how much income your company has per year.

- # 2 Access to the meeting room,

To access us please download Tor Browser which is available here. (https://www.torproject.org/)

Once you download the special anonymous browser you need to follow this link,
http.//3pktcrcbmssvrnwe5skburdwe2h3v6ibdnn5kbjqihsgbeu6s6b7ryqd.onion

Your unique ID: F744871F84DDF60CF744871F84DDF60C - use it to enter our meeting room.

- # 3 Additional Support Contacts,

Tox: 1C054B722BCBF41A918EF3C485712742088F5C3E81B2FDD91ADEA6BAS5F4A856D90A65E99D20

- # 4 Recommendations,

Do not try to recover your files with third-party programs, you will only do harm.

Do not turn off / reboot your computer.

Be courteous in our meeting room.

Do not procrastinate.

- # 5 Blog and News,

Blog: http://z3wqggtxft7id3ibr7srivvbgjof5fwg76slewnzwwakjuf3nlhukdid.onion

DragonNews: http://z3wqqgqtxft7id3ibr7srivv5gjof5fwg76slewnzwwakjuf3nlhukdid.onion/news

2 - 849ef3cf2c251f6088d735¢c7b67c3434e915a1d924efecf4d608dbe9bb01928a
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Good afternoon,

As you can see you have been attacked by a ransomware program! We The DragonForce Ransomware Cartel offer
you to make a deal with us. We can make a deal with you, all you need to do is contact us by following the
instructions below.

We are in no way connected to politics, we always keep our word. You have a chance to decrypt your files and avoid
being published on our blog! Use this opportunity and also don't waste your time.

The approximate date of deletion of the decryptor program, as well as publication on our blog 22/09/2025 00:00 UTC.

- # 1 Communication Process,

In order to contact us you need to click on the special link below, which is listed in #2.

After that the negotiation process begins, in which you have the opportunity to request several things from us,

1. make a test decrypt.

2. get a list of the files stolen from you.

At the conclusion of our negotiations we agree on a price, we set the price ourselves based on your income/your
insurance.

We scrutinize your documents and are well aware of how much income your company has per year.

- # 2 Access to the meeting room,

To access us please download Tor Browser which is available here. (https://www.torproject.org/)

Once you download the special anonymous browser you need to follow this link,
http://3pktcrcbmssvrnwe5skburdwe2h3v6ibdnn5kbjgihsgbeu6s6b7rygd.onion

Your unique ID: F73EB3EEF76498F4F73EB3EEF76498F4 - use it to enter our meeting room.
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- # 3 Additional Support Contacts,

Tox: 1C054B722BCBF41A918EF3C485712742088F5C3E81B2FDD91ADEAGBAS5F4A856D90A65E99D20

- # 4 Recommendations,

Do not try to recover your files with third-party programs, you will only do harm.

Do not turn off / reboot your computer.

Be courteous in our meeting room.

Do not procrastinate.

- # 5 Blog and News,

Blog: http://z3wqggtxft7id3ibr7srivv5gjof5fwg76slewnzwwakjuf3nlhukdid.onion

DragonNews: http://z3wqggtxft7id3ibr7srivv5gjof5fwg76slewnzwwakjuf3nlhukdid.onion/news
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