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Intro

The following Resecurity report will explore the Qilin ransomware-as-a-service (RaaS) operation’s reliance
on bullet-proof-hosting (BPH) infrastructures, with an emphasis on a network of rogue providers based in
different parts of the world. Qilin is one of the most prolific and formidable threat groups extorting
organizations today. Most notably, they recently claimed responsibility for the September ransomware attack
that crippled operations and manufacturing functions at Japanese brewing conglomerate, Asahi Group
Holdings, for nearly two weeks.

Qilin’s use of prominent BPH providers, highlights the latter’s role as critical infrastructure for cybercriminal
operators. Rogue BPH services enable their clients to host content with minimal or no oversight. Frequently
incorporated in pro-secrecy jurisdictions and structured across complex webs of anonymous and
geographically distributed shell companies, BPH services are designed to be resilient to abuse complaints
and even law enforcement intervention.

Their business model thrives on zero KYC (Know Your Customer) and a total absence of due-diligence
checks, effectively creating safe havens for cyber-offenders who wish to remain anonymous. These malign
infrastructures, and the pro-corporate secrecy regimes that shield them, enable destructive ransomware
campaigns and other malicious cybercriminal operations to persist undisturbed for prolonged durations.

What is Qilin Ransomware?

Qilin is a highly sophisticated Ransomware-as-a-Service (RaaS) operation that first emerged in mid-2022,
initially using the name "Agenda." The group rebranded to "Qilin" later that year. According to the Health
Sector Cybersecurity Coordination Center (HC3), Qilin ransomware has “variants written in Golang and
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Rust, and is known to gain initial access through spear phishing, as well as leverage Remote Monitoring and
Management (RMM) and other common tools in its attacks.”

Qilin is also “known to practice double extortion, demanding ransom payments from victims to prevent data
from being leaked,” according to HC3. The gang’s moniker, Qilin, refers to a mythical creature from Chinese
folklore that combines features of a dragon and a horned beast, often compared to a unicorn. However, the
operation is believed to have roots in Russian-speaking cybercriminal forums and is structured around a
RaaS model, where core developers provide the ransomware infrastructure and tools to a network of
affiliates.

These affiliates, who are recruited via underground forums, carry out the actual attacks and share ransom
payments with the operators - typically keeping 80-85%, while the operators take 15-20%. The gang has
gained widespread notoriety for their malicious ransom campaigns targeting healthcare organizations,
government entities, critical infrastructure operators, and asset management firms. Most notably, however, is
the gang’s crippling breach of the Japanese brewer Asahi Group Holdings in late September 2025.

Qilin’s RaaS platform allows affiliates to configure attacks, manage victims, and negotiate ransoms via a
user-friendly panel. The group maintains a Data Leak Site (DLS) on Tor for publishing stolen data and
pressuring victims. Qilin has targeted a wide range of organizations across multiple sectors and
geographies, with a focus on high-value targets where disruption is costly, and data is sensitive.

The group is also responsible for a significant number of hack-and-leak incidents and active recruitment of
access brokers and affiliates. Microsoft reported actors from North Korea joined the group some time ago,
and may include other foreign actors. In fact, one of the most interesting and less widely detailed sides of
Qilin is its strong connection to an underground bulletproof hosting conglomerate with origins in Russian-
speaking underground and Hong Kong (China). Resecurity is sharing collected intelligence to increase
awareness within the cybersecurity community given the gang’s heightened activity.

Cyberattack on Japan

Qilin ransomware group claimed responsibility for the September cyberattack on Japan's Asahi Group
Holdings, the country’s largest beverage manufacturer commanding nearly 40% of the national beer market,
according to Morningstar. The attack disrupted operations across the conglomerate’s brewing facilities,
temporarily halting production and shipping at most of its 30 factories, according to BBC reporting.

Qilin publicly claimed responsibility for the attack and alleged the theft of a substantial amount of data from
Asahi's system. As of October 10, all of Asahi Japanese facilities have partially reopened but its computer
systems are still down.

Asahi confirmed that the disruption was caused by a ransomware attack and acknowledged evidence of
data exfiltration. The incident led to interruptions in order processing, shipping, and customer services.Qilin
later published internal documents and claimed to have stolen 27 GB of data from Asahi.
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M ASAHI GROUP HOLDINGS, LTD.

Asahi Group Holdings, Japan - a leading manufacturer of beer and non-alcoholic beverages in Japan.
Asahi is headquartered in Sumida, Tokyo. It ranked 593rd on the Farbes Global 2000 list of the world's
largest companies in 2023. The company’s ...

+
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CLIFFORD PAPER INC
LIFF(Q

Clifford Paper Inc, USA - is a family-owned business with a deep legacy in the forest products
industrv. operatina since 1985. Thev specialize in providina paper products and value-added services.

oit.im

The Qilin ransomware attack, presumably conducted on September 29, 2025, paralyzed Asahi’s digital
order placement, shipment, and customer service systems, forcing the company to halt production at most of
its 30 factories nationwide. Asahi had to revert to manual processes (phone, fax, hand-written orders) to
maintain supply—an inefficient measure that fell far short of meeting demand during the digital outage.

The attack led to nationwide shortages of Asahi products, with major retailers and restaurants reporting out-
of-stock items. The company also postponed the launch of 12 new products due to the ongoing system
outage. The digital logistics and order management systems were paralyzed, causing significant supply
chain bottleneck.

In terms of impact, the incident bears striking similarities to the Trinity of Chaos’ recent ransomware attack
on JLR (Jaguar Land Rover), which halted production at all its major plants globally, including facilities in the
UK, Slovakia, Brazil, and India. Manufacturing and IT systems were shut down, leading to a complete
stoppage of vehicle assembly lines. Both companies suffered substantial financial losses due to halted
production, supply chain disruptions, and lost sales. While JLR’s lost sales were estimated to approach £72
million ($97 million) per day, Asahi faced the prospect of an 83% drop in domestic operating profit in the
event of a prolonged outage.

Notably, Resecurity HUNTER (HUMINT) investigators engaged in private conversations with Qilin operators
and learned the threat actors are attempting to sell the stolen Asahi data for $10 million USD.
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These demands were received on October 11, following the Asahi operations disruption, what is likely one of
Qilin's tactics to exclude middlemen and accelerate pressure on the victim.

New Victims Announced

New targets and confirmed victims have been announced by Qilin today (October 15), including but not
limited to:

- The Spanish Tax Administration Agency (Agencia Tributaria), the revenue service of the Kingdom of Spain
- Centurion Family Office Services LLC, USA

- Rasi Laboratories, a manufacturer and developer of nutraceuticals, specializing in dietary supplements like
capsules, tablets, probiotics, and functional foods, USA

- Victory Christian Center, a community-focused church located in Tulsa, OK, USA

- Richmond Behavioral Health Authority (RBHA), a statewide organization dedicated to providing
comprehensive mental health, mental retardation, substance abuse and prevention services to the residents
of the City of Richmond

- Turnkey Africa, a leading provider of technology solutions for the insurance industry across Africa

- Charles River Properties, USA, a real estate brokerage based in Waltham, Massachusetts

- New Jersey Property-Liability Insurance Guaranty Association, USA

- Commune De Saint Claude, a municipal services body

- Ville-EIne, a commune in the Pyrénées-Orientales department in southern France.

The Spanish Tax Administration Agency is especially notable among the new victims. This agency employs
more than 26,000 staff and operates with a budget of $1.5 billion, processing vast amounts of data from both
private and public sectors.
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Prior to that, on October 14, Qilin announced Volkswagen Group France, a subsidiary of Volkswagen AG;
Texas' San Bernard Electric Cooperative; and Karnes Electric Cooperative as compromised.
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Targeting the automotive industry is particularly interesting, especially in the context of the past incident with
JLR and the disruptive consequences of ransomware activity. It is possible that Qilin was inspired by the
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successful outcomes of the data breach or that they collaborated with initial access brokers (IAB) offering
compromised access to such organizations for sale on the Dark Web.
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Transferring data from ijzn3sicroy7guixkzjkibdukbiltwc3xhnmbyamebecnsd7j2rekvad.onion.

Resecurity also reviewed and validated the leaked data from the affected electric service and distribution
organizations. According to our assessment, the root cause of the compromise could be insecure remote
access and business email compromise (BEC) involving staff, based on historical indicators of malicious

infections.
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The month of October could be considered one of the most "fruitful" for Qilin, given the number of victims
published and new organizations targeted. It is also evident that the group is increasing its focus on the US,
attacking local municipalities such as the City of Riviera Beach, Florida, and Cobb County earlier. The group
has published over 50 new victims from various market verticals and geographies, including Croatia,
Grenada, France, Germany, Hungary, Italy, South Korea, Spain, Pakistan, and Qatar.

Underground Connection

A noteworthy aspect of the Qilin ransomware group is its close affiliation with underground BPH operators,
who enable cybercriminals to discreetly host illicit content and infrastructure beyond the reach of law
enforcement. For instance, since its emergence, the group has routinely cited multiple file-sharing hosts to
retrieve victim data stored in complex legal jurisdictions. A close look at those hosts may confirm that
resources are clearly managed by BPH providers. Their IP addresses are also changing from time to time.
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Resecurity has been monitoring the network infrastructure associated with Qilin ransomware and BPH
providers involved since 2024. For example, in April 2024, their DLS mentioned 176[.]113[.]115[.]97 and
176[.]1113[.1115[.]209, associated with Hong Kong-based hosting provider Cat Technologies Co. Limited.

IP Address 176.113.115.97

Country mm Russian Federation [RU]

Region Moskva

City Moscow

Coordinates of City @ 55.752260, 37.615470 (55°45'8"N 37°36'56"E)
ISP Cat Technologies Co. Limited

Local Time 04 Apr, 2025 03:56 AM (UTC +03:00)
Domain catcompany.info

MNet Speed (T1) Data Center/Transit

IDD & Area Code (7) 0495

ZIP Code 101990

Weather Station Moscow (RSXX0063)

The domain name associated with this entity, "catcompany[.]Jinfo," has been registered by an anonymous
individual "Alexander," who defined "Seoul" (South Korea) as a possible location of the administrator and
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Russia-based DNS servers.

Domain Name: catcompany.info

Registry Domain ID: allc4fa9584a4027a03895eb24df40ea-DONUTS
Registrar WHOIS Server: <a href="http://whois.eranet.com"
rel="nofollow">http://whois.eranet.com</a>

Registrar URL: <a href="http://www.eranet.com"
rel="nofollow">http://www.eranet.com</a>

Updated Date: 2025-03-05T09:44:17Z

Creation Date: 2022-04-05T15:34:56Z

Registry Expiry Date: 2025-04-05T15:34:56Z

Registrar: Eranet International Limited

Registrar IANA ID: 1868

Registrar Abuse Contact Email: abuse@eranet.com
Registrar Abuse Contact Phone: +882.39995473

Registrant Organization: Alexander

Registrant State/Province: Seoul

Registrant Country: KR

Name Server: nsl.reg.ru

Name Server: ns2.reg.ru

This domain is tied to IP 194[.]58[.]112[.]174 having an extensive history of malicious activity. Notably, the
entity has been linked to a shell company connected to the sanctioned Aeza Group, which has been
implicated in a wide array of cyber-enabled criminal conspiracies.

ACTIVIDAD MALICIOSA | Relacionada con Smokeloader 16-11-2024

nehaza phishing

Untitled graphdd

Aeza - shell ISP company - lockbit

https://y r.pernharlot.net/search/videos/bi

In July 2025, the U.S. Treasury Department sanctioned this entity for providing BPH services to
cybercriminals. The company is accused of aiding ransomware groups like BianLian and hosting illicit drug
markets such as BlackSprut. The sanctions also targeted Aeza International Ltd. in the UK, which was used
to lease IP addresses to cybercriminals.

Previously, Aeza Group was named as the core ISP underpinning the infrastructure of a massive
disinformation network dubbed Doppelganger that gained infamy for spreading fake articles on websites
that resemble the design of real media outlets such as Der Spiegel and The Guardian.
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According to the Russian business newspaper Kommersant, in April 2025, the Federal Security Service
(FSB) of Russia and the St. Petersburg Police Department raided an office of Aeza Group located in the
former business center of the Wagner Group, a private military contractor that has been prolific throughout
the Ukrainian war. According to the publication, Aeza Group was suspected of carrying out illegal banking
activities and creating an organized criminal group.

Bearhost Servers - A Bulletproof Host with History

Qilin Ransomware has also launched so called "WikiLeaksV2" where they publish content about their
activities. The header contains ads for BEARHOST Servers, one of the largest BPH providers, also known
as Underground and Voodoo Servers.

K Qilin blog X @ WikiLeaks V2 - New Ver- X | + v
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Based on historical Passive DNS records, the project was hosted at IP 31[.]41[.]244[.]100 associated with
Red Bytes LLC (Saint Petersburg, Russia) and the domain name networkmazel[.]hk:
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IP Address 31.41.244.100

Country mm Russian Federation [RU]

Region Sankt-Peterburg

City Saint Petersburg

Coordinates of City @ 59.894440, 30.264200 (59°53'40"N 30"15'31"E)
ISP Red Bytes LLC

Local Time 04 Apr, 2025 03:57 AM (UTC +03:00)
Domain networkmaze.hk

Met Speed (T1) Data Center/Transit

IDD & Area Code (7)0812

ZIP Code 190990

Weather Station Saint Petersburg (RSXX0091)

EARHOST Servers has a Telegram contact where cybercriminals can order BPH services for various needs.

User Info

0 BEAR SERVERS ¢+
ast seen recently - when?

@ @bear31337

ADD TO CONTACTS

Notifications

SEND MESSAGE

Block user

The service has been operating since at least 2019 and has registered accounts on multiple underground
forums including XSS and Exploit. The pricing for their services varies from $95 to $500 and more
depending on the configuration of the server.

13/31



~/ XSS js  NEHTA Nonb30BATENH FAQ  PEKNAMA FAPAHT HENO3NT TOURIST

BEARHOST 1 UNDERGROUND

BEARHOST - @24,

B 3TOM TEME MOMHO MCMONb30BATb ABTOMATMYECKHMI TAPAHT!

| 3aPHITO ANA AQTIEHEALUIX OTEETOB.

n 2 3 4 5 Bnepans Orcnexsgars,
- i
[ .
a7 |
/ ) Uewa: 95-500
KourakTs hitps2/t me/billing31337
BEARHOST Yeaxaewmse kinenTl Cepauctl BEARHOST n UNDERGROUND sasepuaior caoko pasory Ha (opymax.

YLuen B MDASAT, BEPHYCo e HaBOp HOBLIX KMUEHTOR ¢ (OPYMOB OKOHuEH. Beam cnacibo 1 ¢ HacTynaoluum Hossm Moom Bac!

29.12.2024
24122019

Telegram

[ JC N J
BEARHOST &
< @ (€ \M,':,\A_m ] % Q o

1
0.0028 B

CeropHsa

BEARHOST 07:06
YBaxaemble KNneHTbI!

Ectb HoBoCTH. CepBucbl BEARHOST 1 UNDERGROUND 3aBepLuaioT CBOtO
paboTy Ha dopymMax ¢ Hoeoro lMNoga.

Around December 13, 2024, BEARHOST announced the availability of servers for mass scanning. Typically,
cybercriminals purchase such servers to scan for vulnerable hosts and applications and exploit them at
scale. The operators behind BEARHOST highlighted their ability to provide servers with network bandwidth
of up to 10 Gbps, which should facilitate network scanning. They also mentioned that they will move all
existing clients to new equipment.
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A few days before the start of 2025, the main operator behind BEARHOST suddenly announced that their
service had stopped working.
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In reality, their announcement is not so straightforward. The operators behind the BPH service mentioned
that new customers will only be accepted based on vetting and through invitations from existing customers
due to increased scrutiny. The BPH has not terminated any service, but has gone into private mode,
servicing trusted and vetted underground actors. This concept is not new and is typical for underground
vendors with credible reputations who have already built a significant customer base and are no longer
interested in servicing random visitors who could be law enforcement or cybersecurity researchers trying to
get more details about their subnets.

Chronological References to Bulletproof Hosting

Cat Technologies Co. Limited registered in Hong Kong (7/F, MW Tower, 111 Bonham Strand Sheung Wan
Hong Kong) is sharing this address with two other legal entities related to the same bulletproof hosting
conglomerate:

- Starcrecium Limited (Cyprus)
- Chang Way Technologies Co. Limited (Hong Kong)

According to RIPE Database, the contact information defined in the networks, also has reference to
Starcrecium:

organisation: ORG-CAT7-RIPE

org-name: Cat Technologies Co. Limited
country: HK

address: 7/F, MW Tower, 111 Bonham Strand
address: Sheung Wan

address: Hong Kong

e-mail: info@starcrecium.com

abuse-c: CAT77-RIPE
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https://apps.db.ripe.net/db-web-ui/lookup?source=ripe&key=ORG-CAT7-RIPE&type=organisation

mnt-ref: IP-RIPE

mnt-by: IP-RIPE

org-type: OTHER

created: 2023-02-20T16:35:59Z
last-modified: 2023-07-10T07:02:40Z
source: RIPE

Cached copy of Starcrecium:

mrenner ancuive |htipy/starcrecium com/ (o]
WANDSEATIEEANG s caprures
5 Feb 2021 ec 2021

STARCRECIUM LIMITED
a company incorp gistered in Cyprus
under registration No. HE 410784

icosia, Cyprus, BOUBOULINA BUILDING,
3rd floor, Flat/Office 31
info@starcrecium.com

Starcrecium Limited (Cyprus) and Chang Way Technologies Co. Limited (Hong Kong) were named as "the
official representatives” of the Russia-based hosting provider "Hostway.ru" (operating under legal entity OOO
"Information Technologies"). This statement was published on their official website and Twitter accounts at
far back as 2021:
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Office 31, 3rd floor, Flat/Office 31, 1060,
Nicosia, Cyprus

« Poccus

[leaTenbHOCTL KOMMNaHWK Ha TeppuTopun PO
ocylwecTenserca Yyepes opuumansHoro
npeacraeutena komnadun STARCRECIUM
LIMITED: 000 «HPpopmMaLMOHHbIe
TexHonorun», OTPH 1177847370788

Apnpec: 196066, ropon Cankr-lMeTepbypr,
AnTaitckas ynuua, nom 7 nutep 6, nomelleHue
1-H oduc 24

o« Kutaia

Ha teppuTopun Kutaickoin HapoaHoi
Pecnybnuku, a Takxe B cTpadax BoctoyHomn
A3uK, peATenbHOCTb KOMMNaHUK
ocywecTtenaeTca Yyepes 0¢HLI,M3III:-HOI"D
npeacraeMTena koMmnadum STARCRECIUM
LIMITED: CHANG WAY TECHNOLOGIES CO.
LIMITED Komnanua sapernctpuposaHa 8 KHP,
oHr KoHr u uMeeT perucTpauMoHHbIM HOMep
2979817

Anpec: 7/F, MW Tower, 111 Bonham Strand,
Sheung Wan, Hong Kong
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Red Bytes LLC (Saint Petersburg, Russia) was also later added as an additional representative. Around
December 2024, this information was deleted from their official website, but it is still available in a cached
copy, which can be verified through the Internet Archive's Wayback Machine.

The connection between Chang Way Technologies Co. Limited and Starcrecium Limited was detailed in an
August 2022 article titled “Analyzing Attack Data and Trends Targeting Ukrainian Domains”. The report
highlighted IP address 152.89.196.102, previously geolocated in Russia and part of an ASN registered to
Chang Way but assigned to Starcrecium. According to the article, this IP was blocked 78,438 times on .ua
domains and was responsible for a total of 3,803,734 blocked attack attempts globally.

What do all these entities have in common? According to the acquired corporate records, Mr. Lenar
Davletshin has been identified as a director of these entities, including but not limited to:

- Chang Way Technologies Co. Limited (Hong Kong)
- Starcrecium Limited (Cyprus)

- 000 "Red Byte" (Russia)

- O0O0 "Information Technologies" (Russia)

- OO0 "Hostway" (Russia)

- OO0 "Hostway Rus" (Russia)

- OO0 "Triostars" (Russia)

- 000 "F1" (Russia)

Contact information of this individual has been also identified in subnets related to these entities:

person: Lenar Davletshin

address: Information Technologies LLC

address: ul. Lakhtinskaya, 18A, pom. 1-H, of. 4k
address: 197136 Saint-Petersburg

address: Russia

phone: +7 981 8068891

nic-hdl: LD5832-RIPE

mnt-by: IP-RIPE

created: 2019-04-08T18:49:08Z

last-modified: 2019-10-14T15:16:14Z

Qilin also specified a host having reference to Kyrgyzstan, according to GEO2IP providers and a UAE-
based company.

ftp://dataShare:nX4aJxu3rYUMILjCMtuJYTKS[@]85.209.11.49
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https://web.archive.org/web/20241204182438/http:/new.hostway.ru/prime/company/requisites/
https://www.wordfence.com/blog/2022/08/analyzing-attack-data-and-trends-targeting-ukrainian-domains/
https://myip.ms/view/ip_owners/1311516/Chang_Way_Technologies_Co_Limited.html

IP Address 85.209.11.49

Country Bl kyrgyzstan [KG]

Region -

City -

Coordinates of City @ 42.870000, 74.590000 (42°52"12"N 74°35'24"E)
ISP FreeMet L.L.C-FZ

Local Time 04 Apr, 2025 07:04 AM (UTC +06:00)
Domain freenetworks.net

Net Speed (T1) Data Center/Transit

IDD & Area Code (996) -

ZIP Code -

Weather Station Bishkek (KGXX0001)

Notably, a new legal entity which appeared at the same address in Hong Kong as Chang Way Technologies
(Room 1405, 135 Bonham Strand Trade Centre, 135 Bonham Strand, Sheung Wan, Hong Kong), is Next
Limited. According to independent reporting, the company was managed by Fedor Berg (a Kyrgyzstani
national). This entity was linked to malicious activity tied to Proton66 operator detailed by other cybersecurity
experts.

In fact, some time ago exactly the same IP address was tied to Chang Way Technologies Co. Limited, and
likely the operator behind this address has changed the description or purchased an autonomous network
(AS) from a previous owner. It is common for BPH operators to use confusing network descriptions to
complicate further investigation of the exact organization or individual managing those networks.
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https://decodecybercrime.com/bearhost-bolts-but-the-investigation-is-just-beginning/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/proton66-part-1-mass-scanning-and-exploit-campaigns/

AS57523 Chang Way Technologies Co. Limited

IPv4 Addresses: 3,328 Number of Peers: 2

Prefixes IPv4 Prefixes

Country Announced Prefix

91.240.118.0/24

152.89.198.0/24

176.111.174.0/24

185.11.61.0/24

185.81.68.0

(%]

4

185.122.204.0/24

185.234.216.0/24

188.119.66.0/24

N
/K]

104 26.135.0/24

Number of Prefixes: 13

Description

Mega LLC

SIERRA LLC

Chang Way Technologies Co. Limited
Chang Way Technologies Co. Limited

Telefonica LLC

Telenet LLC
Transcom LLC

Topline LLC

FLYNET LLC

Megaspace Lid

Valid ROA

]

ASN Allocated: 9™ June 2021

Parent Prefix

45.93.2

62122

62.233

85.209

91.240

0.0/24

184.0/24

50.0/24

8§.0/22

118.0/24

186.119.64.0/22

194 .26

135.0/24

RIR

RIPE

RIPE

RIPE

RIPE

RIPE

RIPE

RIPE

RIPE

RIPE

RIPE

RIPE

RIPE

RIPE

IPX-FZCO is another operator likely misused by bulletproofhosting tied toQilin Ransomware. This

organization is known for leasing their networks to other companies, this is why some of their hosts have

been previous has previously been the subject of significant abuse linked to suspected threat actors focused

on brute-force attack campaigns and mass-scanning, according to 2024 research published by Heimdal

Security.

ftp://dataShare:2bTWYKNn7aK7Rqp9mnv3@188.119.66.189
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https://heimdalsecurity.com/blog/russia-brute-force-attacks-europe/

IP Address 18

4]

R N i B=Ts
d.66.159
=R L

Country mm Russian Federation [RU]

Region Moskva

City Moscow

Coordinates of City @ 55.752260, 37.615470 (55°45'8"N 37°36'56"E)
ISP IPX - FZCO

Local Time 04 Apr, 2025 04:08 AM (UTC +03:00)
Domain iplir.com

Met Speed (T1) Data Center/Transit

IDD & Area Code (7) 0495

ZIP Code 101990

Weather Station Moscow (RSXX0063)

Resecurity was able to confirm the interconnection between IPX-FZCO and Chang Way based on historical

records of autonomous networks, for e.g. AS57523:

netname: HK-CHANGWAY-20220125
country: RU

org: ORG-CWTC1-RIPE

admin-c: LD6315-RIPE

tech-c: LD6315-RIPE

status: ALLOCATED PA

mnt-by: lir-hk-changway-1-MNT
mnt-by: RIPE-NCC-HM-MNT

created: 2024-10-03T14:58:24Z
last-modified: 2024-10-03T14:58:24Z
source: RIPE

role: CHANG WAY

address: HONG KONG

address: HK

address: 7/F, MW Tower, 111 Bonham Strand
phone: +357 2 2008059

e-mail: admin@changway.hk

nic-hdl: LD6315-RIPE

mnt-by: lir-hk-changway-1-MNT
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https://ipregistry.co/AS57523

Interestingly, several companies linked to U.S. sanctions bypass have been registered at exactly the same
address as Chang Way'’s in Hong Kong, including Piraclinos Limited, which has was flagged in a 2024 report
published by the Committee for Freedom in Hong Kong Foundation for exporting dual-use semiconductor
technology to a blacklisted Russian company.

Piraclinos claimed to be a fertilizer and charcoal seller, while shipping millions of dollars’ worth of electronic
integrated circuits to the sanctioned Russian company VMK, masking its true beneficial owners through
frequent changes in directors and owners from corporate services firms in Cyprus and Central Asia.

According to The Guardian, Hong Kong has become a global trade hub for “the world’s most brutal regimes,”
citing the foundation’s report examining the territory’s role in facilitating the flow of goods to countries under
sanctions by the West, including Russia, Iran, and North Korea.

According to AbuselPDB, the IP address 85.209.11.79 has been reported over 11,346 times as malicious
and having multiple indicators of attacks including exploit probing and network scanning. Interestingly, the
billing login page of Russia-based hosting operator Hostway.ru has a reference to the logo of the same Hong
Kong-based company (Changway):

<« (e} o8 hostway.ru bl @ 9 =

Ch:
Iet;r:‘rzggggles hostwa) .ru

Resecurity also identified a dedicated billing page tied to the domain of Chang Way Technologies Co.
Limited offering virtual servers and dedicated servers. It remains unclear whether this entity operated as a
shell company to acquire servers from Hostway.ru, or if it was simply an affiliate misusing the provider’s
services. It remains uncertain whether the company is aware of this activity, or if it simply lacks effective
abuse management protocols, given the extent of malicious actions observed.
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https://www.opensanctions.org/entities/NK-E9L6RX5y7D68EcC5NEnYNE/
https://www.theguardian.com/world/article/2024/jul/22/hong-kong-trade-hub-report
https://www.theguardian.com/world/article/2024/jul/22/hong-kong-trade-hub-report
https://www.abuseipdb.com/check/85.209.11.79
https://web.archive.org/web/20230330205502/https:/billing.changway.hk/
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INTERNET ARCH Ve ‘hllp
BELBSEATECNR o
CHANGWAY.HK

Order expand_more

menu
search

Search

Order expand_more

¢ shopping_cart
shopping_cart Your cart is empty
Browse Products and Services

e person Login / Register

Place new Order

VIRTUAL SERVERS
DEDICATED SERVERS

Check our amazing offers

shopping_cart Browse Products and Services

The WHOIS records of the domain name of this suspicious Hong Kong company state "Victor Zaycev" (fake
identity) as the owner with email "bernard.webmal@gmail.com":

Domain Name: CHANGWAY.HK

Domain Status: Active

DNSSEC: unsigned

Contract Version: Refer to registrar

Active variants

Inactive variants

Registrar Name: NICENIC INTERNATIONAL GROUP CO., LTD
Registrar Contact Information: Email Address: abuse@nicenic.net Phone No.:
(852) 6858 1006

Reseller:

Registrant Contact Information:

Holder English Name (It should be the same as your legal name on your HKID card
or other relevant documents): ZAYCEV VICTOR

Holder Chinese Name:

Email: bernard.webmail@gmail.com

Domain Name Commencement Date: 07-05-2021

Country: Russian Federation (RU)

Expiry Date: 07-05-2027

Re-registration Status: Complete

Account Name: HK9567240T

Technical Contact Information:

Given Name: ZAYCEV

Family name: VICTOR

Company Name: ZAYCEV VICTOR

Name Servers Information:

NS1.ENTRYDNS.NET

NS2.ENTRYDNS.NET
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NS3.ENTRYDNS.NET
NS4.ENTRYDNS.NET

The email "bernard.webmail@gmail.com" was used for several domain registrations, including
"networkmaze.hk". The name of the domain is likely derived from Maze ransomware, a group active from
2019 to 2020, and which gained notoriety for their attack on technology services giant Cognizant.

The Maze ransomware gang was the first major threat group to widely employ double extortion, where threat
actors both encrypt and steal victim data. In 2020, Maze formed a temporary alliance with other ransomware
groups like LockBit, a collaboration that further popularized double extortion tactics. The Maze "cartel" is the
historical precedent for the new 2025 alliance that includes DragonForce, Qilin, and LockBit. While Maze
shut down in 2020, its methods and collaboration model continue to influence the modern ransomware
ecosystem.

Domain Name: NETWORKMAZE.HK

Domain Status: Active

Dnssec: unsigned

Contract Version: Refer to registrar

Registrar Name: NICENIC INTERNATIONAL GROUP CO., LTD

Registrar Contact Information: Email Address: support@nicenic.net Phone No.:
(852) 6858 1005

Registrant Contact Information Company English Name (it Should Be The Same As
The Registered/corporation Name On Your Business Register Certificate Or
Relevant Documents): HOSTWAY LLC

Registrant Contact Information Address: MAIN STREET 10 140000

Registrant Contact Information Country: Russian Federation (RU)
Registrant Contact Information Email: bernard.webmail@gmail.com

Domain Name Commencement Date: 08-02-2020

Expiration Date: 08-02-2021

Re-registration Status: Complete

Administrative Contact Information Given Name: ZAYCEV

Administrative Contact Information Family Name: VICTOR

Administrative Contact Information Company Name: HOSTWAY LLC
Administrative Contact Information Address: MAIN STREET 10 140000
Administrative Contact Information Country: Russian Federation (RU)
Administrative Contact Information Phone: +7-9818060012

Administrative Contact Information Fax: +7-9818060012

Administrative Contact Information Email: bernard.webmail@gmail.com
Administrative Contact Information Account Name: HK9282475T

Technical Contact Information Given Name: ZAYCEV

Technical Contact Information Family Name: VICTOR

Technical Contact Information Company Name: HOSTWAY LLC
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https://www.zscaler.com/resources/security-terms-glossary/what-is-double-extortion-ransomware
https://thehackernews.com/2025/10/lockbit-qilin-and-dragonforce-join.html

Technical Contact Information Address: MAIN STREET 10 140000
Technical Contact Information Country: Russian Federation (RU)
Technical Contact Information Phone: +7-9818060012

Technical Contact Information Fax: +7-9818060012

Technical Contact Information Email: bernard.webmail@gmail.com
Name Servers Information: OWEN.NS.CLOUDFLARE.COM

Name Servers Information: RUTH.NS.CLOUDFLARE.COM

The email is tied to 10 domain names, including "support-decryptor.hk":

networkmaze.hk

mmmmmmmmm CouNTRY ORGANIZATION NAME

support-decryptorhk 5864.137.69 .

@ uozbxfiyrs hk 5864.137.69 .

camjmawicshk 5864.137.69 .

31337.hk Russian Federation 195.186.210.241 .

networkmaze hk 5864.137.69 .

gvdtazigdhk 18581114117 .

The identified domains later updated the email to 88db011bbcb06078s@gmail[.Jcom and were using it for
renewals.

C2C Heaven - Hosting Malware for Fun and Profit

Chang Way Technologies Co. Limited is associated with extensive malware activity, hosting command-and-
control (C2C) servers of Amadey, StealC, CobalStrike, and other tools used by cybercriminals.
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https://threatfox.abuse.ch/browse/tag/Chang%20Way%20Technologies%20Co.%20Limited/

It is unlikely that the individuals behind this hosting "conglomerate" are unaware of this activity, given the
numerous abuse reports submitted by other telecom operators, cybersecurity companies, and victims.

(Fox.abuse.ch/brow g Way Tec Limited, B % ® L @ 8

NEW | Hunt across all abuse.ch platforms with one simple query - discover if an IPv4 address, domain, URL or file hash has been identified on any platform from a
centralized search tool. Test it out here hunting.abuse.ch - and happy hunting “«,

Q Browse I0Cs

THREAT fox

o NBUSE" | (> spammaus
Date (UTC) . loc Malware Tags Reporter
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Cutting Loose Ends

In May 2025 BearHost rebranded as "voodoo_servers" following some complaints on their service
published on Exploit[.]in.

voodoo_servers

kilobyte

L

Complaint 1:

Phifl AeHb, YBARASMEIE KONNETH W APYIBA!

Bor ywe poeH0 9 neT M npegocTasnsem Bam xocTiHroBee yormyme nog Gpengom BEARHOST, UNDERGROUND. a Teneps ywe # VOOC SERVERS. B

YTO Hamy GbUN0 NPWHATO PELIEHIE ZAKPHLTH BOE HAWWW XOCTHHIDBLIE NPOSKTH 33 O f1BHL

Beero ¢ 2016-ro roga y Hac Beino 3 uiaprale Halwero Busheca. K coxanenmo, nocnegHns Boina TRXENOH N0 MHOMM AHAM, B TOM YHCNE W NO NOMKTHYECKHM, & KOTA
NONKTHKA BTOPraeTeA B Guanec, paboTaTs CTAHODUTCA KPARME TRKEND

He Gyfy TPATHTHE MHOMD CNOB, CXAXY MMLLb, 4TO 3TH 8 NET NPOLLAW KAK 9 AHEH. B OCHOBHOM CHA 38 KOMNLITEPOM) HACTAND BPEMA BCTATL M3-3A CTONA

Cerogya xopowhil 4evs HOBOR %oussn. Cnacubo scew 3a paGoty aApyIss

C Mpaigruou 1 Boero nasmysiuero!

o W CETH, 4TOOM BepryTs Bam Bawn farmbie » OCTATOK CPeft

) BBUY OTRAIOYEHIA MHTEPHETA, Mbl HE CMOMEM NOAKIIOTS CEPBEf)

M, BEARHOST

B=
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“wifitécash.

BEARHOST - VOODOO SERVER - 1500$ CYMMA IMPETEH3NW !

By 4ENZK4
4ENZK4
megat
aee Nobpein nexs! ¥ Hux Ha cepeepe Gunn paa npoexTos. Ha cBA3bL HE Buixonat. Npowy ux oTeeTuT!!l
4ENZKA
Buino 4 cepsepa. 3 cepeepa no 400% w oomd no 300%
B CyMMa NpeTeHIum 15008
KoHTaKTl

ftopic/227575/ TemMa NPoAaxK CEpBEPOB
4 realstrat npodwmns fprofile/150104-voodoo_servers)
s Telegram: https://t. me/voodoo_serv
t. me/bear31337

Telegram: https:/)

g Jabber: voodoo_servi@thesecure.biz
Activity Jabber: bearhost@thesecure biz
Deposit 4 B Edited Friday at 12:26 PM by 4ENZK4
Autogarant
1

Complaint 2:

w BearHost 940% u

By wipe i

wipe
ol bearhast
byte =
'. - Iprofile/98329-bearhost/
hitps:t me/billing31337
hitps:i.me/UBRobotBot
W Bee Guin Xopowwo A0 MAPTA. 26 MAPTa ONNATHAM 3 CEPEPa BUIE HA 4 MECALA - HTOMO S1740, NOTOM CEPBENA HANAMNM NOCTOANKO NALATE NOAAEPMKA YTBEPMAANA YTO U3 34
CMEtibl NPOBARAEPOS M BCE NOAHMMANA. HO NOTOM BCE CHOBA NAAAN0 W 9 MaRA NOAAEPKKN HE CTAND. OKOHYATENBHO CEPAEPA NPONANKM CEFOAHR ¥ T NOAASPN mnnm° o
Paid rogistrat NPOLLY CARNATL BOMMPAT CPEACTD XOTA Gbl 38 OCTABWWECA 2 MECALA. He BEpY B PACYET TE [IHH YTO CEPBEPa NEXANK
Crpiriba
g Ittps:/fprie. SchydVXuUroWVjx
Activ _,\: https:/ipmi.sc/gGYIC-{TvMo-
Deposit [«
Autogasant =
voodoo_servers i x
- Bobpeid AeHL! He Biwy HOMEDE TRAHIAKLAM, HE Biky IP-Aapecon cepbepos. B NC qybnnpylTe ecni 308Ch HE XOTHTE CBETHTD.
Kilohyte
-
=
o, arve
Selle
o8
Iomed
Activity
Deposit) (08 B
Autogarant
o
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The actors announced the termination of their bulletproof hosting services under the brands Bearhost,
Underground, and Voodoo_Servers due to unnamed reasons. According to their statement published on the
Dark Web, the service has been operating since 2016 and was "reborn" three times, but they have to close it
due to "political reasons." Interestingly, they mentioned that "when politics gets into business - it becomes
difficult to work." They also added that they will not have the opportunity to re-enable servers or return funds
to their customers. The actors decided to disappear through an "exit scam" scenario, keeping the
underground audience completely clueless. Notably, the legal entities behind the service continue their
operations.

How soon will we hear their new brand on the Dark Web? Only time will tell. These events occurred in very
close proximity to major incidents like Asahi in Japan, when Qilin was at the peak of their activities. Likely,
the actors are regrouping and improving their OPSEC - moving towards much bigger targets.

Following Bearhost’s exit scam, it is highly probable that the malicious activities previously conducted within
their networks will shift towards Prospero (AS200593) and Proton66 (AS198953) operators, as well as the
Hong Kong-based entities, Next Limited and/or Address Limited using the same address in Hong Kong.

Significance

BPH services are a significant concern in the cybersecurity industry due to their role in the enablement of
professional cybercrime and, specifically, the way they shield the real-world identities of threat actors from
discovery. BPH providers allow their clients to host content with minimal or no oversight in addition to non-
existent identity verification. These providers turn a blind eye to the nature of the hosted content, even if it is
illegal or harmful.

Furthermore, BPH providers are designed to be resilient to complaints and law enforcement interventions.
They often operate through a network of unresponsive and geographically dispersed shell companies,
making it difficult for law enforcement to trace or shut them down. The resilience enabled by global
regulatory arbitrage, which threat actors exploit through the formation of myriad and interconnected legal
entities scattered across pro-secrecy jurisdictions, allows cybercriminals to keep their operations running for
prolonged periods of time.

BPH services are frequently used to host content and infrastructure for illegal activities, including:

- Phishing sites: These are used to steal sensitive information like login credentials and financial data.

- Malware distribution: Cybercriminals use BPH to host and distribute malware, which can infect systems
and steal data.

- Botnet command-and-control servers: These servers are critical for managing botnets, which are networks
of compromised devices used for cyberattacks like DDoS.

- Spam and misinformation: BPH providers often host spam distribution sites and platforms for spreading
misinformation.

- Child Sexual Abuse Material (CSAM): See Freedom Hosting
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https://www.theguardian.com/us-news/2021/sep/16/man-behind-worlds-biggest-source-of-child-abuse-imagery-is-jailed-for-27-years

The covert nature of BPH services makes it challenging for cybersecurity researchers and law enforcement
agencies to identify their operators and dismantle their infrastructure. This complicates efforts to combat
cybercrime and protect users from online threats

Conclusion

BPH services pose a significant threat because they provide anonymous and unregulated platforms for
cybercriminals and other bad actors. Their resilience to legal actions and their role in facilitating a wide range
of illegal activities make them a critical challenge for global cybersecurity efforts. Addressing this issue
requires coordinated action from governments, law enforcement, the banking industry, and cybersecurity
professionals.

The interconnection with ransomware groups like Qilin confirms the organized nature of this activity, which is
characteristic of modern cybercrime groups that operate for profit and exploit jurisdictional challenges to
conceal their activities.

Notably, all of the above-mentioned legal entities associated with the activity described in this publication
continue their operations as of today (October 15, 2025).
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a9ba4fce0f6...

Bearhost Bolts — But the Investigation Is Just Beginning
https://decodecybercrime.com/bearhost-bolts-but-the-investigation-is-just-beginning/

Proton66: Mass Scanning and Exploit Campaigns
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/proton66-part-1-mass-scanning-and-ex...

Ces mystérieuses entreprises qui se font attribuer des blocs IPv4
https://www.lemagit.fr/actualites/252496421/Ces-mysterieuses-entreprises-qui-se-font-attribuer-des-b...

Newsletter

Keep up to date with the latest cybersecurity news and developments.
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Resecurity

contact@resecurity.com
(+1) 888 273 82 76

445 S. Figueroa Street
Los Angeles, CA 90071
> Google Maps

Contact us by filling out the form

Try Resecurity products today with a free trial

Hi there! I'm here to answer your questions and assist you.
Before we begin, could you please provide your name and email?
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