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OtterCandy, malware used by WaterPlum
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This article is English version of “WaterPlumが使用するマルウェアOtterCandyについて”.

The original article is authored by NSJ SOC analyst Rintaro Koike.

Introduction

WaterPlum (also called as Famous Chollima or PurpleBravo) is believed to be an attack group associated

with North Korea, notably conducting two attack campaigns: Contagious Interview[1] and ClickFake
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Interview[2]. WaterPlum can be classified into multiple clusters Among them, activity by Cluster B (commonly

referred to as BlockNovas cluster) is recently observed.

Regarding Cluster B, reports [3,4] have been published by Silent Push and Trend Micro in the past. While

utilizing malware and tools shared within WaterPlum, such as BeaverTail, GolangGhost, and FrostyFerret,

Cluster B also independently develops its own malware and tools, making it a unique cluster even within

WaterPlum. Recently, it has been conducting attacks using a new malware called OtterCandy, which

combines features of RATatouille[5] and OtterCookie[6]. Since attacks have been observed in Japan also, its

activities require close monitoring.

This article introduces analysis results of OtterCandy and details the update observed in August 2025.

ClickFake Interview

ClickFake Interview is an attack campaign involving multiple WaterPlum clusters. Cluster B is also involved

in ClickFake Interview, and their attack flow is as follows:

The design of the ClickFix webpage used in ClickFake Interviews varies slightly by cluster. For Cluster B,

users are directed to ClickFix from a webpage like below.
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Previously, Cluster B attacked primarily using GolangGhost same as other clusters, with additionally

distributing FrostyFerret for macOS. However, since around July 2025, OtterCandy has been distributed for

Windows, macOS, and Linux.

OtterCandy

OtterCandy is a RAT and Info Stealer implemented by Node.js. It is malware that combines elements of

RATatouille and OtterCookie. Investigation on VirusTotal revealed a sample submitted in February 2025. We
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have confirmed that this February 2025 sample is identical to the sample mistakenly labeled as OtterCookie

in Silent Push's report[3].

OtterCandy accepts commands when connected to the C2 server via Socket.IO. Cluster B uses these

commands to steal browser credentials, cryptocurrency wallets, and/or confidential files from the victim's

device. The implemented commands are as follows:

OtterCandy achieves persistence by the preceding DiggingBeaver, but it also has a simple persistence

feature. It is implemented so that when it receives SIGINT event via process.on, it folks itself again.

Update
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OtterCandy has been using the same code since February, with only rewriting the C2 server address portion.

However, an update was implemented at the end of August. We refer to these as v1 and v2. There are three

major updates implemented in v2. This chapter introduces the differences between each version.

Adding client_id

In v1, the information sent to C2 included “username” data, which was used for user identification. However,

starting with v2, “client_id” has been added, and user identification was enhanced compared to the previous

version.

Adding theft target data

There are hardcoded browser extension IDs as theft targets in OtterCandy. While v1 specified four browser

extensions, v2 specified seven browser extensions.

Additionally, in the functionality designed to steal user data from Chromium-based browsers, only partial data

were transmitted in v1. However, in v2, it has been changed to transmit all data.

Deleting traces

Deletion of registry keys used for persistence, as well as the deletion of files and directories are added to

ss_del command implementation in v2.
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Conclusion

In this article, we introduced the ClickFake Interview campaign conducted by Cluster B. Cluster B is carrying

out attacks using a new malware called OtterCandy. Because its update was confirmed in August 2025,

continuous close monitoring will be required.

IoC
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